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Message from the Steering Committee 

Welcome to the International Conference for Internet Technology and Secured Transactions (ICITST-2017).
The ICITST provide highly professional and comparative academic research forum that promotes 
collaborative excellence between academia and industry. The Tables 1, 2, and 3 show all the submissions 
received and accepted: 

Table 1. Extended Abstracts 

Conferences Countries Extended 
Abstracts 

Submissions 

First Review Peer Review Accepted 
Extended 
Abstracts 

ICITST 84 236 192 90 24 

Table 2. Full Papers 

Conferences Countries Paper 
Submissions 

First Review Peer Review Accepted 
Papers 

ICITST 91 656 232 90 73 

Table 3. Workshops 

Conferences Countries Workshops 
Submissions 

First Review Peer Review Accepted 
Workshops 

ICITST 29 19 5 5 2 

The ICITST double blind paper evaluation method was adopted to evaluate each submission and selected papers 
will appear in high impact International Journals. 

Many people have worked very hard to make this conference possible. We would like to thank all who have
helped in making ICITST a success. The Programme Committee members each deserve credit for their 
excellent job. We would like to thank all our Keynote and Invited Speakers who have contributed to ICITST: 
Professor Charles Kim, Dr Evangelos Pournaras, Dr Gary Wills, Professor Anne James, Professor Steven Furnell and 
Dr Enrico Malfa, for agreeing to participate in this year conference. We would also like to acknowledge our 
appreciation to the following organisations for their support: Infonomics Society, IEEE UK and RI Computer 
Chapter, BCS, IET and IAP. 

On behalf of the Programme Committees, we would like to encourage you to contribute to the future ICITST 
as authors, speakers, workshop organisers, panellists, poster presenters and volunteer conference
organisers. We wish you a pleasant stay in Cambridge and please feel free to exchange ideas with others 
colleagues. 

General Chair 
Professor Ella Pereira, Edge Hill University, UK 

Steering Committee Chair  
Professor Charles A. Shoniregun, Infonomics Society, UK and ROI 
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Keynote Speaker 1 

Charles Kim is a Professor in Electrical Engineering and Computer Science at Howard University. 
Professor Kim’s research includes fault and failure anticipation, detection, and location in aero-, 
naval-, and ground systems of electrical and electronic devices and networks. In line with his 
research on fault diagnostics, he has worked for safety and security for safety-critical systems in 
automotive, energy, aerospace, and nuclear industries. In control system’s cybersecurity, he has 
extensively published on cyber-robust diversified architectures for fail-operate resilient control 
systems even under compromised situations. Professor Kim received a PhD in Electrical Engineering 
from Texas A&M University, and he is a Senior Member of IEEE). 

Title: Cyber-Resilient ICS through Diversified Redundancy and Intrusion Detection 

Abstract: Technological advancement of Industrial Control Systems (ICS) and control systems automation over the past 
decade has brought greater interconnections of the control devices. The control devices are interconnected via modern 
control communication bus such as ModbusTCP which now leverages Ethernet to allow interoperability between 
different solutions and vendors. The enhanced exchange of information has created cyber security vulnerabilities such 
as entry points for hackers. This presentation discusses diversified redundant architecture as a cyber-resilient system 
for networked control devices which maintains their normal operation even under compromised situations. This 
operation-based resilient architecture adds an isolated device, functionally equivalent to the networked primary device 
but with essential safe-mode operation features only, which is naturally immune to cyber incidents. In addition, a 
supervisor component monitors the operation of both networked and isolated devices, and transfers control to the 
safe-mode isolated device if the networked device operates abnormally, assuming that the abnormal operation is 
resulted from malicious hacking which has not been detected from the network cyber security defense. However, even 
with its resiliency, the diversified architecture has its own blind side – unawareness of presence of hacking traffic on the 
control bus when operational changes are not made by the hackers. Therefore, to solve this problem of unawareness of 
and undetected intrusion, we improve the architecture with an additional feature of intrusion detection utilizing open 
source software called Snort. The security features of Snort are incorporated as an intrusion detection and awareness 
solution, and are customized into the supervisor component of the diversified architecture for Modbus TCP/IP traffic 
monitoring. In laboratory tests, the added feature of intrusion detection has successfully initiated a safe-mode control 
transfer to the isolated device upon detection of unusual data traffic on the control bus. With this bus monitoring and 
intrusion detection, the diversified architecture would become a truly resilient and secure networked industrial control 
system. 
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Keynote Speaker 2 

Dr Evangelos Pournaras is a senior scientist in the Professorship of Computational Social Science, at 
ETH Zurich, Zurich, Switzerland. He was earlier at Delft University of Technology and VU University 
Amsterdam in the Netherlands, where he completed his PhD studies. He holds a MSc with 
distinction in Internet Computing from University of Surrey, UK and a BSc on Technology Education 
and Digital Systems from University of Piraeus, Greece. Evangelos has also been a visiting researcher 
at EPFL in Switzerland and has industry experience at IBM T.J. Watson Research Center in the USA, 
where he worked for the Pacific Northwest Smart Grid demonstration project. He serves the 

editorial board and the program committees of several international conferences and journals. He has several 
publications in high-impact journals and conferences in the area of self-managed distributed systems, including a best 
journal paper award. Smart Grids, Smart Cities and social sensing/mining are some application domains of his expertise. 

Title: Participatory Self-management Systems for Resilient Smart Cities 

Abstract: The pervasiveness of the Internet of Things in Smart Cities has brought paramount opportunities for 
improving the citizens' every life: energy and transport systems can be used more efficiently, waste collection and 
recycling actions can be optimized and the citizen is empowered to participate in online sharing economies for the 
peer-to-peer exchange of goods, e.g. energy, vehicles, tools, etc. Nevertheless, these opportunities come with several 
challenges that put the resilience of smart cities into risks. Several of these challenges stem from the centralized design 
of information and communication technologies: the concentration of data collection, storage and processing raises 
privacy concerns over citizens' sensitive data that allow discriminatory and profiling actions, which in turn question the 
autonomy and freedom of citizens, for instance, behavioral influence of online recommendations and personalized 
content creation. This talk raises the following question: Can participatory self-management systems orchestrated by 
the collective intelligence and wisdom of the crowd be used as a tactical utility to protect the citizen from these 
threats? What are the techno-socio-economic challenges of designing and applying decentralized systems in real-
world? This talk sheds light on how open and transparent data sharing; data analytics, optimization and learning can be 
used by citizens, for citizens, to empower resilient smart cities. Some application scenarios discussed are the following:  
accurate, real-time and privacy-preserving measurements of urban qualities, load-balancing of bike-sharing stations, 
energy demand-response systems and self-repairable power grids using smart transformers. 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 16



Keynote Speaker 3 

Gary Wills is an Associate Professor at the University of Southampton. His research focuses on 
secure information systems, this includes information assurance, cloud computing, IoT and 
distributed ledgers. Gary is part of the Cyber Physical research group in the department of 
Electronics and Computer Science. Gary is also part of the Southampton‘s GCHQ Academic 
Centre of Excellence for Cyber Security Research. He is chartered engineer with the MIET. 

Title: Looking after our IP in Supply Chain 

Abstract: It is necessary to pass intellectual property (designs, specification, etc.) along a supply chain, but it is also 
known that these also ‘leaks’, often through poor security. This becomes more complex when the IP crosses 
international borders. We will examine three methods, each using security by design principles to protect our data and 
IP. Preserving information security policy during data integration, protecting documents when they leave an 
organisation, and when information is passed along the supply chain. I will also briefly look at how we move these ideas 
from academia to commercialisation. 
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Keynote Speaker 4 

Anne James is Professor and Head of Computing and Technology at Nottingham Trent University. 
Holding BSc and PhD degrees in computer science and data modelling, she has been engaged in 
higher education for many years and has focused her research in the area of data and distributed 
systems. She has co-authored many peer-reviewed publications and has edited books, journals 
and conference proceedings. She has successfully directed many PhD projects, whilst also being 
active in international research collaborations and serving on the committees of a number of 
international conferences. She is currently a member of the Network Infrastructures and 
Emerging Technologies (NIET) research group at Nottingham Trent University. Her current 

projects include Cloud Forensics and Biometric Public Key Infrastructure. Formerly Anne held the position of Professor 
of Data Systems Architecture at Coventry University where she oversaw research degrees across her faculty. 

Title: Cloud Forensics 

Abstract: As cloud technology continues to evolve with vast amount of data being transmit daily, it has added another 
form of complexity in forensic investigation. It is very difficult to analyse system logs during forensic investigation as 
cloud service providers may not be willing to share their customers’ information with investigators. Furthermore a 
virtual machine set up in the cloud which hosts attacks might be shut down and thus logs associated with software and 
network access from the virtual machine would be lost. Additionally, cloud system logs transmitted over UDP or TCP 
packets without a robust encryption mechanism can be tampered.  A further issue is that of dependency chains in the 
cloud where a user may use a service in one particular cloud, which in turn uses a service provided by another cloud 
and so on. Time and location disparities add further to the complexity. In a traditional physical network, users have 
significant control on their service providers (ISP) through contract agreements and policies. Cloud users lose control 
due to their dependency on the services which in turn depend on other services. The keynote presentation will outline 
the difficulties of Cloud forensics and offer some solutions. 
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Keynote Speaker 5 

Steven Furnell is a Professor of Information Security and leads the Centre for Security, 
Communications and Network Research at Plymouth University. He is also an Adjunct Professor with 
Edith Cowan University in Western Australia and an Honorary Professor with Nelson Mandela 
University in South Africa. His research interests include usability of security and privacy, security 
management and culture, and technologies for user authentication and intrusion detection. He has 
authored over 290 papers in refereed international journals and conference proceedings, as well as 
books including Cybercrime: Vandalizing the Information Society and Computer Insecurity: Risking 

the System. Professor Furnell is the current Chair of Technical Committee 11 (security and privacy) within the 
International Federation for Information Processing, and a member of related working groups on security management, 
security education, and human aspects of security. He is also a board member of the Institute of Information Security 
Professionals, and chairs the academic partnership committee and southwest branch. 

Title: Taming Security Technology 

Abstract: Security threats now confront us everywhere, and there are numerous technologies and controls that we 
should use in response.  However, the manner in which these are presented and operated can mean that they do not 
deliver a favourable user experience.  In fact, security is often delivered in ways that actively make it harder for users to 
understand and apply.  This talk examines the problem, with examples from typical user-facing technologies, and 
presents experimental findings to illustrate the benefits that can result from supporting the user more effectively. 
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Keynote Speaker 6 

Enrico Malfa is Research and Development Director of the Metal Division of Tenova, a Techint Group 
company, worldwide partner for innovative, reliable and sustainable solution in the Metal and 
Mining industries. Before taking the current position in Tenova, he has responsibilities at Centro 
Sviluppo Materiali (CSM), now Rina Consulting, as Business Line Manager, Department Manager and 
Senior Scientist for environment solutions. In this position he worked developing solution for energy 
intensive industrial processes, including combustion systems with low environmental impact 
(flameless technology and regenerative system), solid materials gasification process, waste 

valorization, optimization of chemical energy utilization in Electrical Arc Furnaces (oxy fuel burners/injectors and 
control system based on off gas measurement, energy recovery). He is inventor or co-inventor in 17 patents and 
author/co-author of more than 60 publications. From 1996 to 2002, Enrico has held the position of Senior Scientist 
within the Energy System Technology area in ABB R&D Centre in Italy. Before he worked in the Cement Industry as 
process engineer within Combustion Department of Technology Division of Italcementi Group and in Aeroespace 
Industry (Aermacchi) as CFD engineer. Enrico received a Master’s Degree in Aerospace Engineering from Politecnico of 
Milan, and currently he is the Chairman of European Steel Technology Platform Working Group Planet, Member of the 
Technical Group Steel – Steelmaking (TGS2) of the Research Found for Steel and Coal (European Commission 
Directorate G – Industrial Technologies Research Fund for Coal and Steel), Member of the board of Associazione 
Lombarda Fabbrica Intelligente (AFIL), the cluster of intelligent manufacturing in Lombardy and Secretary of 
“Environmental and health committee” of AIM, the Italian Association of Metallurgy. 

Title: Steel made in Europe: the backbone of sustainability 

Abstract: Steel has historically been central to modern economies, synonymous with growth and progress. Modern 
society would be impossible without steel: Europe’s reconciliation after World War II was built on unified coal and steel 
industries. Today the steel sector in Europe has an annual turnover of EUR 166 billion and it is responsible for 1.3% of 
EU GDP.  Moreover steel is the essential material for a circular economy, not only for its recyclability, but because it is a 
material that remains available to be reintroduced into a production process in order to give birth to products or 
materials (permanent material). Therefore the sector has been recognized as one of three areas, along with space and 
defense, where the European Commission proposes specific policy measures. 

At the same time Europe's steel industry has been under severe pressure, squeezed between brutal market conditions 
and the resolve to mitigate climate change with the associated shift to a carbon-limited world.  To conquer these 
challenges, apart from creating and maintaining a level playing field, the European steel industry has to rely on its highly 
skilled workforce and on its ability to deliver technological breakthroughs. 

Starting from the consideration that the sector finds itself very close to the physical limits of CO2 emissions reduction 
from conventional steelmaking technologies, the European steel industry is fully committed to the mitigation of 
greenhouse gas emissions and to helping meet the objectives of the Paris Agreement working on the following main 
pathways towards the smart, low carbon industry of the future: 

• Carbon Direct Avoidance (CDA), which substitutes carbon for hydrogen and/or via the use of electricity.

• Low Carbon Without CO2 Emissions (LCWCE), which further optimises carbon-based Metallurgy and applies the
circular use of waste carbon in synergy with other industrial sectors and the use of carbon storage methods to mitigate 
greenhouse gas emissions. 

• Enhancing the recycling of steel and its by-products, helping to improve resource efficiency and reinforcing the
circular economy. 

The Eurpean steel industry’s development plans are ambitious, and this comes at a cost, potentially of several billion 
euros. Thus, it is important to note that large-scale projects must have the  option to apply for additional EU and 
national funds on top of the funding by a single joint  technology initiative. Only joint initiatives with other industrial 
sectors, the EU institutions and the member states to support the necessarily time-consuming and expensive R&D, will 
foster the emergence of such breakthrough solutions. The ‘Big Scale’ initiative – i.e. the work on a joint initiative on low 
carbon steel – is a key component which will be needed to accelerate carbon reduction over the entire steel value 
chain.  

This should also contribute to the creation of the coveted circular economy in Europe, given the huge potential of steel. 
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Workshop 1: Chaos-based Data Protection, Data Security and 
Hiding in Multimedia Communications  
(CDP-DSHMC 2017) 

Title: RARE: A Robust Algorithm for Rapid Encryption 
(Authors: Tasnime Omrani, Rabei Becheikh, Olfa Mannai, Rhouma Rhouma, Safya Belghith) 

Title: LSB-Hamming based Chaotic Steganography (LH-Steg) 
(Authors: Marwa Saidi, Houcemeddine Hermassi, Rhouma Rhouma, Safya Belghith) 

Title: New Keyed Chaotic Neural Network Hash Function Based on Sponge Construction 
(Authors: Nabil Abdoun, Safwan El Assad, Khodor Hammoud, Rima Assaf, Mohamad Khalil, Olivier 
Deforges) 

Title: Reveal false names of accounts as a result of hackers attacks: Security systems with heightened 
safety of information 
(Authors: Desislav Andreev, Simona Petrakieva, Ina Taralova) 

Title: Lightweight Signcryption Scheme Based on Discrete Chebyshev Maps 
(Authors: Ta Thi Kim Hue, Thang Manh Hoang, An Braeken)
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RARE: a Robust Algorithm for Rapid Encryption
Tasnime Omrani, Rabei Becheikh, Olfa Mannai, Rhouma Rhouma, Safya Belghith

RISC Laboratory, ENIT,University of Tunis El-Manar
Tunis Tunisia

Abstract—Regarding the intensive use of images in the context
of IoT, their security becomes crucial. Despite that severals
lightweight ciphers have been proposed, they are not suitable for
images data due to their features such as correlation, redundancy
and voluminosity. In this context, we treat in this paper the
weaknesses of the existent lightweight ciphers concerning the
constraints of images. Additionally, we propose an appropriate
lightweight image cryptosystem that takes all the features of this
kind of data. The experimental results show the effectiveness of
the new scheme compared to existent ones.

,
Index Terms—Lightweight cipher, chaos, correlation, redun-

dancy, diffusion, confusion, outer, inner.

I. INTRODUCTION

The use of the IoT has seen an enormous development
during the last decade. The IoT is integrated in severals
domains in our daily life such as smart home and it is used
in sensitive domains like medical area, military surveillance.
These kind of objects characterize by their limited resources in
term of memory, CPU capability and energy supply. Severals
recherches have been done in this area in order to ensure the
security of the exchanged data. Although, many encryption
algorithms exist in the literatures, they are unsuitable for
IoT even the standards ciphers such as AES [1]. For this
reason, there is a birth of new type of encryption algorithms
that targets the constrained devices and named lightweight
encryption algorithms. Among these cryptosystems, we can
cite Present [2], Simon [3], [4], Speck [3], [4], Twine [5],
RoadRunner [6], Rectangle [7], Prince [8], Pride [9] and
LBlock [10]. Although, the security and the high performance
provided by these cryptosystems, the explosion of using the
multimedia data in the applications of our daily life (like
videoconferencing, surveillance sensor in the environmental or
military field, and medical sensors and applications), show the
weaknesses of this kind of algorithms. Indeed, a multimedia
data differs from other types by its high level of correlation and
redundancy. An image with high redundancy and correlation
allows to reduce the search keyspace related to the statistical
attacks.
In order to prove the limitations of those lightweight cryp-
tosystems in the context of encryption of image data types, we
have applied each one of the aforementioned cryptosystems
in a ECB mode to encrypt a medical image depicted in
Fig. 1.(a) characterized by its high correlation and redundancy.
The results of this experiment is exhibited in Fig. 1 showing
the insufficiency of Lightweight cryptosystems when they are

(a) Original
image

(b) Present (c) Simon (d) Speck (e) Twine

(f)
RoadRunner

(g) Rectangle (h) Prince (i) Pride (j) LBlock

Fig. 1. Results of the encryption of a highly correlated and redundant medical
image by Lightweight cryptosystems in a ECB mode.

used to encrypt images. Afterward, We encrypted the same
image by the diverse algorithms by adopting CBC mode. The
objective of using the last mode is to reduce the correlation and
the redundancy level. Although by following the CBC mode
the redundancy and the correlation issues are addressed, the
diffusion criteria regarding a change in the plain-image remind
not satisfied. To prove this fact, we have taken 100 images and
applied Present in a CBC mode to those images. Actually,
the evaluation of the the diffusion criteria is as follows: a bit
is altered in an image and comparison between the ciphered
original image and the ciphered modified is carried out by
counting the number of differ bits. The last test allows to
examine the influence of altering one bit on the ciphered
image. Therefore, to investigate the effect of the other bits on
the image, one should change other bits one by one and repeat
the same test. To be more accurate the test must be applied on
the remaining chosen images. Results given by Figure 2 show
that diffusion level is always under the optimal value which
is 50% although the CBC mode is used in the encryption of
the plain images.

The found results showing the insufficiency of lightweight
cryptosystems applied for images to elude correlation, re-
dundancy and to enhance diffusion level constitute our mo-
tivation to propose a lightweight block encryption method
specially designed to treat images. We describe in section 2
the specification of our proposed. In section 3, an experimental
results regarding correlation, redundancy, voluminosity and,
confusion and diffusion criteria are presented. Furthermore,
a cryptanalysis comparison between the proposed cipher and
existents lightweight cryptosystems are given. In section 4, the
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Fig. 2. Diffusion level regarding change in the plain image using CBC mode
with PRESENT

performance of our proposal is evaluated and compared with
the existing cryptosystems. Finally the conclusion is given in
section 5.

II. SPECIFICATION OF THE PROPOSED CRYPTOSYSTEM

A. Structure

Processing the entire image as a single block is essential to
ensure the diffusion property of Shannon on the whole image
while reducing the correlation and the redundancy. However,
cryptosystems that follow this structure use a high number
of rounds or hybride chaotic function in order to ensure the
security of their cryptosystems. This affects negatively the
real-time concept. In order to take advantage of this method
while assuring real-time scenario, we propose a fast pre-
processing phase at the beginning of the encryption, which
consists of ensuring diffusion and reducing the correlation and
redundancy using a single round. We call this phase the ”Outer
phase”. It will be followed by an ”Inner-Phase” which converts
the image into sub-blocks and treats them using a ECB mode
of block encryption in order to lighten the processing of a
voluminous data as the image, while increasing the security
level by treating each block in enough number of rounds.
We have called this structure ”Inner-outer struct” and it is
represented in Figure 3. In the following, we describe step by
step this newly proposed structure through the presentation of
our cryptosystem.

Fig. 3. Outer-Inner Structure.

B. Outer phase

This external phase consists of two diffusion operations.
An operation to scan the image horizontally by applying a
modular addition as shown in Fig. 4.a. And an operation
to scan the image vertically by applying slightly similar

(a) (b)

Fig. 4. Operations of outer phase: (a) Horizontal ADD-Diffusion(HAD); (b)
Vertical ADD-Diffusion(VAD)

operation but in vertical orientation as shown in Fig. 4.b. The
application of these two operations successively contributes on
the one hand, on reducing the correlation and the redundancy
constraints of the image and on the other hand, on ensuring
the diffusion property of Claude Shannon. In order to validate
these hypotheses, we take 100 medical images and we use the
correlation coefficient as a metric to calculate the correlation
level. And we used the Shannon entropy to evaluate the level
of redundancy. To evaluate the diffusion level, for each image
Pi, we generate an image P ′i which is equal to Pi but with
a slight difference in a single bit. We then encrypt the set of
images Pi and P ′i in order to obtain a set of images Ci and C ′i.
Finally, the mean weight Wi of each Ri = Ci⊕C ′i is evaluated
for each image. The result of these tests are illustrated in
Table I. We can conclude from the results that the use of
the two operations HAD and VAD provides an optimal level
of diffusion regarding a modification in the plaintext and the
best reduction of correlation and redundancy.

TABLE I
MEASURE OF CORRELATION COEFFICIENT, ENTROPY LEVEL AND

DIFFUSION LEVEL AFTER APPLICATION OF HAD AND VAD OPERATIONS

Correlation coefficient Entropy Diffusion level %
Min/Max

HAD 0.1649 7.9927 0.008/24.91
VAD 0.1647 7.9935 0.008/24.91

(HAD) then (VAD) 0.0029 7.9971 24.9/50

C. Inner phase

In this subsection, we will describe the building blocks
involved in the inner phase

1) S-box: This transformation follows the mixing operation
and it uses an 4 × 4 S-box which is shown in Table II. This
choice is due to the fact that this operation ensures Claude
Schannon’s confusion property.

2) P-box: In order to ensure the diffusion property of
Claude Shannon, a permutation operation P (.) is necessary.
Indeed, our aim is to spread the result of each S-box on a
maximum number of sub-blocks. We have for this purpose
used a bit-by-bit permutation to spread each 4-bit coming out
of an S-box on four adjacent sub-blocks. As shown in Fig.
5. The permutation function is designed in a way to enlarge
the number of active S-boxes through the rounds of the inner-
phase. This is to survive linear and differential cryptanalysis
that we will evaluate them later.
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TABLE II
THE S-BOX USED IN OUR PROPOSITION

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
S-box(i) 13 14 0 8 11 1 9 15 6 3 7 10 2 5 12 4

Fig. 5. Working process of the bit-Permutation

D. Key schedule

Our cryptosystem uses a principal key of 80-bits. This key
will used as an input to the chaotic function with N dimensions
named IKEDA system [13], [14], [15], [16] which represents
the core of the key schedule function (see Fig. ??). This
function has the following form:

ai = ai+1 i = 1, . . . , N − 1 (1)
aN+1 = aN + α(−βaN +m sin(a1))

where N represents the dimension of the system, α, β and m
denote the parameters of the system. Actually, a main key K
will be used to initialize the system which in turn will be used
to generate the subkey of each rounds. Indeed, the process of
the initialization is designed in way that the diffusion key is
ensured.
It was proven in a previous work in [17] that with N = 7 and
α = 0.5 and β = 1, the system shows chaotic behavior. To
initialize the system we do the following:

1) The main key K is divided into 8 segments of length
10-bits labeled k1 = K{1,...,10}, . . . , k8 = K{70,...,80}

2) The generated segments k1, . . . , k8 will be used to yield
a new variables labeled w1, . . . , w8 as below:

w0
i = ki ⊕ (ki+1 ≫ 4)⊕ (ki+2 ≫ 2),

where ≫ represents right rotation operation.
3) To ensure that each variable wi depends on the whole

bits of the main key K the following equation is iterated
3 times

wt+1
i = wt

i ⊕ (wt
i+1 ≫ 4)⊕ (wt

i+2 ≫ 2)

4) Once the last step is performed, the items of the IKEDA
system is initialized as follows:{

ai = 0.1 + w3
i /2

10 for i = 1, . . . , 7

m = 10 + w3
8/2

5

Once the system is initialized, the system will be iterated to
generate the round subkeys. To do so, the system will be
iterated 8 times for each round. Actually, in each iteration
the system will output a1 while the states of the system are
updated by shifting each state to the right except the leftmost

state a7 is update by a7 +α(−βaN +m sin(a1)). The output
ai1 in round j will be quantified as below:

kij = (ai1 × 232)mod 256.

Therefore, the subkey of round j is k1j ‖ . . . ‖ k8j , where ‖
denotes the concatenation operation
Fig. 6 depicted the general structure of key schedule function.
Note that the initial states of the system for each round except
the first one represent the contain of system states in the last
round.

Fig. 6. KeySchedule function: iterate this function 8 times to obtained the
subkey.

III. CRYPTANALYSIS OF THE PROPOSED CRYPTOSYSTEM

In this section, we will study the response of the proposed
cryptosystem to the correlation and redundancy constraints of
the image. Then we will test confusion and diffusion levels.
And finally, the robustness of our proposed against the linear
and differential attacks will be described.
All these evaluations will be compared with the existing
lightweight cryptosystems used in IoT context given their
limited use of resources.

A. Statistical tests

Correlation, redundancy, confusion and diffusion can be
used in statistical attacks, we have to be sure that the proposed
cryptosystem will exhibit always cipher image with very low
correlation and redundancy level and ensure the confusion and
diffusion properties. To measure these properties, we have used
100 test images to be encrypted with the proposed cryptosys-
tem and other existing lightweight cryptosystems. In table III,
we present the mean value of the correlation coefficient and
the entropy calculated over respective measures of those 100
test images. We report that the proposed cryptosystem shows
the lowest correlation coefficient and the highest entropy level
compared to other lightweight cryptosystems. The results of
the confusion and diffusion measures are presented in the same
table III and shows an optimal level of confusion and diffusion
of the proposed scheme.
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TABLE III
CORRELATION, REDUNDANCY, CONFUSION AND DIFFUSION LEVEL OF THE PROPOSED CRYPTOSYSTEM COMPARED TO EXISTENT LIGHTWEIGHT

CRYPTOSYSTEMS OVER 100 MEDICAL IMAGES

Cryptosystems Correlation Entropy Confusion Diffusion plain Diffusion key
AVG/Min/Max AVG/Min/Max

Present 0.502 6.981 52.84 0.01/0.01/0.01 49.88/44.51/55.02
Rectangle 0.489 6.977 52.54 0.01/0.01/0.01 49.66/45.55/55.14

Simon 0.441 6.927 49.65 0.01/0.01/0.01 49.67/45.31/54.09
Prince 0.449 6.931 45.89 0.01/0.01/0.01 50.18/45.29/56.42
Speck 0.435 6.987 44.58 0.01/0.01/0.01 50.02/45.67/55.48
Pride 0.435 6.978 49.43 0.01/0.01/0.01 49.96/44.37/55.23
Twine 0.442 6.974 49.43 0.01/0.01/0.01 50.19/45.86/55.13

RoadRunner 0.501 6.981 50.30 0.01/0.01/0.01 49.99/46.01/53.78
LBlock 0.491 6.977 50.05 0.01/0.01/0.01 49.89/45.77/54.70
RARE 0.003 7.997 50.003 49.989/49.81/50.01 50/49.99/50.02

B. Differential and linear cryptanalysis

Linear and differential cryptanalysis were used to almost
all the existent block ciphers to measure their security [12].
Even encryption standard DES and AES were tested by those
generic cryptanalysis attacks. They serve to estimate the effort
needed to break the secret key or part of it. To say that a
cryptosystem is resistant to these attacks, the complexity of
these two attacks should be greater than the naive brute force
attack.

1) Linear cryptanalysis: Linear cryptanalysis is a known
plaintext attack. It tries to find linear approximation of the
cipher between plaintext, ciphertext and the secret keys as
described by the following equation:∑

Pu ⊕
∑

Cv =
∑

Kw (2)

with Pu is the uth bit of the input P = [P1, P2, ..., Pn] and
Cv is the vth bit of the output. With Kw is the kth bit of the
key.
This linear approximation holds with a probability P .
By knowing this probability, we can determine the needed
pairs number of plaintext/ciphertext to break the key. This
number can be estimated by the following equation:

LC =
1

|P − 1
2 |2

(3)

In order to find a linear approximation of the proposed 
cryptosystem, we have to construct an approximation table 
of each nonlinear component of the cryptosystem [12] which 
is in this case the used S-box in the inner-phase.
To create the linear approximation table of the S-box, we pick 
up all the possible pairs (input,output) and we compute the 
number of times where a linear equation relevant to each (input 
output) pair holds. A linear equation is true when it satisfy Eq 
(2). Take the example of (input, output)=(2,7).
The equation relevant of this example has the following form: 
E = P3 ⊕ C2 ⊕ C3 ⊕ C4 = 0, whereby Pi is the bit number i of 
the input 2 and Ci is the bit number i of the output 7. Therefore, 
to calculate the number of times in which the equation hold, we 
take all the bit possible Pi as depicted in the four first lines of 
Table IV and we generate the Ci according to the S-box 
illustrated in Table II. Thereafter, we calculate

the linear equation 2 (see Table IV). Then, we compute the 
number of time where the equation E equal to = 0 (12 in our 
cas). The later will be assigned to Table V after applying a 
soutraction operation by 8.

TABLE IV
SAMPLE LINEAR APPROXIMATIONS OF S-BOX

P1 P2 P3 P4 C1 C2 C3 C4 E
0 0 0 0 1 1 0 1 0
0 0 0 1 1 1 1 0 0
0 0 1 0 0 0 0 0 1
0 0 1 1 1 0 0 0 1
0 1 0 0 1 0 1 1 0
0 1 0 1 0 0 0 1 1
0 1 1 0 1 0 0 1 0
0 1 1 1 1 1 1 1 0
1 0 0 0 0 1 1 0 0
1 0 0 1 0 0 1 1 0
1 0 1 0 0 1 1 1 0
1 0 1 1 1 0 1 0 0
1 1 0 0 0 0 1 0 1
1 1 0 1 0 1 0 1 0
1 1 1 0 1 1 0 0 0
1 1 1 1 0 1 0 0 0

2

Once the table is created, we have to select the most weak 
combination of input that activate the minimal number of S-
boxes through the multiple.
In our case, the input that gives the minimal number of 
activated S-boxes is 0000000C00000000 in its hexadecimal 
form.

We can now search of the linear equation combining the 
inputs, the output and the round key for each encryption 
round. Each linear approximation for each encryption round 
will holds with a probability Pi and biais εi = Pi − 1 . Then to
find the final linear approximation, we have to combine all the
linear approximation of each encryption round and compined
probability P using the following Pilling-up Lemma:

P =
1

2
+ 2n−1

n∏
i=1

(εi) (4)

We illustrate in Table VI, of the linear equation of the first 4 
rounds as well as the probability, the bias and the complexity. 
The result of our experiment showed that by reaching the
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TABLE V
LINEAR APPROXIMATION TABLE OF OUR S-BOX

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 8 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 0 4 -4 0 0 4 4 0
2 0 -2 -2 -4 0 -2 -2 4 2 0 0 -2 2 0 0 -2
3 0 2 -2 0 0 2 -2 0 -2 4 0 -2 -2 -4 0 -2
4 0 2 -2 0 0 2 2 4 0 -2 -2 4 0 -2 2 0
5 0 -2 2 0 -4 2 2 0 4 2 2 0 0 -2 2 0
6 0 0 0 0 -4 -4 0 0 -2 2 -2 2 2 -2 -2 2
7 0 0 4 -4 0 0 0 0 -2 -2 -2 -2 -2 -2 2 2
8 0 -2 2 0 2 0 4 2 -4 2 2 0 2 0 0 -2
9 0 -2 2 0 2 0 -4 2 0 2 2 4 -2 0 0 2
10 0 0 0 0 -2 -2 -2 -2 -2 -2 2 2 0 0 4 -4
11 0 -4 0 4 -2 2 -2 2 -2 -2 -2 -2 0 0 0 0
12 0 4 4 0 -2 2 -2 2 0 0 0 0 2 2 -2 -2
13 0 0 0 0 2 2 -2 -2 0 0 0 0 6 -2 2 2
14 0 -2 -2 -4 -2 4 0 -2 -2 0 0 2 0 2 -2 0
15 0 -2 2 0 2 0 0 -2 2 0 -4 2 0 -2 -2 -4

round number 9, the found complexity of the attack already
surpass the exhaustive search complexity which mean that
the proposed cryptosystem should have at least 9 encryption
rounds to withstand linear cryptanalysis.

TABLE VI
LINEAR CRYPTANALYSIS OF OUR CRYPTOSYSTEM : LINEAR EQUATION, IT

PROBABILITY AND ITS CORRESPONDING BIAIS IN THE 4 FIRST ROUND

N Equation P ε Complexity

1 X1,28 ⊕X1,29 ⊕ Y1,40 ⊕
∑
K = 0 3

4
1
4

24 < 280

2 X2,40 ⊕ Y2,46 ⊕ Y2,49 ⊕
∑
K = 0 5

8
1
8

26 < 280

3 X3,46⊕X3,49⊕Y3,51⊕Y3,53⊕Y3,54⊕
Y3,56 ⊕ Y3,57 ⊕ Y3,60 ⊕

∑
K = 0

17
32

1
32

210 < 280

4 X4,51 ⊕ X4,53 ⊕ X4,54 ⊕ X4,56 ⊕
X4,57 ⊕X4,6 ⊕ Y4,2 ⊕ Y4,5 ⊕ Y4,6 ⊕
Y4,54⊕Y4,57⊕Y4,58⊕Y4,60⊕

∑
K =

0

255
512

1
512

218 < 280

We give in table VII a summary about linear cryptanalysis
complexity of the proposed cryptosystem compared to other
lightweight ciphers. Table VII confirm that our cryptosystem
with a less number of rounds compared to other lightweight
ciphers, can resist linear cryptanalysis.

2) Differential cryptanalysis: Differential cryptanalysis is
a chosen plaintext attack. It studies the propagation of two
inputs difference along the cipher encryption rounds and how
it affects their corresponding outputs difference. To crypt-
analyse the proposed cryptosystem by the differential attack,
we need to construct a difference distribution table for each
nonlinear component [12]. In this case, the only one nonlinear
component is the S-box used in the inner-phase. We have to
choose the appropriate input difference ∆X which activate
the minimal number of activated S-boxes through all the
cipher to minimise the attack complexity. We have chosen the

TABLE VII
LINEAR CRYPTANALYSIS COMPLEXITY OF THE PROPOSED CRYPTOSYSTEM

AND SOME LIGHTWEIGHT CRYPTOSYSTEMS.

Cryptosystem Number of rounds Complexity
(block size/key size)

Present 28 284

64/80
Simon 21 231.69

32/64
Simon 27 262.53

64/96
Speck 11 230.1

32/64
Speck 16 263

64/96
Rectangle 10 290

64/80
Lblock 15 266

64/80
RARE 9 288.83

64/80

difference input ∆X = 000000000000B000 which satisfies
the former condition of S-box activation. We can then study
the propagation of this input difference in every round output
until the penultimate output of the cipher. For each round, we
calculate the probability holding each output difference, then
we can combine the probability of all the rounds by calculating
the product of each their relative holding probability (Eq. 5).
The complexity of the attack is estimated to be 1

P .

P =
NR∏
k=1

Pi (5)

The complexity of the differential cryptanalysis of the pro-
posed cryptosystem compared to its complexity for other
lightweight cryptosystems is given in table VIII. These anal-
yses show that for a lower round number in the proposed
cryptosystem, it outperforms the security of Present, Simon,
Rectangle et Lblock except for Speck. This also proves that
is the proposed cryptosystem is immune against differential
cryptanalysis.
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TABLE VIII
COMPLEXITIES OF DIFFERENTIAL CRYPTANALYSIS ATTACK OF THE

PROPOSED CRYPTOSYSTEM AND EXISTENT LIGHTWEIGHT
CRYPTOSYSTEMS.

Cryptosystem Round number Complexity
(block size/key size)

Present 25 2100

64/80
Simon 18 231.2

32/64
Simon 26 263

64/96
Speck 10 229

32/64
Speck 16 263

64/96
Rectangle 15 266

64/80
Lblock 15 264

64/80
RARE 13 2103.53

64/80

IV. PERFORMANCE

The limited power of equipment used in the context of 
IoT imposes the importance of designing a cryptosystem 
that considers this constraint. Indeed, the existing lightweight 
cryptosystems responds to this constraint. However, they are 
intended for text or binary data and are not intended for 
multimedia data (see section 1). Hence the importance of eval-
uating this criteria in our cryptosystem by comparing it with 
the existing cryptosystem to determine if the cryptosystem 
corresponds to the real-time property or not. We calculated 
the number of clock cycles by byte for our proposed and 
for existing cryptosystems using C language for 265 × 256 
images sizes. The result is shown in the table IX and show 
that the proposed cryptosystem is faster then Present cipher. 
This implies that our cryptosystem responds to the constraint 
of limited power of devise used in IoT.

TABLE IX
NUMBER OF CLOCK CYCLES BY BYTE OF THE PROPOSED CRYPTOSYSTEM 

AND EXISTENT LIGHTWEIGHT CRYPTOSYSTEMS.

Cryptosystem Round number Encryption Decryption
Present 31 6708 6842

Rectangle 25 829 651
Simon 42 412 425
Prince 12 1042 1119
Speck 26 287 277
Pride 20 1279 1266

RoundRunner 10 1410 1457
Lblock 32 694 679
RARE 13 3280 3412

V. CONCLUSION

We have proposed a new lightweight cryptosystem for
image encryption in the IoT environment. Its structure is
specially designed to elude the correlation, redundancy and
voluminosity constraints of the image. It follows a structure
named outer-inner structure, the outer-phase pre-treats the

image rapidly to enhance confusion and diffusion criteria. The
inner phase is composed of 13 rounds to resist linear and
differential cryptanalysis. Comparison with existent up to date
lightweight ciphers has been done. The analyses show that the
proposed cryptosystem outperforms those ciphers in term of
security with a lower number of rounds.

REFERENCES

[1] Simon Heron, Advanced Encryption Standard (AES), In Network Se-
curity, Volume 2009, Issue 12, 2009, Pages 8-12, ISSN 1353-4858,
https://doi.org/10.1016/S1353-4858(10)70006-4.

[2] Bogdanov, A., Knudsen, L. R., Leander, G., Paar, C., Poschmann, A.,
Robshaw, M. J. B., Seurin, Y. and Vikkelsoe, C., ”PRESENT: An Ultra-
Lightweight Block Cipher”. Cryptographic Hardware and Embedded
Systems - CHES 2007: 9th International Workshop, Vienna, Austria,
September 10-13, 2007. Proceedings, 2007, 450–466.

[3] Ray Beaulieu, Douglas Shors, Jason Smith, Stefan Treatman-Clark,
Bryan Weeks and Louis Wingers, ”SIMON and SPECK: Block Ciphers
for the Internet of Things”. Cryptology ePrint Archive, Report 2015/585,
2015, http://eprint.iacr.org/2015/585.

[4] Ray Beaulieu, Douglas Shors, Jason Smith, Stefan Treatman-Clark,
Bryan Weeks and Louis Wingers, ”The SIMON and SPECK Families
of Lightweight Block Ciphers”. Cryptology ePrint Archive, Report
2013/404, 2013, http://eprint.iacr.org/2013/404.

[5] Suzaki, Tomoyasu and Minematsu, Kazuhiko and Morioka, Sumio and
Kobayashi, Eita, ”TWINE: A Lightweight Block Cipher for Multiple
Platforms”. Selected Areas in Cryptography, 7707, 339–354, 2012,
Springer. Adnan BaysalEmail authorShap ahin

[6] Baysal, A. and Sahin, S., ”Roadrunner: A small and fast bitslice
block cipher for low cost 8-bit processors”. International Workshop
on Lightweight Cryptography for Security and Privacy, 58–76, 2015,
Springer.

[7] Zhang, W., Bao, Z., Lin, D., Rijmen, V., Yang, B. and Verbauwhede, I.,
”RECTANGLE: a bit-slice lightweight block cipher suitable for multiple
platforms”. Science China Information Sciences, 58, 12, 1–15, 2015,
Springer.

[8] Borghoff, J., Canteaut, A., and Güneysu, T., Kavun, E. B., Knezevic,
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Abstract—This work introduces a novel secret-key spatial
steganographic approach based on Hamming codes and LSB em-
bedding. The embedding artifacts are restricted to rich textured
zones of the cover image. We exploited the standard deviation
measurement to select potential candidate block of pixels to hold
the secret message. In the aim of ensuring the security aspect of
our proposed method, we use the Skew Tent Map as a random
generator to select exploited bits in the embedding procedure.
Such a chaotic function shows an efficient performance in terms
of randomness and perfect sensibility to slight alteration of the
initial condition or the control parameter (sensibility: 10−14). the
proposed approach showed an effective resistance to the state-
of-art steganalysis attacks.

Index Terms—Spatial Steganography, LSB embedding, Ham-
ming codes, Steganalysis, Chaos, Feature extraction, Machine
Learning.

I. INTRODUCTION

The term Steganography [3], [4] means literally ”Cov-
ered Writing”. Its concept based on hiding secret messages
within innocents multimedia support. Generally, two types of
steganography can be presented: Pure steganography where
an attacker has no information about the used method or
Secret-key based steganography where the method applies
to Kerckhoffs principle and the security of such approach
depends only on the shared secret key.
Recently, a variety of steganographic approaches in different
domains whether frequency or spatial domain have been
proposed.
Moving Steganography from Lab to Real life unfortunately
confronts with so many critical unsolved problems [5]. How-
ever, designers nowadays still working on inventing potential
new approaches limited to lab’s conditions, where the embed-
ding distortion is minimized in the aim of achieving a more
effective resistance towards steganlaysis attacks.
In steganalysis, a warden (eavesdropper) can play two roles:
whether an active role where he intend to detect and break
the integrity of secret message, or he can remain as a passive
warden and his power is limited to the detection process only.
In the state-of-the-art- literature, two types of attacks are gen-
erally introduced, targeted steganalysis and Blind steganalysis.
The first type is based on designing accurate detectors (could
be based on a learning strategy as well) with consideration
to alteration and artifacts caused by a specific embedding
approach. In terms of classification, they are super accurate
however their limitations lies on their non-adaptivity to dif-
ferent image formats and non-effectiveness when it comes to

newly invented embedding schemes causing totally different
patterns in the stego image which have never been treated
before. Whereas blind steganalysis approaches [6] are mainly
established through a learning technique with wider set of fea-
tures describing alterations and artifacts caused by various data
hiding methods. Designing universal/blind classifiers presents
a challenging task since it is crucial to consider possibly all
distortions caused the embedding method regardless the nature
of the domain (spatial, frequency) where the data is proceeded.
The block diagram of a blind steganalysis is illustrated in
Figure I.

Fig. 1. Block diagram of Blind/Universal Steganalysis.

The feature extraction step can simply be described as ex-
tracting the most important properties of the image illustrating
any embedding artifact. So instead of treating the data in its
original form, it is more flexible and less time-consuming
process to deal with a set of features. Once the feature set
is extracted (stego and cover samples), the classification can
be applied.
Generally, the feature designs started with basic efficient-
informative alterations which are typically captivated through
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dependencies measured over block of pixels in spatial domain
such as analysis of variance (co-occurrence matrix, standard
deviation, etc...) or dependencies between coefficients in trans-
form domain. Typical examples of features are Image Quality
Features [7], Calibration Based Feature and Calibration based
Markov process Features [10], [11], Moment based Features
[12], [13] and Correlation based Features [14], [15], [16].
In this paper, we exploit a pre-treatment concept where we
spot the blocks of pixels verifying a certain high level of
standard deviation so that the embedding will be established
only within rich zones of the cover image. Stego objects
created using our LH-Steg showed an interesting resistance
towards steganalysis tool which implies the undetectability of
the proposed approach across various payloads. Adapting the
payload to each image aside and training the classifier on
different payloads consists indeed of real life scenarios, in
contradiction to Lab’s condition which consists of training the
classifier on fixed payloads.
Section II makes a brief description of three of the state of the
art methods to which we compared our scheme. Section III,
contains an illustration of the exploited chaotic system and
its random behaviour analysis. In section IV, we introduce
the embedding operation, the pre-processing phase of cover
objects. The proposed LH-Steg approach is tested in Section
V, where we report the classification decisions using the
Ensemble Classifiers [19] and the 34671-dimensional Spatial
domain Rich Model (SRM) features [17] applied over BOSS-
base (images in pgm format) [18] with comparison to three of
the state-of-the-art methods: WOW [20], S-UNIWARD [21]
and MVGG [2]. Finally, the paper is concluded in Section VI.

II. RELATED WORKS

Recently, various spatial adaptive steganographic ap-
proaches [8], [20], [9] have been proposed. These schemes
are based on minimizing a modeled distortion function which
quantifies in terms of costs the effect of changing a cover im-
age into a stego one. Their effectiveness is shown through the
correlation of designed function with statistical undetectability.
In this work, we will briefly describe three different distortion-
functions based approaches to which we compared our pro-
posed scheme. Starting with the proposed WOW (wavelet ob-
tained weights) steganography [20] which allocates high costs
to more predictable pixels using directional filters residuals
and low costs to less predictable pixels. S-UNIWARD [21]
(Spatial Universal Wavelet Relative Distortion) has a slightly
altered cost function comparing to WOW. In fact, both of
the distortion functions are similar in the embedding cost
computation phase, however, computing costs using WOW
method makes it rather difficult to use for embedding in other
domains such as the Transform domain (DCT/JPEG) whereas
S-UNIWARD is more adaptive to any arbitrary domain. An-
other approach serves to model the cover medium through the
employment of a Multivariate Generalized Gaussian (MVGG)
[2] to model pixels. The parameters of the modeled cover
are estimated then the probability of modifying each pixel is

analytically computed with consideration to minimizing the
KullbackLeibler(KL)-divergence between the cover and the
stego images. We compared our proposed LH-Steg to all of
the aforementioned schemes.

III. MATHEMATICAL BACKGROUND

A. The Skew Tent Map
The Skew Tent Map, given by Equation (1), is a 1-D

non linear function which reach a chaotic behavior for a
value of control parameter p ∈ [0, 1] and an initial condition
x0 ∈ [0, 1] as given in Figure 2 which shows the chaotic
aspect of this function for the indicated intervals. The Skew
Tent map represents a high sensitivity to its control parameter
and initial condition which make it useful in the data hiding
context. In fact, the statistical properties of such function in
a steganographic scenario allows the designer to protect the
integrity of the secret message in case of an active warden
who intend to spot potential hiding positions and alter the
exchanged secret data. Thus using a chaotic function to select
embedding spots will make it harder for a warden to get same
spots chosen by the sender. To this end, a secret key containing
the chaotic function parameters has to be exchanged before the
communication would start.

f(xn) = xn+1 =

{
xn/p if 0 ≤ xn ≤ p
(1− xn)/(1− p) if p ≤ xn ≤ 1

(1)

(a) (b)
Fig. 2. The Skew Tent: (a): Bifurcation diagram (b): Lyapunov exponent

B. Standard deviation of a discrete source
We used the standard deviation as a richness measurement

(in terms of pixels values) to spot the blocks where the
probability of detecting embedded data is lower comparing to
other zones of the image. The standard deviation (2) describes
how much a given set of data points is spread. So, an optimal
threshold can be determined (optimal σ value) to choose
only rich zones where altering pixels is an untraceable process.

σ =

√∑n
i=1

∑m
j=1(I(i, j)−mean)2

n×m
(2)

Where I is a block of (n×m) coefficients and mean is the
mean is the average value given by equation(3).

mean =

∑n
i=1

∑m
j=1 I(i, j)

n×m
(3)
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IV. PROPOSED TECHNIQUE

To hide a secret image S into a cover image C of size
(M ×N ) we propose to apply a pretreatment process on the
cover support before the embedding.

A. Pre-treatement process

The recursive pretreatment phase, shown through Figure 3,
aims to select the candidate blocks Bi,j which have a higher
value of standard deviation (rich zones) comparing to poor
regions (lower values). We describe in the next paragraph the
detailed steps that an embedder has to follow to hide his secret
data.

1) Divide the cover image C into (n × n) blocks denoted
by Bi,j . In our case, n=3.

2) For each block of pixels Bi,j , we determine the standard
deviation Std(i, j) by applying Equation (2).

3) Generate a witness image related to the given cover
object. We denote it by ωC . White blocks within ωC

stands for candidate blocks to which a higher level of
richness (amount of variation in pixel values) is assigned
and black blocks stands for blocks to be eliminated from
embedding. Thus, ωCi,j

= 255 where Std(i, j) ≥ Th
and ωCi,j

= 0 where Std(i, j) < Th. Th is a given
Threshold initialized to Th0 and then incremented until
the selection criteria of the blocks is verified.

4) Embed the secret message S, Generate the witness
image of the stego object ωS and then select the candi-
date blocks through which the recipient will apply the
extraction operation.

5) Extract the secret message Ŝ by following the steps
described in the subsection (IV-C).

6) Compare the secret message S to the estimated secret
message Ŝ. If Ŝ = S, then the threshold Th is the
optimal value which guarantees that the embedding
didn’t affect the standard deviation within candidate
blocks. Thus same blocks are detected by the sender
and the recipient. Else, the threshold is incremented
by a step denoted by α which has to be submitted
to the receiver to perform the extraction process, so
the new value of the threshold will be denoted by
Th = Th + α. Once the incrementing value of Th
is saved, the process is performed again starting from
step number 3. The convergence criteria of this recursive
algorithm is Ŝ = S.
We illustrate in 4, the case where the absolute difference
between both of the witness images (stego and cover)
does exist. In such scenario, the receiver is not capable to
extract perfectly the secret message since the used blocks
for embedding couldn’t be identically detected by the
receiver which is caused by not finding yet the optimal
threshold up on which the classification of candidate
blocks is achieved perfectly. However, Figure 5 shows
the optimal output of the recursive process where same
blocks are detected in the embedding and the extraction
phase regarding to an optimal value of Th.

Fig. 3. The pre-treatement process

B. The embedding process

The Embedding phase, shown by Figure 6, aims to insert
a secret message S = {0, 1} into a cover image C of size
(M ×N) by involving the hamming encoding and a chaotic
generator G. In fact, while designing a steganographic system,
we have to maintain and consider the protection of secret data
by ensuring its integrity. So in our scheme, we used Hamming
codes applied over 4 randomly chosen most significant bits
(MSB) to generate 3 correcting bits, 2 of the previously
generated bits will be later xored with 2 LSBs of the treated
pixel and embedded in the LSBs of neighboring pixel. Such a
process of correction will allow the receiver to ensure whether
the secret message has been modified by an active warden or
not. We denote the candidate (n × n) blocks of the cover
image by B̃ij . The embedding process is performed through
the following steps:

1) Convert diagonal pixels of each block
B̃ij(1, 1), B̃ij(2, 2), B̃ij(3, 3) from decimal encoding to
8-bits representation.

2) Choose 4 MSBs from the treated pixel by following
a chaotic order generated through the Skew Tent map
given in Equation (1). These bits are then used as an
input to the Hamming encoder H(7,4).

3) Calculate H(7,4). Then choose 2LSB From the three
generated Hamming bits.

4) Determine the secret bits to be hidden through an
XOR operation applied over the chosen two bits of
the Hamming code and two bits of the original secret
message (Equation (4)). The obtained bits are embedded
in the LSBs of neighboring pixels which don’t belong
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Cover Image Cover Witness (ωC) Stego Witness (ωS) Diff(ωC ,ωS)

Fig. 4. Encountered problem in the Pre-Treatment phase: Measured absolute difference between witness cover ωC and witness stego ωS .

Cover Image Cover Witness (ωC) Stego Witness (ωS) Diff(ωC ,ωS)

Fig. 5. Pre-Treatment phase: Optimal Threshold selected thus Identical witness images are obtained.

to the diagonal in the treated block Bi,j.

2LSBstego
= 2Secret bits XOR 2LSB(H(7,4)) (4)

Fig. 6. The embedding process

C. The extraction process

To extract the secret binary message S from the stego image
SI we adopt the same pre-treatment steps to select upon the

Threshold Th candidate blocks used in the embedding process.
In our experiments over the used image database, we choose to
initiate Th value to a constant=10 and in the aim of ensuring a
perfect extraction, optimal α value has to be transmitted to the
recipient. Following steps are applied to extract the message:

1) Divide the stego image SI into (n × n) blocks denoted
by BSi,j .

2) For each image block BSi,j , we calculate the standard
deviation Std(i, j) by applying Equation (2).

3) Determine the candidate blocks B̃Si,j which have a
standard deviation std >= Th+ α.

4) For each block we perform the same steps adopted in
the embedding process by replacing Equation (4) by
Equation (5).

2Secret bits = 2LSBstego XOR 2LSB(H(7,4)) (5)

V. EMPIRICAL SECURITY

Initially, we evaluate our method in terms of Peak Signal-to-
Noise Ratio (PSNR) (Figure 7). We notice that our proposed
method guarantees a high values of PSNR (67.6048≤ PSNR
≤80.6727) measured over 50 images cover and 50 images
stego besides the other steganographic methods. These mea-
sures implies that the proposed embedding approach maintains
the same perceptual quality of stego comparing to cover
images. Machine learning based steganalysis schemes have
been widely considered as efficient tools due to the ability
of extending them into multi-class detection and payload
estimation. To ensure higher detection accuracy in digital
steganography, we have to bear in mind the dependency of
the feature extractor on the used steganographic approach.
Feature-based steganalysis works systematically by adopting
a specific model of the cover support, then it ensures the
training, the testing and the validation phases using machine
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Fig. 7. PSNR measures of LH-Steg, WOW, S-UNIWARD and MVGG

learning algorithms.
We introduce the relative payload θ in Equation 6 as the ratio
between the number of messages that can be communicated
(bits) and the size of the cover medium (pixels).

θ =
Payload

M ×N
(bpp) (6)

With Payload stands for the number of secret bits. In our
experiments 0.0011 ≤ θ ≤ 0.0226
We present in the next paragraph a statistical way of attacks
based on a set of features designed for spatial domain: Spatial
Rich Model (SRM) (of dimension 34,671) [17] extracted from
both cover and stego objects to evaluate our algorithm LH-Steg
in terms of the probability of error PE (Equation (7)).

PE =
1

2
× (PFA + PMD) (7)

We used the Ensemble Classifier (EC) as a machine learning
tool [19] built by merging decisions of K base learners
({Bl}) implemented as The Fisher Linear Discriminant
regarding to its lower computational complexity verses the
ability of dealing with high dimensional feature spaces.
The decision of each base learner is regulated to reduce the
total detection error where PFA and PMD stands respectively
for the probabilities of false alarms and missed detection.
The detection errors are computed in terms of averaged
PE depicted in Equation7 over 10 diverse random database
splits (Table 8). Besides our approach, three steganographic
algorithms are used for comparison: Wavelet Obtained
Weights (WOW) [20], S-UNIWARD [21] and MVGG [2].

We illustrate in Figure 10, the ROC curves corresponding
to the aforementioned steganographic schemes. We notice
that the Ensemble Classifier performs weakly for all ap-
proaches. It is remarkable as well that the performance of
our approach LH-Steg presents the smallest Area Under the

Curve (AUC=0.5072) comparing to WOW (AUC=0.5104), S-
UNIWARD (AUC=0.5080) and MVGG (AUC=5120).

Fig. 9. The ROC curves of LH-Steg, WOW, S-UNIWARD and MVGG

The Out-of-bag (OOB) error, called as well out-of-bag
estimate, presents a measure used in evaluating the prediction
error of machine learning models which exploit the bootstrap
aggregating concept to sub-sample training data. OOB is the
mean prediction error on each training sample si, using only
the base-learners which did not have si in their bootstrap
sample. In general, the Out-of-bag estimates help avoid the
need for an independent validation dataset. In Figure ??, we
present the measurement of OOB as a function of the number
of used base-learners. We notice that the OOB error is high
for the three steganographic approaches which refers to the
low performance in predicting the classes of cover vs stego
for all training sub-samples implying the Undetectability of
the proposed algorithm.

VI. CONCLUSION

This work presents a novel spatial steganographic scheme
based on the concept of restricting the embedding changes to
rich zones while avoiding smooth edges which has a great
impact over the detection accuracy, thus a better security.
The adaptivity criteria was achieved through spotting different
regions of the cover object regarding its properties and struc-
ture which implies an adaptive payload. Initially, a selecting
condition is established by exploiting the standard deviation
measures to spot the blocks where diversity of pixels values
is presented. Then a set of bits to be proceeded through the
Hamming code phase is chosen randomly using the Skew
Tent map, later, after generating the Hamming bits, an XOR
operation is established with the secret bits to generate the
stego object. According to the established experiments, LH-
Steg, with a fair comparison to another three approaches
WOW, S-UNIWARD and MVGG, provides an interesting level
of security presented in terms of detection accuracy measured
empirically for a given set of images using an Ensemble
Classifier (EC) and a set of high-dimensional features(SRM).
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Features: SRM PE PE

WOW 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000 (+/- 0.0000)
S-UNIWARD 0.4800 0.5000 0.5000 0.4800 0.5000 0.5200 0.5000 0.5200 0.5000 0.5000 0.5000 (+/- 0.0133)

MVGG 0.5000 0.5000 0.4800 0.5000 0.5000 0.5000 0.4800 0.5000 0.5000 0.5000 0.4960 (+/- 0.0084)
LH-Steg 0.5000 0.4800 0.5000 0.5000 0.5200 0.5000 0.5000 0.4800 0.5000 0.5000 0.4980 (+/- 0.0114)

Fig. 8. Measured PE over 10 splits of the three described spatial domain schemes using SRM features. The mean Probability of error PE and its standard
deviation over those 10 splits is also given.

Fig. 10. OOB estimates for LH-Steg, WOW, S-UNIWARD and MVGG
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Abstract— This paper presents a new structure for keyed
hash function based on chaotic maps, neural network and sponge
construction. The structure of proposed Keyed Sponge Chaotic
Neural Network KSCNN hash function is composed of three
phases: the initialization phase pads the message M and divides
it into q message blocks Mi of fixed size r, the absorbing
phase hashes the message blocks by using CNN − Blocki and
produces the intermediate hash value HMi and the squeezing
phase produces, starting from HMq , the final hash value h
with desired length. The combining of sponge construction with
the CNN − Blocki improves, on one hand, the security of
proposed hash function and makes, on the other hand, the
length of hash value more dynamic. Our theoretical analysis and
experimental simulations show that the proposed hash function
KSCNN has good statistical properties, strong collision resistance,
high message sensitivity compared with SHA-3 and immune
against pre-image, second pre-image and collision attacks.

Keywords—Cryptography, Hash function, Chaotic map, Neural
network, Sponge construction, Performance analysis, Cryptanalysis.

I. INTRODUCTION

Known as cryptographers’ Swiss Army Knife, crypto-
graphic hash functions can serve many purposes and used in
different applications such as digital signature, data integrity
and message authentication. Basically, a cryptographic hash
function is a special class of hash function that has certain
security properties which make it suitable for use in cryptog-
raphy. It is an one-way function that maps data of arbitrary
size to a hash value of a fixed size. The security level of
a cryptographic hash function has been defined using the
following three properties: pre-image, second pre-image and
collision resistance [1]. To achieve these security properties,
many researchers used chaotic dynamical systems and neural
network structures. The features of these two systems are
used to build CNN hash functions based on Merkle-D̊amgard
structure [2] [3]. Whereas, the Merkle-D̊amgard construction
has several weaknesses and also prone to several attacks
such as Herding, multicollisions, length extension and Joux
attacks [4]. To avoid these attacks, NIST selected KECCAK
as the winner of Secure Hash Algorithm SHA-3 competition
on August 5th 2015. SHA-3 is based on sponge construction
that use a hashing process H operating on intermediate hash
values of b bits. It can be used to model or implement
cryptographic hashes, message authentication codes, mask

generation functions, stream ciphers, pseudo-random number
generators and authenticated encryption [5]. Many other re-
searchers have used sponge construction to build new hash
functions. In 2010, Aumasson et al. proposed a novel design
philosophy for lightweight hash functions QUARK in order to
minimize memory requirements [6]. In [7], Guo et al. proposed
a lightweight hash function family PHOTON based on AES
design with new mixing layer method. It achieves excellent
area/throughput trade-offs and very acceptable performances
with simple software implementation. In [8], Bogdanov et
al. proposed another family of lightweight hash functions
SPONGENT with hash sizes vary from 88 (for preimage
resistance only) to 256 bits. Interestingly, each of the three
lightweight functions has unique characteristics, and none
seems to dominate on all aspects. For example, PHOTON and
SPONGENT build the permutation function H on highly opti-
mized block cipher and have slightly lower memory footprints,
whereas QUARK is inspired by the stream cipher GRAIN and
by the block cipher KATAN. However, SPONGENT has a
significantly lower throughput than QUARK and PHOTON,
while PHOTON appears to have a lower security margin.
Thus, the necessity of a new hash function based on sponge
construction with high throughput and level security has arisen.
The structure of our proposed KSCNN is presented in section 2,
showing in detail CNN−Blocki and the operations performed
in the initialization, absorbing and squeezing phases. The
performance analysis of obtained results, including collision
resistance, sensitivity of hash value to the message and immu-
nity against pre-image, second pre-image and collision attacks
are shown in section 3. Finally, our conclusion is presented in
section 4.

II. KSCNN CONSTRUCTION

The general structure of KSCNN is shown in Fig. 1. In
this figure, Mi(i = 1, ..., q) represents the message blocks
of r-bit size where r = 1024 bits, Zi(i = 1, ...) are the parts
of the final hash value h and HMi(i = 1, ..., q, ...) are the
intermediate hash values with size b = r + c = 1536 bits
where c = 512 bits (b is the width, r is the rate and c is
the capacity). The initial value HM0 is initialized to 0b.
The sub-keys KMi(i = 1, ..., q − 1, ...), of size 160 bits,
are used by the chaotic system of CNN − Blocki, where
the initial value KM0 is the secret key. The used chaotic
system is already presented in our previous works [2], [3],
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[9] and the structure of KSCNN is composed of three phases:
initialization, absorbing and squeezing.

1- Initialization phase: This phase prepares the message M,
the initial parameters and the secret key KM0. In this phase,
M is first padded with one bit ’1’ followed by the bit pattern
00...0 of length v bits. Then, the binary value of the message
length L, represented by 64 bits, is appended at the end of the
message, as shown in Fig. 2 and given by equation (1):

v = 1024−mod[(L + 64), 1024]− 1 (1)

Note that, if L exceeds 264, the 64 bits specified for the
length of M denotes L mod 264 [10]. Finally, the padded
message is divided into q message blocks of r-bit size.

2- Absorbing phase: This phase calculates the intermediate
hash value HMi(i = 1, ..., q) for every r-bit input message
block Mi(i = 1, ..., q). Once Mi is padded by c-bit of {0}, it
is xored with the intermediate hash value HMi−1. The result
Ii of the xor operation is interleaved to CNN − Blocki:
for i = 1, ..., q do
Ii ← HMi−1 ⊕ (Mi ‖ 0c)
HMi ← CNN −Blocki(KMi−1, Ii)
return HMq .

3- Squeezing phase: This phase adapts the length of the
intermediate hash value HMq with the hash output’s desired
length u bits, when u is greater than b. In this case, HMq is
used as input of the squeezing phase and the obtained hash
values HMi (i ≥ q) is sequentially applied to CNN−Blocki.
The first r bits of each HMi (i ≥ q) is equal to Zj(j = 1, ...)
and the concatenation of all obtained Zj values constituent
the final hash value h: Z1 ← r bits of HMq, j ← 2, h← Z1

for i = q + 1, ... do
Ii ← HMi−1, HMi ← CNN −Blocki(KMi−1, Ii)
Zj ← r bits of HMi

h← h ‖ Zj , j ← j + 1
return h if length of h is equal to u.

In our proposed structure KSCNN, CNN − Blocki are
used in absorbing and squeezing phases. The structure of
CNN − Blocki is given in Fig. 3. The input layer has
eight neurons C = [C0, C1, ..., C7] and the output layer
H = [H0, H1, ...,H7] is composed of a combination of non-
linear functions [11].
At the input layer, each neuron has 6 inputs data messages:
Pi, (i = 0, ..., 5) for neuron C0; Pi, (i = 6, ..., 11) for neuron
C1 and so on Pi, (i = 42, ..., 47) for neuron C7. Each
Pi is weighted by WIi, (i = 0, ..., 47) and Pi, WIi both
are samples (integer values) of 32 bits length. As we can
see, we iterate the same block i many times with different
input message block. For more explanation, we present in
Fig. 4, the structure of neuron i in the input layer. The
first three inputs Pj(j = 6i, ..., 6i + 2) are weighted by the
WIj(j = 6i, ..., 6i+ 2) and then added together with the bias
BIi to form the input SKsi(n−1) of DSTmap. For the second
three inputs, Pj(j = 6i + 3, ..., 6i + 5), the data message Pj

are weighted by WIj(j = 6i + 3, ..., 6i + 5) and then added
together with the same bias BIi to form the input SKpi(n−1)

Message M

r

0 0

c

r

M1 0

c

r

M2 0

c

b

r

Mq 0

cr

Mq 0

c

.

.

.

Absorbing phase

r c

Z1

r

Z2

r

Squeezing phase

.

.

.

.

.

.

|| Hash value h

Initialization phase

HM0

I1

HM1

I2

HM2

HMq-1

Iq

HMq

u

HMq

Iq+1

HMq+1

Iq+2

KM0

KM1=LSB(HM1)

KMq-1=LSB(HMq-1)

KMq

HMq+1

KMq+1=LSB(HMq+1)

Divide M into q blocks

Padding + length

Chaotic
System

CNN

Block 1

Chaotic
System

CNN

Block 1

Chaotic
System

CNN

Block 2

Chaotic
System

CNN

Block 2

Chaotic
System

CNN

Block q

Chaotic
System

CNN

Block q

Chaotic
System

CNN

Block q+1

Chaotic
System

CNN

Block q+1

Chaotic
System

CNN

Block q+2

Chaotic
System

CNN

Block q+2

Fig. 1: Keyed Sponge Chaotic Neural Network construction

of DPWLCmap. The biases BIi are also samples of 32 bits
length. After computation, the two outputs of chaotic maps
DSTmap and DPWLCmap {SKsi(n), SKpi(n)} are xored
together to generate the output of neuron Ci.
The output Ci, (i = 0, ..., 7) are weighted by WOi,i, (i =
0, ..., 7), samples of 32 bits length and then applied to the
non-linear output layer to produce the output Hi, (i = 0, ..., 7).
The number of rounds for the output layer is 6. We choose this
number of rounds in order to increase the security of KSCNN
and to obtain the necessary length of intermediate hash value
(1536 bits), 256 bits extracted in each round.
When u > b, KSCNN enters in the squeezing phase where Zi

(r bits) are extracted from HMi (i ≥ q) to form the final hash
value h of length u bits. h is given by the following equation:

h = Z1||Z2||Z3||... (2)

III. PERFORMANCE ANALYSIS

A. Statistical tests

1) Analysis of collision resistance: It is hard to provide
a mathematical proof on the capability of collision resistance
of chaotic hash functions. Thus, the following test is usually
conducted to quantitative analysis on collision resistance. First,
the hash value of a random message with size 1024 Bytes
is generated and stored in ASCII format. Next, a bit in the
message is selected randomly and toggled, a new hash value is
generated and stored in the same format. The two hash values
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Length of hash value Number of hits
0 1 2 3

SHA-3 256 1782 252 13 1
512 1633 363 51 1

KSCNN 256 1770 260 17 1
512 1625 370 52 1

TABLE I: Number of hits

are compared with each other, and the number of character
with the same value at the same location, namely the number
of hits, is counted. This test is repeated 2048-time for u equal
to 256, 512 bits and the obtained results are shown in table
I. As we can see, for SHA3-256, the number of 3 hits is 1,
the number of 2 hits is 13, the number of 1 hit is 252 and the
number of 0 hit is 1782. For our proposed KSCNN-256, the
number of 3 hits is 1, the number of 2 hits is 17, the number
of 1 hit is 260 and the number of 0 hit is 1770. For 512 bits,
the number of test of 0 hits decreases from 1782 to 1633 for
SHA3 and from 1770 to 1625 for our proposed KSCNN. The
maximum number (3) of hits is appeared only one time then
the collision is very low.

2) Sensitivity of hash value to the message: An efficient
hash function should be very sensitive to any input message
M , which means that a slight change in the input message
should produce a completely different hash value hi. To verify
this property, for a given secret key KM0, we calculate the
number of changed bits Bi(h, hi) and the sensitivity of hash
value to the original message measured by Hamming Distance
HDi(%) for the given message M: With the wide application
of internet and computer technique, information security
becomes more and more important. As we know, hash
function is one of the cores of cryptography and plays
an important role in information security. Hash function
takes a message as input and produces an output referred
to as a hash value. A hash value serves as a compact
representative image (sometimes called digital fingerprint)
of input string and can be used for data integrity in
conjunction with digital signature schemes.:

Bi(h, hi) =

|h|∑
k=1

[h(k)⊕ hi(k)] (3)

HDi(h, hi)% =
Bi(h, hi)

|h|
× 100% (4)

The message variants are obtained under the following condi-
tions:
Condition 1: The original message is the one given above.
Condition 2: We change the first character W in the original
message to X.
Condition 3: We change the word With in the original message
to Without.
Condition 4: We change the dot at the end of the original
message into comma.
Condition 5: We add a blank space at the end of the original
message.
Condition 6: We exchange the first message block M1: With
the wide application ... function takes a mes with the second
message block M2: sage as input ... signature schemes.
In table II, we give Bi and HDi(%) under each condition
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Message variants Bi HDi%
256 512 256 512

SHA-3 1 - - - -
2 116 244 45.31 47.65
3 119 254 46.48 49.6
4 126 252 49.21 49.21
5 135 242 52.73 47.26
6 118 243 46.09 47.46

KSCNN 1 - - - -
2 118 237 46.09 46.28
3 132 251 51.56 49.02
4 122 262 47.65 51.17
5 123 247 48.04 48.24
6 123 253 48.04 49.41

TABLE II: Sensitivity of hash value to the message

for u equal to 256 and 512 bits. These results indicate that
HDi(%) is very close to ideal value 50% for our proposed
KSCNN structure in compare to the standard SHA-3. Therefore
our proposed hash function has high plain text sensitivity.

B. Cryptanalysis

1) Pre-image and second pre-image attacks: In a pre-image
attack, given only the hash value h, the attacker tries to find out
the original message M such that H(M) = h without attempting
to recover the secret key KM0. In a second pre-image attack,
the adversary knows more information. Specifically, he knows
the hash value h for a given message M. It is necessary that
our proposed structure KSCNN hash function is resistant to
pre-image and second pre-image attacks. The fastest way to
compute a pre-image or second pre-images is through a brute
force attack. For a given secret key, the brute force method is to
pick values of M at random and try each value until a collision
occurs. For the pre-image and second pre-image attacks, the
level of effort is proportional to 2u where u is the length of
hash, which is considered too high for u equal to 128 bits.
Specifically, the adversary would have to try, on average, 2u−1

values of M to find one that generates the given hash value
h. KSCNN produces hash values of length 256 and 512 bits,
so the minimum amount of work required by an attacker to
violate the pre-image or second pre-image resistance property
should be 2255 or 2511 operations, which considered very high.
Then the proposed hash functions are robust against pre-image
and second pre-image attacks.

2) Collision resistance attack or Birthday attack: The
minimum amount of work required by an attacker to violate
the collision resistance property should be approximately 2u/2

operations. The required effort is proven by a mathematical
result referred to as the birthday paradox. Birthday attack,
type of strongly collision resistant attack, is widely exploited
for finding any two messages M and M ′ such that H(M) =
H(M ′), namely (M,M ′) is a collision. If the hash values are
random with uniform distribution, an adversary can expect
to find a collision (M,M ′) with probability 50 % within√

2u = 2u/2 attempts. The collision resistance attack requires
considerably less effort than a pre-image or second pre-image
attacks, as any two messages can be used to collide. In keyed
hash functions, this kind of attack is only valid for an unknown
given secret key KM0. According to the above analysis, our
proposed KSCNN hash function is one-way and secure against
pre-image and second pre-image attacks. Thus, for collision

resistance attack, the length of hash value determines the
security. In KSCNN, the hash value is 256 or 512 bits. So,
the attack difficulty is 2127 and 2255, on average. This keeps
our proposed hash function secure against this kind of attack.

IV. CONCLUSION

In this paper, an efficient keyed hash function based on
chaotic maps, neural network and sponge construction, called
Keyed Sponge Chaotic Neural Network KSCNN, was de-
signed, realized and analyzed. KSCNN consists of three phases:
initialization, absorbing and squeezing. In our structure, the
used CNN − Blocki is composed of chaotic system and
CNN. The chaotic system generates the necessary samples to
supply the CNN which is composed of 8 neurones in the
input layer followed by combination of non-linear functions
in the output layer. Theoretical analysis and simulation results
showed that our proposed hash function KSCNN has good
statistical properties, strong collision resistance, high message
sensitivity compared to SHA-3 and immune against pre-image,
second pre-image and collision attacks.
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Abstract - The aim of the paper is to reveal false names 

of accounts as a result of hackers attacks. The probability 

a given account to be either false or actual is calculated 

using methods for machine learning analysis. The sus-

pected account will be used as a pattern and by classifica-

tion techniques clusters will be formed with a respective 

probability this name to be false. 

The purpose of investigation is to determine if there 

exists a trend, which arises during the creation of new ac-

counts, to detect the false ones and to discriminate them 

from the real ones independently of that if two types of 

accounts are generated with the same speed. 

These security systems are applied in different areas, 

where the security of the data in users’ accounts is re-

quired. For example, they can be used in on-line voting 

for balloting, in studying the social opinion by inquiries, 

in protection of the information in different user accounts 

of given system etc. 

Keywords - security systems, chaotic generator, cluster analy-

sis, machine learning, content generation 

 I. INTRODUCTION  

Nowadays the most expensive thing is the information it-
self. Some systems contain confidential information that 
should be kept safe and secure from hackers’ attacks at all 
time. The consequences of unauthorized access can be dev-
astating from identity theft problems to loss of irreplaceable 
data. When some data is changed or deleted on purpose or by 
chance, it creates chaos, calling into question about the relia-
bility or accuracy of all data in the system. Usually, users’ 

accounts are defended with encryption on their username and 
password, but this is not absolutely reliable and sometimes it 
needs of additional verification about the account – false or 
actual. In general, Windows has a build-in User Account 
Control which helps to the respective organization to config-
ure its security policies [1]. Some software companies as Or-
acle [2], Microsoft [3], Apple [4] and etc., have developed 
their own techniques for managing usernames and pass-
words. Based on the reasons, mentioned above, to increase 
the reliability and safety of the data in users’ accounts in the 
present paper a new technique for reveal false users’ ac-
counts, is proposed. It orders possibly-false user accounts as 
separate clusters around the respective actual one, which is 
used as a pattern. The proposed method determines in each 
cluster the probability given account to be actual or false. 

As a direct impact, the proposed algorithm to reveal false 

names of accounts can lead to increase in voters participation, 

since voters will be able to securely use all modern tools for 

communication (phones, tablets, netbooks, etc.) to vote even 

when they will be far from their home cities (during bank hol-

idays for instance), and also, simultaneously decrease the 

election costs usually quite high in traditional paper voting. 

Besides this can facilitate citizen rights for voting for disabled 

people who could vote from their homes even when they live 

far away from the voting centers. 

The present paper is organized as follows. In the next sec-
tion II the main requirements for chaotic generator design are 
proposed. Section III describes the proposed cluster analysis 
method for determining the probability a considered user’s 
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account to be either false or actual. The applicability of sug-
gested technique, combining chaotic generator and clusters 
analysis is illustrated on example in section IV. The paper 
finished with conclusion remarks about advantages and dis-
advantages of the new proposed security checking technique 
as well as the most general areas of its applicability. 

 II. CHAOTIC ANALYSIS FOR DETERMINING THE PROB-

ABILITY FOR REVEAL A FALSE ACCOUNT 

Chaotic systems are defined by their extreme sensitivity 

to small variations in the initial conditions and parameters 

(known as the “butterfly effect”).  There are very good can-

didate whenever security is required, since they can exhibit 

excellent statistical (i.e. “random”) features, while being 

quite simple for analytical design. Indeed, complex (e.g. cha-

otic) behavior can be exhibited also by some apparently sim-

ple piece-wise linear systems. At the same time, these sys-

tems could be considered – and analyzed - as switched sys-

tems from control theory point of view. So, switched systems 

in chaotic regime show up as perfect candidates able to gen-

erate chaotic sequences. Under some conditions, the latter 

can be considered as independent and secure pseudo-random 

sequences and used as information carriers. 

Nonlinear chaotic functions have already been proposed 

[5, 6, 7, 8, 9] as interesting alternative solutions to improve 

security, since small deviations from the initial conditions - 

or the parameters - may lead to exponential divergence of the 

corresponding (generated) trajectories. Since, complex (e.g. 

chaotic) behavior can be exhibited even by some piece-wise 

linear (PWL) maps [8, 9]. It makes them particularly attrac-

tive for different real life applications such as Secure Com-

munications, Information Encryption or Secure Electronic 

Transactions. The above maps, when used in chaotic regime, 

show up as perfect candidates to generate uncorrelated (inde-

pendent) output signals. Under some conditions, the latter can 

be considered as pseudo-random sequences, and applied as 

chaotic pseudo-random generators or carriers for secure in-

formation transmission. The main difficulty arises from the 

fact that the majority of chaotic maps that are widely spread 

in the literature are not naturally suitable for encryption, and 

most of them don’t exhibit even satisfactory properties for 

encryption, mainly because of their weak chaoticity. How-

ever, a mix of them they still can be used for random signal 

generation purposes. 

Here many practical problems arise, from the choice of 

the structure and parameters of the particular chaotic genera-

tor, and its parameters, to the best coupling while satisfying 

predefined criteria for randomness and security.  The theoret-

ical foundations of chaotic dynamics involve also the notion 

of “robust” chaos, which means generally preserving chaotic 

features within a given parameter “window”. The latter is to 

1The usernames are randomly created and only sug-

gested for presentation reasons, so they do not represent a 100 

% example of user name creation in different online services. 

be investigated in connection with different pattern analysis 

algorithms. A comparative analysis of the chaotic functions 

is to be carried out to designate the most suitable ones accord-

ing to predefined criteria from system theory point of view: 

uniform probability density function; chaotic attractor versus 

basin of attraction; positive Lyapunov exponents; correlation 

function decay.   

Obviously, the selected chaotic functions must be tested 

for their capability to be (successfully) used as pseudo-ran-

dom numbers generators (PRNGs) to generate seeds, or key 

streams. For application purposes, after binarization has been 

carried out, the aim is to generate sequences of quasi-random 

binary values.  If so, it should not be possible to predict the 

future bit streams from the current ones, neither past bits 

could be retrieved out of the current and observable ones.  

For that reason, besides the well-known NIST tests for 

randomness, different correlation analysis have been  carried 

out to prove that past and future bits are indeed uncorrelated. 

In addition the quasi-random sequence should not loose its 

pseudo-random properties in case of small parameter modifi-

cation, which should remain qualitatively the same. 

The task therefore for this part of the study has been to 
design robust chaotic generator that could be used success-
fully as a pseudo-random number generator, while satisfying 
the above mentioned properties. 

 III. CLUSTER ANALYSIS TECHNIQUE FOR FORMING 

SEPARATE CLUSTERS AROUND THE PATTERN 

An interesting approach for detecting fake content was 
presented in [12], where the text is being randomly taken 
from different sources and concatenated in a new and realis-
tically looking article or document. Redesigning this solution 
at least for account usernames provides the following ideas: 

 If the usernames should be created only by the real 
names of the users - for example an online voting website, 
than randomly generated names could appear if software 
techniques for fake content generation, mentioned in [12] are 
applied. Such a behavior should be detected easily, because 
the autonomous string creation will lead to unexpected same-
letter multiplication, for example: johnssssmith instead of 
johnsmith1 

 This is obviously not enough for detecting false 
names, because the administrator or the MIS should not limit 
that much the naming convention of the users. Moreover if 
the fake content detector, based on relative entropy in [12] is 
able to mark suspicious names, this will not help in the detec-
tion of the so-called gibberish (also-known-as random text), 
for example: fsdfasdf instead of fionaalder1 
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Having these two points analyzed it becomes clear that 
certain algorithm for detection and representation of possi-
bly-false names is required. With the machine learning tech-
niques of clustering strings and simple probability measuring, 
the outliers in a given array of names – possibly a database 
on a web-server, will be detected and marked as possible in-
truders. The continuously arising number of the outliers in 
time is an obvious trend, which must be a signal for high se-
curity risk. Defining these requirements provides the oppor-
tunity for continuing this analysis. 

The clustering technique is based on the concepts of sim-
ilarity and distance, while proximity is determined by a dis-
tance function. It allows the generation of clusters where each 
of these groups consists of individuals who have common 
features with each other. An important point in this technique 
is that the groups are hardly defined a priori and the usage of 
the algorithm has to be verified by the person, using the sys-
tem. One of the best choices for a clustering algorithms is the 
k-means one, but it’s required that the user sets the number 
of the expected patterns. It provides a quick evaluation with 
good clustering quality and its implementation is easy to sup-
port [10]. In Section II we defined that with the methods of 
the chaos analysis we could define a number of suspected ac-
count patterns, e.g. the number of clusters we required as an 
input for the k-means algorithm. Since this methodology is 
currently not analyzed throughout, a simplified version of the 
cluster analysis and the false name probability will be used. 

Since the current application is just a proof-of-concept we 

could limit ourselves in using the traditional technique, alt-

hough in future systems an automated approach could be-

come a better solution. Let’s say we discover more patterns 

on the run - in that case we would require re-evaluation of the 

algorithms with updated number of k-s. A study providing 

solid results is already conducted and we see that such ap-

proach is meaningful, but will not provide any asset to the 

current research [11]. 

 

 IV. EXAMPLE FOR REVEAL OF FALSE USERS’ACCOUNTS 

Following the points from above the algorithm at first will 
check the probability of a name to be random generated (writ-
ten with the English alphabet). This could be evaluated easily 
with some basic calculation of the relationship between the 
number of vowels and consonants in a given input. With sim-
ple observations over the names in Bulgaria, we could simply 
parameterize as this: The unique letters are 35 – 45 % in a 
name; The names are averagely 10-15 letters long; The vow-
els are between 45 and 55 percent in average. This will be 
used as the first dimension of our future clusters. 

In addition to these probabilities, we will assign a possible 
number of close names to a given one, using a similarity 
measurement algorithm [13].  

By Jaro algorithm the distance between two compared 
strings s1 and s2 determines by the following formulae:  

 1 2
1 2

1
, .

3
jaro

c c c t
sim s s

s s c

 
    

 

 (1) 

where: sim is the similarity function between two given 
strings s1 and s2, measured firstly with Jaro’s formu-
lae.   

c is the number of common (matching) characters. 

t is the minimum number of single-character trans-
positions required to change one string to another. 

The Jaro’s formula (1) is used in computer science and 
mathematics to measure the distance between two text strings 
or sequences - s1 and s2. Each character of s1 is compared 
with all its matching characters in s2. A possible example for 
the values of c and t could be observed below: 

S1 P A U L 

     

S2 P U A L 

Table 1 

where: c = 4 and t =  
2

2
 = 1 

One improvement of Jaro’s algorithm for calculation the 
distances between two strings Jaro’s is so called Jaro-Win-
kler algorithm. The latter is a good approach which is based 
on the following formulae: 
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where the new parameter l is the length of common prefix at 
the start of the string up to a maximum of four characters. 

It is obvious that Winkler’s formulae (2) is based on the 
sim function from Jaro’s formula. Winkler’s will produce 
more favorable ratings for names that match from the begin-
ning (defined by the additional prefix calculation in the sec-
ond branch of (2)). 

For our purpose of cluster analysis, each name will have 
the number of the similar to it measurements, and this will be 
the second dimension of our cluster. For the clustering we 
will use Lloyd’s algorithm: 

  :k n n k n lC x x all x      (3) 

 1

n k

k n
x Ck

x
C




   (4) 

where:  µk and µl are given sets of centroids;  

  Ck is k-th cluster; 

  xn is  n-th measurement. 

The clusters are updated to contain the points that are 
closest in distance to each centroid. For every set of clusters 
the centroids are recalculated as the means of all points 
belonging to a cluster. 
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For the initial training we will use lists of existing names, 
where the number of the names will be the k parameter of the 
clustering algorithm. In addition to these names we will feed 
into the algorithm a list of random-name variations for each 
input, where a chaotic random generator from section II could 
be used. The parameter with the highest probability to be a 
real name automatically will be assigned as a centroid for 
each cluster and its variations will be scattered around it. On 
cluster would have the values with the highest probability not 
to be a real name or such, that’s not provided with the training 
data? This will mark the inputs we have to check immedi-
ately. Nevertheless, the main idea for this algorithm is to 
mark suspicious input that will be double-checked by the sys-
tem’s administrator. 

In the current research the clustering method - k-means - 
from machine learning theory is applied in order to partition 
n data or measurements into k clusters (number of Voronoi 
cells). The idea is that each measurement - or observed data - 
is attributed to a corresponding k – class, in according to 
some quantifiers, as the nearest mean. In the considered case, 
n is 200 and k is 3. The following evaluations results are 
shown on Figure 1. 

 

Figure 1 

On the X-axis we can observe the number of similarities 
found for each name and on the Y-axis - the probability of a 
name to be invalid. The observed clusters are sparse and with 
possible poor quality, which as expected for few reasons - the 
number of names that are fed on input is not sufficient and 
should be bigger. For the experiment 20 names are used. 
They include the variations, creates a set of 200 inputs. 

The numbers of similarities from then-on will be updated 
accordingly and the clusters should become denser. Never-
theless, this proves easily the original initial idea of the paper. 

 V. CONCLUSION 

In the present paper a new technique for reveal users’ ac-

counts, is suggested. It combines itself chaotic generator de-

sign used for undesirable account simulation, and cluster 

analysis for detection between false and real accounts. If 

there exist false accounts, then the actual ones shall be used 

as a pattern and all neighbors will form clusters with the re-

spective probability. This technique detects false accounts 

from the actual ones even when false and actual accounts are 

generated with the same speed. On one hand, the advantage 

of the chaotic generator analysis there consists of the fact that 

by him it determines the probability for arise the false account 

with name similar to this of the some actual account. On the 

other hand, cluster analysis accelerates the process of form-

ing the clusters of false accounts around each actual pattern. 

One of important and significant application of the pro-

posed in this paper security system is in on-line voting for 

balloting. Other application of them is in studying the social 

opinion by inquiries. Third application is connected with pro-

tection of the information in different user accounts of given 

system. In this sense all their applications in different areas 

are pointed to increasing the security of the data in actual us-

ers’ accounts.  So for the applications it can lead to more se-

cure users accounts for: e-banking, medical data exchange, 

health insurance etc, since users can securely and freely ben-

efit from modern tools for communication; as for voting, 

which could decrease the election costs. 

The latter could result especially in higher voters’ partic-

ipation, to facilitate direct voters involvement in governmen-

tal decisions while preserving total privacy. 
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Abstract—Signcryption schemes are cryptographic mecha-
nisms providing both encryption and signing in a very efficient
way. This paper presents a lightweight signcryption scheme based
on Chebyshev chaotic maps over finite fields. For that, complex
dynamic properties of the Chebyshev map are investigated and
shown to be adequate for the construction of a signcryption
scheme. The proposed signcryption scheme is proven to be secure
for both outsider and insider attacks. Moreover, its computational
cost is low, and the lower hardware complexity in compared with
others based on elliptic curves.

I. INTRODUCTION

Internet of Things (IoTs), also called “Smart Object net-
work”, is a new computing environment and is becoming
more and more popular. There are many constrained devices
connected in this network via the internet. These devices are
also called IoT devices and is typically lack of protection
methods due to their constrained nature. There is the fact
that lots of IoT devices are connected to information systems
leading to an enormous amount of security vulnerabilities.
Recently, scientific research has been focused on several
security properties or services which should be provided by
these devices, including confidentiality, integrity, authentica-
tion, authorization, and freshness in order to keep the IoT
devices secure [1].

Lightweight cryptography is one of the security solu-
tions that allow more efficient cryptographic implementations
and thus is suitable for the typical hardware constraints of
the IoT devices, including RFID tags, sensors, contact-less
smart cards, health-care devices and so on. In other words,
lightweight cryptographic solutions are suitable for the de-
vices with restricted resources such as computational power,
memory, storage space, and limited energy, while maintaining
adequate performance [2]. Consequently, lightweight ciphers
provide an adequate balance between security and compu-
tational performance. Several potential candidates have been
announced by ECRYPT such as PRESENT [3], PHOTON [4],
LBlock [5], LED [6], and TWINE [7], etc.

In 1997, Zheng introduced a new cryptographic primitive,
called “Signcryption”. The scheme simultaneously realizes
both a digital signature and an encryption in a logically
single step, and it provides more efficient performance in
compared with two separate processes, signing and encryption.

There have been many signcryption schemes proposed in
recent years for different types of applications with the use
of different types of underlying cryptographic operations to
satisfy different security features.

Related work - The first signcryption scheme was introduced
by Yuliang Zheng in 1997 [8] and is based on the Elgamal
signature and encryption scheme. In 1998, Zheng [9] proposed
an elliptic curve-based variant of this scheme, also called
the elliptic curve signcryption scheme (ECSS). It shows that
his scheme saves around 58% of computational and 40%
of communication costs, in compared with the traditional
approach of first signing and then encrypting.

Recently, various signcryption schemes have been intro-
duced by Changji Wang et al. in [10], Youn and Hong
in [11], Liu et al. [12] and others in [13], [14] and [15].
Unfortunately, those schemes are insecure and shown to be
vulnerable for devastating attacks due to several security flaws.
For example, the scheme proposed by Liu et al. [12] was
totally broken by concrete attacks in [16] and subtle public key
replacement attacks in [17]; the Youn et al.’s scheme [11] does
not satisfy the existential unforgeability under chosen-message
insider attacks as presented in [18]. Moreover, these schemes
require costly pairing operations; those are not practical for
constrained nodes in the IoT.

Chebyshev chaotic systems and their possible applications
to cryptography such as Elgamal-like, RSA-like public-key
encryption algorithms, and digital signature schemes are pre-
sented in [19]. Maze in [20] determined that Chebyshev
polynomials in finite fields fulfill cryptographic requirements
such as mixing property and difficulty of the underlying math-
ematical problem. Moreover, Chatterjee et al. in [21] presented
a new authentication scheme for multi-server environments
using the Chebyshev chaotic map suitable for devices with
limited battery life and smaller computation power.

Our work - In this paper, we demonstrate that the Chebyshev
map with chaotic properties is suitable for the use in both
encryption and digital signature. A new construction of the
signcryption scheme based on the discrete Chebyshev problem
in finite fields is proposed. The proposed signcryption scheme
satisfies the security features of confidentiality and authen-
ticity. As a consequence, only the receiver of the signcrypted
message is able to read the content and can verify the sender’s

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 43



-1.5 -1 -0.5 0 0.5 1 1.5
x

-2

-1

0

1

2
T

(x
)

T
1
(x)

T
2
(x)

T
3
(x)

T
4
(x)

T
5
(x)

Fig. 1. Attractors of Chebyshev polynomials of the first kind with β =
1, 2, 3, 4 and 5.

identity by the intended entity. An attacker intercepting the
signcrypted message cannot learn anything about the original
message and will not be able to forge the message or claim to
be the originator. The proposed scheme is lightweight, as it is
shown that the Chebychev operation is slightly more efficient
than an elliptic curve multiplication with respect to required
hardware resources.

II. CHEBYSHEV CHAOTIC MAP

A. Properties of the Chebyshev map

In this section, the characteristics of the Chebyshev map on
commutative finite rings R are briefly presented. A wealth of
information on these polynomials can be found in [20], [22]
and [23].

The Chebyshev map is given as follows:

xi+1 = cos(β.arccos(xi)). (1)

The following recurrent relation can be used to define
Chebyshev polynomials of the first kind

Tβ(x) = 2xTβ−1(x)− Tβ−2(x), (2)

which maps the interval [-1,1] with β times onto itself in Fig.1.
The first few polynomials are explicitly listed below:
T0(x) = 1;
T1(x) = x;
T2(x) = 2x2 − 1;
T3(x) = 4x3 − 3x;
T4(x) = 8x4 − 8x2 + 1;
T5(x) = 16x5 − 20x3 + 5x and so on.
Let β be a positive integer and x be a variable having a

value over the interval [−1, 1]. The Chebyshev map satisfies
the following important properties:
• The semi-group property:

1) Tnm(x) = Tn(Tm(x)).
2) Tn(Tm(x)) = Tm(Tn(x)).
3) Tn( 1

2 (x+ x−1)) = 1
2 (xn + x−n).

• The chaotic property: As can be seen from the bifurcation
diagram of the Chebyshev map in Fig.2, the dynamic
shape is more complex when the parameter n is greater

Fig. 2. Bifurcation diagram of Chebyshev map
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Fig. 3. Lyapunov expoment (LE) of Chebyshev map

than 2. In addition, the complexity of Chebyshev map is
measured by the Lyapunov exponent (LE). A positive LE
implies that the map is known to be chaotic [24]. The LE
of the Chebyshev map is calculated by

LE = 1
n ln

∣∣∣df(n)(x0)
dx

∣∣∣
= limn→∞

1
n

∑n−1
i=0 ln

∣∣∣f ′(xi)∣∣∣
= limn→∞

1
n

∑n−1
i=0 ln

∣∣∣∣ β√
1−x2

i

sin (β.arccos(xi))

∣∣∣∣ .
(3)

According to Eq. (2), the LE of the Chebyshev map is shown
in Fig.3. Obviously, the Chebyshev map is in chaotic state
when β ≥ 2 as seen in Figs.2-3.

Furthermore, the experimental evaluation and performance
analysis in [23] demonstrate that the Chebyshev chaotic map
with attributes (e.g. chaos attractor and approximate entropy)
has a good randomness and complex dynamic performance
for using in the proposed cryptographic algorithms and other
potential applications.

B. Discrete Chebyshev problem in finite fields

To enhance the properties of the Chebyshev chaotic map,
a modified Chebyshev polynomial is defined as in Eq. (4) on
the domain R = Fq , the finite field with q = pd elements.

The map Tg : Fq → Fq is defined by

y = Tg(x) mod p, (4)
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where x is an integer and p is a large prime number.
The following properties hold for the modified Chebyshev

polynomials as

Tn(x)(Tm(x) mod p) mod p = Tnm(x) mod p. (5)

The recurrence formula Tgs(x) denote for s iteration times
of Tg(x) as

Tgs(x) mod p = Tg(Tg(Tg...Tg(x) mod p)...)︸ ︷︷ ︸
s iterationtimes

mod p. (6)

From Eq. (5), we have

Tga(Tgb(x) mod p) mod p = Tg(a+b)(x) mod p. (7)

A strong connection between the discrete Chebyshev prob-
lem and the discrete logarithm (DL) problem in Fq is proven
in [20]. The discrete Chebyshev problem is expressed as a
proposition. Let R be a finite ring with unity. Given x and y
such that y = Tl(x) for some l ∈ N, find an integer n > 0
such that y = Tn(x). As a result, the discrete Chebyshev and
the DL problems in Fq are computationally equivalent.

It is very interesting that the Chebyshev polynomials can be
used in the DL problem and the computational Diffie-Hellman
(CDH) one as follows
• DL problem: Given two elements x and y, it is com-

putationally infeasible to find an integer r such that the
equation Tr(x) ≡ y mod p holds.

• CDH problem: Given x, Tr(x), Ts(x), it is computation-
ally infeasible to compute the result of the computations
trs ≡ Trs(x) ≡ Tr(Ts(x)) ≡ Ts(Tr(x)) ≡ Tsr(x) ≡
tsr(mod p).

C. The computational complexity of the Tg(x)

Equation (2) gives(
0 1
−1 2x

)(
Tg−2(x)
Tg−1(x)

)
=

(
Tg−1(x)
Tg(x)

)
, (8)

and by induction(
0 1
−1 2x

)g−1(
1
x

)
=

(
Tg−1(x)
Tg(x)

)
. (9)

It is obvious to see from Eq. (9) that the computational
complexity of the Tg(x) is reduced to O(log2(g)) [20] and
the cost of the evaluation Tg(x) is 8 multiplications and 4
additions for the matrix multiplication.

III. THE PROPOSED LIGHTWEIGHT SIGNCRYPTION
SCHEME

The signcryption scheme makes parameters public to all
users, which are summarized in Tab. I. The architecture of
the proposed signcryption scheme is illustrated in Fig.4. The
considered scenario contains the following processes
• Key agreement: Generate public/private pair of keys for

two parties (Sender - Alice and Recipient - Bob), as given
in Algorithm 1.

• Signature generation and encryption: Alice desires to
send a message to Bob in a secure manner. Alice obtains

TABLE I
SUMMARY OF NOTATIONS

p Large prime.

g Integer in [1, ..., p− 1] with order p− 1 modulo p.

m Length of the message.

αa Alice’s secret key.

αb Bob’s secret key.

HashK Keyed one-way lightweight hash function, at least 128 bits.

E Lightweight encryption algorithm.

D Lightweight decryption algorithm.

ECC Elliptic Curve Cryptography

Key 
agreement 

M
Signature 

generation and 
encryption  

Signature 
verification and 

decryption 

Private key 

Public key 

Signature and 
ciphertext

Plaintext 

Valid or 
Invalid 

M

Fig. 4. Signcryption processes

the public key of Bob to signcrypt the message M , and
return a signcryptext C. The signcryption scheme based
on the Chebyshev map is detailed in Algorithm 2.

• Signature verification and decryption: Bob receives the
signcryptext (r; s;C) from Alice to unsigncryptext and to
recover the message M . Bob has to realize the procedure
given in Algorithm 3.

Algorithm 1 Key Generation Algorithm
1: procedure GENERATE THE KEYS
2: Generates two large integers αa, αb.
3: Alice has chosen a secret key αa. Similarly, Bob’s

secret key is αb .
4: Selects a random number x and compute both the pub-

lic key of Alice Tgαa (x) mod p and Bob Tgαb (x) mod p.
5: Send the tuples (αa;x, Tgαa (x)) mod p; and

(αb;x, Tgαb (x)) mod p to Alice and Bob respectively.
6: Publish the public keys of Alice (x, Tgαa (x)) and Bob

(x, Tgαb (x)).
7: end procedure

IV. SECURITY ANALYSIS

In this section, we give a formal security analysis of our
proposal. Let us consider two classes of attacks to discuss the
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Algorithm 2 SignCryption Scheme
1: procedure SIGNCRYPT
2: Obtain Bob’s authentic public key

(x, Tgαb (x) mod p);
3: Choose randomly α, being a positive integer randomly

from [1, ..., p− 1] with α no divisor of (p− 1);
4: Compute K = Tgαa−α(Tgαb (x)) mod p; we have
K = Tgαa+αb−α (x) mod p;

5: Split K into k1 and k2 of appropriate length;
6: Compute r = HashKk1

(M) ;
7: Compute s = Tgαa−α−r (x) mod p ;
8: Obtain the ciphertext C = Ek2(M) ;
9: Send (r; s;C) to Bob as Alice’s signcryption output

for the message M ;
10: end procedure

Algorithm 3 UnsignCryption Scheme
1: procedure UNSIGNCRYPT
2: Recover K from r, s, g, p, αb;
3: Compute K = Tgαb+r (s) mod p; we have K =
Tgαb+r (Tgαa−α−r (x) mod p) mod p; From Eqs.(5) and
(7), we obtain K = Tgαa+αb−α (x) mod p;

4: Split K into k1 and k2 of appropriate length;
5: M = Dk2

(C);
6: The signature is valid if HashKk1(M) = r;
7: Accept M as a valid message originated from Alice

only if HashKk1
(M) is identical to r.

8: end procedure

security for the signcryption scheme. The first class is called
the outsider attacks in which an attacker accesses only the
public information, including the public-keys of the involved
entities. In the second class of attacks, also called insider
attacks, an attacker has additionally access to the sender’s
private key.

A. Outsider attacks

The attacker is said to be successful if he succeeds in one of
the two challenges. The first one is related to confidentiality,
where he is able to distinguish different ciphertexts. The
second one corresponds with the authenticity of the scheme,
in which he achieves existential forgery [25].

Let us for example consider the situation where the attacker
forges a valid signature for a given message M . We assume
that the attacker only has access to public information pub =
(x, r, s, C). It is apparent that the security of the proposed
scheme relies on the difficulty of finding (K,M).

Because of the semi-group property, we have

Tn(x) = Tn( 1
2 (x+ x−1))

= 1
2 (xn + x−n)

= y,
(10)

and therefore xn = y ±
√
y2 − 1. This requires at most two

DLPs in Fq
(√

y2 − 1
)

. From Algorithm 2, we have s =

Tgαa−α−r (x) mod p = TgΩ (x) mod p with Ω = αa−α− r.
It means that the following conditions are valid:

xg
Ω

= s±
√
s2 − 1. (11)

Suppose that the attacker wants to find both n and Ω such
that Tn(x) = s and n = gΩ. The most powerful tool
to solve the DLP in a finite field has an expected running
time of O(exp((ς + O(1))(ln(n))1/3(ln(ln(n)))2/3)), where
ς depends on the finite field (ς ∼= 1.92 for a prime field)
[20]. It means that it is infeasible to find αa from (x, r, s).
Consequently, it is impossible to forge the value of K.

B. Insider attacks

In this attack, a tuple (K, r, s) is computed from the sender’s
secret key, either αa or αb. When distinguishing ciphertexts,
we give the attacker access to the sender’s secret key, αa. That
is, the attacker can easily find K = Tgαa−α(Tgαb (x)) mod p,
but he also has to recover (r, s). Therefore, s can be recovered
by the following equation:

s =
(
T
g
αa−α−HashKk1

(Dk2
(C)) (x)

)gαb+HashKk1
(Dk2

(C))

mod p

= K ±
√
K2 − 1

.

(12)
However, it is infeasible to find k1, k2 from s. The CDH

problem indicates that this is too difficult to solve Eq. (12)
and to find gαb+HashKk1

(Dk2
(C)) in the finite field.

V. THE COMPUTATIONAL COST

The computational cost is evaluated in terms of the num-
ber of expensive operations needed for the signcryption and
unsigncryption processes. This cost indicates how much com-
putational effort has to be invested both by the sender and
the recipient of the signcrypted message. Typically these
operations include encryption and decryption, hashing, modulo
addition, multiplication, division (inversion), and exponentia-
tion. Therefore, the number of these operations figures out the
computational cost in terms of hardware implementation [26].

We compare the computational complexity of the Cheby-
shev operation with the operations applied in ECC. Here,
three point operations of ECC in the prime field need to be
considered, Point Addition (PA) with R = P + Q, Point
Doubling (PD) with R = 2P and Point Multiplication (PM)
with R = kP . Obviously, multiplication can also be done by
using single point doubling and addition [27], which requires
only O(log2(k)) steps. The inverse of that point multiplication,
i.e. the value k from R and P , is known as the discrete
logarithm problem. The cost of ECC operations over the
prime field in terms of additions, squaring, inversion and
multiplication is estimated in Tab. II.

We suppose that the operational times of addition, square,
inversion and multiplication are t1, t2, t3 and t4, respectively.
Then, the operational time of a PM from Tab. II is calculated
following: TimePM = 12t1 + 3t2 + 2t3 + 4t4. It can be
concluded from Eq. (9) that the number of operations to
compute Tg(x) is equal to 8 multiplications and 4 additions,
thus the operational time of Tg(x) is Timechev = 4t1 + 8t4.
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TABLE II
THE COST OF ECC OPERATIONS [27]

ECC operations Number of single operations
Addition Square Inversion Multiplication

PA 8 1 1 2

PD 4 2 1 2

PM 12 3 2 4

From point of view of hardware implementation, we can
consider as t2 ≈ t3 ≈ t4; it means that TimePM ≈ 12t1+9t4.
Therefore, the operational time of Tg(x) is less than one
PM. Similarly, the time of Tgn(x) is equal to nTimechev =
n(4t1 + 8t4), see Eq. (6). A lightweight signcrytion scheme
in [26], called ECKSS+, is required two PMs for signcryption
and two PMs and one PA for unsigncryption. Hence, the total
operational time of ECKSS+ is TimeECKSS = 4TimePM +
TimePA ≈ 56t1 + 40t4. In our proposed scheme, we have
to take three Tgn(x) operations, so the operational time is
given as TChev−signc = 3n(4t1 + 8t4). Consequently, the
computational complexity of our scheme can be considered
similar to ECKSS+ in case of n ≤ 3. By this way, the perfor-
mance of our signcryption scheme, built up with Chebyshev
polynomial operations, always outperforms in compared to
similar schemes using underlying ECC operations.

VI. CONCLUSION

In this study, we have designed a new signcryption which is
based on the discrete Chebyshev map in the prime field, and on
exploiting the complex dynamic properties of the Chebyshev
map. Our scheme is proven to resist against two types of
security attacks, depending on whether the adversary is an
insider or outsider. In addition, the computational complexity
of the proposed scheme outperforms in compared to the
schemes based on ECC operations.

To conclude, the proposed signcryption scheme is secure
and compact, making it in particularly suitable for smart
card based applications, useful in a variety of areas including
digital cash payment systems, personal health systems based
lightweight electronic transaction protocols.
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Abstract—Data outsourcing to third party clouds poses numerous 

data security threats. Access by unauthorized users is one of the 

security threat to the outsourced data. Unauthorized access can be 

avoided by encrypting the data before outsourcing. However, 

encrypting data before outsourcing renders it unsearchable to the 

data owner. Searchable encryption schemes are developed to 

specifically target this problem. A dynamic searchable encryption 

is the one that allows the data owner to add or delete a file after 

data outsourcing. Dynamic searchable encryption schemes are 

vulnerable to two specific security threats that are not applicable 

to the static searchable encryption schemes namely forward 

privacy and backward privacy. Forward privacy requires that the 

addition of a file should not reveal the presence of a previously 

searched keyword. Backward privacy requires that a search 

should not return the file identifier of a previously deleted file. In 

this paper, we propose a dynamic searchable scheme that 

guarantees forward privacy. It only uses the symmetric key 

algorithms hence reducing the requirements for storage and 

processing power on the client side. Furthermore, our proposed 

scheme is space reclaiming. After the deletion of a file, the 

redundant data nodes are also deleted from the secure index in the 

subsequent searches. Because of this space reclaiming capability 

of the scheme, the scheme is also partially backward private.  

Keywords-component; Dynamic Searchable Symmetric 

Encryption; Dynamic Searchable Encryption; Searchable 

Symmetric Encryption; Forward Privacy; Backward Privacy; Space 

Reclaiming 

I. INTRODUCTION 

Data outsourcing to the third-party clouds has seen a 
tremendous growth both in the personal and business setting. 
Despite the fact that the use of the third-party cloud storage is 
growing incredibly, one cannot deny the security threats 
involved in using a third-party cloud storage. One of the security 
threats is the unauthorized access by the malicious users. If the 
user data is stored without any encryption, the cloud 
administrators can simply access the data. Furthermore, in the 
case of a hack, the hackers could also access the user’s plaintext 
data. In order to curb this problem, one simple solution is to 
encrypt all the files and then store them on a third-party cloud. 
However, encrypting the files with the conventional encryption 
schemes renders the data unsearchable. In order to search in such 
a setting, the user would have to download all the encrypted files 
to the local storage, decrypt all the files and then run the search 
query. This is infeasible and impractical as it eliminates almost 
all the benefits of a cloud storage.  

Searchable encryption (SE) gives a user the ability to run a 
search query without decrypting the file contents. Basic idea 
behind an SE is to extract the keywords from the plaintext files. 
Based on the extracted keywords, create an index. Encrypt the 
files along with the associated index and send both to the cloud 
storage. Later on, when the user wants to search a keyword, he 
creates a trapdoor based on the search keyword so that the server 
does not learn the keyword being searched. This trapdoor is then 
sent to the server; server searches the trapdoor in the secure 
index and returns the corresponding encrypted files. 

Initially proposed SE schemes were static in nature. Once the 
secure index was generated, user was unable to add or delete a 
file without regenerating the whole index. Later on, dynamic 
searchable encryption (DSE) schemes are developed that gives 
the data owner the ability to add or delete a file after creation of 
the secure index. Update of a file in these schemes does not 
require the regeneration of the secure index. There are some 
established security criteria for SEs. These criteria are also 
applicable to DSEs. Furthermore, two new security criteria 
namely forward privacy and backward privacy are introduced 
that are only applicable to DSEs [1]. Forward privacy requires 
that the addition of a new file should not reveal the presence of 
an already searched keyword. Backward privacy requires that a 
search should not return any file identifier of a previously 
deleted file. 

In this paper, we present a forward secure searchable 
symmetric encryption abbreviated as FSE. The basic idea of how 
to make a forward privacy scheme is inspired from the [2]’s 
scheme. The idea is to insert the new nodes in a way that the 
server is unable to relate the newly inserted nodes with any of 
the already searched keywords. Later on, during the search, the 
server should be able to retrieve all the files corresponding to the 
search keyword including the newly inserted nodes. Our scheme 
presents numerous improvements over [2]’s scheme. Our 
scheme does not use any public key algorithms both on the 
server and the client-side. As the scheme only uses the 
symmetric key cryptography therefore the client-side storage 
and processing requirements are minimized. Our proposed 
scheme is also space reclaiming. In case of a file deletion, the 
redundant data nodes are deleted from the secure index in the 
subsequent searches. The space reclaiming feature does not 
require regeneration of the whole secure index. Due to the space 
reclaiming feature, our scheme partially fulfills the criteria of 
backward privacy.  
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II. RELATED WORK 

First searchable encryption scheme was introduced in 2000 
[3]. Every word of each document was separately encrypted 
hence making the scheme vulnerable to various statistical 
attacks. Encrypting every word separately also makes the files 
incompressible.  

Goh proposed a bloom filters based scheme [4] but it 
presented weaker security guarantees. By design, bloom filters 
produce false positives which is considered a weakness in a 
searchable encryption scheme. The author also presented the 
first security definitions for a searchable scheme.  

Chang et al. proposed a scheme in 2005 [5]. This scheme 
required generation of one index per document in the document 
collection. The main drawback of the scheme was the search 
overhead on the server side. Search algorithm had to go through 
each index to search a single keyword.  

Curtmola et al. proposed an inverted index based scheme  
[6]. The authors achieved a sub-linear searching efficiency by 
storing all the file identifiers related to a keyword in a linked list. 
The authors also presented new security definitions for SEs.  

Van Liesdonk et al. proposed a searchable encryption 
scheme based on public key encryption [7]. It was a multi-writer 
and single-reader scheme. This scheme allowed wildcard 
searches over any alphabet. 

Kamara et al. proposed a scheme in 2010 [8]. It was an 
improved version of [6] and it was a static scheme. Kamara et 
al. proposed a dynamic scheme in 2012 [9]. This scheme had a 
sub-linear search complexity. It leaked the hashes of the 
keywords contained in the updated documents. Kamara et al. 
proposed an improvement in 2013 [10] resolving the hash 
leaking problem at the cost of extra storage at server-side.  

Schemes proposed by Goh [4] and Van Liesdonk et al. [7] 
were dynamic in nature but Kamara et al. were the first one to 
propose a DSE with sub-linear search complexity [9]. 

Cash et al. introduced a scheme that was capable of running 
boolean queries on outsourced data [11]. Later on, they extended 
this work and proposed a DSE claiming to handle very large 
databases [12]. 

Yavuz et al. presented a DSE with efficient update 
complexity [13]. However, the search speed of the scheme came 
down to linear from sub-linear. Search algorithm has to process 
nodes equal to the total number of documents in the file database 
instead of only processing the nodes equal to the frequency of 
the search keyword. 

Islam et al. [14] and Cash et al. [15] presented new attacks 
that become possible due to the leakage in SEs. 

Stefanov et al. presented new security definitions for DSEs 
[1]. The authors also proposed a scheme that was forward 
privacy secure but the scheme suffered from computational and 
storage inefficiencies. 

In 2016, Bost presented a scheme [2] that was also forward 
privacy secure. Bost’s scheme offered some improvements over 
the [1]’s scheme.  

III. SECURITY CRITERIA FOR DSES 

Goh was the first one to introduce the security criteria for a 
searchable encryption scheme in 2003 [4]. According to his 
security definition, an adversary should not be able to deduce the 
document contents from the secure index. However, the security 
criteria do not require any security for the search trapdoors. The 
security definition presented two security criteria i.e. IND1-
CKA and IND2-CKA. IND1-CKA requires that the indices of 
the equal sized documents should be indistinguishable to an 
adversary. IND2-CKA requires that the indices of the unequal 
sized documents should be indistinguishable to an adversary. 
These security criteria specifically deal with the schemes that 
produced one index per document. 

Curtmola et al. proposed the new and improved security 
definitions for the searchable encryption schemes in 2006 [6]. 
The security definitions require that the remotely stored index 
and files should not leak any information to an adversary. 
Additionally, these definitions also require the security of the 
trapdoors. They presented two security criteria i.e. IND-CKA1 
and IND-CKA2. INK-CKA1 requires the security against a non-
adaptive attacker. Non-adaptive adversary is the one who 
generates all the queries at the beginning of the protocol. IND-
CKA2 requires the security against an adaptive attacker. An 
adaptive adversary is the one who generates the subsequent 
queries dynamically based on the results of the previous queries. 

Shi et al. proposed the two new security criteria especially 
for dynamic searchable encryption schemes in 2014 [1]. These 
security criteria are named as forward privacy and backward 
privacy. Forward privacy requires that the addition of a new file 
should not reveal the presence of an already searched keyword. 
Backward privacy requires that after a deletion operation, a 
search query should not return the file identifiers of the already 
deleted files. 

IV. FSE CONSTRUCTION 

FSE is a forward secure dynamic searchable symmetric 
encryption scheme. As the name describes it, our scheme is a 
forward secure scheme. In case of a file addition operation, the 
server is unable to link the nodes of the newly inserted file with 
any of the already searched keywords. It is also a space 
reclaiming scheme. After a file deletion operation, the redundant 
nodes are removed from the secure index in the subsequent 
searches. Due to the space reclaiming capability of the FSE, it is 
also a partially backward private scheme. Search complexity of 
the FSE is sub-linear. Sub-linear search means that the number 
of nodes processed by the server search algorithm is equal to the 
frequency of the keyword being searched. Addition and deletion 
operation for a file is executed in a single step on server side. 
FSE only uses the symmetric key cryptosystem and a keyed hash 
function. No public key crypto-algorithm is used at any stage on 
the client or the server side. 

A. General Ideas 

Generally, in the searchable encryption schemes, the nodes 
related to one keyword are linked. In search operation, the server 
receives a trapdoor and its associated decryption key from the 
client. The search algorithm at the server-side goes to the first 
node, decrypts it, gets the address of the next node and a file 
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identifier. The search algorithm keeps on decrypting and 
collecting the file identifiers until the end of the list is reached. 
After completion of the search algorithm, the server knows all 
the nodes/file identifiers related to a trapdoor. Now, if the client 
performs a file addition operation. Client sends the encrypted 
file along with its associated trapdoors to the server. Server 
inserts those nodes at specific locations as dictated by the 
client’s addition algorithm. At this point, if the server is able to 
relate the new nodes with the previously searched 
keyword/trapdoor lists then the scheme is not forward secure. In 
contrast, if server is unable to relate the newly added nodes to 
any of the already searched keyword/trapdoor lists then the 
scheme is forward secure.  

Our proposed scheme is a forward privacy secure searchable 
encryption scheme. The technique is to generate the addition 
token in a way that the server cannot relate the newly added 
nodes to the list of nodes of an already searched 
keyword/trapdoor. But at a later time when that keyword is 
searched again, the server gets a new trapdoor and a new 
decryption key for the same keyword and at that point server is 
able to get all the related file identifiers to the searched keyword. 

In FSE, the addition token contains a new node and an 
address. The server addition algorithm simply stores the new 
node data at the associated address. The node data contains the 
file identifier of the newly added file, the encryption key to the 
next node in the list and the address of the next node, here the 
next node refers to the first node for the keyword in question. 
Every new node is inserted before the first node of the link list 
for that specific keyword. The contents of the node data are 
encrypted with a newly generated secret key that stays private at 
the client-side. At the time of the search, the client retrieves the 
address and the secret key associated with the search keyword. 
Client sends this address and encryption key to the server, server 
goes to the address and decrypts the node to get the file identifier 
and from the node data server also gets the address and the 
decryption key of the next node in the list. In this way server 
navigates through the whole list. But after the addition and 
before a search, it is not possible for the server to know the 
linkage of the newly added node to any of the old lists of nodes 
for a keyword/trapdoor. 

B. Preliminaries 

File identifiers and the keywords are considered to be strings. 
Let λ be the security parameter. Poly(λ) and negl(λ) denote the 
polynomial and the negligible function in λ. The set of all binary 

strings of length λ is denoted as {0,1}λ, and the set of all finite 
binary strings as {0,1}∗. x||y refers to the concatenation of the 

two strings x and y. 𝑥
$

← 𝑋  means that the x is uniformly 

sampled from a finite set X. A database 𝐷𝐵 =  (𝑖𝑛𝑑𝑖, 𝑊𝑖)𝑖=1
𝐷  is 

a set of file-identifier/keyword pair with 𝑖𝑛𝑑𝑖 ∈  {0, 1}λ  and 

𝑊𝑖  ⊆  {0, 1}𝑙. The set of keywords in the whole database can be 

represented by 𝑊 = ⋃ 𝑊𝑖
𝐷
𝑖=1 .  

Our searchable encryption scheme is comprised of following 
algorithms: 

• Setup is an algorithm that takes the parameter λ. It outputs a 

secret key of length λ, an encrypted database EDB and σ the 

client’s state. 

• AddFile is an algorithm that runs on the client-side. It takes 

as input the client state σ, the client secret key Ks and the new 

file to be inserted in the database. It updates the client state 

and outputs the encrypted file and the corresponding addition 

tokens. 

• AddToken is an algorithm that runs on the server-side. It 

takes input the EDB, the encrypted file and the addition 

tokens. It outputs the updated EDB. 

• DeleteFile is an algorithm that runs on the client-side. It takes 

as input the file identifier of the file to be deleted. It outputs 

a deletion token. 

• DelToken is an algorithm that runs on the server-side. It 

takes input the EDB and the deletion token. Deletes the file 

and outputs the updated EDB. 

• Trapdoor is an algorithm that runs on the client-side. It takes 

the keyword w and the client state σ as input. If the keyword 

exists in the client state, it outputs the address and the 

encryption key for the keyword. 

• Search is an algorithm that runs on the server-side. It takes 

the encrypted database EDB and the trapdoor (address & 

encryption) for the search keyword as the input. It outputs 

the file identifiers of the files matching the trapdoor’s 

criteria. 

C. Basic Construction 

Basic construction of FSE is forward private secure but it is 
not space reclaiming. After a file deletion operation, the extra 
node data corresponding to deleted file stays in the secure index. 

 

Setup 

𝐾𝑠

$
← {0,1}𝜆 

𝑊, 𝑇 ← 𝑒𝑚𝑝𝑡𝑦 𝑚𝑎𝑝 
𝑟𝑒𝑡𝑢𝑟𝑛 (𝐾𝑠, 𝑇, 𝑊) 

𝑇 𝑓𝑜𝑟 𝑠𝑒𝑟𝑣𝑒𝑟, 𝐾𝑠 & 𝑊 𝑓𝑜𝑟 𝑐𝑙𝑖𝑒𝑛𝑡 

 

1) Setup 
Setup of the FSE is straightforward. A secret key is 

generated. This key always stays at the client-side. This key is 
used for encryption/decryption of the files. Two empty maps are 
generated. T can be any data structure that provides a 
functionality of mapping a key to a value. A key is associated 
with every node in the secure index. We call this key the 
‘address’. Each node in this T is inserted at a specific address. 
Later on, in search algorithm, each node is accessed using its 
corresponding address. Client-side map W is a structure that 
stores data based on the keywords. Each element of this map can 
be accessed using a keyword. For each keyword, two values are 
stored in the W array, first is the address (in the T map on server-
side) of the first node containing this keyword and second is the 
corresponding decryption key.  
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AddFile: 
Extract keywords from the file 
Encrypt the file with Ks 
Do following for each keyword: 

𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝐾𝑤

$
← {0,1}𝜆 

𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝐴𝑑𝑑𝑤 ← 𝐻(𝐾𝑠, 𝐹𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑟||𝑊) 
Search w in W array 
If value found: 
   Create node containing Fidentifier, Addw-1, Kw-1 
endif 
If value not found  
   Create node containing Fidentifier, null, null 
endif 
Put Kw and Addw in W array at location w 
Encrypt the node data with Kw 
Output the encrypted node data and Addw 

 

2) AddFile 
AddFile algorithm extracts the keywords from the file being 

added. It encrypts the file with client-side secret key. For each 
extracted keyword, it checks the existence of that keyword in 
client-side W array. If the keyword does not already exist in 
client state. It generates a random key for the keyword. It 
generates an address using a keyed hash function based on the 
file identifier and the keyword. The algorithm creates a data 
node with an empty next node pointer and encrypts this node 
data with the newly generated random key. It creates a data node 
for the client state containing the address for the server-side map 
and the encryption key for the node data. If the keyword already 
exists in the client state, then the AddFile algorithm creates the 
new node for an already existing keyword in such a way that 
server is unable to link the newly added data nodes with any of 
the already searched lists of nodes. AddFile algorithm gets the 
address and the encryption key of the previously stored first 
node of the list. It creates a new node with the new file identifier, 
puts the address and the encryption key of the already existing 
first node. Encrypts this node with a new randomly generated 
key. Keeps the new secret key with client and sends the 
encrypted node data along with the newly calculated address 
where server is supposed to store this data. In this way, link is 
created but the link information is kept secret from the server. 
Server is unable to link this newly generated node with any of 
the already existing lists of the searched keywords. 

 

AddToken: 
Goto location Addw and store encrypted node data 

 

3) AddToken 
AddToken algorithm runs on the server-side. It receives an 

encrypted file and an address-node pair for each keyword 
contained in that file. Server stores the encrypted file in file 
storage. For each address-node pair, AddToken algorithm goes 
to the specific address and stores the node data on this location. 

 

DeleteFile: 
Outputs Fidentifier (to be sent to server) 

 

DelToken: 

Server deletes the corresponding file to Fidentifier 
 

4) DeleteFile & DelToken 
File deletion is straight forward. Client sends the file 

identifier of the file to the server. Server simply deletes the 
encrypted file from the file storage. This does not affect the 
secure index. 

 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟: 
𝐾𝑤, 𝐴𝑑𝑑𝑤 ← 𝑊[𝑤] 
𝑖𝑓(𝐾𝑤, 𝐴𝑑𝑑𝑤) 𝑖𝑠 𝑛𝑢𝑙𝑙 
   𝑟𝑒𝑡𝑢𝑟𝑛 

𝑂𝑢𝑡𝑝𝑢𝑡 𝐾𝑤 𝑎𝑛𝑑 𝐴𝑑𝑑𝑤 (𝑡𝑜 𝑏𝑒 𝑠𝑒𝑛𝑡 𝑡𝑜 𝑠𝑒𝑟𝑣𝑒𝑟) 

 

5) Trapdoor 
Trapdoor algorithm runs on the client side. It takes the search 

keyword as input. Searches the client-side W array, if the 
keyword is found it outputs the address and the corresponding 
decryption key. 

 

𝑆𝑒𝑎𝑟𝑐ℎ: 
𝑔𝑜𝑡𝑜 𝐴𝑑𝑑𝑤 

decrypt data with 𝐾𝑤 

add 𝐹𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑟  to 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 

𝐴𝑑𝑑𝑛𝑒𝑥𝑡 ← 𝐴𝑑𝑑𝑤−1 
𝐾𝑒𝑦𝑛𝑒𝑥𝑡 ← 𝐾𝑤−1 

𝑤ℎ𝑖𝑙𝑒(𝐴𝑑𝑑𝑛𝑒𝑥𝑡  ≠ 𝑛𝑢𝑙𝑙) 
    𝑔𝑜𝑡𝑜 𝐴𝑑𝑑𝑛𝑒𝑥𝑡 
    𝑑𝑒𝑐𝑟𝑦𝑝𝑡 𝑑𝑎𝑡𝑎 𝑛𝑜𝑑𝑒 𝑤𝑖𝑡ℎ 𝐾𝑛𝑒𝑥𝑡 
    𝑎𝑑𝑑 𝐹𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑟  𝑡𝑜 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 

   𝐴𝑑𝑑𝑛𝑒𝑥𝑡 ← 𝐴𝑑𝑑𝑤−1 
   𝐾𝑒𝑦𝑛𝑒𝑥𝑡 ← 𝐾𝑤−1  
𝑒𝑛𝑑 𝑤ℎ𝑖𝑙𝑒 
𝑂𝑢𝑡𝑝𝑢𝑡 𝑓𝑖𝑙𝑒𝑠 𝑐𝑜𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑑𝑖𝑛𝑔 𝑡𝑜 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 

 

6) Search 
Search algorithm in the basic construction is simple as it does 

not care about the deleted files. That’s why the basic 
construction is not space reclaiming. Search algorithm runs on 
server-side, it receives the address and the secret key for the 
search keyword. The search algorithm simply goes to the 
address and decrypts the data with the secret key. Upon every 
decryption, the server gets a file identifier, an address of the next 
node and the secret key for the next node. At the end of the 
algorithm a list of identifiers of the files is generated that 
contains the keyword being searched. Server sends back all the 
existing files corresponding to that list of identifiers.  

D. Space reclaiming construction 

This is an enhanced version of the basic construction.  The 
only difference between the two constructions is the search 
algorithm. If a file is deleted from the server, the index stays 
unchanged. Later on, when a keyword is searched for which a 
file has already been deleted, server removes the deleted nodes 
from the secure index. It does not matter how many nodes for a 
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specific keyword are deleted. On the first subsequent search 
after the deletions, all the extra nodes are removed from the 
server index.  

 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟: 
𝐾𝑤, 𝐴𝑑𝑑𝑤 ← 𝑊[𝑤] 
𝑖𝑓(𝐾𝑤, 𝐴𝑑𝑑𝑤) 𝑖𝑠 𝑛𝑢𝑙𝑙 
   𝑟𝑒𝑡𝑢𝑟𝑛 

𝑂𝑢𝑡𝑝𝑢𝑡 𝐾𝑤 𝑎𝑛𝑑 𝐴𝑑𝑑𝑤 

 

1) Trapdoor 
Trapdoor algorithm of enhanced version is identical to the 

basic version. It takes a keyword and if the keyword exists in the 
secure index, it outputs the address and the secret key for the first 
node. 

 

𝑆𝑒𝑎𝑟𝑐ℎ: 
𝑐𝑟𝑒𝑎𝑡𝑒 𝑒𝑚𝑝𝑡𝑦 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 
𝑔𝑜𝑡𝑜 𝐴𝑑𝑑𝑤 
𝑑𝑒𝑐𝑟𝑦𝑝𝑡 𝑤𝑖𝑡ℎ 𝐾𝑤 
𝑒𝑥𝑡𝑟𝑎𝑐𝑡 𝐹𝑖𝑑𝑒𝑛𝑡−𝑤 
𝑐ℎ𝑒𝑐𝑘 𝑓𝑖𝑙𝑒 𝑒𝑥𝑖𝑠𝑡𝑒𝑛𝑐𝑒 𝑓𝑜𝑟 𝐹𝑖𝑑𝑒𝑛𝑡−𝑤 
𝑖𝑓 𝐹𝑖𝑑𝑒𝑛𝑡−𝑤 𝑑𝑜𝑒𝑠𝑛′𝑡 𝑒𝑥𝑖𝑠𝑡 
   𝑘𝑒𝑒𝑝 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑛𝑔 𝑛𝑒𝑥𝑡 𝑛𝑜𝑑𝑒𝑠 𝑢𝑛𝑡𝑖𝑙 𝑣𝑎𝑙𝑖𝑑 𝐹𝑖𝑑𝑒𝑛𝑡 𝑖𝑠 𝑓𝑜𝑢𝑛𝑑 
   𝑒𝑛𝑐𝑟𝑦𝑝𝑡 𝑎𝑙𝑙 𝑣𝑎𝑙𝑢𝑒 𝑜𝑓 𝑡ℎ𝑖𝑠 𝑛𝑜𝑑𝑒 𝑤𝑖𝑡ℎ 𝐾𝑤 
   𝑠𝑡𝑜𝑟𝑒 𝑡ℎ𝑖𝑠 𝑛𝑒𝑤𝑙𝑦 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑛𝑜𝑑𝑒 𝑎𝑡 𝐴𝑑𝑑𝑤 
   𝐹𝑖𝑑𝑒𝑛𝑡−𝑤  ←  𝐹𝑖𝑑𝑒𝑛𝑡 
   𝑖𝑓 𝑛𝑜 𝑛𝑜𝑑𝑒 𝑤𝑖𝑡ℎ 𝑣𝑎𝑙𝑖𝑑 𝐹𝑖𝑑𝑒𝑛𝑡 𝑖𝑠 𝑓𝑜𝑢𝑛𝑑 
      𝑑𝑒𝑙𝑒𝑡𝑒 𝑓𝑖𝑟𝑠𝑡 𝑛𝑜𝑑𝑒 𝑓𝑟𝑜𝑚 𝐴𝑑𝑑𝑤 
      𝑟𝑒𝑡𝑢𝑟𝑛 𝑛𝑢𝑙𝑙 𝑡𝑜 𝑐𝑙𝑖𝑒𝑛𝑡 
   𝑒𝑛𝑑𝑖𝑓 
𝑒𝑛𝑑 
𝑎𝑑𝑑 𝐹𝑖𝑑𝑒𝑛𝑡−𝑤 𝑡𝑜 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 
𝑔𝑜𝑡𝑜 𝑛𝑒𝑥𝑡 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝑎𝑛𝑑 𝑠𝑡𝑎𝑟𝑡 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑛𝑔 𝑛𝑜𝑑𝑒 𝑑𝑎𝑡𝑎 
𝑖𝑓 𝑓𝑖𝑙𝑒 𝑒𝑥𝑖𝑠𝑡𝑠 𝑎𝑑𝑑 𝑡𝑜 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 
𝑖𝑓 𝑒𝑛𝑐𝑜𝑢𝑛𝑡𝑒𝑟𝑠 𝑎 𝑛𝑜𝑛 − 𝑒𝑥𝑖𝑠𝑡𝑒𝑛𝑡 𝑓𝑖𝑙𝑒 
   𝑘𝑒𝑒𝑝 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑛𝑔 𝑛𝑜𝑑𝑒𝑠 𝑢𝑛𝑡𝑖𝑙 𝑎 𝑣𝑎𝑙𝑖𝑑 𝑛𝑜𝑑𝑒 𝑓𝑜𝑢𝑛𝑑 
   𝑢𝑝𝑑𝑎𝑡𝑒 𝑙𝑎𝑠𝑡 𝑛𝑜𝑑𝑒 𝑤𝑖𝑡ℎ 𝑣𝑎𝑙𝑖𝑑 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑟 
   𝑜𝑛𝑙𝑦 𝑢𝑝𝑑𝑎𝑡𝑒 𝑛𝑒𝑥𝑡 𝑛𝑜𝑑𝑒 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝑎𝑛𝑑 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 𝑎𝑔𝑎𝑖𝑛 
   𝑖𝑓 𝑛𝑜 𝑛𝑜𝑑𝑒 𝑓𝑜𝑢𝑛𝑑 𝑤𝑖𝑡ℎ 𝑣𝑎𝑙𝑖𝑑 𝐹𝑖𝑑𝑒𝑛𝑡 
       𝑢𝑝𝑑𝑎𝑡𝑒 𝑙𝑎𝑠𝑡 𝑛𝑜𝑑𝑒 𝑤𝑖𝑡ℎ 𝑣𝑎𝑙𝑖𝑑 𝐹𝑖𝑑𝑒𝑛𝑡 
          𝑟𝑒𝑝𝑙𝑎𝑐𝑒 𝑛𝑒𝑥𝑡 𝑛𝑜𝑑𝑒 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝑤𝑖𝑡ℎ 𝑛𝑢𝑙𝑙 
      𝑒𝑛𝑐𝑟𝑦𝑝𝑡 𝑎𝑔𝑎𝑖𝑛 𝑤𝑖𝑡ℎ 𝑛𝑜𝑑𝑒 𝑘𝑒𝑦 
   𝑒𝑛𝑑𝑖𝑓 
𝑒𝑛𝑑𝑖𝑓 
𝑟𝑒𝑡𝑢𝑟𝑛 𝑓𝑖𝑙𝑒𝑠 𝑓𝑟𝑜𝑚 𝑙𝑖𝑠𝑡𝑖𝑑𝑒𝑛𝑡 

 

2) Search 
In the space reclaiming version, the search algorithm at the 

server-side starts decrypting the linked nodes and while 
decrypting the nodes and collecting the file identifiers, it also 
checks the existence of the corresponding files. If the server gets 
such a file identifier from a decrypted node for which the 
corresponding file does not exist, the search algorithm deletes 
that node from the list and reconnects the list again. This search 
and reclaim space algorithm can encounter three kind of file 

deletion scenarios. First possibility is that the first file in the list 
is deleted. In this case, the server would have to find such a node 
further in the list for which the corresponding file is still existing 
in the server file database. Search algorithm would take all the 
data from this valid node including the next node address and its 
corresponding encryption key. It would encrypt this node’s data 
with the key that server has received from the client for 
decryption of first node in the list. It would store this newly 
encrypted node on the address that it has received from the client 
i.e. address of the first node as stored in the client’s state. By 
doing so, no change is required on the client side. The initial 
address and the corresponding encryption key already stored at 
the client side remains valid even if the first node in the list is 
deleted. Second possible scenario is that the node stored at the 
initial address sent by the client has an existing file in the file 
database but some other files from the list are missing. In this 
case, the search algorithm would delete the nodes for which the 
corresponding files are deleted and would relink the list. It would 
update the last node in the list with a valid file identifier and 
would have to replace its next node address and its 
corresponding encryption key with the address and key of the 
next node in the list that contains a valid file identifier. The 
search algorithm already has the secret key for each node that 
makes it possible for it to update the node data and re-encrypt it 
again. Third possibility is a less likely scenario in which case all 
the files corresponding to a keyword are deleted. In this case, the 
server would delete all nodes from the list and would send a null 
response to the client. 

 

𝑆𝑒𝑎𝑟𝑐ℎ (𝐶𝑙𝑖𝑒𝑛𝑡 𝐸𝑛𝑑): 
𝐶𝑙𝑖𝑒𝑛𝑡 𝑔𝑒𝑡𝑠 𝑡ℎ𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑓𝑖𝑙𝑒𝑠 
𝑖𝑓 𝑐𝑙𝑖𝑒𝑛𝑡 𝑔𝑒𝑡𝑠 𝑎 𝑛𝑢𝑙𝑙 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 
   𝑐𝑙𝑖𝑒𝑛𝑡 𝑑𝑒𝑙𝑒𝑡𝑒𝑠 𝑡ℎ𝑒 𝑐𝑜𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑑𝑖𝑛𝑔 𝑑𝑎𝑡𝑎 𝑓𝑟𝑜𝑚 𝑊 𝑎𝑟𝑟𝑎𝑦 
𝑒𝑛𝑑𝑖𝑓 

 

3) Search (Client-side) 
Upon receiving a null response from the server, the client 

would have to update its state. Client would remove the data 
stored in its W array corresponding to the search keyword. 

E. Storage 

Storage on the client side is proportionate to the number of 
keywords. For each keyword, one address and one encryption 
key are stored. An additional secret key is also stored on the 
client side. This key is used to encrypt the files. It is also used in 
the keyed hash function for the address generation for a new 
keyword & file-identifier combination.  

On server side, one encrypted data node is stored for each 
keyword & file-identifier combination. Each node contains three 
elements, a file-identifier, an address of the next node and an 
encryption key of the next node.  

The basic version does not remove the extra nodes for the 
deleted files from the secure index. In space reclaiming version, 
the extra nodes are removed from the secure index. Removal of 
extra nodes is not done at the deletion of files. Extra nodes are 
removed from the secure index in subsequent searches. 
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F. Perfomance 

Our proposed scheme is a non-interactive scheme, as all the 
operations are performed in one round. 

Our scheme only uses symmetric key algorithms and a keyed 
hash function at the client side. On the server side, only 
symmetric key algorithm is used in the search algorithm. By 
avoiding the public key cryptosystem especially at the client 
side, the scheme is easily deployable on low-resourced (both in 
processing and memory) mobile devices.  

Setup is simple and straight-forward, it does not require any 
cryptographic calculations. 

Addition of a new file requires extraction of the keywords at 
the client side. One keyed hash and one encryption for each 
keyword is done. On the sever side, the addition algorithm works 
in O(1). It requires storing of the nodes’ data at specific 
addresses. 

Deletion of a file is straight forward. It does not require any 
processing on the client side. Client just sends the file identifier 
to the server for deletion. On the server side, the deletion also 
works in O(1). Server just deletes the corresponding file from 
the file storage. No change is required in the secure index. 

Search is sub-linear, the search algorithm on the server-side 
only needs to process the nodes equal to the frequency of the 
search keyword. But there could be an exception to this rule, if 
a file has been deleted and then a search runs first time after the 
deletion then the search algorithm would have to process the one 
extra node along with the valid nodes. But after this search 
algorithm execution, the extra node for the deleted file is 
removed from the secure index. Later on, in all subsequent 
searches, the search algorithm would run in the sub-linear time 
complexity. 

As our search algorithm removes the deleted nodes during 
the search that’s why our scheme does not require to maintain a 
separate deleted file index. Maintaining a separate deletion index 
also entails regeneration of the whole index at regular intervals 
to merge the deletion index into the main index. 

G. Security 

Our scheme is forward secure and partially backward secure. 
Forward security is achieved by generation of the insertion 
nodes in a way that the server is unable to link the newly inserted 
nodes with any of the already searched keywords. The scheme 
is partially backward secure as the search of a keyword after a 
deletion gives out the deleted file identifier but during this 
search, server deletes the extra nodes and relinks the list again. 
In all subsequent searches, the search algorithm does not get any 
deleted file identifiers. Our scheme is indistinguishable against 
the chosen keyword attack i.e. IND1-CKA & IND2-CKA as 
outlined in [4]. Our scheme is also indistinguishable against non-
adaptive attackers i.e. IND-CKA1 as outlined in [6]. 

V. CONCLUSIONS 

FSE fulfills the criteria of the forward privacy. The scheme 
is space reclaiming in case of file deletions. Space reclaiming 
feature makes it partially backward secure. Search is sub-linear. 
Addition and deletion of a file requires a single step execution 

on the server side. Our scheme does not use any public key 
cryptosystem algorithms thus making it feasible to be used in the 
resource restrained environments.  

VI. FUTURE WORK 

Security of the scheme needs to be outlined in detail. 
Detailed analysis is required to check whether the proposed 
scheme is indistinguishable against an adaptive attacker i.e. 
IND-CKA2 as proposed in [6]. Implementation of the scheme is 
also required to check the practicality of the design in different 
deployment scenarios. 
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Abstract—The advent of Data Science has led to data being 
evermore useful for an increasing number of organizations who want 
to extract knowledge from it for financial and research purposes. This 
has triggered data to be mined at an even faster pace causing the rise 
of Data Centers that host over thousands of machines together with 
thousands of jobs running in each of those machines. The growing 
complexities associated with managing such a huge infrastructure has 
caused the scheduling management systems to be inefficient at 
resource allocation across these machines. Hence, resource usage 
forecasting of machines in data centers is a growing area for research. 
This study focuses on the Time Series forecasting of CPU usage of 
machines in data centers using Long Short-Term Memory (LSTM) 
Network and evaluating it against the widely used and traditional 
autoregressive integrated moving average (ARIMA) models for 
forecasting. The final LSTM model had a forecasting error in the range 
of 17-23% compared to ARIMA model’s 3742%. The results clearly 
show that LSTM models performed more consistently due to their 
ability to learn non-linear data much better than ARIMA models. 

Keywords—LSTM Network, ARIMA Model, CPU Usage 
forecasting, Data Center 

 I. INTRODUCTION 

One of the major reasons for service disruptions in data 
centers is the inefficient allocation of work to machines, leading 
to resources not being utilized fully. A typical modernday 
machine in a data center can run hundreds to thousands of jobs 
per day with fluctuating resource requirements. Every data 
center has a management system that schedules units of work to 
these machines, but such systems fail to prioritize and adapt to 
the growing scheduling complexities in data centers. The main 
reason being their inability to take into consideration a 
machine’s current state (CPU and Memory usage, number of 
running jobs etc.) before scheduling. 

It was noted from previous work [1] that machines in 
Google’s data center use on average only 45% of its CPU 
resources. The same number is around 60% for memory usage. 
On another note, Google’s data centers all around the world use 
up 0.01% of the global power which is enough to light up 
200,000 homes [2]. Even a 1% increase in efficiency of Google 
data centers can power over a thousand homes. These statistics 
are of just Google’s Data Centers. Energy efficiency can be 
maximized with the use of Scheduling Systems that model a 
machines behavior before scheduling work on them. This work 
aims to provide a research contribution towards building 
scheduling systems that manage resources more efficiently and 
dynamically in data centers. 

This study focuses on forecasting CPU usage of machines in 
Data Centers. In our approach, separate time series detailing 
CPU usage of machines are extracted from Google’s cluster 
dataset. Later, exploratory time series analyses are carried out 
to understand the nature of the time series and two models of 
varying architecture are used to solve the forecasting problem. 
Firstly, the ARIMA model which is a proven traditional method 
for time series forecasting is used. Secondly, LSTM Recurrent 
Neural Network whose architectural design is very much suited 
for time series forecasting is used. The models are then 
evaluated and compared detailing the differences in the two 
models. The study used the cluster data trace released by Google 
that details the monitoring and resource usage information of a 
cluster of machines for a 29-day trace period. There isn’t any 
other publicly available dataset that details scheduling 
information of a cluster as complex and large as this. The dataset 
is over 300GB in size and consists of scheduling information of 
over 12000 machines scattered across 5 tables, some of which 
span over a billion rows. 

The rest of the paper is organized as follows. Section 2 
describes the related work in the field. In Section 3, the 
background required to understand time series forecasting is 
explained including ARIMA models and LSTM Recurrent 
Neural Network. Section 4 and 5 details the feature extraction 
steps carried out and the exploratory analysis respectively. The 
modelling process using ARIMA and LSTM Models are 
detailed in Sections 6 and 7 respectively. Section 8 explains the 
evaluation of the two models with final conclusions of the 
research explained in Section 9 and possible future work 
described in Section 10. 

 II. RELATED WORK 

Di et al. [3] presents the design of a prediction algorithm 
based on a Bayes Model to estimate mean load in machines over 
a future time interval (up to 16 hours). The data is first reduced 
to a set of mean load predictions each starting from the current 
time and using Bayes model with 9 features detailing the current 
state of the machine. They mention that their model improved 
load prediction accuracy by 5% compared to other state of the 
art methods that are based on moving averages, auto-regression 
and noise filters. The time series method used in this approach 
is the aggregation of CPU usage into larger time windows to 
facilitate better forecasting. Since this leads to significant loss 
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of information, our study aims to forecast CPU usage for every 
5 minute windows and incorporate more granular forecasts. 

Ismeel and Miri [4] discuss developing a prediction model 
using k-means clustering and Extreme Learning Machines 
(ELMs) to estimate future Virtual Machine (VM) requests in 
data centers. The methodology first creates various categories 
of VM clusters with an end goal of developing a prediction 
model for each of these clusters. K-means clustering is used to 
create clusters of similar VM. Then for each cluster an ELM 
workload forecasting model is designed to estimate the number 
of requests for each cluster that may arrive in future time 
periods. The study evaluates its model on the Google’s cluster-
usage traces with their results suggesting that their model 
outperforms other similar models. While this approach aims to 
forecast VM requests, our study focuses on CPU usage 
estimation that are more dynamic and granular in nature. 

Cao et al. [5] showcase their work using an Ensemble 
method to gain better performance in CPU load predictions in a 
cloud environment. The proposed model comprises of 2 layers, 
one for predictor optimization used for incorporating new 
predictor instances and removes instances with inferior 
performance. Another set of ensemble layers are used to 
facilitate providing feedback to the previous layer to adopt 
appropriate optimization strategies. This is achieved using a 
scoring method that assigns each predictor with a score 
representing its performance which is periodically updated. The 
study concludes that an ensemble model exhibits better 
forecasts and stability than individual models like 
Autoregression and Exponential smoothing. Our study uses the 
LSTM network to understand its forecasting prowess when 
compared to the models in this study. 

Many of these previous works studied workload prediction 
of machines for large time windows. As mentioned earlier, this 
study aims to understand the growing complexities in data 
center resource allocation by building forecasting models 
around a granular time series dataset wherein CPU usage 
forecasts are generated for 5-minute time windows. More 
generally, previous work [6] [7][8][9][10] has also examined 
scheduling approaches using methods such as Reinforcement 
Learning and Genetic Algorithms, focussing not strictly on 
predicting CPU but also on optimising application response 
time, workflow scheduling and predicting network bandwidth. 
The approach detailed in this work can be applied in these more 
general settings and we hope will form the basis for further 
additional work. 

 III. TIME SERIES FORECASTING 

A time series refers to a sequence of observations that make 
a record of a particular activity over a period of time [11]. Due 
to the observations being sampled across time, there is an 
introduction of correlation between these points. Forecasting an 
activity or an observation usually involves collating its 
historical time series and finding patterns in them. Defining 
properties of time series data like trends and seasonal patterns 
can be identified from a time series plot and amount to the first 
step in any time series forecasting problem. Generally, 
transforming a time series into a smoothed-out version and then 
plotting it can reveal patterns that were previously unknown. 
One such commonly used smoothing technique is the Moving 

Average. The moving average method is used for measuring 
seasonal variations in a time series by computing the arithmetic 
mean of values for time intervals throughout the time series and 
reducing any volatility in the data. 

To further understand randomness in the data, the concept of 
Stationarity is introduced. A time series is said to be strictly 
stationary if the probability distribution of a set of values in that 
time series remains the same even when the set is shifted in time. 
Many of the real-world time series data are non-stationary in 
nature and hence require data adjustments to make them 
stationary by removing trends that are increasing or decreasing 
in nature. One such commonly used approach is differencing the 
time series. The difference operation is carried out by 
subtracting the current values with its past values. This is 
effectively called first order differencing. Similarly, 
differencing can be applied successively if required to further 
remove trends completely albeit at the cost of losing more and 
more information. Autocorrelation Function (ACF) of a time 
series is the amount of correlation that current values have with 
past values. ACF and Partial-ACF (PACF) plots help identify 
any seasonal patterns in the data. 

A. ARIMA MODELS 

White noise is a time series where each observation is 
randomly drawn from a population with variance and mean 
equal to zero. Typically, time series are required to follow such 
a pattern for better forecasting and any deviation from this 
amounts to a violation. Autoregressive(AR) and Moving 
Average(MA) are 2 models that help rectify these violations if 
identified. A stationary series is said to have no trend with 
constant variations in mean and fluctuates with a consistent 
pattern. This means that the autocorrelation would remain 
constant and form a consolidation of signal and noise. ARIMA 
models can be used to act as a filter that separates the signal and 
noise after which the signal is used to forecast values in the 
future. Forecasting using ARIMA is via an equation that is 
linear, where the predictors are lags of dependent variables 
and/or the errors (forecast errors). The model with only lag 
values of the variable becomes an autoregressive model. Hence, 
coefficients used in ARIMA consist of lagged errors that are 
optimized using nonlinear optimization [12]. In short an 
ARIMA model is denoted by ARIMA(p,d,q) where: p is the 
total autoregressive terms i.e AR terms, d is the total differences 
needed for stationarity and q is the total lagged forecast errors 
while forecasting i.e MA terms. Identifying the relevant 
ARIMA model for a given time series involves determining the 
values of p, d and q. To determine if AR and MA terms are 
necessary, ACF and PACF plots are used. 

B. LSTM NETWORKS 

Artificial neural networks are a computational paradigm that 
mimic biological neural networks through a network of 
connected computational units called neurons that are organized 
as layers. A Recurrent Neural Network (RNN) follows such a 
paradigm that is designed specifically for analyzing information 
where there is dependence between the current and previous 
values. LSTM networks are a class of RNN that are used to 
interpret and learn even long-term dependencies [13]. The major 
feature associated with LSTM networks are their ability to retain 
and persist information for long sequences or periods of time. 
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LSTM networks have 4 processing units within a single 
repeating unit as shown in Fig. 1. The line that runs through the 
repeating modules in the diagram is the cell state that runs 
through the entire LSTM network modifying information as it 
traverses. The pink blocks in the figure represent modules called 
gates that modify the cell state optionally. 

For every input X the LSTM decides the amount of 
information that needs to be removed from the previous cell 
state using a sigmoid layer, also called the Forget layer. Here, C 
represents the cell state of the current repeating module which 
is passed as input to the next repeating module. For each cell 
state, C(t-1) received by the current cell, the forget layer outputs 
a value between 0 and 1 representing the amount of information 
to be removed from the cell state. 

The LSTM network then decides the amount of new 
information that needs to be included in the cell state. This has 
two parts: a sigmoid layer and a tanh layer. The output of these 
two layers are multiplied and added to the cell state computed 
by the forget layer. Finally, each cell needs to output a value. 
This is done using another sigmoid and tanh layer which outputs 
a filtered down version of the cell state. LSTM networks as a 
result are well suited for time series forecasting as it retains 
information that govern the current state of an activity. 

IV. FEATURE EXTRACTION: GOOGLE’S CLUSTER 

DATASET 

The cluster data released by Google consists of 29-day worth 
of workload information of 12,453 machines scattered across 5 
different tables. The Machine Events table describes machine 
states and hardware specifications over the trace period. The 
Machine Attributes table describe machine properties such as 
kernel version, clock speed etc. over the trace period. Life cycle 
of a job from start to finish i.e whether it’s waiting for resource, 
failed, finished, lost and evicted is detailed in the Job Events 
table. Similarly Task Events table (over 100 million records) 
details the life cycle of a task from start to finish and finally the 
Task Resource Usage table (over 1 billion records) contains the 
resource (CPU, Memory, Disk I/O etc.) consumption of tasks 
over the trace period at every 5-minute intervals. 

BigQuery is a Big Data querying tool in the Google Cloud 
Platform that is used to facilitate SQL querying on large 
datasets. Once imported, large aggregation such as cross joins 
across tables can be executed in very less time. Using the 
BigQuery platform, a time series dataset is created detailing 
CPU Usage of machines for every 5-minute interval, creating a 
total of 8352 data points for the 29-day period. The dataset is 
processed from the Machine Events, Task Events and Task 
Usage tables of Google’s cluster dataset. To extract the CPU 
workload of machines in each time window accurately, we take 
into account the fact that some tasks run only partially in some 
5-minute windows. Hence for each window, CPU is computed 
by summing all the task’s CPU readings and then multiplying 
each reading with a weight equal to the amount of overlap that 
it has in the window. This ensures that a task with a one second 

run time in a 5-minute window is not counted as the task running 
for entire window. There were instances where a period of 
inactivity in some machines were observed wherein N/A values 
were present in the CPU usage feature. Replacing them with 0 
value is not characteristic of a machine. Hence, a linear 
interpolation was used that filled the N/A values with 
replacements which linearly interpolated neighboring values to 
maintain continuity in the series. 

 V. EXPLORATORY ANALYSIS 

Its impractical to manually build a model for all 12000+ 
machines in the dataset. Explained here in detail are the time 
series analysis, modelling and forecasting approaches 
conducted for one machine (ID: 979583) and the same was 
followed for other machines too, though just briefly generalized 
and mentioned. The most active machines in the dataset were 
chosen for this study as they have a CPU usage value throughout 
the trace period and minimal N/A values. Henceforth, the 
machine with ID 979583 is referred to as Machine A. Time 
series plots of Machine A (see Fig. 2) exhibit daily seasonal 
patterns with sinusoidal fluctuations every day. A major 
difference between different machines modelled in our study is 
the maximum level of CPU usage reached. Machine A has a 
maximum usage value of 0.4546, while the same for other 
machines were significantly different. 

 VI. ARIMA MODELLING 

In order to assess stability in the data, moving average 
summary points were computed for multiple values of time 
period which potentially smoothed out the raw data. After 
various considerations, a 2.5 hour moving average smoothing 
was chosen which brought in stability to the time series without 
losing too much information. This transformation on the time 
series was same for ARIMA models for all machines. The 
Augmented Dickey Fuller (ADF) test were used to determine 
whether a change in future values in a time series is dependent 
on previous lagged data and a linear trend. The Null hypothesis 
of ADF test represents a non-stationary time series. Other tests 
like ACF and PACF plots were conducted to visually inspect 
stationarity in a series. From the ACF plots it’s concluded that 
there are significant autocorrelations with numerous lags for 
machine A. As a result, first order differencing was carried out. 
After differencing, same tests were again carried out and found 
Machine A time series to be stationary. 

After careful considerations and combination of all 
parameters, a final ARIMA (2,1,2) model was fit on the 
Machine A Time series with seasonal components included in 
our model. The final ARIMA model for Machine-A had an 
RMSE of 0.0078 on the training data and 0.091 on the test data. 

The forecasts (see Fig. 3) were able to follow patterns similar 
to the original time series till time 200 with clear mirroring of 
the slightest variations in the actual data. But after time 200, 
although it keeps up with the sinusoidal variations in the data, it 
can’t mimic it completely. Hence, ARIMA modelling is a good 
forecasting model for near time predictions but fails to predict 
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Figure 1. Internal structure of a Long Short-Term Memory Network 

 

Figure 2. Time Series plot of Machine A 

 

Figure 3. Forecasts (Red) of ARIMA (2,1,2) model with seasonal components 

included VS Actual (Blue) Time Series of Machine-A 

long term CPU usage values. The results of ARIMA models for 
other machines are also similar where the forecast follows the 
same pattern as the actual data for near time predictions. But the 
models lose credibility in making long term predictions. Note 
that the y-axis scale of the plot in Fig. 3 is in the range 0.2 and 
0.5, meaning the forecasts are accurate but due to granularity of 
the data, it’s cannot be interpreted visually with full scale plots. 

 VII. LSTM NETWORK MODELLING 

Firstly, the time series were transformed to a stationary time 
series. From the previous section, it was found that performing 
a first order differencing was sufficient to stabilize the data  

 

without losing much information. Hence, first order 
differencing was applied. The activation function of LSTM is a 
tanh function which can output a value between -1 to 1. Hence 
the time series is transformed by normalizing it within this range 
before splitting it into training and testing sets. Hyperparameters 
were tuned after training multiple LSTM Networks with 
different combinations of training epoch and number of neurons 
in the hidden layer. Firstly, the effects on training losses were 
assessed for different training epochs numbers. Then, LSTM 
models were fit with varying number of neurons and their 
RMSE and MAPE values were calculated. After tuning the 
LSTM Network’s hyperparameters, a final LSTM model 
configuration that yielded the best results when configured to 1 
hidden layer with 5 neurons and training epochs set to 3000. The 
models were then fit to the training data and the forecasting 
approach was tweaked to facilitate better forecasts. Instead of 
forecasting each time step in the future from the test data, a more 
dynamic approach was used wherein we updated the model after 
forecasting each value in the series to include the new forecasted 
value too. The final LSTM Model for Machine A had a training 
RMSE value of 0.0317 and test RMSE of 0.0381. Fig. 4 shows 
the initial few forecasts made by the model. 

To look closely at the forecasts, plots of initial sets of 
forecasts for Machine A were plotted. Specifically, CPU 
forecasts of the first 2, 12 and 24 Hours in the test data were 
plotted (see Fig. 4) against their actual CPU values to see how 
closely the model understood recent data (i.e training data). 
From plots (ii) and (iii) in Fig. 4, it can be noted that forecasts 
closely followed the actual CPU usage reading, displaying 
similar seasonal patterns to an extent. Plot(i) shows the first 2-
hour forecasts, and it’s evident that the model has trained on the 
training dataset well. As mentioned earlier, fine tuning the 
hyperparameters not only increased the performance with 
respect to metrics RMSE and MAPE, it also has been able to 
pick up seasonal components in the time series. 
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The results of the LSTM models for machines other than 
Machine A exhibited similar model features. Time series of 
many machines were similar in nature hence didn’t require 
much individual attention. For machines whose CPU usage time 
series were significantly different were modelled accordingly 
but exhibited just slightly fluctuating results. But one aspect that 
was found similar for all the models was the hyperparameters 
that were required to train them. As noticed in Machines A, 
there wasn’t any notable change in the training RMSE scores 
when trained on 2000 and 3000 epochs. The number of neurons 
too were limited to 5 which gave the best results during training 
of models with a single hidden layer. 

 VIII. MODEL EVALUATION 

Both the models were trained differently. Differencing and 
statistical moving average data transformations were used while 
modelling using ARIMA models. The final ARIMA (2,1,2) 
models for Machine A had good RMSE scores but significantly  

 

 

different test RMSE. The Akaike information criterion and 

Bayesian information criterion scores obtained in the ADF tests 

were also used to find the best ARIMA models. Both these 

metrics are found to have very high possibility of overfitting for 

AR processes [14]. CPU usage of a machine in data centers 

always have dependence between the previous and current 

values. This fundamentally makes a CPU usage time series an 

AR process. LSTM Network essentially being a non-linear time 

series model performed better than ARIMA model for almost 

all combinations of its hyperparameter. 

 
ARIMA model was observed to be prone to overfitting for 

multiple CPU time series of machines. They performed well in 
terms of training RMSE values but poorly on the test data. On 
the other hand, LSTM models for all machines were 
consistently performing better without any significant 
fluctuations in model performance. 

 

Figure 4. First (i)2 Hour, (ii)Half Day (iii)24 Hour Forecasts of LSTM Model for Machine A test data. Blue: Actual CPU vs Red: Forecasted CPU 
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 IX. CONCLUSION 

The forecasting of CPU workload of Machines in Data 
Centers using LSTM Networks has shown significant 
improvement over the ARIMA models. To the author’s 
knowledge, this is the first time LSTM networks has been used 
for forecasting CPU workload of machines in Data Centers. 
More specifically, this is the first piece of work that evaluated 
LSTM Network in its efficiency to forecast multiple highly 
volatile CPU usage time series extracted from Google’s Cluster 
Data. 

The problems associated with instability and fluctuations in 
CPU usage of machines in Google’s data center and how they 
affect a time series forecasting model’s accuracy are 
highlighted. The ARIMA modelling approach to forecasting 
CPU workload is detailed along with its limitations. More 
generally, its inability to model an unstable and volatile time 
series is explained taking the CPU usage time series as an 
example to showcase the level of transformations required to 
build a decent forecasting model out of it. The initial ARIMA 
models built couldn’t fit a time series with high CPU 
fluctuations observed on an hourly basis. Significant data 
transformations have added little to no major improvements in 
the forecasting performance of the ARIMA model. The ARIMA 
models were evaluated and found to be overfitting the time 
series test data with significant difference in results between the 
RMSE scores for the training and testing phases of the model. 
The final ARIMA(2,1,2) model had a forecasting error in the 
range of 37.331 to 42.881% across multiple machines. 

On the other hand, the LSTM Network forecasted the CPU 
workload with a forecasting error rate in the range of 17.566 to 
23.65% for multiple machines. The use of LSTM Networks in 
this study is a new step towards estimation of complex workload 
of machines in data centers due to its ability to maintain memory 
of patterns and trends. In the end, it forecasted CPU workload 
better than many traditional forecasting models as well as some 
simpler versions of Recurrent Neural network. Hence, a case for 
LSTM Networks as an excellent time series forecasting tool for 
workload estimation of resources in data centers has been put 
forth in this study. 

 X. FUTURE WORK 

This study detailed the time series forecasting process 
employed for univariate time series forecasting of CPU 
workload of machines in data center. As future work, improving 
the forecasting performance of the LSTM model can be carried 
out. One such approach can be the use of multiple predictor 
variables in learning and fitting a LSTM model around it. Some 
of the predictor variables that can be used are: number of tasks 
running in machines, the memory usage etc. Other features like 
the number of tasks failed, completed, restarted and killed in 
every 5-minute window could be extracted from the dataset too. 
There are other unconventional features that aren’t used like 
resource usage metrics such as CPI (cycles per instructions), 
mean disk I/O time and memory accesses per instruction. 

Another approach to forecasting the same data is by 
considering the time series as a sequence. Till now almost all 
Time Series forecasting approaches that have modelled this data 
have fit their models considering observations at each time step 

as a single input. CPU usage in this data had clear daily seasonal 
patterns. Hence considering an entire day’s observations as a 
single data point i.e 288 features (1 day has 288 5-minute 
windows), where each time window of the day is considered as 
a feature. Such a dataset would basically be a sequence to 
sequence Time series forecasting problem where the model 
forecasts the CPU usage for the next day. Such an approach to 
time series forecasting especially on this data can be promising. 
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Abstract— Energy awareness presents an immense challenge for 

cloud computing infrastructure and the development of next 

generation data centers. Inefficient resource utilization is one of 

the greatest causes of energy consumption in data center 

operations. To address this problem we introduce an Advanced 

Reinforcement Learning Consolidation Agent (ARLCA) capable 

of optimizing the distribution of virtual machines across the data 

center for improved resource management. Determining efficient 

policies in dynamic environments can be a difficult task, however 

the proposed Reinforcement Learning (RL) approach learns 

optimal behaviour in the absence of complete knowledge due to its 

innate ability to reason under uncertainty. Using real workload 

data we evaluate our algorithm against a state-of-the-art heuristic, 

our model shows a significant improvement in energy 

consumption while also reducing the number of service violations. 

Keywords- energy efficiency; cloud computing; resource 

management; reinforcement learning 

I.  INTRODUCTION  

Cloud computing services offered by companies such as 
Amazon and Google deliver on-demand virtualized resources 
which can be accessed over the internet and charged using a pay-
as-you-go pricing model [1]. The ability to scale up or down 
computing resources in response to current demand has led to 
the tremendous growth and wider adoption of cloud computing 
across several domains. Despite the advancements in energy 
efficient computing devices and data center equipment, 
excessively high energy consumption and carbon dioxide 
emissions continue to soar in the operation of large scale data 
centers today. Recent studies in cloud computing have 
highlighted the environmental impact of data centers in terms of 
electricity costs and associated CO2 emissions. In 2013, U.S data 
centers consumed a total of 91 billion kilowatt-hours of 
electricity. By 2020 the level of consumption is estimated to 
increase to approximately 140 billion kilowatt-hours annually, 
costing 13 billion per year in electricity bills and furthermore, 
pollution of 150 million metric tons of carbon dioxide [2]. 
According to GeSI SMARTer 2020 report data center emissions 
are projected to increase by 7% annually [3]. In addition, a study 
by Petty et al. highlighted that the Information Communication 
Technology (ICT) industry contributes to 2% of global CO2 

emission annually which is the equivalent to that produced by 
the aviation industry [4]. 

 The era of on-demand computing is powered by the concept 
of virtualization which was pioneered by IBM in the 1960’s [5]. 
Virtualization aids in the promotion of increased host utilization 
by apportioning the resources of large physical hosts into smaller 
independent machines each of which is known as a Virtual 
Machine (VM). Each VM runs in apparent isolation equipped 
with its own Operating System (OS) and applications which 
allows for the simultaneous execution of multiple tasks on a 
physical host. This overall results in increased efficiency and 
resource utilization.  

However, despite the benefits gained from the advancements 
in virtualization technologies one of the major inefficiencies in 
data center deployments is caused by poorly managed and idle 
resources [6]. Current studies have revealed that on average 
hosts operate at a mere 12-15% of their full capacity resulting  in 
the wastage of valuable resources while underutilized hosts have 
been proven to use up to 60% of their maximum power resulting 
in significant draws on energy consumption [2]. VM 
consolidation is one approach that can significantly improve the 
management of resources by strategically reallocating VMs on 
to a reduced number of hosts in an effort to conserve energy. 
Consolidating a larger number of VM instances on an already 
loaded host can however, cause a surge in energy consumption 
while also potentially causing the host to become overloaded 
incurring service violations and further requiring VMs to be 
migrated to additional hosts in the datacenter [7]. Conversely, 
placing a VM on an underutilized host promotes the 
continuation of poor resource utilization. As a result, striking a 
balance between both energy efficiency and performance is 
essential to achieving high performance while reducing overall 
energy consumption.  

To address this issue we present a self-optimizing 
Reinforcement Learning (RL) VM consolidation model to 
optimize the allocation of VM instances while also adhering to 
strict Service Level Agreements (SLA). The agent continues to 
learn an optimal resource allocation policy depending on the 
current state of the system through repeated interactions with the 
environment. In addition, our model employs an advanced 
reward shaping technique known as Potential Based Reward 
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Shaping (PBRS). One of the more profound limitations of 
standard RL algorithms is the slow rate at which they converge 
to an optimal policy [8].  PBRS allows expert advice to be 
included in the learning model to assist the agent to learn more 
rapidly and as a result encouraging more optimal decision 
making in the earlier stages of learning. Our results show the RL 
agents ability to learn and adapt in a highly volatile cloud 
environment while also delivering an intelligent energy-
performance tradeoff capability resulting in improved energy 
efficiency and performance. 

The contributions of this paper are the following: 

 Using a state-of-the-art RL technique we present an 
autonomous VM consolidation model capable of 
optimizing the distribution of VMs across the data 
center in order to achieve greater energy efficiency 
while also delivering the required performance. 

 We apply our model to a large scale simulated data 
center using CloudSim. Using real workload traces 
we show the advantages of our approach over a 
state-of-the-art heuristic. 

The remainder of this paper is structured as follows: Section 
II discusses related work, Section III introduces RL, Section IV 
presents the design of our proposed cloud resource management 
model, Section V describes our experimental setup and 
performance metrics, Section VI presents the results and Section 
VIII concludes the paper. 

II. RELATED WORK 

In recent years the pervasiveness of cloud computing has 
urged research initiatives to tackle the challenging problems of 
inefficient resource management policies. In the literature two 
types of approaches are used, these can be classified as 
Heuristic/Threshold and AI based approaches. 

A. Heuristic/Threshold Based Approaches 

Heuristic/Threshold based approaches are the most widely 
used methodologies for resource management in cloud 
infrastructure. These types of approaches trigger static resource 
allocation decisions on reaching a predefined threshold. Verma 
et al. presented pMapper an application placement controller 
which aims to minimize energy consumption and migration 
costs while maintaining SLA [9]. The underlying architecture 
is composed of three distinct management entities, namely a 
performance manager which monitors current performance and 
resizes VM instances based on the SLA, A power manager 
which manages the power state of underlying hardware and a 
migration manager which estimates the cost of live migration. 
Their overall results showed a savings in power consumption of 
hosts of 25%. Cardosa et al. investigated the impact on VM 
resource allocation and power consumption by leveraging min, 
max and share parameters analogous to those used in 
commercial virtualization technologies [10]. These parameters 
define the upper and lower bounds for resource utilization for 
each VM while the shares parameter denotes the priority of each 
VM during the distribution of spare resources. The authors use 
such parameters to drive their VM placement and consolidation 
strategy which achieved a significant improvement in the 

overall utility of the data center. Lee et al. proposed the 
implementation of two task consolidation heuristics known as 
ECTC and MaxUtil in order to curtail energy consumption of 
underutilized resources [6]. One of the most important research 
contributions in the field of VM consolidation is accredited to 
the work of Beloglazov et al. as outlined in two of their more 
highly cited papers [7][11]. They introduced a three stage VM 
resource optimization approach consisting of Host 
overutilization/underutilization detection, VM selection and 
VM placement. In particular, they proposed the Lr-Mmt 
algorithm which manages host utilization detection and VM 
selection. In addition, this algorithm uses a VM placement 
heuristic known as Power Aware Best Fit Decreasing 
(PABFD). This heuristic considers the heterogeneity of cloud 
resources by selecting the most energy efficient hosts first in 
order to allocate VMs. Their experimental results concluded 
that the composition of Lr-Mmt in conjunction with PABFD 
significantly outperforms all other VM consolidation 
procedures resulting in a profound reduction in energy 
consumption and SLA violations. 

B. Reinforcement Learning Based Approaches 

Alternatively, research initiatives continue to explore the 
application of AI methodologies in order to evolve a new 
generation of autonomic resource management strategies. 
Duggan et al. introduced an RL network-aware live migration 
strategy, their model enables an agent to learn the optimal times 
to schedule VM migrations to improve the usage of limited 
network resources [12].  Tesauro et al. presented an RL approach 
to discover optimal control policies for managing Central 
Processing Unit (CPU) power consumption and performance in 
application servers [13]. Their proposed method consists of an 
RL based power manager which optimizes the power 
performance tradeoff over discrete workloads. Barrett et al. 
applied a parallel RL learning approach to optimize resource 
allocation in the cloud [14], while other work introduced an 
agent based learning architecture for scheduling workflow 
applications [15]. Rao et al. introduced VCONF an RL based 
VM auto configuration agent to dynamically re-configure VM 
resource allocations in order to respond effectively to variations 
in application demands [16]. VCONF operates in the control 
domain of virtualized software, it leverages model based RL 
techniques to speed up the rate of convergence in 
nondeterministic environments. Das et al. introduced a 
multiagent based approach to manage the power performance 
tradeoff by specifically focusing on powering down 
underutilized hosts [17]. Dutreil et al. also showed how RL 
methodologies are a promising approach for achieving 
autonomic resource allocation in the cloud. They proposed an 
RL controller for dynamically allocating and deallocating 
resources to applications in response to workload variations 
[18]. Using convergence speed up techniques, appropriate Q 
function initializations and model change detection mechanisms 
they were able to expedite the learning process. Farahnakian et 
al. [19] implemented RL to learn the optimal time to power on 
or switch off a host based on future resource demands. 

Compared to related research our work is different in that:  

1) Using a PBRS inspired RL technique we present 
Advanced Reinforcement Learning Consolidation 

The primary author would like to acknowledge the ongoing financial 
support provided by the Irish Research Council. 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 62



Agent (ARLCA) a self-optimizing VM consolidation 
approach that allocates the optimal number of VMs to 
hosts such that each host operates at an optimized 
resource usage rate. We show how this approach 
optimizes three key performance metrics namely 
energy consumption, VM migrations and service 
violations. 

2) Unlike static threshold based approaches this approach 
is more suitable for decision making in highly dynamic 
environments while also considering allocation 
decisions that could possibly suffer from delayed 
consequences. We show using real workload traces 
how our model outperforms a state-of-the-art heuristic 
approach across all performance metrics in order to 
deliver a more sustainable green cloud infrastructure. 

III. REINFORCEMENT LEARNING 

Reinforcement Learning enables an agent to learn optimal 
behaviour through repeated trial and error interactions with its 
environment at discrete time steps t  without any prior 
knowledge.  The agent receives a reward depending on the 
action selected. The objective of the agent is to discover 
overtime which actions yield the greatest rewards [20].  

RL control problems can be intuitively modelled as Markov 
Decision Processes (MDP) which provide a model for 
sequential decision making problems faced with adverse 
uncertainty [14]. The learning process for an RL agent is 
composed of: 

1) State space: A set of environment states.  At the end of 
each time step t the learning agent occupies a state 
denoted st ∈ S. 

2) Action space: The agent selects a possible action at  
∈ A(st) where A(st) refers to the set of all possible 
actions in the current state st.  

3) Reward signal: Once the selected action is executed it 
results in a state transition 𝑠𝑡+1 , the agent is then 

allocated a positive or negative reward signal R(st,at
) 

depending on the state of the environment after an 
action has occurred. The overall goal of MDP is to 
generate a mapping of states to associated actions 
which maximize the accumulated reward. 

Sarsa is a popular RL Temporal Difference (TD) learning 
algorithm which can be used to discover an optimal policy. TD 
methodologies implement prediction based learning by 
incrementally updating current estimates of state-action pairs 
Q(st, 𝑎𝑡) based on the outcome of previous estimates.  Sarsa is 
an acronym for state, action, reward, state, action. Its name is 
derived from the sequence of events that must occur in order to 
transition from one state to the next and update the current 
model estimates. The update rule is as follows: 

 

Q(st,at
)←Q(st,at

)+α[rt+1 +γ Q(st+1,a
t+1

)-Q(st,at
)]. (1) 

where Q (st,at
)  denotes the expected reward of selecting 

action at  in state  st . α is the learning rate, a value set close to 
1 promotes continuous updates to estimates while α defined 

close to 0 reduces learning.  is a discount factor which 
determines the degree to which an agent favors long term 
rewards over short term gains. A value closer to 1 results in an 
agent that is more forward looking and strives to maximize 
future rewards while a rate closer to 0 results in an agent that 
assigns a greater weight to short term rewards. 𝑟𝑡+1 defines the 
reward signal allocated for selecting an action in a given state 
while Q(𝑠𝑡+1, 𝑎𝑡+1)  is the Q-value estimate of the resulting 
state and the action selected in the next time step t.  

A policy  guides the agent’s decision making process when 
selecting an appropriate action for any given state.  In order to 
discover an optimal policy there is a tradeoff between 
exploration and exploitation. An agent that invariably exploits 
the best action fails to discover potentially more lucrative 
actions by choosing to explore its environment. In order to 
manage such a tradeoff we implement a softmax action 
selection strategy [21]. Softmax assigns action probabilities 
according to the expected utility, thus ensuring higher 
rewarding actions are more likely to be explored. Illustrated 
below is the standard Sarsa learning algorithm. 

Algorithm 1: Sarsa 

Initialize Q(s,a) arbitrarily 

Repeat (for each episode): 

 Initialize s 

 Choose a from s using π 

 Repeat (for each step of episode): 

      Take action a, observe r, s' 

      Choose a' from s' using π 

      Q(s,a) ← Q(s,a) + α[r + γ Q(s',a')−Q(s,a)]  

      s ← s' ; a ← a' ; 

  until s is terminal 

 

One of the limitations of RL methodologies is the rate at 
which an agent converges to an optimum policy. In order to 
expedite the learning process we implement PBRS which has 
shown to be a powerful technique to improve the convergence 
rate of RL agents by using domain knowledge to assist the agent 
to learn more rapidly [22]. In particular, PBRS provides the 
learner with an additional reward through the mapping of states 
to associated potentials using the following function: 

 

F(s,a,s')= γ  (s')- (s). (2) 

where  is the potential function which maps states to 

potentials and  is defined as the same discount factor applied in 
the update rule (1). The PBRS reward is concatenated to the 
standard reward received from the environment. Using the 
results of previous experiments we fine-tuned the potentials with 
more lucrative rewards for allocation decisions resulting in host 
utilization states between 40-70% as this resulted in the best 
performance according to our experimental analysis. 
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IV. DYNAMIC VM CONSOLIDATION  MODEL 

In order to reach new frontiers in energy efficient cloud 
infrastructure we propose an Advanced RL Consolidation Agent 
known as ARLCA which is capable of driving both efficiency 
and Quality of Service (QoS) by dynamically adjusting its 
behaviour in response to changes in workload variability.  

More specifically, ARLCA is presented with a list of VMs 
that require allocation to suitable hosts in the datacenter. 
Through repeated interactions with the environment ARLCA 
discovers the optimal balance in the dispersal of VMs across the 
data center so as to prevent hosts becoming overloaded too 
quickly but also ensuring that resources are operating efficiently. 

A. State-Action Space 

The application of RL in more complex problem domains 
such as the cloud requires careful definition of the state-action 
space in order for it to operate effectively.  We design a novel 
state-action space by defining all possible states and actions as 
a percentage ranging from 0-100%. We use increments of 1% 
which provided the best performance according to an 
experimental parameter sweep. The state space S  denoted 
below in (3) represents the global state of the environment. It 
can be defined as the number of active hosts ah  in the 
environment as a percentage of the total number of hosts th. 

 

S=
∑ ah

n
i=1

th

×100. 
(3) 

An action 𝐴  is a combined variable composed of the 
utilization rate of any given host coupled with the size of the VM 
to be placed. As denoted below in (4) the host utilization rate hu 
is calculated as the sum of the total requested resources trr for 
each VM residing on the host as a percentage of the hosts’ 
capacity hc . Additionally, VM utilization vmu is computed as 
the VMs requested resources 𝑟 returned as a percentage of the 
total host capacity hc.  This determines the size (CPU resource 
requirements) of the VM to be placed. Defining the state-action 
space as percentages from 0-100% significantly reduces the size 
of the state-action space thus preventing the agent from engaging 
in an exhaustive search. This type of approach allows for the 
deployment of a more agile and efficient agent capable of 
pursuing its design objectives. 

 

A= [hu=
∑ trrn

j=1

hc
×100+ vmu =

r

hc
×100]. (4) 

 

B. ARLCA Learning Model 

The Sarsa driven learning algorithm coupled with the 
advanced PBRS component used to train our agent is presented 
above. When invoked the ARLCA learning algorithm calculates 
the global state of the environment using (3). The first VM to be 
placed is selected from the placement list and the CPU host 
utilization rate for each host is calculated and returned as a 
percent ranging between 0-100%.  Next the size of the VM is 
computed and a list of possible actions is generated using the 
combined action variable (4). The agent then selects a host based 
on the softmax action selection strategy and the host is placed on 

a migration list which keep a record of allocation decisions. The 
global state is recalculated and both the MDP and PBRS rewards 
are generated. Sarsa updates Q-value estimates based on the 
action that will be implemented in the subsequent state, in order 
to do so the utilization rates of the hosts and the size of the next 
VM is recalculated and used to update the Q-value estimate. The 
result is stored in the Q-value matrix which effectively stores the 
mapping of states to associated actions representing the agents 
current knowledge. Lastly, the global state is updated and the 
last action selected is implemented in the subsequent iteration. 
ARLCA continues to execute until all VMs are mapped on to 
various hosts in the environment. 

 

Algorithm 2: ARLCA Learning Algorithm 

Input : VM Placement List 

calculate globalState 

foreach host hostList do 

  calculate hostUtil 

end    

calculate vmSize   

calculate  possibleActions vmSize hostUtil 

select host from possibleActions using  

foreach vm vmPlacementList do 

 allocate vm   

 observe globalState+1,rewards 

 foreach host  hostList do  

    calculate  hostUtil  

 end    

 calculate nextVmSize   

 calculate possibleActionsnextVmSize +hostUtil 

 select host from possibleActions using  

 calculate Q(s,a) ←Q(s,a) + α[r + F(s,s')+ γ Q(s',a') 

                           -Q(s,a)]  

 update QValueMatrix   

 globalState globalState+1  

 actionhost   
end 

Output: mapping of VMs to hosts 

       
 

V. EXPERIMENTAL SETUP 

To evaluate the performance of the proposed energy-aware 
RL learning agent ARLCA we have selected the state-of-the-art 
PABFD heuristic as a benchmark. We develop an RL 
framework as an extension of the CloudSim simulator as used in 
the studies of Beloglazov et al. [7][11]. CloudSim supports the 
management of cloud resources and contains the necessary 
components to enable the empirical evaluation of energy-aware 
cloud based simulations. In order to simulate a large scale cloud 
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environment 800 HP ProLiant ML110 G5 hosts were configured 
in the data center. These hosts consisted of two cores with the 
capacity to process 2660 Million Instructions Per Second 
(MIPS). Our experiments leveraged the 10 day CPU workload 
traces provided by CloudSim which were generated from real 
hosts deployed in over 500 locations globally. In order to 
measure the robustness of the proposed approach we used these 
traces to generate a randomized 30 day workload which models 
more precisely the complexity and dynamic nature of the cloud 
environment overtime while also evaluating more thoroughly 
the capability of the proposed agent to learn in such an 
environment. 

A.  Performance Metrics 

The key performance metrics to evaluate the effectiveness 
of the proposed algorithms are as follows: 

1) Energy Consumption: This is defined as the total energy 

consumed by the data centers computational resources as a 

direct result of processing application workloads. 

2) VM Migrations: This is the total number of VM 

migrations that occur during the simulation process. Each time 

a VM is migrated it is typically subjected to SLA violations. 

3) SLA Violations: The ability of cloud providers to deliver 

SLA is critical and a core function of their operation and as a 

result we also consider the impact on SLA violations.  

VI. RESULTS 

We evaluate ARLCA against the Lr-Mmt policy which 
harnesses the state-of-the-art PABFD consolidation heuristic 
using the stochastic 30 day workload in order to demonstrate 
the benefits of a more adaptive and intelligent methodology. 

Fig. 1 illustrates the behaviour of both policies in relation to 
energy consumption over the 30 day workload. As shown, the 
implementation of ARLCA resulted overall in a considerable 
reduction in energy by a total of 25.35% with an average energy 
savings of 39.7 kWh per day (Std Dev 20.49). Furthermore, it 
is also apparent that on day 28 ARLCA failed to outperform Lr-
Mmt which resulted in a slight increase in energy of 0.5%. To 
analyze whether the overall energy reduction achieved is 
statistically significant a two tailed t-test was performed which 
resulted in a p-value of <0.0001 with a 96% confidence interval 
(32.068, 47.372). These results reveal that the energy savings 
achieved over the Lr-Mmt policy are extremely significant. 

 Fig. 2 displays the number of migrations incurred by both 
policies over the 30 day workload. As illustrated, the 
application of ARLCA also had a positive impact on the 
number of migrations. ARLCA reduced migrations by 49.17% 
in total (394,587 migrations). In addition it reduced the mean 
number of migrations per day by 13,153 (Std Dev 3536.21). 
The results were also statistically significant with a p-value of 
<0.0001 with a 95% confidence interval (11832.46, 14473.34). 

Fig. 3 presents the number of SLA violations incurred by 
both policies during the simulation. The Lr-Mmt policy resulted 
in a surge in the number of service violations while ARLCA 
showed an overall 63% decrease in the mean number of SLA 
violations.  Again these results were also statistically significant 
with a p-value of 0.00001121 with a 95% confidence interval 
(0.21654124273, 048922395074). 

An important dimension in achieving greater energy 
efficiency through resource optimization is managing the 
tradeoff between energy and performance which are 
inextricably linked. Notably, an interesting observation in Fig. 
1 was that on day 28 the Lr-Mmt policy generated a slight 
improvement in energy consumption of a mere 0.5%. However, 
Fig. 3 confirms that this marginal improvement was achieved at 
the cost of increased SLA violations as indicated by the spike 
generated in the number of violations by the Lr-Mmt policy on 
day 28. This suggests that Lr-Mmt consolidated VMs more 
aggressively in an attempt to successfully reduce energy but 
failed to efficiently manage the energy-performance tradeoff 
resulting in a surge in the number of service violations. In 
contrast ARLCA strikes a more precise balance with such a 
tradeoff by generating a relatively similar energy rating of just 
.5% in the difference. However, more profoundly the agent also 
achieves a significant 76.2% decrease in the number of SLA 
violations on day 28 alone. 

Overall the key points arising out of these results are that 
through the deployment of our advanced energy efficient 
learning agent ARLCA we introduce a more agile and adaptive 
solution to consolidate and support the movement of VMs 
between physical hosts in the data center. More specifically, our 
empirical results demonstrate the improved efficiency achieved 
by leveraging a more sophisticated and dynamic RL solution 
which has the inherent ability to efficiently adapt to a 
continuously changing cloud environment. As a result, we 
deliver a significant reduction in energy consumption of 
25.35% with a decrease of up to 44.7% in energy per day over 
the state-of-the-art Lr-Mmt heuristic. Furthermore, we reduce Figure 1.     Energy Consumption 

Figure 2.     Migrations 
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the number of service violations by a significant 63%.  Such 
reductions reduce the overall data center operational costs 
resulting in a more competitive cloud infrastructure. This 
solution also has wider implications as it stands to provide a 
more sustainable green cloud infrastructure in support of global 
environmental sustainability while also promoting the greater 
adoption of AI techniques to achieve intelligent decision 
making in cloud based infrastructure. 

VII. CONCLUSION 

Through the innovative application of more sophisticated 
and advanced methodologies adopted from the field of Artificial 
Intelligence we developed ARLCA, an intelligent solution to 
optimize the distribution of VMs across the data center. 
ARLCA demonstrates the potential of more advanced 
intelligent solutions capable of reaching new frontiers in data 
center energy efficiency while also achieving significant 
improvements in the quality of the service provided. 

However, there remains many open challenges that must be 
addressed in order to provide a more complete solution to this 
complex problem. One area in particular is energy efficient 
strategies which take into consideration the utilization of 
multiple systems resources. As a result, we intend on extending 
our proposed model to develop a solution which considers 
resources such as Random Access Memory (RAM) and also 
network bandwidth. 

In addition, our results showed that even through the 
deployment of an intelligent agent service violations were still 
evident periodically. We also plan on exploring this further 
through the implementation of multi-objective optimization 
techniques where both energy and service violations are 
optimized simultaneously. 
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Abstract—One of the major challenges facing cloud comput-
ing is to accurately predict future resource usage for future
demands. Cloud resource consumption is constantly changing,
which makes it difficult for forecasting algorithms to produce
accurate predictions. This motivates the research presented in
this paper which aims to predict host machines CPU consumption
for a single time-step and multiple time-steps into the future.
This research implements a Recurrent Neural Network to predict
CPU utilisation, due to their ability to retain information and
accurately make predictions for time series problems, making it
a promising candidate to predict CPU utilization with greater
accuracy when compared to traditional approaches.
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I. INTRODUCTION

Armbrust et. al. have listed resource prediction as one of
the ten biggest obstacles facing the continued growth of cloud
computing [1]. One of the major difficulties for prediction
algorithms in cloud computing is that cloud resources are
in a constant state of flux. Traditional forecasting techniques
such as for as ARIMA rely on patterns in historical data
to make future predictions [19]. These approaches are not
suitable when the data is not stationary or when there is a
significant amount of random variation in the data. This paper
uses a recurrent neural network to improve upon traditional
forecasting techniques to make accurate time series prediction
of host machines CPU utilization as they are much more
adaptable and robust than these traditional approaches. CPU is
the resource with the highest level of demands in virtualized
environments and therefore is a major cause of resource
shortages on host machines. CPU is one of the most important
metrics for measuring the performance of host machines and
is a popular metric for researchers to test when predicting
host performance [28], [9], [6]. These studies have examined
one-step ahead forecasting using methods such as LOESS
and feed-forward Neural Network to predict CPU utilization.
However, one step ahead prediction time models (usually 5
minutes ahead) give insufficient time for the cloud resources
to be adjusted, when sudden heavy demands occur. Research
has shown [5] predicting a workload on a short time scale
such as 5 minute intervals is more difficult to produce accurate
results than for long-term forecasting (i.e., time steps of days
or weeks). This is due to the fact that cloud resources in these
short time scales can be extremely unpredictable. The further
into the future an algorithm can accurately predict the demand
on data centre resources is critical to how well a data centre is
able to perform. This is one of the key ideas that has motivated
this research.

In recent years machine learning algorithms have received
a lot of attention and are becoming popular to use in cloud
computing. One of the most effective and diverse machine
learning methods is the Neural Network [7], which is inspired
by the brain. Neural networks act as function approximators
which makes them widely applicable to a broad range of
problems from regression to robotics. The Recurrent Neural
Networks are of interest in this research due to their ability
to retain information making it a promising candidate to
predict CPU utilization with greater accuracy when compared
to traditional approaches.

In this paper, we predict host CPU utilization using Recur-
rent Neural Networks. The aims of this research are to:

1) Investigate the accuracy of a Recurrent Neural Net-
work for predicting CPU utilization when compared
to traditional methods.

2) To determine how far into the future the Recurrent
Network can accurately predict host CPU utilization.

The outline of the paper is as follows. Section II gives
an overview of forecasting in cloud computing, and neural
networks. The experimental procedure will be explained in
Section III. Section IV will present the experimental results.
These results will then be discussed in Section V. Finally,
Section VI will conclude the paper.

II. RELATED WORK

Cloud resources such as CPU are in a constant state of
flux and are difficult to predict on a short time scale (e.g.
20-30 minutes). Approaches such as one-step-ahead prediction
give very little time for the data centre to re-adjust resource
required when bursts of high traffic occur. An algorithm that
can produce accurate prediction 20 to 30 minutes into the
future could inform the data centre management systems to
perform suitable actions such as turn host machines on/off to
deal to deal with future demands. The objective of this paper
is to use a recurrent neural network to predict host machines
CPU utilization with a high degree of accuracy.

A. Forecasting in Cloud Computing

Host machine CPU is one of the most studied metrics
when it comes to performance, as it is a major cause of
resource shortage. Dinda and O Hallaron used different linear
forecasting models to predict tasks running times, based on
CPU load predictions [9]. Zhang et al. employed a multi-step
ahead CPU load prediction approach for grid tasks to predict
the future performance of the resources [28].
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Recently there has been a move towards integrating Artifi-
cial Intelligence (AI) and Machine Learning (ML) techniques
to improve the overall efficiency of a cloud data centre.
Several works show how AI and ML algorithms can provide
cloud systems with the abilities to better adapt to the changes
in cloud resource consumption to improve resource scaling,
VM live migration [13], [11], [10], [12], [25] and resource
allocation [3], [2] in cloud computing. Neural networks are one
of the most effective and versatile machine learning algorithms
and have been successfully applied to areas of cloud computing
such as scheduling [14], intrusion detection [26], DDoS attack
defence [18] and load forecasting [24]. Neural networks have
previously been used to forecast resource demands in cloud
computing. Duy et al. employ a neural network predictor for
optimising server power consumption in a data centre [14].
They use a feed-forward neural network to predict future load
demands based on historical demands to turn on/off servers
to minimise the energy usage. Prevost et al. implement neural
networks and a linear predictor algorithms to forecast future
workloads [24]. Bey et al. use several different models for time
series prediction. They use an adaptive network to estimate
the future value of CPU load for distributed computing [6].
However, their hybrid predictors were designed to perform for
one-step-ahead prediction and the work presented in this paper
builds on this work by predicting both one-step and multi-
steps ahead. All of the research highlighted above outlines how
neural networks are effective at addressing many of the prob-
lems in cloud computing, in particular, CPU forecasting. The
research presented in this paper makes the novel contribution
of applying Recurrent Neural Networks for CPU forecasting.

B. Neural Networks

Neural Networks are function approximators that are in-
spired by the biological neural networks that constitute the
human brain [7]. Some of the applications of neural networks
include: power generation [21], control [22] and watershed
management [23]. Fig. 1 illustrates the architecture for a neural
network which is arranged in a number of layers. The input
layer is responsible for taking in the inputs to the model, the
hidden layer is where the vast majority of the computation is
done and the output layer produces the output of the model.

Fig. 1. Recurrent Neural Network [21]. This figure illustrates a Recurrent
Neural Network. Neurons are connected weighted synapses that pass signals
between neurons. The recurrent synapses can be seen in the hidden layer of
neurons. This gives the recurrent network the abilities to retain information.

The standard feed-forward network consists of an input
layer of neurons, one or multiple hidden layers of neurons
and an output layer. The neural networks receive information
in a form of a signal (normalised between 0 and 1) through the
input layer neurons and then outputs a signal using the sigmoid
function. The signal or input that the network receives in this

paper is in the form of two CPU utilisation values from a host
machine (normalised between 0 and 1). This two CPU input is
propagated forward through the hidden layers of neurons via
synapses (weighted connections). Then the network calculates
an output at the output layer neuron or neurons. In this paper,
only one output is needed and the output signal corresponds
to a future CPU values of a host machine. An error signal is
calculated by finding the difference between the actual CPU
value and the predicted value. This error is then propagated
back through the network, and the weights (synapses) are
adjusted to correct the error of the prediction.

Aside from the input layer, a neuron in any other layer
will have as input. The sum of the weighted signals that
are outputted from other connected neurons. A neurons input
signal is described by Equation 1.

vj =
N∑
i=1

wi,jai (1)

Where vj is the input to a neuron in the jth layer, layer i is
the preceding layer to j that contains N neurons, each neuron
in layer i has output ai and each of these output signals are
weighted by the value wi,j as they are passed to each neuron
in layer j.

Each neuron ai outputs a value between 0 and 1. This
output value is determined by the activation function of the
neuron. The most commonly used activation function is the
sigmoid function. This is described by Equation 2

aj =
1

1 + exp−vj
(2)

This research will implement a Recurrent Neural Network,
illustrated in Figure 1. Recurrent networks are different from
the standard feed-forward networks as the hidden layers neu-
rons have recurrent connections. These connections allow the
hidden layer neurons to connect to itself. Thus, giving the
neural network memory of previous predictions which makes
it well suited to the problem of predicting CPU demand. The
recurrent network in this paper is trained using the popular
Back-Propagation-Through-Time (BPTT) algorithm [27]. The
idea of BPTT is the unfolding of the recurrent neural network
at a discrete-time into a multilayer feedforward neural network
each time a sequence is processed. The BPTT is different to the
feed-forward neural networks as it enables the recurrent neural
network to store past information, thus suitable for sequential
models. The standard feed-forward algorithm is updated as
follows:

vj =
N∑
i=1

wi,jai +
m∑

h=1

sh(t− 1)uih (3)

where U is the recurrent weight matrix and sh(t − 1) is the
previous hidden layer

A normal back propagation algorithm weights are updated
by calculation the cost function (the error from the actual
answer and predicted answer)
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C = 1/2
k∑

p=1

o∑
e=1

(dpk − ypk)2 (4)

where d is the desired output, k is the total number of training
samples and o is the number of output units. Then the change
in weights for the output nodes can be calculated as:

δpk = (dpk − ypk)g′(netpk) (5)

where g is the activate function where net represent inputs.
The changes in weights for the hidden layer weight can be
represented as:

δpj =
o∑

k=1

δpkwkjg
′(netpj) (6)

Therefore, the recurrent weights can be then back-propagated
back through the network:

∆uih =
N∑

p=1

δpjsph(t− 1) (7)

C. Network Parameter Selection

The reason for using the recurrent neural network to predict
CPU utilization over a feed-forward neural network is due
to their ability to retain information and accurately make
predictions for time series problems. This makes it a promising
candidate for predicting CPU utilization with greater accuracy
when compared to traditional approaches.

The recurrent neural network used in this research has three
hidden neuron in the hidden layer and has two inputs from the
input layer. The inputs into the network are the current and
previous CPU utilization values. When a parameter sweeps
was conducted, it showed that that a network with three hidden
neurons produced the greatest performance. The parameter
sweeps also highlighted that having greater than two inputs
of CPU utilisation did not increase the recurrent networks
performance. The network had one output that corresponded
to the network’s prediction of future CPU utilization.

D. Network Training

The recurrent neural network algorithm will be trained
over 10,000 evaluations and will be evaluated on unseen test
data. The experiments are repeated over 10 runs to ensure
statistically significant results.

III. EXPERIMENT DETAILS

A. Data Models

The data-set used to train and test the recurrent neural
network comprised of CPU utilization that was generated by
the CoMon project, a monitoring infrastructure for PlanetLab.
The project contains CPU utilization data, which was obtained
from more than a thousand VMs from 500 data centres around
the world. There are ten folders worth of workloads, containing
CPU utilization values measured every five minutes in VMs.
Each file contains 288 values. We ran the CloudSim simulator
using the Lr-mmt algorithm to generate hosts CPU values [8].
In the cloudsim simulation, over 800 host are used. We selected

host number 3’s CPU values for each of the ten days worth of
workloads for our experiments. The first nine workload traces
(containing 2296 CPU values data-set) were used to train the
recurrent network and the tenth workload (containing 288 CPU
values data-set) to test the network. The reason for using these
planetlabs files is that they have proven to be useful CPU work-
flow data-sets when conducting experiment on simulated cloud
host machines [12].

B. Comparative Forecasting Methods

The recurrent neural network will be compared to the
following methods:

1) Back-propagation (BP).
2) Random walk forecasting (RWF).
3) Moving Average (MA).

The Back-propagation (BP) algorithm works by calculating
the error between the target output and the observed output.
This error is then propagated back through the network and is
used to update the weights. BP is different to BPTT as it does
not store any memory. In this research the BP network has
2 inputs, 3 hidden neurons and 1 output, keeping consistent
with the recurrent network’s implementation. Random walk
forecasting is a basic forecasting method that is implemented
as a benchmark algorithm. This approach predicts the next
future value as equal to the currently observed value. The
moving average method is another commonly using forecasting
approach. This method consists of predicting a future value by
averaging n previous values. In this paper, the two previous
times steps were averaged to give a future prediction.

C. Experiments Conducted

There will be three experiments conducted in this paper.
The first experiment involves comparing all of the algorithms
and methods performances on the training data. The second
experiment will evaluate the performance of each algorithm
on the testing data. The purpose of this experiment is to
examine if the trained recurrent networks (BPTT) are capable
of giving a good general performance on data it has not seen.
The third experiment will evaluate how far into the future the
BPTT network can predict. The results of these experiment
will be interesting as it would be beneficial to data centres
management systems to in advance how much CPU is used
on each host before events such as live migration can occur.
This experiment will evaluate the accuracy of the network for
predicting CPU utilization further than one step into the future.

IV. RESULTS

This section presents the results of each of the experiments
outlined above followed by a discussion in order to highlight
their significance for real world data centre challenges.

A. Training Data

Figure 2 shows the convergence of both the BPTT and BP
trained networks on the training data. This graph highlights the
average Mean Absolute Error (MAE) at each time step. The
graph shows that BPTT converges to a better solution than BP
and highlights that BPTT found a better solution faster also.
One reason being that the recurrent network can store memory
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Fig. 2. Convergence of BPTT and BP. This figure illustrates the MAE at each
iteration of training for Back-propagation-through-time and Back-propagation
neural networks.

from the previous time step, allowing the algorithm to achieve
a lower error and produce better predictions than the standard
feed-forward neural network.

Table 1 presents the results for all forecasting methods
in this paper. The Mean Absolute Error (MAE) and Mean
Squared Error (MSE) were used to determine how accurate
each forecasting method performed on the training data. From
the results in Table I, the random walk, moving average
and back-propagation neural network performs significantly
worse than BPTT algorithm. This validates the choice of using
a recurrent neural network trained for host CPU utilisation
prediction. When comparing the performances of each method
results reveal that MA was the worst performing for the MAE
and MSE on the training data, with BPTT producing the best
results.

TABLE I. TRAINING DATA ACCURACY

Algorithm MAE (Std Dev) MSE (Std Dev)

BPTT 0.1162 0.001) 0.0219 (0.0003)
Random Walk 0.1427 (0.00) 0.0354 (0.0000)
Moving Avg 0.1492 (0.00) 0.0367 (0.0000)

Backpropagation 0.1301 (0.01) 0.031 (0.004)

B. Test Data

The second experiment conducted involved evaluating how
well the recurrent neural network can predict unseen test data
from the same host machine data that it was previously trained
on. Figure 3 plots the prediction of the BPTT and the actual
CPU utilisation. The graph shows that BPTT predicts accu-
rately for values between 0.01 and 0.8, however, it struggles
to predict values higher than this threshold. One reason for this
being that the data has a sudden variation of CPU utilisation.
Another reason being that the implementation of the recurrent
neural network in this paper only hold the previous step CPU
value, if the algorithm stored a longer sequence of data the
prediction potentially could improve future predictions.

Table II presents how accurate each of the forecasting
methods is when evaluated on the test data. As with the training
data, the recurrent BPTT trained network performed the best.
Random walk performed significantly worse on the testing
data than BP and moving average. The back-propagation
algorithm performed worst on both training and testing data
when compared to BPTT. This shows that the network trained
using BP does not generalise well to time series data.

Fig. 3. Host Utilization Predictions for Test Data. This figure illustrates the
predicted host utilization of the recurrent neural network on unseen test data.

The results in Table II highlight that the standard deviations
for the recurrent network are higher than for the training data.
However, this is to be expected as it was being evaluated on
previously unseen data so more deviation in the prediction
accuracy is to be expected.

TABLE II. TEST DATA ACCURACY

Algorithm MAE (Std Dev) MSE (Std Dev)

BPTT 0.1498 (0.001) 0.0468 (0.0008)
Random Walk 0.1716 (0.0000) 0.0513 (0.0000)
Moving Avg 0.1587 (0.0000) 0.0428 (0.0000)

Backpropagation 0.160 (0.010) 0.041 (0.004)

C. Multi-step Ahead Prediction

The aim of the multiple time steps ahead prediction experi-
ment was to evaluate how far into the future the neural network
could predict CPU utilization and to establish how much the
accuracy of the prediction decreases the further into the future
the network attempts to predict. Since BPTT trained network
had the best accuracy in both the training and testing data
sets, this recurrent neural network was implemented to predict
CPU utilization for multiple steps prediction. This experiment
involved predicting the CPU utilization of a host machine
at 1, 2 and 3-time steps into the future. Each of these time
steps corresponds to 5 minutes (i.e. the aim was to predict
15 minutes into the near future of CPU utilisation with high
accuracy).

Table III presents the accuracy of the prediction at each
of the first, second and third time steps. As presented in the
table the further into that the future the recurrent network
predicts, the accuracy decreases linearly. This is true for both
the training and testing data as present in Table III.

TABLE III. MULTI-STEP PREDICTION ACCURACY

Number of Training Training Test Test
Steps MAE (Std Dev) MSE (Std Dev) MAE (Std Dev) MSE (Std Dev)

1 Step Ahead 0.116 (0.001) 0.021 (0.0003) 0.153 (0.008) 0.038 (0.003)
2 Step Ahead 0.133 (0.003) 0.029 (0.001) 0.167 (0.015 0.046 (0.008)
3 Step Ahead 0.146 (0.0008) 0.035 (0.0001) 0.212 (0.018) 0.066 (0.009)

Figure 4 displays the MAE for both the 1 and 3 steps into
the future on the test data. The reason for time step 2 been
omitted is for clarity and readability of the graph. This graph
highlights the time steps the recurrent network’s accuracy is
performing the greatest and where the error in predictions are
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the highest. Figure 4 shows when there are sudden changes
in the host machine CPU utilisation the larger the error is in
the accuracy of prediction. For instance consider time step 50
in Figure 3. The actual CPU utilisation values show a sudden
decrease from 0.9 to 0.2. During this period, Figure 4 shows
that there was a sharp increase in the error from the recurrent
network prediction at each of the time steps. One reason for
the sudden decrease in prediction accuracy is that the network
find it difficult to perform well when extreme changes occur
in CPU utilisation.

Another observation highlighted from Figure 4 is the
difference between the prediction error of the 1 and 3 step
ahead predictions on the testing data. Examining time steps
200 to 288 in Figure 3 shows the actual CPU is constant with
little sudden changes in CPU utilisation. Figure 4 highlights
that the one step ahead predictions produces better results. The
third time step ahead prediction errors shows how difficult it
is to produce accurate results with a noisy data set used in this
experiment. Considering how well the recurrent neural network
performed in the multi-time step ahead predicts, from the MAE
and MSE results from predicting two-time steps ahead shows
that it out performed the random walks results even when that
algorithm was only predicting one-time step ahead. The overall
average mean squared error for each time step was 0.038, 0.046
and 0.066. These results show a steady increase in the error
the further out the network tries to predict.

V. DISCUSSION

The results of the experiments show that the recurrent
neural network has the capabilities to improve upon traditional
prediction methods such as random walk, moving average
and Back-propagation to predict CPU utilization with a high
degree of accuracy. This is shown both for the results for one-
step and multi-step prediction. The first experiment conducted
determine how a recurrent neural network could outperform
tradition forecasting methods. The results indicate that even
with a large amount of noise in the CPU utilization data the
recurrent neural network could produce accurate results on
the training data-set compared to the traditional prediction
methods. The aim of the second experiment was to test
the how well the recurrent neural network could perform
on previously unseen data. Again shown in the results the
recurrent neural network provided the best prediction accuracy.
The third experiment conducted examined how far into the
future the recurrent network could predict with a high degree
of accuracy. The results indicate that recurrent neural network
can produce a reasonable degree of accuracy when predicting
multiple time steps into the future. Forecasting multi-time steps
ahead for cloud resource has proven to be a difficult area in
time series research. The recurrent neural network presented in
this research could potentially be integrated with many areas of
cloud computing such as host migration and VM scheduling to
improve overall performance. For instance, research has shown
that instantiating a new virtual machine takes between 5-15
minutes [17]. The results presented in this paper demonstrate
that recurrent neural networks are capable of predicting CPU
utilisation 15 minutes into the future and still retain a relatively
high degree of accuracy. The recurrent neural network could
inform the cloud management system when a host is going
to become over-utilized so appropriate actions such as live
migration or boot up a new VM instances potentially could

Fig. 4. The MAE of each of the multi-step ahead prediction. This figure
illustrates the error of the prediction of CPU utilization for 1-time-step-ahead
and 3-time-steps-ahead for the recurrent network.

be initiated prior to a host becoming over-utilized. Power
consumption is another key area in cloud computing where
accurate forecasting algorithms could enhance the performance
of cloud data centre. Gartner et al. highlighted that the ICT
industry contributed to about 2% of global CO2 emitted
each year, aligning itself on the same level with the aviation
industry [16] Koomey has stated that in 2010 1.3% of all
power consumed worldwide was due to data centre usage
[20] and this was increasing each year. Cloud data centres
integrating more advanced AI and ML algorithm could reduce
energy consumption. Energy is constantly being wasted on
a substantial portion of the host machines that operate at
10-50% of their full capacity [4], which in-turn results in a
significant increase in energy costs. The results presented by
Duy et al. have shown how neural networks can be utilized
as a predictor to reduce energy consumption in a data centre
to turn off host when the traffic load is light [14]. The results
in this paper demonstrate that recurrent neural networks can
provide more accurate forecasts, therefore having additional
benefits of reducing the overall energy consumption of the
data centre. For instance, data centres that have a portion of
it host machines operating between 0-10% utilization could
be predicted by a recurrent neural network for the next 20-
30 minutes and shut down these machines to reduce energy
consumption and by extension decrease CO2 emissions from
powering the cloud data centres. Recently, companies such as
Google have implemented their own DeepMind neural network
tool to reduce their data centre energy cost by 40% [15].

VI. CONCLUSION

The aim of this research was to investigate if recurrent
neural networks are capable of accurately predicting CPU
utilization for short time periods. The results from this paper
indicate that it is possible to predict CPU utilization with
a high degree of accuracy for data sets that have sudden
extreme changes. The recurrent neural network train with
BPTT was able to accurately predict CPU utilization within
10,000 evaluations of the training data. The recurrent neural
network performed best on both training and testing data when
compared to tradition prediction methods such as random
walk, moving average and backpropagation. Results show
however that the prediction of the CPU utilization is a difficult
task due to the occasional sudden extreme change in CPU
utilization. The results also highlight that the recurrent neural
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networks prediction accuracy decreases as it predicts further
into the future. However, on average the network is capable
of predicting with a reasonable level of accuracy 3 steps (15
minutes) into the future. In summary, the contributions of this
research are:

1) Recurrent neural networks have the capabilities to
accurately predicting noisy host CPU utilization.

2) The Recurrent neural networks produce relatively
high accuracy when predicting 15 minutes into the
future. The accuracy of the network predictions de-
creases in a linearly the further into the future the
network attempts to predict.

A. Future Work

There are several potential routes for future research that
have arisen from this research, which will include using
different algorithms such as Long-Short-Term-Memory to train
the recurrent neural network to compare and improve the
accuracy of the predictions of back-propagation-through-time.
Other interesting future work would include predicting other
metric such as RAM and disk utilisation of a host machine.
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Abstract — Cyber collaboration supports and increases the 

expansion of value co-creation amongst companies and customers 

by defining innovative business models and by exploiting new 

types of infrastructures like those dedicated to social media, 

collaborative workspaces, or e-supply chains for instance. This 

proliferation of new types of collaboration generates new types of 

security and privacy threats to be handled by the companies. The 

deployment of the appropriate controls to cope with the latter is 

of great value for the continuity of the day to day business. 

Therefore, in this paper, we investigate how security and privacy 

may be regarded as types of value and how they may be 

considered, in collaborative environments, through the lens of 

value co-creation. Acknowledging the similarities between 

security, privacy, and value, we afterwards propose a method to 

co-create security and privacy and we illustrate how the latter 

may be deployed in the frame of a financial case-study. 

Keywords: Security; privacy; method; value co-creation; 

security co-creation; privacy co-creation; enterprise collaboration. 

I.  INTRODUCTION 

Cyber collaboration supports and increases the expansion 
of value co-creation (VCC) amongst companies and customers 
by exploiting new types of infrastructures like those dedicated 
to social media, collaborative workspaces, or e-supply chains. 
The amount and the complexity of these collaborations is at the 
origin of new types of security breaches which give room to 
new types of viruses like the ransomware that, according to 
Kharraz et al. [1], represents forms of cyber-attack hardly 
resolvable. As cyber collaboration and the resulting VCC is at 
the origin of new threats, and because the deployment of the 
appropriate controls to cope with the latter is of great value for 
the continuity of the business, we propose to investigate, in this 
paper, how security and privacy may potentially be handled 
through the lens of value co-creation. Practically, this designed 
decision is grounded on the motivation that considering 
security and privacy co-creation (SPCC) may be examined as a 
specialization of VCC [2]. This assertion is justified by the 
acknowledgement that value is an abstract concept [3] which 
expresses a measurable information, of a determined nature, 
and which represents an assessment of benefits against 
sacrifices [4]. Similarly, the discipline of security and privacy 
also shared this statement that both represent costs for the 
company but, in return, generate benefit in terms of protection 
of their information system (IS). 

Unfortunately, despite a plethora of research aiming at 

depicting the fundamental of VCC (e.g., VCC concepts, value 
in use, value in exchange, etc.), few contributions have been 
poured in the area of methods for V/SPCC design and 
deployment. Therefore, in this paper, we propose an innovative 
approach to support the VCC of a security and privacy nature 
and that is related to assets shared between two partners. This 
method is a four steps approach which is based on the three 
dimensions of the value co-creation model from [2]: nature of 
the value, method of VCC, and object concerned by VCC.  

The next section reviews the related works regarding SPCC 
and reminds previous works related to VCC. In section III we 
present the security co-creation method and in section IV we 
illustrate it through a case study in the financial domain. 
Section V concludes and discusses the proposed approach. 

Running case study 

In the financial sector, a retail bank sells assets to its 
customers and stores and backups the business information in a 
data center. To monitor the level of privacy, this bank performs 
regular privacy impact assessments (PIA). In parallel, to 
monitor the security of the service delivered, the bank’s data 
center performs security GAP analyses (SGAP) that allow 
estimating the level of compliance between the real level of 
security and the expected one. Fig. 1, modeled with the e3value 
language [5], illustrates the exchange of value in and between 
both stakeholders (blue links). For the time being, the only 
exchange of value between both consists in the storage of data 
for the bank and in the money paid to the data center for the 
storage. The security and privacy co-creation method aims to 
propose an approach to discover complementary value co-
creation in the fields of privacy and security. 

 

Figure 1. Security and privacy without co-creation - e3value model 
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II. RELATED AND PREVIOUS WORKS 

This section first reviews the literature related to the field of 
security and privacy co-creation and collaborative security, and 
in the field of VCC more generally, to give an insight on how 
security, privacy and value co-creation may similarly be 
handled. Afterwards, the section reminds previous works 
related to value modeling and to methods of value co-creation. 

A. Literature review 

As highlighted by Vicini et al. [6], the challenge of 
security co-creation is twofold: first, to extract the value of the 
enormous amount of data available in distributed environment, 
and second, to improve the perception that these data are 
handled by a trusted system to store privacy protected content. 
This challenge is especially important when end-users are 
directly engaged in the co-creation process [7]. Vicini et al. 
show how it is possible to integrate practical co-creation 
processes into security and privacy by design methodologies 
and propose a methodology and guidelines to translate high-
level requirements into verifiable low level and technological 
ones. In [8], Bennaceur et al. address the support of 
collaborative security in the field of internet of things and 
explain how the collaborative security tends to exploit and to 
compose the capability of the connected devise to protect assets 
from potential harm. The authors propose an approach 
supported by a dedicated tool to support the above composition 
using a combination of feature modelling and mediator 
synthesis. In [9], Martin et al. stress the importance of the 
collaborative approach to security management in the area of 
air traffic management, due to the fact that operations and 
systems become increasingly integrated. Accordingly, they 
claim that for a successful collaborative approach, security 
managers need to adopt collaborative leadership skills and 
approaches. More recently, in [11], Garrido-Pelaz et al. 
propose a collaborative security approach through the 
perspective of information sharing which can help to develop 
early prevention mechanisms. Therefore, they exploit a model 
for sharing cybersecurity information between dependent 
organizations that are impacted by different cyber-attacks. 

SPCC could be seen as a type of value co-creation. VCC 
discipline originates from the marketing theory. It aims to 
define and to explain the mechanisms for the co-generation of 
value during business exchanges amongst companies [11]-[12]. 
Vargo et al. [12] [13] formalize it using a framework for 
defining VCC in the perspective of the service dominant logic 
(S-DL). According to them, service is the basis of all 
exchanges and focuses on the process of value creation rather 
than on the creation of tangible outputs. As a result, a service 
system is a network of agents and interactions that integrates 
resources for VCC [12]. On that basis, value is proposed by a 
service provider and is determined by a service beneficiary. 
According to [14], this interaction is defined through situations 
in which the customer and the provider are involved in each 
other’s practices. Frow et al. [15] propose a framework to assist 
firms in identifying new opportunities for VCC. Therefore, 
they provide a strategically important new approach for 
managers to identify, organize and communicate innovative 
opportunities. More recently, Chew [16] argues that, in the 
digital world, service innovation is focused on customer value 
creation and he proposes an integrated Service Innovation 

Method (iSIM) for analyzing the interrelationships between the 
design process elements. At the IS domains level, Gordijn et al. 
[5] explain that business modeling is not about process but 
about value exchange between different actors. Accordingly, 
Gordijn et al. propose e3value to design models that sustain the 
communication between business and IT groups. In [17], 
e3value is extended for considering co-creation. Therefore, the 
authors define the so called value encounters which consist in 
spaces where groups of actors interact to derive value from the 
groups’ resources. The financial case used to illustrate our 
method is modelled with this e3value language (Fig. 1 and 9). 
In the same vein, Razo-Zapata et al. propose visual constructs 
to describe the value co-creation process [18]. 

B. Value modeling 

In our previous work [2], one first contribution consisted in 
a value creation model structured according to three 
dimensions (Fig. 2): the nature of the value, the method of 
value creation, the object concerned by the value. 

 

Figure 2. Three value dimensions 

These three dimensions of the value creation are defined as: 

 Nature of the value. The value has a nature that expresses 
a domain of interest and a context that characterize an 
element of the information system. E.g., security of the IS, 
actor’s responsibility [19], or the data privacy [20]. 

 Method (to create value). The method is an abstract 
concept that gathers a set of method elements ordered in 
steps and achieved in order to create value. E.g., a process 
based approach, a risk assessment, the method chunk [21]. 

 Object (concerned by the value). The object concerned by 
the value is the IS element that is better after this value 
being delivered. E.g., an actor, a process, a data, a server. 

In the following, we explain the value creation model and 
propose three fundamental value co-creation schemas. Based 
on combinations amongst the latter, more complex VCC 
schemas may also be designed (e.g., by considering more than 
one dimension, or for tackling co-creation implying more than 
two actors). These combinations are not considered in the 
paper but are available in [2]. The value creation model 
presented in Fig. 3 includes nine additional concepts which are 
dedicated to express the three value creation dimensions. 

The nature of the value has characteristics that define the 
value, the latter concerns an object, is created by a method, 
and is measurable: 

 Characteristics of the Nature of the Value. This concept 
expresses the different elements that characterize the 
nature of the value, or the pillars that found this nature 
(e.g., availability, confidentiality, portability, etc.). 

 Object. The object concerned by the value is the IS 
element that is better after this value being delivered. (e.g., 
an actor, a process, a data). 
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 Measure. The measure corresponds to a property on which 
calculations can be made for determining the amount of 
value generated. 

 

Figure 3: Value creation (VC) model 

The method of value creation has a goal, is composed of 
method elements organized by method steps: 

 Goal. The goal corresponds to the expected operation on 
value created by the method (e.g., create value, assess or 
evaluate value generated, optimize the value).  

 Method element. The elements of the method correspond 
to unitary tasks that constitute the method. (e.g., analysis, 
collection of information, reporting…) 

 Method step. The method steps consist in the organized 
and coherent articulations of the method elements (e.g., if-
then-else, process elements ordination…) 

The objects concerned by the value are impacted by the 
method. They composed the information system which is 
characterized by a context and expressed by a language: 

 Information system. The information system that 
encompasses the objects concerned by the value. 

 Context. The context represents the surrounding of the IS 
(e.g., the sector of the business entity that is concerned by 
the IS, the rules and regulations related to this sector, etc.) 

 Language. The language represents the vocabulary used to 
express the information system of a specific context. 

The second contribution of [2] consists in three generic 
schemas of VCC, built upon the three dimensions of value 
creation model: nature of the value, method of value creation, 
and object concerned by the value. The three generic schemas 
are: (1) Method-based VCC: In this first schema, the method 
is shared by the companies but the nature of the value and the 
object of value created are different. In this co-creation case, 
VCC activities achieved by two companies may generate 
different types of value nature, concerning different objects 
evolving in different contexts. As a result, the co-creation 
described in these first schemas happens because enterprises 
share and achieve activities together that contribute to value 
creation (e.g., two companies that create value using a shared 
process-based approach). (2) Object-based VCC: This co-
creation concerns a unique object that creates value of 
different natures in different contexts. It concerns two 
companies that collaborate to co-create value but this value 
may be of different nature for each of them (e.g., two 

companies that create two different nature of value for the 
benefit of a joint network). (3) Nature-based VCC: In this 
third schema, the nature of the value co-created is shared by 
the companies but the object of value created and the value 
creation method are different. The VCC activities at the level 
of each company may be achieved by using different methods 
and may concern different types of objects from different 
contexts. However, these different activities concern VCC of 
the same nature (e.g., two companies protecting the privacy of 
their customers with different methods). 

III. SECURITY AND PRIVACY CO-CREATION METHOD 

A. Security and privacy co-creation 

Security co-creation is an important research topic [6]-[10]. 
In this paper, we investigate security and privacy co-creation as 
an instance of value co-creation. Indeed, security and privacy 
are characteristics of elements of the information system that, 
when adequately deployed, improve the utilization of the latter. 
Both security and privacy, according to [2], are themselves 
defined by the following characteristics: availability, 
confidentiality, integrity, non-repudiation, etc. (for security) 
and anonymity, pseudonymity, access to resources, etc. (for 
privacy). Finally, alike all nature of value, security and privacy 
are also created by dedicated methods (like risk assessment, 
cryptography, packet filtering, etc.) 

B. Security and privacy co-creation method 

Based on the three value dimensions and the three co-
creation methods presented in Section II.B, the four steps of the 
SPCC method (Fig. 4) consist, first, in analyzing the value 
created in each company involved in the SPCC (Separate 
assessment). Afterwards, on the basis of the information 
collected, the second step consists in searching for potential 
common opportunities of SPCC regarding one or many of the 
three value dimensions (method, object and/or nature of the 
value – Co-creation analysis). Thirdly, the method goes on in 
selecting through the list of opportunities, during an advisory 
board, which ones of the SPCC the company commits for (Co-
creation commitment). Finally, step four consists in the 
deployment of the SPCC within each company’s respective 
information system (Co-creation deployment). 

1) Separated assessments 
This first step aims to collect, assess and model the 

company’s assets that are impacted during the interaction 
between the partners as well as the activities they have in 
common and the value generated at each partner side by these 
activities. At this first step, the value considered is not 
restricted to a security or a privacy nature but may also 
concern value of other types like the quality or the usability. 

During this step, interviews of the key persons from the 
companies are performed, existing enterprise models (e.g., 
architecture model, process model, etc.) are collected 
(independently of the language they are expressed in), and VC 
instances of the VC model are generated accordingly. 

Input: The input to start the assessment of the companies’ 
contexts is simply “the willingness” to be engaged in the 
process and the commitment of the managers to support it. 

 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 77



 
Figure 4: Security Co-Creation method 

Output: Figures of the companies’ business, data and 
enterprise architecture models, business process, and 
instantiations of the VC model. 

2) Co-creation analysis 
During this step, all partners’ instantiated VC models are 

compared with the other partners’ instantiated VC models. 
This comparison allows mining the elements that all partner’s 
VC models have in common and where room exists for co-
creation. According to the co-creation methods proposed in 
II.B.2, the analysis focuses on detecting model-based 
similarities between the types of nature of the value, the value 
co-creation methods, or the objects concerned by the value. 
This step may be supported by mining tools for the automatic 
model matching detection, as explained by Wille et al. [13]. 

Input: Instantiated VC models from each partners. 

Output: Integrated opportunities of security and privacy co-
creation models. 

3) Co-creation commitment 
This step is an important one in the process. It implies the 

decision-makers and managers to analyze which security and 
privacy co-creations they want to commit for based on the co-
creation opportunities detected at step 2. To that end, the co-
creation opportunity models are considered as relevant 
material given their capacity to clearly show impacts and 
benefits of the co-creations. After the decision being made, the 
integrated SPCC models are exploited to accordingly 
transform each respective VC models into a companies’ 
specific security and privacy creation (SPC) models. At this 
step, two types of company approach may exist: conservative 
or innovative. In the first case, the company wants to keep 
working with his ongoing solution but agrees to collaborate in 
order to support SPCC opportunities. In the second case, the 

company is likely to accept changing its way of doing and 
even to adopt the other company’s approach. 

Input: List of integrated SPCC opportunities. 

Output: Security and privacy co-creation commitment from 
the decision makers and managers, and transformation of the 
VC models into companies’ specific SPC models. 

4) Co-creation deployment 
This step aims at deploying the co-creation activities in the 

companies’ running business. Therefore, each companies’ 
information systems are adapted following the SPC models 
defined at step 3. These modifications of the companies’ IS 
models are achieved manually or automatically depending of 
the models at stake and available tools. 

Input: Companies’ specific SPC models. 

Output: Companies’ information system adapted following 
the SPC models. 

Table I provides a summary of the manipulations performed 
at the modeling level. 

I. ILLUSTRATION 

This section illustrates the deployment of the security co-
creation method along the collaboration between a retail bank 
and a data center. Each step of the method is illustrated phase 
by phase. 

A. Step 1: Separate assessment 

This step aims at collecting the value co-creation activities 
from each company. Therefore, the VC activities (including the 
PIA and the SGAP) are analyzed and the VC model (Fig. 3) is 
instantiated accordingly.  

TABLE I: MODELS’ CONTRIBUTIONS DURING METHOD STEPS 

 
Step 1: Separated 

assessments 

Step 2: Co-creation 

analysis 

Step 3: Co-creation 

commitment 

Step 4: Co-creation 

deployment 

Companies’ IS 

models 

Companies’ IS models are 

used to instantiate VC 

model 

  

Companies’ IS models are 

updated based on SPC 

instances 

VC model and 

instances 

VC instances of the VC 

model are created 

VC instances are used for 

SPCC opportunities mining 
  

SPCC 

instances 
 

SPCC opportunities are 

mined from each partner’s 

VC instances 

SPCC opportunities are 

proposed and validated by 

the decision makers 

 

SPC instances   
SPC instances are generated 

based on selected SPCC 

SPC instances are used to 

update each partners’ IS. 
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Fig. 6 and 7 illustrate this instantiation respectively for the 
PIA process at the bank level and the SGAP at the data center 
level. At the bank, the nature of the value is the privacy of the 
bank customer’s financial assets. This privacy is generated by a 
privacy impact assessment method composed of the following 
elements: assessment of the leased line (that allows the data 
storage at the data center), assessment of the web portal, 
assessment of the value of the privacy, and analysis of the 
value/impact. 

 

Figure 6: VC instance of the PIA at the bank 

The same instantiation of the VC model is afterwards 
performed at the data center side. At that level, the nature of 
the value is the security of the data center backup and archiving 
operations. This security is obtained thanks to a security GAP 
analysis method which is built on the following four elements: 
assessment of the leased line, risk analysis, analysis of the cost 
of the controls, analysis of the business assets and assessment 
of the impact of a failure.  

 

Figure 7: VC instance of the security GAP at the data center 

B. Step 2: Co-creation analysis 

This step aims to analyze and to detect security and privacy 
co-creation opportunities between companies. Therefore, the 
instances of the value creation models from both institutions, 
defined at step 1 (i.e., PIA and SGPA), are systematically 
compared with each other in order to identify similarities 
between concepts. As explained in II.B, the similarities may 
exist at the nature of the value level, at object of value level, or 
the value creation method level. Fig. 8 illustrates that both the 
PIA and the SGAP activities need to assess the leased line that 
allows the transfer of information from the bank to the data 
center. In that regard, a potential co-creation opportunity could 
be to assess it once and share the result amongst the partners. 

 
Figure 8: Security and privacy co-creation instance 

C. Step 3: Co-creation Commitment 

This step aims at taking the decision on which co-creation 
opportunity is relevant and justified for both companies and on 
adjusting the VC model of each company accordingly. For 
instance, after the commitment meeting, decision makers and 
managers of both companies agree to co-create security and 
privacy by optimizing the assessment of the leased line. More 
precisely, the assessment is performed by the data center agents 
and the results are sold to the bank at a good price. This 
decision needs to be reflected afterwards in the respective VC 
model. For instance, in Fig. 9, the element of the method 
“Assessment of the leased line” (Fig. 6) changed in “Receive 
subcontracted assessment of the leased line results” 

 

Figure 9: Security and privacy co-creation deployment 

D. Step 4: Co-creation Deployement 

This fourth step concerns the deployment of the co-created 
value in both ISs of the companies. Only the modeling 
dimension of this deployment is addressed. Concretely, after 
pledging commitment for a precise co-creation opportunity, 
both companies’ information systems needs to be updated 
accordingly. Therefore, the instantiated VC models (SPC 
models) are mapped with the respective companies’ ISs. The 
latter being expressed in their dedicated IS languages 
(respectively, ArchiMate 3.0 [22, 24] and Aris 10.0 [23]). Fig. 
9 illustrates the new security and privacy value co-created after 
the achievement of each step of the method, respectively: 
Leased line information and Money from the bank to the data 
center, and Assessment result the other way round. 

II. DISCUSSION, CONCLUSION AND FUTURE WORKS 

Due to the ongoing developments of collaborative systems, 
companies are constantly willing to optimize the co-creation 
of value with their partners. Nowadays, this co-creation that 
was initially focused on the value of business assets tends to 
spread over others aspects such as the security and the privacy. 
This evolution in the creation of security and privacy features 
calls for new approaches to support companies in investigating 
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and deploying new security and privacy co-creation 
opportunities. Based on a value creation model and three co-
creation schemas, we propose in this paper a four-steps 
innovative method for security and privacy co-creation that 
offers the advantage to be: 

 simple to understand and deploy, 

 adapted for three types of co-creation, to know: method-
based, object-based or nature-based co-creation, 

 sensitive to decision makers’ and managers’ commitment 
that is largely involved during the commitment step, 

 independent of the companies information system 
architecture language (e.g., in the illustration, the bank 
used ArchiMate 3.0 and the data center used Aris 10.0). 

 

  
Figure 9: Security and privacy with co-creation - e3value model 

As an improvement point, although the illustration happens 
in a real context setting, further complementary case studies 
and validations are required to confirm the efficiency of the 
method. These validations should allow analyzing to what 
extend the method may also be used to define and deploy 
security and privacy co-creation in the context of other co-
creation schemas (e.g., object- and nature-based co-creation). 
In parallel, complementary instantiations of the latter should 
allow verifying to what extend (1) it is adapted and easy to 
apprehend by security professionals such as consulting 
companies or other service providers, and (2) it may support 
the definition of security and privacy co-creation between 
more than two partners, that is to say in networks of 
enterprises and business ecosystems.  

Another element to be considered in future works consists 
in equipping the method with the appropriate tools, amongst 
which a dedicated model mining solution (e.g., [17]). The later 
would be especially relevant at the co-creation analysis step 
for detecting the co-creation opportunities by systematical 
mapping between each value creation instance.  
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Abstract

Modern critical infrastructures are increasingly targeted
by highly sophisticated cyber attacks and are protected by
increasingly complex tools. Cyber analysts face many chal-
lenges finding relevant information in large, complex data
sets, and require novel distributed detection and reaction
methodologies based on secured transaction techniques.
These technologies should automatically analyse incident
report and share analysis result in secure way between crit-
ical infrastructure stakeholders to achieve better situational
awareness. Our goal is to provide solutions in real-time
that could replace human input for cyber incident analysis
tasks (Triage) to remove false positives and to eliminate ir-
relevant information. The effective and fast warning system
should support cyber analyst to establish cyber situational
awareness, and allow analysts to promptly respond in case
of an attack. In this paper we evaluate the application of so-
called “smart contracts” to an incident warning system and
assess its accuracy and performance. We demonstrate how
the presented techniques can be applied to support incident
handling tasks performed by security operation centers. We
show that a real-time “smart contracts” solution can re-
place human input for a large number of threat intelligence
analysis tasks.

1. Introduction

Cyber Situational Awareness (SA) [1] provides an
overview of a security and threat situation as well as a
current and future impact assessment. In recent years, re-
searchers in SA field have created increasingly complex
tools across many application domains to protect critical in-
frastructure (CI). CI comprises valuable assets (documents,
software or hardware), which are essential for business or
state authorities. Speed of events, data overload, and mean-
ing underload [6] make real-time SA of cyber operations

very difficult to evaluate. Addressing data that are often
vague and imprecise, analyst must rely on imperfect infor-
mation to detect real attacks and to prevent an attack from
happening. Cyber SA aggregates raw data at the lower level.
While making a decision, a human cyber analyst faces chal-
lenges like finding relevant information in large, complex
data sets. For humans to be effective in identifying and de-
feating future cyber-attacks, novel tools that can automat-
ically make obvious or predefined decisions by means of
smart contracts and fill the gap between cyber data and SA
are highly desired. We hypothesize that the application of
“smart contracts” based on existing blockchain technology
(Ethereum [15]) can solve some problems associated with
SA. The main purpose of designing smart contracts for SA
is to enable rapid and trusted cyber incident warnings, with-
out the need for a large centralized authority. We propose
that smart contracts based on decentralised assets such as
Bitcoin [2] can reduce effort for securing report transfer,
manual analysis costs, and increase speed of severe infor-
mation sharing.

The research presented evaluates a system based on
blockchain and smart contract technology that will auto-
matically warn a cyber analyst of high severity cyber inci-
dents that could impact cyber SA reported and analysed by
one of the trusted stakeholders. Within our prototype sys-
tem, smart contracts trigger incident correlation analysis for
large amounts of data by means of knowledge base employ-
ing one of the incident analysis tools. Smart contracts also
compute incident severity using game theory score [8] and
generate threat report if rules coded in related smart contract
are met.

This paper is structured as follows: Section 2 gives an
overview of related work and concepts. Section 3 explains
the workflow for estimation of cyber incident priority level
using smart contracts and also covers SA issues. Section
4 presents the experimental setup, applied methods and re-
sults. Section 5 concludes the paper.

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 81



2. Related Work

An overview of the concept of blockchain technology
and its potential to facilitate smart contracts, automated
banking ledgers and digital assets is provided in [11]. We
suggest that the core technology of this approach can be
reused in the cyber security domain by means of suitable
smart contracts. A distributed peer-to-peer network based
on blockchain technology where non-trusting members can
interact with each other without a trusted intermediary, in
a verifiable manner was examined in [3] for the Internet of
Things sector. This mechanism should work also for the
automation of multi-step processes for cyber incident anal-
ysis. The performance of Blockchain, which is a proba-
bilistic proof-of-work (PoW) based consensus fabric [14]
has became an important issue for the modern cryptocur-
rency platforms. PoW-based Blockchains can be replaced
by BFT state machine replication, to improve Blockchain
scalability limits. A Blockchain platform comparison [7]
discusses five general-use Blockchain platforms and looks
at how Blockchain technology can be used in applications
outside of Bitcoin [10] to build custom applications on top
of it. This comparison suggests that Ethereum is currently
the most suitable platform, although the others all suffered
in various ways from not yet having been developed as
much as Ethereum. Therefore, for cyber incident analy-
sis we employ well established Ethereum Blockchain in
its Pyethereum fashion, which supports focused smart con-
tracts testing environment without the need of mining.

A basis for smart contracts development in cyber secu-
rity realm is a solid threat intelligence that is provided by
a number of cyber incident analysis tools. The CAESAIR
tool [13] introduces the concept of a cyber intelligence anal-
ysis system. CAESAIR provides analytical support for se-
curity experts carrying out cyber incident handling tasks on
a national and international level, and facilitates the iden-
tification of implicit relations between available pieces of
information. It provides powerful correlation capabilities,
which support the tasks carried out by the analysts of a Se-
curity Operation Center during the incident handling pro-
cess. CAESAIR1 evaluates how the collected documents
are connected to one another, and allows the analyst to se-
lect the most appropriate correlation method and to flexibly
adjust relevance metrics.

In order to achieve the same objective, other approaches
([16], IntelMQ2, MISP3) have been proposed in recent
years. These approaches aimed at parsing and correlat-
ing of cyber incidents, but we make use of CAESAIR be-
cause it supports various security information correlation
techniques [13], differing in the way relevant information

1http://caesair.ait.ac.at
2https://github.com/certtools/intelmq
3https://github.com/MISP/MISP

is extracted from the imported document. Also, CAESAIR
provides customizable import capabilities and information
is acquired from a multitude of security-relevant sources.
These sources include a custom repository, open source in-
telligence (OSINT) feeds, and IT-security bulletins, as well
as a standardized vulnerability library (Common Vulnera-
bilities and Exposures - CVE). CVEs are especially impor-
tant for smart contracts with regard to likelihood assessment
based on game theory, which is the process of establish-
ing the probability of an attack occurring ([5]) and, together
with vulnerability scoring, might be seen as a way to im-
plement risk scoring, which has been suggested to be more
effective than vulnerability scoring alone [12].

3. Cyber Intelligence Analysis Using Smart
Contracts

We evaluate the application of smart contracts to secure
transactions (sending incident reports between CIs experts)
in order to improve SA. Once a smart contract is triggered,
the analysis result is automatically propagated among all
participants through inherent blockchain mechanisms. One
of the advantages of this approach is that smart contracts
cannot be changed or compromised without being detected
(through hashed transactions) and that the messages can be
verified to originate from a trusted source (through public
key encryption).

USER
REPORTS 
INCIDENT

CORRELATE

STORAGE

BLOCK n BLOCK n+1 BLOCK n+2

SEVERITY

STORAGE

THREAT 
REPORT

STORAGE

BLOCKCHAIN

SMART CONTRACTS

CI1 CI2 CIn

Figure 1. The overview of designed system for
establishing the Cyber Situational Awareness
using Smart Contracts.

3.1. System Design

To design threat intelligence analysis system, we de-
scribe incident handling procedure and instructions using
smart contract programming language and upload this smart
contract on a Blockchain. Smart contract is a source code
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that comprises predefined instructions and rules. In this
way we created “Correlate”, “Severity” and “Threat report”
smart contracts (see Figure 1). The state of smart contracts
is stored on the blockchain and is transparent and accessible
to all registered community members. The smart contract
code is executed in parallel by a network of miners under
consensus regarding outcome of the execution. The exe-
cution of the smart contract results in an update of the con-
tract’s state (BLOCKn+2) on the blockchain that is synchro-
nized with every participating user (CI1-CIn) through stan-
dard peer-to-peer mechanisms. Incident report produced
by one of the users (security expert protecting CIs) goes
through the smart contracts and is handled automatically,
according to the programmed instructions.

READ INCIDENT

1. CORRELATE

END

START

THREAT 
INTELLIGENCE 

TOOLS

2. CALCULATE 
SEVERITY

has known 
vulnerability irrelevant

new threat

3. THREAT 
REPORT

yes no

low

high

Figure 2. The workflow for estimation of cyber
incident priority level using smart contracts.

3.2. Cyber Incident Processing

For cyber incident processing we employ three smart
contracts as depicted in Figure 2. The workflow execution
begins with the reading of an incident report and parsing of

the report content. Input data, along with expert profile set-
tings that are specific for an organisation, are passed to the
first smart contract “correlation” in the second step. For the
correlation computation we employ one of the threat intelli-
gence tools or apply the cosine similarity algorithm [4], [17]
for binary vectors that represent incident content. By means
of threat intelligence tools we find similar related cyber in-
cidents from the expert knowledge base. In the next step we
merge the detected related incidents with institutional set-
tings and using smart contract logic to automatically decide
which priority level to assign a given incident. To calculate
priority level we employ Equation 1. Priority level is depen-
dent on different evaluation metrics, such as related words,
related incidents, significant terms and vulnerability score.
Each of these metrics may have its own threshold values
and weights. These settings are naturally different by each
organization, due to differences in employed software and
hardware products, and organization sepcific business do-
main. Protected resources are different from organziation
to organization.

P = f (Ir,Wr,Wo, Ts, Vs) . (1)

Equation 1 shows the priority level P that returns value -
either 0 that corresponds to “Low” or 1 standing for “High”.
Priority level is a function of aggregated incident evalu-
ation metrics, which depend on basis indicators, such as
“number of related incidents” Ir, “number of related words”
Wr, “number of original words” Wo, “detected significant
terms” Ts and “vulnerability score” Vs.

3.3. Application Scenario

We assume that a cyber expert is responsible for a CI and
detects suspicious behaviour in her system. She requires
more information to select the correct mitigation strategy.
In this case it is necessary to collect and analyse all of the
available information related to ongoing and previous at-
tacks for a particular use case, and transform it into in-
telligence. Security information, such as incident reports,
vulnerability alerts, advisories, bulletins etc., usually comes
in the form of semi-structured text documents. Acquiring
cyber threat intelligence from such documents requires ex-
tracting the significant information they comprise, and iden-
tifying implicit correlations among them, in order to esti-
mate their impact and outline possible mitigation strategies.

To avoid this manual effort, the CI expert can provide an
incident report as an input to a contract and receive threat
report back if it has sufficient severity. Incident analysis
is performed by one of the threat intelligence tools with
a solid knowledge base. Such a tool can quickly identify
related threats and possible existing solutions by examin-
ing numerous Open Source INTelligence (OSINT) feeds.
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The cyber incident analysis tool correlates the incident re-
port with similar reported security incidents using e.g. the
cosine similarity binary method and triggers another smart
contract to calculate severity using for instance game theory
score [9] in case of detected vulnerability. In the case that
the severity is deemed “high,” the next smart contract is trig-
gered and generates a new threat report, which can be au-
tomatically shared with all participants by means of storing
it in smart contract memory on the blockchain. Other net-
work peers from other CIs can securely query the smart con-
tract data from blockchain by reading data stored in a smart
contract. In smart contracts we make use of a state ma-
chine and specified rules governing report transfer. An auto-
matic approach delivers a significant improvement in terms
of personnel costs when compared to manual cyber inci-
dent handling and thanks to Blockchain technology makes
all changes transparent to all participants in a trusted way.
As a result all participants have access to the up-to-date SA
status and we ensure secure information exchange and en-
richment inside of trusted CI participant group.

We believe that this automatic smart-contracts-based ap-
proach would significantly facilitate analysis and could be
used by analysts for the defence of critical infrastructure.
The suggested method would make SA analysis less cost-
intensive and would perform with higher throughput. How-
ever, as is typical in this area, a human-based approach per-
forms with higher accuracy.

4. Experimental Evaluation

In this section we reported on measurements of the ac-
curacy of the automated computations, how long it takes
for each smart contract to be executed and validated, and
how fast participants received SA update message starting
from the issue time of original message. We carried out
measurements for varying incident report sizes and differ-
ent volumes of material in the knowledge base.

4.1. Evaluation Data Set

One responsibility of the cyber analyst is to prioritise a
received cyber incident and to mitigate it or to carry out a
selected cyber incident response. For this evaluation, we
differentiated between high and low priority. High prior-
ity means that the incident has high severity and mitigation
steps should be carried out. These types of incidents are
tagged with a number 1. Low priority incidents are tagged
with a number 0.

In our example scenario, we assume that our CI is a fi-
nancial organisation that employed Microsoft Office prod-
ucts on Windows OS and used other software products such
as Microsoft Internet Explorer, Firefox, Adobe, and so on.
This knowledge is important for the correctness validation

of the developed smart contracts. We will check whether
evaluation results are relevant for the organisation software
landscape suggested in this example.

This evaluation took place on an Intel Core i7-3520M
2.66GHz computer using Python on Ubuntu OS. We eval-
uated 20 randomly selected cyber incident reports from the
Canadian Cyber Incident Response Centre (CCIRC)4, the
Carnegie Mellon University CERT blog 5 and also included
some proprietary test incident reports. We then evaluated
the calculation time and computation accuracy.

We assumed that employing of described smart contracts
approach should correctly detect high priority cyber inci-
dents among a very large number of incident reports and
should not raise too many false positive results. We also
expected that smart contracts written in Serpent6 language,
supported by Python 2.7 workflow and subsequent analy-
sis will demonstrate both good performance and sufficient
accuracy.

4.2. Experimental Results and Interpretation

The basis for the incident priority calculation was pro-
vided through incident correlation tool CEASAIR in which
20 incidents from open source intelligence feeds were ag-
gregated, and through cyber experts evaluated configurable
metrics. Table 1 represents the cyber incident profiles from
the test dataset.

The computed priority level in the second column is
compared with the expected priority level from ground truth
in column three, which was estimated by a cyber expert.

The risk score in the fourth column demonstrated how
many incident related points for different analysis metrics
were aggregated in correlation smart contract logic.

The remaining columns are self explanatory.
The smart contract system started the Situational Aware-

ness analysis with incident content retrieval (e.g. incident
log report “AL17-006” in Table 1) and parsing. This input
queried a threat intelligence tool via e.g. HTTP Rest request
and received in response values of basis indicators men-
tioned in Formula 1. For given example “number of related
incidents” Ir = 565, “number of related words” Wr = 42,
“number of original words” Wo = 168, “detected siginifi-
cant terms” Ts = 5 and calculated using game theory “vul-
nerability score” Vs = 0. High number of related incidents
means that there are enough similar incidents in the past
and looking on them could provide mitigation steps also for
given incident. The number of related words, which is 42
demonstrated that current incident is quite good intercon-
nected with detected related incidents and had many com-

4https://www.publicsafety.gc.ca/cnt/ntnl-scrt/
cbr-scrt/ccirc-ccric-en.aspx

5http://insights.sei.cmu.edu/cert/atom.xml
6https://github.com/ethereum/wiki/wiki/Serpent
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Table 1. Priority level calculation for cyber incidents using smart contracts technology

Incident ID Priority Level Priority Ground Truth Risk Score Related Incidents Number Related Words Number Original Words Number Detected Significant Terms Vulnerability Score Time (sek.)
AL17-006 1 1 7 565 42 168 5 0 1.34
AV17-035 1 1 5 556 19 39 2 1 0.60
AV17-071 1 0 4 556 19 32 1 1 0.83
AL17-005 1 1 7 547 23 49 4 0 0.70
AL17-004 1 1 4 561 71 308 2 0 1.51
AL17-002 None 0 None 554 42 98 1 1 1.51
AL17-003 1 1 7 515 55 167 5 0 1.31
AL17-001 1 0 4 532 31 92 1 0 0.94
AV17-070 0 0 3 529 15 25 0 0 0.65
AV17-069 0 0 2 499 18 108 0 1 0.67
AV17-068 1 1 6 503 20 49 3 0 1.01
AV17-066 1 0 4 563 32 65 1 1 1.21
AV17-065 1 1 4 499 12 26 1 1 0.40
AV17-064 1 1 5 561 22 41 2 1 0.97
AV17-063 1 1 5 519 24 96 3 1 0.79
AV17-062 1 1 5 552 20 49 2 1 0.66

CMU-CERT 1 1 5 531 22 94 3 0 0.82
CMU-CERT2 1 1 5 524 28 110 3 0 0.83

AIT-1 1 1 4 492 37 76 1 0 0.68
AIT-2 0 0 3 478 28 68 0 0 0.51

mon words, whereas the total number of words in original
document was 168. Therefore, about a quarter of all original
words were found in related incidents. And five significant
terms were found in incident content. These terms are spe-
cific for particular organisation and demonstrate relation to
the organisational software, hardware and network. E.g. or-
ganisation that make use of Windows OS is not interested
in incident reports related to Android OS. Most true positive
reports correctly contained significant terms, such as “Mi-
crosoft”, “Mozilla”, “CVE”, “Adobe”, “ransomware” etc.
These results are good explainable and can be regarded as
reliable.

The performance of computation is quite good and
ranged between 0,4 to 1,51 seconds depending on inci-
dent report size and number of detected related incidents.
This performance of the evaluation was achieved using the
Pyethereum test environment and is significantly faster than
it would be in a real ethereum network. The reason for
that is validation procedure where the transaction passes
different devices around the world and is waiting for an
Ethereum miner to be inserted into a block of transaction
on the Blockchain.

4.3. Evaluation Effectiveness

We concluded that the examined approach presented reli-
able results for cyber incident analysis and can be applied as
a supporting method for improvement of situational aware-
ness. This method helps to automatically discover incidents
with high priority in very large data set. Following this,
manual analysis of high priority cyber incident candidates
separated real important threats from structural similar re-
ports. The presented method saved time and therefore costs
associated with human expert involvement in situational
awareness establishment process. Only few false positive
detections were made despite the low homogeneity of the
experimental collection. Therefore our initial hypothesis is
confirmed. But additional research is required to improve

smart contract decision and accuracy metrics of mentioned
method, as well as to measure response times under real
blockchain network conditions.
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Figure 3. ROC space plot.

The search effectiveness for high priority incidents could
be determined in terms of a Relative Operating Charac-
teristic (ROC). Situational awareness analysis divided the
provided incident reports in two groups “high priority and
“low priority by associated expert parameters and thresh-
olds. The provided algorithm detected 16 true positive TP
incidents, three true negative TN reports, two false positive
FP incidents and one false negative FN document. The
main statistical performance metrics for ROC evaluation are
sensitivity or true positive rate TPR and false positive rate
FPR (see Equation 1).

TPR =
TP

(TP + FN)
, FPR =

FP

(FP + TN)
. (2)

Therefore the sensitivity TPR of the presented approach
for cyber incident prioritisation is 0.94, the FPR is 0.4.
The associated ROC value for is represented by point (0.4,

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 85



0.94). The ROC space (see Figure 3) demonstrates that the
calculated FPR and TPR value for this point were located
very close to the so called perfect classification point (0,
1). These results demonstrated that an automatic approach
for cyber incident prioritisation of mentioned method was
very effective and it was a significant improvement com-
pared to manual analysis. The distribution of collection
points above the red diagonal demonstrated quite good clas-
sification results that could be improved by refining of ex-
pert settings. Therefore, analysis methods based on smart
contracts and blockchain techniques can be suggested as an
effective method for high priority incident detection and as
a supporting method for establishment of cyber situational
awareness. The results of the analysis confirmed our hy-
pothesis that an automated approach is able to detect high
priority incidents with reliable quality, thus making analysis
of large number of cyber incidents a feasible and affordable
process.

5. Conclusions

In this work we have presented an automated approach to
secure transactions for establishing cyber situational aware-
ness using smart contracts. We have combined expertise
gathered during the development of a cyber intelligence
tool with the power of the smart contracts approach. The
main contribution of this work is a real-time solution that
could replace human input for a large number of cyber in-
cident analysis tasks in order to remove false positives and
to eliminate irrelevant information. Another contribution
is the employment of smart contract techniques to provide
a trusted early warning system about severe cyber threats.
The presented method employs a domain expert knowledge
base collected through a cyber intelligence tools to detect
Situational Awareness risks. An additional advantage of
this approach is a reduction of human analysis costs. Ul-
timately, our research will lead to the creation of automated
security assessment tools with more precise and more accu-
rate predictions of security attacks.
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Abstract—In recent years, chaos-based cryptosystems have 

drawn more and more attention in many disciplines in 

particular speech encryption. In this paper, we propose speech 

encryption scheme based on chaos maps for AMR-WB G.722.2 

Codec. To increase the security level, we combine chaos maps 

logistic and Hénon for shuffling and scrambling speech in order 

to have a hybrid chaotic key generator. The proposed algorithm 

evaluated with both Perceptual Evaluation of Speech Quality 

(PESQ) and Enhanced Modified Bark Spectral Distortion 

(EMBSD) measure confirm the efficiency of our proposed 

cryptosystem scheme. 

Keywords—Encryption, Logistic Map, Hénon Map, PESQ, 

EMBSD, Speech Scrambling, Chaos Cryptosystem. 

I. INTRODUCTION  

The emergence of the use of the internet became very 
apparent, the security of digital information such as voice data 
is now an important issue for all internet users. Because of 
this, the data between the legitimate users need to be protected 
before transmission by using encryption methods. With the 
significant computers cryptography developments, numerous 
studies are involved to secure communications [1, 2]. 

Recently, the amount of research on chaotic cryptography 
increased more and more in order to improve chaos-based 
cryptosystems. Chaos-based encryption algorithms are based 
on different types of chaotic maps whether discrete or 
continuous maps. Most of them are a combination of two or 
more chaotic maps to achieve a better security, expanded key 
space and low complexity [3-5]. 

A chaotic system is a non-linear, deterministic and 
presents good properties such as pseudo-randomness, 
sensitivity to changes in initial conditions, system parameters 
and aperiodicity which makes it unpredictable. Because of its 
characteristics, the chaos was used in the encryption system 
and not allow an adversary to find the outputs without any 
knowledge of the initial values [6-10]. 

The introduction of the concepts of cryptosystems is 
followed by the mapping of the two theories: the chaos and 
the cryptography. We will highlight the importance of using 
dynamic chaotic systems in cryptography. 

Many chaos-based encryption methods have been 
introduced during the last decade. The most cited and 

important chaos-based structure was presented by Fridrich in 
[6,7] using substitution and permutation. In [8] Wen has 
reviewed the dynamic properties of the Hénon map including 
its fixed points, stability, periodic orbits, and so on, and a 
physical interpretation of it is discussed. In [9] authors 
proposed a new image encryption algorithm based on 
parameter-varied logistic chaotic map and dynamical 
algorithm. They used the parameter-varied logistic map to 
shuffle the plain image, and then used a dynamical algorithm 
to encrypt the image. 

In order to use chaos theory effectiveness in 
cryptography, the chaotic maps should be implemented such 
that the entropy generated by the map can produce required 
confusion and diffusion architecture proposed by Shannon 
[2]. 

Today, based on some important properties of chaos, such 
as the unpredictable behavior which can be used in the 
generation of random numbers. 

The chaos-based cryptosystems provide several 
advantages, such as: very high security level, high speed 
especially in stream ciphers, computational power, which are 
easier to be implemented. These features make them more 
suitable for large scale-data encryption, such as voice and 
image. However, these characteristics can be refined to 
simulate the characteristics of a white noise or other 
"random" signal, which makes chaos a very interesting 
phenomenon for hiding information signals in order to 
transmit them in a "secure" manner [11-13]. In other words, 
the encryption of a data by chaos is done by superposing the 
initial information at chaotic signal. After, we send the data 
drowned in chaos at a Receiver which knows the 
characteristics of the chaos' generator. It then remains for the 
recipient only to subtract the chaos of his data in order to 
retrieve the information [14]. 

The chaos streams are generated by using various chaotic 
maps.  

In this paper, two chaos-based cryptosystems of 
transmitted speech security are presented and the obtained 
results are discussed.  

The remainder sections of this paper are organized as fellows. 

In section 2, an overview of the AMR-WB G.722.2 is 

introduced. Section 3, our proposed cryptosystem is 
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presented. Simulations and interpretation of obtained results 

are discussed in section 4. Finally, the conclusion is provided 

in section 5. 

II.OVERVIEW OF THE AMR-WB G.722.2 

Adaptive Multi-Rate Wideband (AMR-WB) is an 
apparent wideband speech audio coding standard enhanced 
and based on Adaptive Multi-Rate encoding, using similar 
methodology as algebraic code excited linear prediction 
(ACELP). AMR-WB gives improved speech quality due to a 
larger speech bandwidth of 50–7000 Hz compared to 
narrowband speech coders which optimized for POTS (Plain 
Old Telephone Service) wire line quality of 300–3400 Hz. 
AMR-WB was upgraded by Nokia and Voice Age and it was 
first defined by 3GPP [15]. 

AMR-WB is codified as G.722.2, an ITU-T standard 
speech codec, formally known as Wideband coding of speech 
at around 16 kbit/s using Adaptive Multi-Rate Wideband 
(AMR-WB). G.722.2 AMR-WB is the same codec as the 
3GPP AMR-WB. 

The AMR-WB speech codec contains nine bit rates of 
23.85, 23.05, 19.85, 18.25, 15.85, 14.25, 12.65, 8.85 and 6.6 
kbps, these ones are presented by modes 8, 7, 6, 5, 4, 3, 2, 1 
and 0 respectively. The bit rate can be changed at any frame 
boundary of 20 ms. the codec includes Voice Activity 
Detection(VAD), Discontinuous Transmission (DTX) and 
Comfort Noise Generation (CNG) features for increased 
efficiency [15]. 

The AMR-WB G722.2 uses six parameters to represent 
the speech and these are shown in Table I for bit rate 
8.85kbit/s [15]. 

TABLE I.   G.722.2 – BIT ALLOCATION OF THE AMR-WB CODING 

ALGORITHM FOR 20-MS FRAME. 

 

 

Mode 1 
(8.85kbit/s) 

VAD-flag  1 

ISP  46 

Pitch delay 8 5 8 5 26 

Algebraic code 20 20 20 20 256 

Gain 6 6 6 6 24 

Total  177 

III.PROPOSED CRYPTOSYSTEM BASED CHAOS 

In this work, two chaotic maps are used-2D Hénon map 
and 1D logistic map, each one has its own property or 
characteristic and has its own effect on improving the 
performance of evolutionary algorithm. In General, the 
information in secure-communication is transmitted through 
the channel after source encoding, encryption and channel 
encoding and modulation, then it will be received by 
reversing these steps, as shown in Fig. 1. In the following we 
will describe Logistic map, Hénon map and then our 
proposed algorithm. 
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A. Logistic Map

The Logistic map is a prototypical one-
dimensional invertible iterated map represented by 
the state equations with a chaotic attractor that 
exhibits complicated behavior. This map is 
introduced by Verhulst [16], it is constituted of a 
discrete-time dynamical system and its recurrence 
equation is given by [17]: 

xk+1=µ xk (1-𝑥𝑘 ) xkϵ(0,1) (1) 

where, µ belongs to the interval [0,4] and this 
parameter determines the map behavior. When 
parameter µ has the following range (3.57 < µ ≤ 4) 

it becomes a chaotic map, and 𝑥𝑘  belongs to the
interval [0,1], knowing that any change in initial 
value or parameter µ will give various sequences of 

random and irregular numbers. In our case, we set 
the value of the control parameter to the value 
corresponding to µ = 4 and 𝑥0 = 0.28.

Remember that the Chaos can be generated by 
any non-linear dynamic system. Indeed, simple 
recurrence equations are capable of creating rich 
chaotic dynamics, if the parameters are well situated. 
In many recurrence simple equations, the right 
choice of these parameters is made by means of the 
bifurcation diagram and the exponent of Lyapunov. 
We present the known curves of Bifurcation diagram 
and the Lyapunov exponent of the map in Figs. 2 and 
3 respectively. 

Figure 2.  Bifurcation diagram of the logistic map 

Figure 2. Structure ofLyapunov exponent of the 

logistic map 

B. Hénon Map

The Hénon map is a prototypical two-
dimensional invertible iterated map [18]. It has a 
chaotic behavior, and can be expressed as a 
recurrence of two chaos signals given by [19]:  

{ 𝑛+1=
𝑛 𝑛

𝑥 1 + 𝑦 − 𝑎𝑥2 (𝑎)

𝑦𝑛+1 = 𝑏𝑥𝑛  (𝑏)
 (2) 

To get a random sequence, we used the for the 
parameters 'a' and 'b' the following values. 𝑎 = 1.2, 
𝑏 = 0.1 . with these values, the initial point is 
(𝑥0, 𝑦0) = (0.1,0.1), the sequence of points is 
obtained by the mapping's iteration and it tends to a 
strange attractor. The chaotic Hénon map is shown 
in Fig. 4. 

Figure 4. Chaotic behavior of Hénon attractor 

(x0 = 0.1 , y0 = 0.1 , a = 1.2, b = 0.4, iteration = 6000) 

C. Proposed Cryptosystem speech Encryption's

Algorithm

In this subsection, we present the steps of our
proposed speech encryption algorithm based on 
confusion employing Hénon map and diffusion 
employing Hénon and logistic map. It is divided in 
three major steps: 

Step1: In the confusion stage, the parameters of 

frames are shuffled and permuted by using 

formula (2-a) of Eq. (2). Because, the key 𝑥𝑛 

takes values from interval ]−1.5,1.5[, we arrange 

them in an increasing or decreasing order. After 

sorting, we save the position or the index of each 

key values then, change the position of speech 

data according to indexes' keys [18]. 
Step2: In the diffusion stage 1, the permuted 

parameters of frames are substituted employing 

XOR operation using formula (2-b) of Hénon Eq. 

(2). The keys 𝑦𝑛 takes a value from the interval 
]−1,1. [, so we calculate:  

𝑓𝑙𝑜𝑜𝑟(𝑎𝑏𝑠(𝑦𝑛) ∗ 106 𝑚𝑜𝑑 65536  (3) 

The diffusion is performed using XOR operation. 

Step3: In the diffusion stage 2, we generate keys 

by using logistic map. We obtain a series of 

numbers 𝑘1, 𝑘2, 𝑘3, . . . 𝑘𝑛 in the range [0,1].

Where 𝑛 is the number of words in the speech to 

be encrypted. Then, we follow these steps:  

 We choose the length of the key with 16 bits
because our AMR-WB G.722.2 words are
16 bits. Then, we multiply each number by
65536. Let

 
𝑘𝑒𝑦𝑖 = 𝑖𝑛𝑡(𝑘𝑖 ∗ 65536 + 0.5)  (4) 

 Finally, words of speech data are modified
by employing XOR operation.
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IV. SIMULATION AND RESULTS

 

In this section, we present the simulation setup 
followed by the obtained results. Several experiments 
are carried out to test the encryption efficiency of the 
presented wideband speech cryptosystem. The 
quality of both the encrypted and reconstructed 
signals is assessed for the standard AMR-WB 
G.722.2.

The speech file extracted from TIMIT database
[20] and sampled at 16 kHz was encoded using
AMR-WB G.722.2 CS-ACELP. The resulting bit
streams were encrypted using Hénon and Logistic
Maps schemes. In experiments, signal inspection in
both the time and frequency domains is done to
evaluate the changes between the original speech
and reconstructed speech and encrypted speech
using confusion given in Figs. 5, ,6 and 7
respectively. For diffusion and both confusion and
diffusion are given in Figs. 8 and 9 respectively.

(a) (b) (c) 

Figure 5. (a) Original speech, (b) its Spectrogram (c) its 
Spectrum

(a) (b) (c) 
Figure 6. (a) Decoded speech using mode 1(b) its 

Spectrogram (c) its Spectrum 

(a) (b) (c) 

Figure 7.  (a) Speech encryption using confusion (Hénon 

map) (b) its Spectrogram (c) its Spectrum 

(a) (b) (c) 
Figure 8.  (a) Speech encryption using diffusion (Hénon & 

Logistic Maps) (b) its Spectrogram (c) its Spectrum 

(a) (b) (c) 

Figure 9. (a) Speech encryption using confusion & diffusion 

(Hénon & Logistic Maps) b) its Spectrogram (c) its Spectrum

We can see from Figs. 8-a, and 9-a that the 
encrypted speech signals by using only diffusion or 
using confusion and diffusion, are comparable to a 
white noise signal which indicates that no significant 
residual intelligibility can be useful for 
eavesdroppers at the communication channel. Note 

that the reconstructed speech signals using the right 
keys are identical to the original. 

The Enhanced Modified Bark Spectral Distortion 
(EMBSD) [21] is an objective measurement tool, 
used to evaluate the efficiency of encryption 
schemes. The obtained results from tests with 
EMBSD are given in Fig. 10. It is recalled that the 
EMBSD gives a value of 0 for two identical speech 
files, and a greater value as the distortion increases. 
So, we can see that the best values are given for the 
original speech coder and the worst are given for 
encryption using both confusion and diffusion i.e. 
hybrid chaotic generator and for using diffusion 
only.  

We have also evaluated the performance of our 

cryptosystem using the Perceptual Evaluation of the 

Speech Quality (PESQ) [22], results are given in Fig. 

11 for original speech and encrypted speech using 

confusion only, encrypted speech using diffusion 

only and our proposed cryptosystem. It is recalled 

that the PESQ gives a value of 4.5 for two identical 

speech files and a less value as the distortion 

increases. We can see again that the best PESQ is 

given by the original speech coder since it is not 

encrypted and the worst PESQ values are obtained 

for encryption using both confusion and diffusion 

i.e. hybrid chaotic generator and for using diffusion

only.

Figure 10. Results with EMBSD evaluation. 

Figure 11. Results with PESQ evaluation 

So both metrics confirm the efficiency of our 
cryptosystem based on hybrid chaotic maps and that 
confusion does not affect encryption using diffusion 
with Hénon and logistic maps since results are 
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comparable for encryption with diffusion or with
confusion and diffusion. 

Tests have been carried out to compute the time 
required to execute our proposed cryptosystem 
scheme. To estimate this time, we repeat the 
execution of each of the 1000000 times (iterations) 
and then we divide the duration obtained over 
1000000. Results for encryption and decryption 
using our proposed cryptosystem are depicted in Fig. 
12. Results show that our cryptosystem is very fast
and does not exceed hundreds of nanoseconds.

Figure 12. Runtime Per Nano Seconds 

V.CONCLUSION

In this paper, a hybrid chaotic key generator was 
proposed. It was implemented through two simple 
chaotic maps to encrypt and decrypt speech for 
AMR-WB G.722.2 Codec based on the concept on 
shuffle the position of all parameters of frame in 
order to produce permutations followed by using two 
substitutions in order to produce both confusion and 
diffusion as Shannon's principle requires. The 
experimental results and analysis show that our 
cryptosystem provides an efficient and sensitive key 
space. Additionally, it is effective, fast in terms of 
execution time and provides a better security 
compared to using confusion only. 
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Abstract— This work presents a blind watermarking technique 

based on a psychovisual threshold for a robust copyright 

protection. Psychovisual threshold can provide a trade-off 

between imperceptibility and robustness of the watermark. This 

paper proposes a new watermarking scheme where watermarks 

are embedded on some selected coefficients of DCT frequencies 

considering psychovisual threshold. The embedding regions are 

determined using a modified entropy to indicate less distortion 

areas. Furthermore, the watermark image is scrambled before 

embedding to provide additional security. The proposed scheme 

is tested under different types of signal-processing and geometric 

attack. The experimental results show that our scheme produces 

higher imperceptibility and robustness of the watermark than the 

existing schemes. 

Keywords-image watermarking; modified entropy; embedding 

scheme; extraction scheme; psychovisual threshold; 

I.  INTRODUCTION  

With the rapid growth of multimedia technology, illegal 
copying, transmission and distribution of digital data, digital 
copyright become important issues. This issue encourages for 
developing a solution to overcome this issue. Digital 
watermarking can be considered as an alternative solution to 
protect the digital content [1]. Watermark is embedded into the 
host media (like images, videos, audio, text, etc.) to protect the 
copyright or ownership of the digital media. Many research 
works have been conducted in image watermarking techniques. 
Nowadays, watermarking techniques based on hybrid 
frequency-based and matrix decomposition have been proposed 
[2]-[4]. In [5][6], the proposed watermarking scheme adds 
watermarks into the frequency coefficients with scaling factor. 
This technique is able to produce sufficient imperceptibility 
and robustness of the recovered watermark against several 

attacks, while the imperceptibility of the watermarked image 
needs to be improved.  

In 2011, Lai scheme [3] presented a novel watermarking 
method based on human visual system with singular value 
decomposition, a binary watermark image is embedded into the 
host image by modifying U orthogonal matrix. Watermarks 
were inserted by modifying U3,1 and U4,1 coefficients from the 
hybrid DCT-SVD. This scheme reportedly provides better 
performance in terms of robustness under adding noise, 
histogram equalization, scaling and Gaussian low-pass filter. 
While the watermark embedding capacity is still insufficient, 
the robustness of watermarked image needs to be enhanced.   

Roy et al. [7] proposed embedding multiple watermarks in 
the middle band coefficients by a zig-zag order. This method 
can produce better robustness under noise addition, JPEG 
compression, and sharpening. This scheme performs sequent 
embedding process from left-corner to the right, from top to 
bottom. The diversity of embedded block regions needs to be 
improved, such that the watermark image is difficult to be 
recovered. Roy et al. [7] scheme modified 22 coefficients in the 
middle frequency band of DCT. This scheme provides a large 
embedding capacity which is about 11 bits for each block. 
Thus, this scheme provides significant distortion in quality of 
the watermarked image.  

Das et al. [8] presented a blind watermarking based on the 
inter-block coefficient correlation. This scheme embeds a 
watermark image to the different adjacent blocks. This 
technique provides better robustness under JPEG compression 
than existing techniques. However, robustness of the 
watermarked image against noise addition, Gaussian filter and 
sharpening needs to be improved. 
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Figure 1.   DCT  psychovisual threshold 

 
Figure 2.   Selection of DCT coefficients using zig-zag order based on 

psychovisual threshold. 

 

 
Figure 3.   Selected DCT coefficients 

 

This paper proposes a new embedding technique by 
examining the middle frequency based on psychovisual 
threshold. Embedding regions are determined based on the 
lowest modified entropy. The lowest modified entropy value 
indicates the highest redundant image information. Watermark 
embedding is performed by modifying selected coefficients of 
the DCT middle frequencies of the image blocks. The 
watermark is scrambled before it is embedded into the selected 
coefficients. The proposed embedding technique is tested under 
different types of attack. Test results are given in terms of 
Normalized-Cross Correlation (NC) and Structural SIMilarity 
(SSIM) index in the watermarked image. This paper is 
organized as follows. Our modified entropy for representing 
visual characteristics is described in Section II. The watermark 
embedding and watermark extraction algorithms are presented 
in Section III. Experimental results are shown in Section IV. 
Finally, the conclusion is given in Section V. 

II. HUMAN VISUAL CHARACTERISTICS 

Human visual characteristics can be presented by entropy 

and edge entropy [2], which can be used to select the region of 

embedding blocks. Entropy and edge entropy values indicate 

less distortion areas that are suitable for watermark embedding 

as these areas do not have significant distortion effect in the 

host image. Entropy and edge entropy are used to select the 

significant embedding watermark. The modified entropy of an 

N-state is defined by: 
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where
ip  denotes the occurrence probability of i-th pixel with 

10  ip  and 1-
ip  represents the uncertainty or ignorance of 

the pixel value.  

III. PROPOSED SCHEME 

Referring to the psychovisual threshold, the gaps between 
the psychovisual threshold and minimum quantization values 
of JPEG compression can be utilized to embed the watermarks. 

These gaps can be noticed between the curve marked with 
circle and the curve marked with triangle as shown in Fig. 1 
which plots reconstruction errors for DCT psychovisual 
threshold, maximum quantization and minimum quantization 
values, where E denotes reconstruction errors. A detail 
description can be found in [9]-[20]. The DCT coefficients are 
arranged in a zig-zag order as shown in Fig. 2. Referring to the 
gap between the pscyhovisual threshold (the curve marked with 
circle) and the minimum quantization value (the curve marked 
with triangle) in frequency orders 4 to 5, some coefficients are 
selected for potential watermark embedding. These selected 
coefficients are ordered into a vector of coefficients as shown 
in Fig. 3. We assume that those locations provide less 
distortion and more robustness under image compression 
attacks.  

This experiment uses two thresholds: α and ß, where α 
denotes a threshold for the first coefficient and ß represents a 

threshold for the second coefficient. The thresholds α and ß are 
set as negative or positive values based on the certain condition 
in Algorithm 1.  

Algorithm 1: Setup of threshold values  
Input: T,A  

Output: α,ß   

1.  for x=0 to 2 
2.     if(A(2x)<0)then 
3.         α=-T; 
4.     else  
5.         α=T; 
6.     end (if) 
7.     if(A(2x+1)<0)then 
8.         ß=-T; 
9.     else  
10.         ß=T; 

11.     end (if) 

12.  end (for) 
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Figure 4.   Trade-off between SSIM and NC values for Lai scheme [3] 
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Figure 5.   Trade-off between SSIM and NC values for our scheme 

 In the algorithm, T represents a threshold value of the trade-
off between the imperceptibility and robustness of watermark 
image under JPEG compression. T is measured based on the 
relationship between SSIM values and NC values. Based on the 
experimental results, we find an optimal threshold T for Lai 
scheme [3] and our proposed scheme as shown in Figs. 4 and 5. 
We find an optimal threshold for U orthogonal matrix from the 
hybrid DCT-SVD as 0.016; and the middle DCT coefficient as 
about 20. The embedding and extraction algorithms are 
described in Algorithms 2 and 3.  

A. Watermark Embedding Algorithms 

Watermark embedding process is described in Algorithm 2. 
In the algorithm, watermarks are embedded in the frequency 
coefficients of each block of an image using the technique 
given in step 8. Note that for x=0,1, and 2, A(2x) represents 
A(0), A(2), A(4) and A(2x+1) denotes A(1), A(3), A(5) as shown 
in Fig. 3. α and ß present variant thresholds for watermark 
embedding. If A(y)<0, for y=0,1, …, 5, the threshold value is 
negative, otherwise the threshold is positive as given in 
Algorithm 1. 

Algorithm 2: Embedding watermark 

Input: Host image; watermark; threshold (α and ß) 

Output: Watermarked image containing a logo 

Pre-processing: 
Step 1: The cover image of size M×N is divided into 8×8 

non-overlapping blocks. 

Step 2: Modified entropy for each non-overlapping block is 

computed by Equation (1).  

Step 3: Blocks that have lowest modified entropy values are 

selected and their x and y coordinates are saved. 

Step 4: Selected blocks are converted into frequencies using 

DCT 

Step 5: DCT coefficients are converted into a vector by using 

zig-zag order as shown in Fig. 2. 

Step 6: Certain coefficients based on the psychovisual 

threshold as shown in Fig. 3 are selected. 

Step 7: The binary watermark is scrambled using Arnold 

chaotic map. 

Watermark embedding:  

Step 8: Each bit of binary watermark is embedded according 

to the rules as follows: 
for x=0 to 2 
 if U<length(Watermark) then 

  if Watermark(U)=1 then 
   if(|A(2x)|<|A(2x+1)|)then  

        C=A(2x); 

        A(2x)=A(2x+1)+ ß; 
        A(2x+1)=C; 
   else 

        A(2x)=A(2x)+ α; 
        A(2x+1)=A(2x+1); 
   end (if) 

  else  

   if (|A(2x)|<|A(2x+1)|)then 

        A(2x)=A(2x)+ ß; 
        A(2x+1)=A(2x+1); 
   else 

        C=A(2x); 

        A(2x)=A(2x+1); 

        A(2x+1)=C+α; 
   end (if) 

 end (if) 

end (for) 
 

Post-processing:  

Step 9: The modified values of the vector are set into the two-

dimensional matrix in Fig. 2. 

Step 10: The inverse DCT on each selected block is 

performed. 

Step 11: The modified selected blocks are merged to 

reconstruct the watermarked image. 

 

B. Watermark Extraction Algorithms 

Watermark extraction process is described in Algorithm 3. 

Algorithm 3: Watermark extraction  

Input: Watermarked image; x and y coordinate location of 

selected block; Threshold (α and ß) 

Output: Watermark recovery 
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(a)                             (b) 

  
(c)                             (d) 

Figure 6.   (a) Lena, (b) Cameraman, (c) Airplane, (d) Pepper images 

    

(a) (b) 

Figure 7.   (a) Binary watermark, (b) Scrambled watermark 
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Figure 8.   Comparison NC values between Lai scheme and proposed 

scheme against image processing attacks  

 

Pre-processing: 

Step 1: The x and y coordinates are used to determine the 

embedded blocks. Then, each selected block is 

transformed using DCT. 

Step 2: Each block-based DCT is converted into a vector 

using zig-zag order.  

Watermark extraction: 

Step 3: Certain coefficients as shown in Fig. 3 are selected. 

Each watermark bit is recovered according to the 

following rule as follows: 

if Ak < Ak+1 for k=0,2,4 then 

     watermark bit =1,  

else  
     watermark bit =0. 

end (if) 

Post-processing after embedding:   

Step 4: The scrambled binary watermark is inversed by 

Arnold chaotic map to obtain the original 

watermark. 

IV. EXPERIMENTAL RESULTS 

Our scheme has been evaluated for four grayscale images 
of size 512×512 pixels as shown in Fig. 6. A binary logo image 
with 32×32 pixels is scrambled by Arnold chaotic map to 
provide extra security as given in Fig. 7. The proposed scheme 
is tested under different types of attacks such as average filter, 
wiener filter, median filter, Gaussian low pass, Gaussian noise, 
speckle noise, pepper and salt noise, sharpening, Poisson noise, 
adjust, histogram equalization attack, cropping, scaling, JPEG 
compression and combination attacks. 

The performance of our scheme is evaluated by 
imperceptibility and robustness. Imperceptibility is measured 
by Structural SIMilarity (SSIM) index defined by:  

     
),(),(),(),( yxsyxcyxlyxSSIM       (2) 

where α>0, β>0, γ>0, are parameters which can be adjusted to 
signify their relative importance. Robustness of the proposed 
scheme has been evaluated after applying different types of 
attack using Normalized Cross-Correlation (NC) and Bit Error 
Rate (BER) which are defined by:  
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where ),( jiW
  is the extracted watermark and the W(i, j) is 

the original watermark. M and N denote the row and column 
size. A trade-off between imperceptibility (SSIM) and 
robustness (NC) is used to determine the threshold value. The 
experimental results of our scheme are given in Table I.  

TABLE I.  WATERMARKED IMAGE QUALITY 

Image 
Lai Scheme [3] Our Scheme 

ARE SSIM ARE SSIM 

Lena 0.3751 0.9919 0.3126 0.9946 

Cameraman 0.2729 0.9935 0.3038 0.9936 

Airplane 0.6450 0.9834 0.3035 0.9935 

Pepper 0.3696 0.9923 0.3173 0.9940 

Average 0.4156 0.9902 0.3093 0.9939 

Referring to Table I, our scheme has been verified by ARE 
and SSIM values that demonstrate higher imperceptibility and 
less distortion in the watermarked images. The details of NC 
values of the proposed scheme under different types of attack 
are shown in Fig. 8. All the visual perception of extracted 
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watermark under different types of image-processing and 
geometrical attacks are presented in Fig. 9. Comparison of the 
proposed scheme and existing techniques is presented in Table 
II. Our technique produces higher NC values than Lai scheme. 
This proves that the diagonal frequency order based on the 
psychovisual threshold can better defend against different types 
of attack. The proposed scheme proves the supremacy over the 
existing techniques in terms of adding noise, median filter, 
low-pass filter, and histogram equalization.  

TABLE II.  COMPARISON NC VALUES OF THE PROPOSED SCHEME AND 

EXISTING SCHEME  UNDER DIFFERENT TYPES OF ATTACK FOR 

WATERMARKED LENA IMAGE 

Attack 
Our 

scheme 
Lai [3] Roy [7] Das [8] 

Gaussian low-pass Filter 
(3,3) 

1 0.9672 1 0.9118 

Image sharpening 1 0.8653 1 0.9327 

Centred cropping 25% 

(128x128 by white) 
1 0.9941 0.9969 0.9954 

JPEG (QF=50) 0.9990 0.9902 1 0.9810 

JPEG (QF=70) 1 1 1 0.9918 

Combinational attacks 
pepper & salt 

(density=0.003) and 

Median Filter (3,3) 

0.9563 0.8227 0.8746 0.8641 

Salt & pepper noise, 
density = 0.01 

0.8314 0.7745 0.9466 0.8122 

Gaussian noise 

variance=0.001 
0.9393 0.6348 0.8998 0.8816 

Median filtering with filter 

size 3x3 
0.9854 0.8272 0.9687 0.9118 

Histogram equalization 1 0.9747 0.9313 0.9253 

V. CONCLUSION 

This paper presents a new embedding technique for image 
watermarking based on the psychovisual threshold. The 
watermarks are embedded by examining the psychovisual 
threshold on the selected middle frequency-coefficient pairs. A 
watermark image is not directly embedded into a host image, 
certain coefficients in the middle frequencies are modified with 
a threshold. Then the watermark image is scrambled before it is 
embedded into the host image. The proposed scheme utilizes 
modified entropy to determine the embedding regions. 
Furthermore, our scheme is evaluated under different types of 
attacks such as image noise, low-pass filter, sharpening, 
median filter, JPEG and JPEG2000, geometrical attacks like 
image cropping and scaling. The proposed scheme is compared 
to the existing methods in terms of imperceptibility and 
robustness. The experimental results verified that our scheme 
performs better than existing techniques in terms of SSIM and 
NC values. The proposed scheme also proves the superiority 
under combinational attacks. 
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Abstract—Data protection by design is a principle to systems 

development meaning that the protection of personal data is built 

into the systems design from the start. For many jurisdictions, this 

principle is becoming a legal requirement. Using a research 

approach based on design science, a framework is constructed 

helping systems developers achieve privacy by design in a 

systematic manner. The framework articulate how the business 

requirements can be captured, assessed, and implemented in the 

systems development. Examples of how the data protection 

principles can be concretely implemented is also presented.  

Keywords: Privacy by design, data protection, systems 

development, information security, general data protection directive, 

GDPR 

I.  INTRODUCTION 

 
The European General Data Protection Directive GDPR is 

the new European-wide regulation aimed at all businesses and 
other legal entities that are processing personal data (information 
that is relating to an identified or identifiable living person). In 
practice, GDPR means that businesses will have to do a lot of 
work to secure the processing of such data. The difference 
between general cybersecurity efforts and these efforts are that 
GDPRs focus is not on cybersecurity risks in general – it is 
concerned with the protection of basic human rights (such as the 
right not to be discriminated against because of ethnicity, sex, 
etc.). One of the requirements of GDPR is that all systems – both 
old legacy systems and new systems that are developed now, if 
they handle personal data – need to be designed with privacy 
(that is, data protection) in mind. This principle is called data 
protection by design.  

The problem is that most businesses have not been required 
to consider privacy by design when they developed their 
systems, since this has not been a legal requirement before. As 
more and more jurisdictions require this, the problem is 
growing. Even though there are no systematic surveys, one can 
estimate that probably less than 2 systems out of 10 would be 
considered designed with privacy in mind if analyzed. The 
problem is owned by businesses owning (or renting) systems 
processing personal data. 

The practical relevance of this study is take one step towards 
the helping businesses solve how they can achieve data 
protection by design in a cost-effective manner. The theoretical 
relevance is filling a void in studies on data protection by 

explicitly tackling privacy by design – not in principle only, but 
how it relates directly to systems development.  

This paper presents the study and its results. In section 2, 
presents a systematic literature review in summary. In section 3 
the overall research approach and - method is covered. Section 
4, presents the resulting framework and finally section 5 
contains concluding remarks. 

II. LITERATURE REVIEW 

 
The authors aimed to answer the following questions 

through the literature review: 
 

• What are the existing privacy by design principles? 

• How can privacy by design principles be implemented in 
IT Systems? 

• Are there any existing case studies concerned with the 
implementation of privacy by design? 

• Are there any established standards for implementing 
privacy by design? 
 

The systematic literature review followed was based on 
Rondolph’s guidelines [1] on how to conduct a thorough 
literature review. The sources of the data collection were 
academic and popular articles identified through online digital 
libraries for research publications as well as through web search 
engines. The data was then evaluated, analyzed to find patterns, 
and the answers to the questions posed.  

A. Definition of privacy by design 

 
Privacy has been a controversial topic for long time; there 

were many attempts to define what privacy is according to the 
context and the environment [2]. Warren and brandies defined 
privacy term and the “right to be left alone” back in 1890 [3].  
After that, there were number of definitions of privacy. On the 
legal side, privacy was perceived and defined differently from 
country to country, especially in the EU where privacy was 
lawfully granted for EU Citizens in the European commission of 
human rights.  

Privacy by design was introduced in the 90’s by Ann 
Cavoukian who defined the concept as “Refers to the philosophy 
and approach of embedding privacy into design specification of 
various technologies” [4].  The seven principles were introduced 
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and became the foundation of Privacy by Design concept for 
many research. Furthermore, P. Schaar [5] introduced six 
different objectives to consider when designing processing 
systems, and argued that these principles should be bonded for 
technology designers, and producers. Also, the 11 privacy 
principles were in introduced according to the standard ISO/IEC 
29100 [6].  

B. Privacy by design principles 
 

There is no consensus about privacy by design principles, 
authors and regulations introduced different principles. Ann 
Cayoukian [4] who defined privacy by design introduced seven 
principles, these principles are generic and not easily can be 
translated into IT requirements. While Schaar [5] has 6 
principles, which are missing important principle such as 
accountability. Standards such as ISO 29100 introduced 11 
principles, that are detailed and overlapped with GDPR and 
other privacy principles. Purpose limitation for example is 
newly introduced in GDPR, while data quality principle was 
introduced by Schaar [5], but ISO 29100 called it accuracy and 
quality. Accountability principle was introduced in ISO29100 
and GDPR. Consent is also another principle was introduced by 
ISO29100, but no one else introduced this principle. In GDPR it 
is considered part of the lawfulness, fairness and transparency. 
GDPR [7] the new EU data protection regulations has 
introduced seven data  protection principles table 1, which will 
be the focus on this research. These principles have to be 
implemented in the systems that process personal data by design 
and by default according to GRPR article 25. All establishments 
who are processing EU Citizens personal data inside and outside 
EU will be subject for compliance. The notation (DPP 1-7) is 
used to refer to these principles in this paper.  

 

Table I. Data Protection Principles 

# Notation Data Protection Principle 

1. DPP1 Lawfulness, fairness and 

transparency 

2. DPP2 Purpose Limitation 

3. DPP3 Data Minimization 

4. DPP4 Storage Limitation 

5. DPP5 Integrity and Confidentiality 

6. DPP6 Accuracy 

7. DPP7 Accountability 

 

C. Approaches to privacy by design  implementation 

 
Privacy implementation approaches can be divided into two, 

management and process approach and engineering and 
technology approach. In Fig. 1, previous researches grouped 
based on patterns and approaches.  

 

Figure 1. Privacy by design implementation approaches 

 

D. Approaches to privacy impact assessment (PIA) and 

related approaches 

Wright defined that Privacy Impact Assessment (PIA) is “a 
form of risk assessment, an integral part of risk management” 
[8], while Wadhwa [9] viewed the PIA as a privacy management 
tool. These definitions can be implied that the PIA can manage 
the risk concerning the privacy and include a similar process to 
the risk management. Moreover, CNIL defined a privacy risk 
given the processing of personal data that has impacts on the 
privacy of data subjects and also stated that another aspect of the 
PIA is to determine suitable measures that complied with the 
legal requirements [10].  

The development of PIA went back since 1996 when the US 
Internal Revenue Service issued its IRS PIA, endorsed by the 
Federal Chief Information Officers Council [10]. Throughout 
the years, public sectors concerning information and privacy 
commissioner from various countries like Hong Kong, Canada, 
New Zealand and Austria has released their version of PIA to 
suit each need. Then, in December 2007, the Information 
Commissioner’s Office (ICO)’s PIA Handbook was released 
and is considered the first PIA Handbook in Europe. After that, 
in 2008, the International Organization for Standardization 
(ISO) published the PIA 22307:2008 standard. In the following 
year, the European Commission (EC) issued a recommendation 
on the implementation of privacy and data protection principles 
for RFID application which was endorsed by Article 29 [11] and 
later became EC’s PIA framework for RFID in February 2011. 
Also, there are similar tools such as Data Protection Impact 
Assessment (DPIA) which was introduced by the European 
Commission as an evaluation and decision-making tool.  

E. Challenges of privacy by design 

Privacy by design is a new topic, with divergent views on 
both the principles and the approaches. There is no 
comprehensive framework that covers all aspects of privacy and 
risk-based approach. The lack of framework might be attributed 
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to the controversial topic of privacy and no consensus on the 
privacy principles. As a result, there are different views on how 
privacy can be realised in organizations in general and in IT 
systems. At the same time, few case studies represent privacy 
implementation in IT systems. In conclusion, no established 
comprehensive risk-based standards or framework covers legal, 
technical and organisational requirements. 

III. METHOD 

Since there is no comprehensive framework for translating 
GDPR into system requirements, the focus is on develop a new 
framework and evaluate it through application. This research 
work follows a design science methodology to build the artefact 
(here, the framework) and use a case study to evaluate and 
improve the artefact. Both interviews and literature review were 
used in parallel to explicate problem and define the requirements 
of the artefact. There was a total of five interviews conducted 
with both management teams from an IT security company and 
members from start-up company who is developing a system 
that processes the sensitive personal data based on artificial 
intelligence.  

In the first interview, together with the management team, 
the researchers concluded that the lack of knowledge to interpret 
the GDPR into clear technical requirements was the most 
pressing problem. The CEO of the start-up company attended 
the second interview, resulting in that all respondents agreed on 
the need to development a versatile and flexible framework with 
the goal to guide businesses to identify the needed organisational 
and technical information- and cybersecurity measures, 
resulting in privacy by design, for an IT system. The researchers 
used creative methods to collect and select ideas using 
perspectives as ‘how the framework should be built’ and ‘how 
the developed framework will be used in the research work’. The 
researchers developed the framework by identifying GDPR 
requirements, data protection risks and cybersecurity measures 
(security controls), map them with data protection principles, 
and finally by identifying existing approaches and security 
requirements as well as identifying other important factors.   

The rest of the interviews were conducted while applying the 
developed framework through the case study, to form a basis for 
the evaluation. The researchers analyzed the system of the start-
up company and their business context to select an initial set of 
appropriate security measures, then assessed the system to 
define the data protection requirements. Upon applying the 
framework to the case study, the researchers learned about the 
necessity to improve the framework and synthesised the new 
findings to create an improved aand refined version of the 
suggested framework (as presented in conclusions). 

IV. RESULTS 

A. Construction of a framework 

The data protection principles (DPP1-7 in Table 1), 
identified through the literature review, forms the basis for the 
results since these principles represent what is to be achieved by 
any privacy efforts. In addition, these principles are referred to 
from the European GDPR regulation, and thus forms part of 
legal requirements in many jurisdictions. The literature review 
also revealed other approaches to privacy, privacy impact 
assessment and privacy risk identification that proved useful. 

Even though the set of potential privacy measures 
(organizational and technical) that can be applied is almost 
unlimited, a limited number of such measures – the most 
commonly used – were listed and subsequently mapped back to 
the seven data protection principles. The mapping answers the 
question, “What privacy measures can help satisfy which the 
data protection principle DPPX?”. 

Which privacy measures are suitable in each situation 
depends on many other internal (systems-related) and external 
(outside of the system) factors. GDPR mentions seven factors 
which were supplemented with four factors from other sources.  

In total, this forms the basis for the suggested framework 
presented here (see figure 2). This framework is the improved 
and refined version after the evaluation (see method chapter for 
evaluation details). 

B. The APSIDAL framework 

 

Figure 2: Framework for Privacy by Design, APSIDAL 

V.  CONCLUSIONS 

     By applying the suggested APSIDAL framework, businesses 
and other organizations can take an important step towards 
complying with the principle of privacy be design as required in 
an increasing number of jurisdictions. The framework shows 
step-by-step activities that needs to be carried out, tied to the 
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three main identified phases (preparation, assessment and 
implementation phase). 

     For those needing more specific guidance, appendix 1 shows 
the identified organizational and technical data protection and 
security measures found potentially valuable, tied to each of the 
seven data protection principles (see Appendix 1).  
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A. DPP1 Lawfulness, fairness and transparency 

 

 
 

B. DPP2 Purpose limitation 
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C. DPP3 Data Minimization 

 

 
 

D. DPP4 Accuracy 

 
 

E. DPP5 Storage Limitation 

 

 
 

F. DPP6 Confidentiality and Integrity 
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Abstract—  The volume of malware detected annually is increasing 

exponentially, and malware programs are written in such a way 

that they can often escape detection tools. Some are can even 

modify themselves and alter their appearance for each infection. 

Thus, for malware detection, it is important to analyze malware 

behavior, and application programming interface (API) call 

sequences and operational code (opcode) sequences usefully reflect 

the behavior of malware. Moreover, a hidden Markov model 

(HMM) is a robust learning model for malware detection. In this 

work, we therefore compared API call sequences and opcode 

sequences using the HMM learning model. The results showed that 

learning in API call sequences is more accurate than that of opcode 

sequences. We conclude that API call sequences are therefore 

better for malware detection.  

 

Keywords—malware, HMM, API call sequences, opcode 

sequences   

I. INTRODUCTION 

Malware is software developed for malicious intent [1]. It 
can steal sensitive data from a computer or infect files one after 
another, spreading the infection throughout the computer. 
Malware needs to be caught and removed from the infected 
computer promptly to avoid the leakage of sensitive data or any 
other malicious activity in the computer. Malware programs can 
be classified into viruses, worms, Trojans, spywares, adware and 
Rootkits [2].  

Malicious codes are currently written in such a way that they 
can escape detection tools. Some malicious codes have the 
ability to modify themselves and alter their appearance for each 
infection. This is called the obfuscation technique [3].  

To successfully detect malicious code, it is important to 
analyze the code’s behavior and its effects on the system 
promptly using a process called malicious code analysis. 
Complete removal of the malicious code from the infected 
machine requires not only the deletion of malicious software but 
also the removal of associated processes, services, and registry 
entries. To accomplish this, it is necessary to understand the 
behavior of malicious code. Several detection techniques that 
analyze malicious code behavior have therefore been proposed 
[4]. 

There is a substantial research field now focusing on 
studying the working behavior of malware to determine the most 
effective analytical techniques. Recent studies have shown that 

application programming interface (API) call sequences and 
operational code (opcode) sequences reflect malware behavior.  

A. API/system calls  

An API (Application Programming Interface) refers to a set 
of instructions used to program software applications [5]. The 
core of an operating system usually contains a comprehensive 
API (called OS API or system calls) used by the programmers 
to request system resources as well as carry out a range of core 
functionalities. The system calls of a malware program reflect 
its high-level functionality and can be used to understand its 
overall behavior [5]. System call analysis is therefore an 
effective method of malware analysis [5].  

 

B. Operational Code (Opcode) sequences 

An operational code (Opcode) “is the portion of a machine 
language instruction that specifies what operation to be 
performed by the CPU” [5]. A machine language instruction 
refers to an instruction in binary or hexadecimal code that can 
be executed directly on a CPU. Examples of such operations 
include addition, logical comparison, instruction control, and so 
on. Some machine language instructions only contain Opcode, 
while others contain one or more operands.  

The complete set of machine language instructions for a 
software program comprises a sequence of Opcodes. The 
frequency and sequence of the Opcodes can be effectively used 
to analyze the behavior of a malware program [5]. 

 

C. Problem statement 

Like any other program, malware needs to perform actions 
to accomplish its objectives. These actions enable us to 
distinguish normal from malicious behavior. In this work, 
malicious behavior between API and opcode sets will be studied 
and compared using an HMM learning model. The main 
contribution of this work will be to compare malware analyses 
using dynamically extracted API sequences with a statically 
extracted opcode.  
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II.   RELATED WORK 

A. API call Sequences 

Iwamoto et al. [6] proposed an automatic method of malware 
classification. Their method used a large sample of 4684 
unpacked malware programs After disassembling the sample 
malware, the authors analyzed their control flow to develop 
graphs of their function calls. Following this process, API 
sequence graphs were developed by extracting specific pairs of 
API calls. The similarity between the malware programs was 
then calculated by comparing API sequences using Dias 
Coefficient [6]. A hierarchical cluster analysis was then used to 
visually identify malware with similar features. During their 
experiment, the authors observed that the automatic 
“hierarchical cluster analysis” was conducted quickly and 
resulted in a significant number of clusters of the variants. The 
similarity between samples within the cluster was high -- 0.8 or 
greater. This work indicates that API call sequences can be 
effectively utilized as features of malware behavior in malware 
detection techniques. 

     Uppal et al. [7] presented a novel malware identification 
approach based on API call sequences. In their work, the authors 
used an odds ratio as a feature selection method. They then 
applied a support vector machine (SVM) algorithm to classify 
the suspect program as either benign or malware. This approach 
captures API calls by tracking the execution of the suspect 
program. Following API sequence extraction, the authors 
selected distinct API sequences in two steps: first, they 
generated the call grams; second, they calculated the odds ratio 
of each gram and generated the feature vector. Various machine-
learning algorithms, such as Naïve Bayes, SVM, Decision Tree, 
and Random Forest, were then applied to construct the proposed 
model for classification. The SVM was the most accurate of all 
the algorithms. This work also concludes that API call sequences 
can be effectively used in behavior-based malware detection.   

A. Opcode sequences  

Moskovitch et al. [9] proposed the use of n-grams of opcode  
to detect malware. The opcodes were generated by 
disassembling the executable files. Using opcode n-gram 
features, they trained several classifiers including decision trees, 
SVM, Naïve Bayes, KNN, and similarity based classifiers. They 
implemented the proposed method on 30,000 files and the 
results yielded an accuracy greater than 99%. They found that 
the best algorithms were decision tree (J48), KNN and SVM. 
Overall, J48 performed the most effectively.  The authors 
concluded that opcodes can be successfully used to detect 
malware.   

Santos et al. [10] proposed a novel algorithm to detect 
variants of known malware. They evaluated the similarity 
measure for each malware and its set variant using frequency 
opcode sequences. Additionally, they also evaluated the 
similarity of the suspect software to the entire dataset of benign 
files.  

The authors in [11] aimed to overcome the limitations of 
static malware analysis by proposing a two-phase framework. 
The first phase analyzes the dynamic behavior of the malware 
and the second phase classifies malware behavior based on the 
outcome of the dynamic behavior analysis. This analysis was 

performed in two steps: runtime analysis and resource 
monitoring. The malware behavior of each sample was then 
classified using artificial intelligence (AI) techniques. The 
proposed framework produced favorable results in terms of 
malware detection.  

B.  The Hidden Markov Model as a malware detection 

technique  

Priyadarshi et al. [12] developed a “code emulator” to run 
the malware in an emulated environment. The code emulator 
comprises five major components: CPU emulation, memory, 
hardware, operating system, and the emulation controller and 
analyzer. The code emulator can remove the instructions that 
were inserted using code obfuscation techniques. Once the 
metamorphic virus is morphed by the code emulator, HMM can 
successfully distinguish between viruses and normal files.  

The authors in [13] also used an HMM-based classification 
method to detect malware belonging to a metamorphic family. 
In the first step, they used two statistical parameters “normalized 
term frequency” and “term frequency-inverse document 
frequency” to eliminate unnecessary files. They then trained 
HMM with n-grams of opcode sequences extracted from 
different viruses’ codes. For each group of viruses, a separate 
HMM was trained. They calculated the probabilities of 
observing n-gram sequences of a given code and compared them 
with the trained sequences.  

 

III. RESEARCH METHODOLOGY 

A Hidden Markov model (HMM) is a machine learning 
technique that acts as a state machine. A Hidden Markov model 
has states, and known probabilities of the state transitions are 
termed a Markov model [14]. A Markov model has states that 
are visible to the observer. In contrast, a hidden Markov model 
(HMM) has states that are not directly observable [15]. 

Each state is associated with a probability distribution for 
viewing a set of observation symbols. The transition between the 
states has fixed probabilities. 

In general, HMM is used for statistical pattern analysis 
although it is also used in speech recognition [15] and malicious 
code detection [15,16].  

To train an HMM, we used the observation sequences to 
represent a set of data [14]. We then matched an observation 
sequence against a trained HMM to determine the probability of 
seeing such a sequence. If the probability is high, the observation 
sequence is similar to the training sequences.  

As mentioned in [17], the notations used in the hidden 
Markov models are as follows (see Fig. 1): 

T = length of the observation sequence 

N = number of states in the model 

M = number of distinct observation symbols 

Q = distinct states of the Markov Model 

V = set of possible observations 

A = state transition probability matrix 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 106



B = observation probability matrix 

π = initial state distribution 

O = observation sequence 

 

 

 

 

 

 

 

 

Figure 1. Hidden Markov Model Notations [17] 

A hidden Markov model is defined by the matrices A, B and 
π. An HMM is thus denoted as λ = (A, B, π)  

The following three problems can be solved efficiently using 
HMM algorithms[17]: 

Problem 1: Given a model λ = (A, B, π) and an observation 
sequence O, we need to find P(O|λ), an observation sequence 
that can be scored to see how well it fits a given model 

Problem 2: Given a model λ = (A, B, π) and an observation 
sequence O, we can determine an optimal state sequence for the 
Markov model. This is the most likely hidden state sequence that 
can be uncovered. 

Problem 3: Given O, N and M, we can find a model λ that 
maximizes the probability of O. This involves training a model 
to optimally fit an observation sequence. 

These three problems can be efficiently solved using the 
following three algorithms: 

The Forward algorithm. 

The Backward algorithm. 

The Baum-Welch re-estimation algorithm. 

The forward algorithm is used to calculate the probability of 
being in a state qi at time t given an observation sequence O [17]. 
The forward algorithm, or α pass, 

determines P(O| λ) . The algorithm can be stated as follows.  

For t = 0, 1,……., T-1 and i = 0; 1,…..,N -1. 

αt(i)=P(O0,O1,…..Ot,xt=qi| λ) 

The probability of the partial observation sequence up until 
time t is αt(i). Using the forward algorithm, P(O| λ) can be 
computed as follows:  

 Let α0(i) = αi bi(O0), for i = 0, 1,……..,N-1 

For t = 1,2,………, T-1 and i = 0; 1,……,N -1 compute 

αt (i) = ∑ αt−1 

n−1

j=1

(j)aij )bi  (Ot) 

Then, P(O| λ)= ∑ αt−1 n−1
j=0 (𝑖)  

The backward algorithm helps determine the most likely 
optimal state sequence. This algorithm can be stated as follows 
[17]: 

For t = 0, 1,……, T-1 and i = 0, 1,…..,N-1 define 

β(i) = P(Ot+1,Ot+2,……,OT-1, xt = qi, λ) 

 βt(i) can then be calculated using the following steps: 

Let βT-1(i) = 1, for i = 0; 1,……..,N -1 

For t = T -2; T- 3,…..,0 and i = 0; 1,…..,N -1, compute: 

𝛽𝑡(𝑖) = ∑ 𝑎𝑖𝑗   𝑏𝑗 

𝑛−1

𝑗=1

(𝑂𝑡+1)𝛽𝑡+1(𝑗) 

For t = 0, 1,……,T-2 and i = 0,1,…..,N -1, define: 

𝛾𝑡 (𝑖) = 𝑃(𝑥𝑡= 𝑞𝑖|𝑂, 𝑋) 

The relevant probability up until time t is given by: 

𝛾𝑡 (𝑖) =
𝛼𝑡(𝑖)𝛽𝑡(𝑖)

𝑃(𝑂|𝑋)
 

The most likely state at any time t is the state at which 𝛾𝑡 (𝑖) 
is at a maximum. 

 The Baum-Welch algorithm helps to iteratively re-estimate 
the parameters A, B, and π [21]. It provides an efficient way to 
best fit the observations. The number of states N and number of 
unique observation symbols M are constant. However, other 
parameters such as A, B and π change in line with the row 
stochastic condition [17]. This process of re-estimating the 
model can be explained as follows [17]: 

Initialize λ = (A, B, π) with an appropriate guess or random 
values. For example: 

π = 1/N, Aij = 1/N, Bij = 1/M. 

Compute αt(i), βt(i), 𝛾𝑡 (i) and 𝛾𝑡 (i, j) where 𝛾𝑡 (I, j) is a di-
gamma. The digammas can be defined as: 

𝛾𝑡 (𝑖) = 𝛼𝑡 𝑎𝑖𝑗 𝑏𝑗(
𝑂𝑡+1)𝛽𝑡+1 (𝑗)

𝑃(𝑂|λ)
) 

𝛾𝑡 (i) and 𝛾𝑡  (i, j) are related by: 

𝛾𝑡 (𝑖) = (𝑥 + 𝑎)𝑛 = ∑ 𝛾𝑡  (𝑖. 𝑗)

𝑛−1

𝑗=0

 

Re-estimate model parameters as follows:  

For i = 0, 1,……,N -1, let: 

𝜋𝑖=𝛾0 (𝑖) 

For i = 0, 1,……,N -1 and j = 0, 1,…..,N -1, compute:  

𝑎𝑖𝑗=  ∑ 𝛾𝑡  (𝑖, 𝑗)

𝑇−2

𝑡=0

  / ∑ 𝛾𝑡  (𝑖)

𝑇−2

𝑡=0

 

For j = 0, 1,…..,N- 1 and k = 0, 1,……,M - 1, compute: 
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𝑏𝑗(𝑘) = ∑ 𝛾𝑡  (𝑗)𝑡∈{0,1,…,𝑇−2}
𝑂𝑡=𝑘

 / ∑ 𝛾𝑡  (𝑖)𝑇−2
𝑡=0  

If P(O| λ) increases, proceed to step 3. 

A.  Research method 

The datasets are initially prepared for the HMM process. 
Once the HMM accesses the dataset records, it starts to build 
learning objects for each record in the dataset. Each learning 
object will be related to a class that possesses an average 
probability from the contained objects (each object contains 
information about its learned data). The probability for each 
object derives from the learning chain equations in the HMM, 
which tries to connect objects to one another. Learning classes 
are connected to each other at the top level, while at lower levels 
a learning object from a class may be connected to learning 
objects in other classes.   

In our research, we trained an HMM using the observation 
sequences (API call sequences and Opcodes sequences) to 
represent a set of data. We matched an observation sequence 
against a trained HMM to determine the probability of observing 
such a sequence (score). If the probability (score) was high, the 
observation sequence was similar to the training sequences; if it 
was not high, the sequences were different. The HMM learning 
process is illustrated in the following chart: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Flowchart for HMM learning process 

 

 

 

 

As Fig. 2 shows, the datasets are initially dealt with by 
preparing them for the HMM process. Once the HMM accesses 
the dataset records, it will start to build learning objects for each 
record in the dataset. Each object will be related to a chain that 
possesses within itself an average probability from the contained 
objects (each object contains information about its learned data). 
The likelihood probability (score) for each object derives from 
the learning chain equations in the HMM, which tries to connect 
objects to one another. Meanwhile, learning chains are 
connected to each other on the top level, while on the level below 
a learning object from one chain might be connected to its 
counterparts in other chains.  

Upon completion of the HMM process, the code extracts a 
learning model based on its accuracy. 

B. Dataset extraction and preparation   

The structure of the adopted dataset aims to reflect malware 
behaviour  in two ways; the first is based on process Opcode 
sequences [15] , while the second is based on API call sequences 
[18]. The authors of [18] dynamically analysed approximately 
23,000 instances of malware and extracted the API call 
sequences, as well as obtaining the Opcodes sequences from 
[15]. Conversely, the authors of [15] statistically analysed 8,000 
malware programs to extract Opcode sequences (more 
information about each dataset can be found in the  references 
for this research) [15][18]. In our project, we chose common 
malware in both datasets (6,900 malware items) to equalize the 
size of datasets between the experiment based on API call 
sequences and the experiment based on Opcode sequences, and 
then used these in our experiment. Each dataset contained 
several records so that we could train our model accordingly.  

C.  Experiment Environment  

In our project, we used MATLAB R2013a for programming. 
MATLAB has the ability to operationalise complex 
mathematical expressions. Researchers have often utilised it for 
prototyping new machine learning algorithms. Additionally, it 
also reduces the effort and time required for research and 
development [19].  

 MATLAB also has many toolboxes for machine learning 
models and algorithms, such as the genetic algorithm and K-
means classifier. It is also useful for representing and working 
with matrices [19].  

In our experiment, we used 6,900 malware programs to build 
an HMM model; 70% were used to learn the model and 30% to 
test it.  

IV. RESULTS AND DISCUSSION  

To present an example for the HMM learning log value 
called score, we show the learning behavior for the first six 
learning objects in each dataset. These are presented in Fig. 8 
and Fig. 9. To simplify the learning process for clarity, each line 
displays the learning behavior from time 0 until the top level of 
learning is reached. The increasing level of the line means that 
this object is still learning and constructing a probability value 
for objects or called score; however, once this line becomes 

Start 

HMM Learning 

Parameters 

Initialization  

HMM Learning 

Evaluation  

HMM Learning 

Process  

Create Learning 

Objects from Dataset 

Create relations 

between objects 

End 
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smooth, it means that the learning process has stopped and there 
is no learning score above this line. 

 

 

Figure 3. First six learning objects’ log score behaviour in HMM for the 
opcode dataset 

 

 

Figure 4. First six learning objects’ log score behaviour in HMM for the API 

dataset 

 
In Fig. 5, the accuracy of the learning process for the API 

dataset and the Opcode sequences dataset is compared. In 
HMM, the accuracy of the learning process is represented by a 
log value which, according to HMM documentation, represents 
the value of observation probability (the same as the accuracy of 
the chains collaboration). After a training model is built using 
the Baum Welch algorithm, each object in the learning model 
has a probability value. The probability for each set of objects 
(scores) stems from the learning chains equations in HMM.  

The learning process involves trying to connect objects to 
one another. To compare both datasets, we used the average 
value of probability values or scores for all sequences in each 
dataset. Each one of these datasets was trained within the HMM 
to provide a learning model. Hence, this learning model will be 
used to evaluate whether a software program is a form of 
malware. Optimal accuracy in the results was based on the 
average accuracy value of the learning objects during the 
learning process. Thus, the training accuracy in the first test for 
the Opcode dataset was 1.4556; for the API dataset, the accuracy 
was 1.5365, higher than that of the Opcode dataset.  

 

 

Figure 5. Accuracy of HMM training for API and Opcode data 

V.  EVALUATION 

The evaluation process compares the learning accuracy of 
the HMM for both the API and opcode datasets. Ten tests were 
carried out to determine the average accuracy. The accuracy 
values are presented in the following table.  

TABLE 1: HMM LEARNING ACCURACY FOR API AND OPCODE DATASETS 

 

#test API Opcode 

1 1.3 1.1 

2 1.4 1.49 

3 1.1 1.4 

4 1.3 1.2 
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#test API Opcode 

5 1.4 1.2 

6 1.2 1.24 

7 0.9 1.05 

8 1.48 0.97 

9 1.3 0.8 

10 1.4 1.2 

 

As shown in Table 1, in the first phase of evaluation the API 
score was 1.278 out of 1.5 (learning rate; we simplified the 
absolute error to obtain a value from 0 to 1.5 for each learning 
iteration); the opcode score, on the other hand, was 1.165 from 
1.5. Thus, API yielded the best results in the HMM learning 
process due to the composite structure of the opcode data 
records.  

 Smoothing of the records in the API dataset, rather than the 
opcodes dataset, occurred because the structure of API call 
sequences is readable compared to the Opcode sequences dataset 
records. This led to the superior result in the API dataset. 
Therefore, the API call sequence reflects the behavior of 
malware better than Opcode, and contains better sequence 
representation. 

VI. CONCLUSION 

Malware has become a major threat to computers and 
information systems. In response, malware developers use 
obfuscation techniques to generate malware with the ability to 
escape anti-malware systems. Recent research has focused on 
how to detect malware based on its behavior. In this work, we 
studied API call sequences and opcode sequences, known to 
reflect malware behavior, and compared their ability to detect 
malware based on a hidden Markov learning model. The results 
from this work show that, based on the HMM, API call 
sequences are more accurate for detecting malware. In future 
work, we intend to classify malware based on hidden Markov 
learning using machine-learning algorithms.  
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Abstract—Android is one of the most popular smartphone 

operating systems. This makes it one of the default targets for 

malicious cyber-attacks. Android’s Play Store is not very 

restrictive which makes installing malicious apps easy. Botnets are 

amongst the most dangerous hacking approaches that are used 

nowadays on the internet. It is common for botnet developers to 

target smartphone users to install their malicious tools and target 

a larger number of devices. This is often done to gain access to 

sensitive data such as credit card details, or to cause damage to 

individual hosts or organisation resources by executing denial of 

service attacks. In this paper, we propose an approach to identify 

botnet Android mobile apps by means of source code mining. We 

analyse the source code via reverse engineering and data mining 

techniques for several examples of malicious and non-malicious 

apps. We use two approaches to build datasets. In the first, we 

perform text mining on the source code and construct several 

datasets and in the second we build one dataset by extracting 

source code metrics using an open-source tool. After building the 

datasets, we run several classification algorithms and assess their 

performance. Initial results show a high level of accuracy. 
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Analysis; Source Code Mining;  Android App; Reverse Engineering; 
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I. INTRODUCTION

Android is a very popular operating system that is now 
growing amongst smartphone users. This operating system is 
open source and user-friendly. Also, it is relatively easy to write 
Java applications that run smoothly on it. With the huge number 
of existing Java apps, it becomes difficult to know whether a new 
app is safe to use. To overcome this issue, amongst other 
challenges, it would be useful to automate the process of 
checking how safe a new app is (i.e. to use the smartphone itself 
to predict whether or not an app is safe). 

In this paper, we attempt to solve this problem by 
automatically reverse engineering Android apps, obtaining their 
Java source code and using the source code to make predictions. 
We achieve this by using data mining techniques to analyse the 
Java source code of these apps and try to predict whether a given 
app is botnet or not. Observe that these apps come as Android 
Application Package (APK) files. 

We have gathered a collection of botnet apps (obtained from 
the ISCX data-set [3], [4]) and safe, or normal, apps. We have 
used Dex2jar[10] to reverse engineer these android apps and 

convert them into Java source code. We had a collection of 21 
apps (9 botnets and 12 safe) and used them to create datasets 
suitable for data mining. In our datasets, each app is an instance 
(i.e. example). We extracted several attributes (i.e. features) for 
each app from its Java source code, and our class variable is 
either botnet (positive) or not (negative). After building several 
datasets, we used them to run several classifiers and evaluate 
their performance. 

To the best of our knowledge, we have not seen any work to 
identify Android botnet apps by directly mining their source 
code. Therefore, our contributions can be summarised as 
follows: Our approach uses data mining techniques to analyse 
the Java source code in two ways. In the first method, we treat 
the Java source code as if it was normal text by using Natural 
Language Processing (NLP) methods[17]. And in the second 
approach, we extract several statistical measures from the source 
code and use these metrics as attributes. Our approach can be 
considered static as we do not require the execution of the 
Android app itself. Our idea is that as soon as an Android app is 
downloaded, it is reverse engineered and its Java source code is 
obtained and used to predict whether this app is safe or 
malicious. It is noteworthy that the advantage here is being “pro-
active”. In other words, we attempt to identify danger before it 
occurs. 

Another point we would like to state is that our work can be 
considered behaviour-based instead of signature-based. We 
believe that using signature-based methods have the general 
disadvantage of relying on other people to report whether a 
certain app is malicious (signature-based methods work by 
comparing signatures, or hashes, of files or file contents on a 
system to a list of known malicious files). 

The remainder of this paper is organised as follows: Section 
2 summarises related work and existing approaches. Section 3 
provides a brief overview of botnets and Section 4 explains in 
detail how we constructed our datasets. The 5th Section has a 
short description of the algorithms we have used. Sections 6 and 
7 have our experimental results and discussion and conclusions 
respectively. The paper finishes with our planned future work in 
Section 8. 

II. RELATED WORK

Many approaches for botnet detection have been reported in 
the literature. Zhao et al. [23] introduced an approach that is 
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based on the analysis of network traffic. They extract a set of 
features (i.e. attributes) from traffic chunks and then use 
machine learning algorithms to identify whether the traffic is 
malicious or not. Other works include BotMiner [20] and 
BotHunter [21]. 

As our work is focused on botnet detection on the Android 
operating system, we will summarise the key existing 
approaches in the remainder of this section. 

An interesting approach is DENDROID [6]. In this work, 
malware Android apps were grouped into families by analysing 
their source code. A similarity measure was used to taxonomise 
apps and create a phylogenetic-tree like structure. 

One approach to detect malicious Android apps was the work 
of Sheen et al. [2]. In this work, features such as the API calls 
and permission requests that an APK file makes are used in 
separate datasets and an ensemble of classifiers (collaborative 
decision fusion) was used to perform predictions. Another 
approach that is related to permissions is that of Wei et al. [7]. 
In their work, they use techniques from the text mining domain 
to analyse the relationship between permission requests that an 
Android app makes and its textual description. Singh et al. [5] 
stated that the use of permission mechanism is not effective in 
general. 

Several approaches use static or dynamic analysis 
techniques. In static analysis, attempts are made to detect 
malicious activities without the need to execute the Android 
apps. The main idea is to model how the Android apps work by 
constructing and analyse some graphical models. An example of 
this type is the recent work of Junaid et al. [1]. They presented 
an approach to detect malicious behaviour in Android apps using 
models of their life cycles. Reverse engineering was used in this 
approach to construct a life cycle model for each Android app. 
After that, possible event sequences are derived from these 
models and used in attack detection. They developed a system 
called Dexteroid to identify SMS (Short Message Service) when 
they are sent to costly numbers as well as whether sensitive data 
is being leaked. Other examples include the work carried by 
Gordon et al. [22] who built a tool called DroidSafe, Feng et al. 
[27], Arzt et al. [24] who built a tool called FlowDroid and Yang 
and Yang [25] who developed a tool called LeakMiner. On the 
other hand, approaches that employ dynamic analysis try to 
execute the Android apps to perform specific tasks and use the 
resulting data to detect malicious attacks. Some recent examples 
are the works of Bai et al. [26], Zhang et al. [27] and Yan and 
Yin [28]. 

Singh et al. [5] proposed a method that is based on the 
analysis of manifest files to identify malicious behaviour. 
Additionally, Chen et al. [29] proposed an approach to build data 
flow models from the reverse engineered source code of Android 
apps. Their method tries to build data flow models by detecting 
where data enters an application and how this data moves 
through it. In other words, they build trees of classes, methods 
and variables and use these trees to identify malicious code. 

III. BOTNET OVERVIEW 

Botnets are groups of networked computers which carry out 
certain malicious activities such as stealing confidential 
information such as login credentials or credit card details, send 

spam emails or perform DDoS attacks [13]. These computers are 
compromised and controlled remotely by a botmaster [11]. 

 

Figure I: Anatomy of a Bot Attack 

Usually, there is a botmaster and botnet clients (i.e. victims). 
The botmaster is the attacker, or ontroller, of the botnet [11] 
(most likely the developer of the botnet malware). A bot client, 
or host, is the victim host which is exploited and remotely 
controlled by the botmaster. The botmaster is often known as the 
server Command & Control (C&C) as it sends commands and 
instructions to the botnet clients to carry out malicious tasks. 

Botnets follow a systematic way to launch attacks. As we 
show in Fig. I, the first step is for the Botmaster to infect a victim 
with a Bot. As we have mentioned previously, there are several 
ways to infect a victim. Observe that the number of infected 
victims can be very large and, therefore, the attacker can have an 
army of Bots under his, or her, control. After the victims are 
infected, they connect to the C&C server and wait for 
instructions. This connection can be established using one of the 
known protocols such as HTTP or IRC. Then, the C&C server 
sends its commands to the victims which in turn execute the 
commands and report back the results to the C&C. 

IV. DATASET FORMATION AND  FEATURE EXTRACTION 

To obtain the Java source code of the Android apps, we 
reverse engineered them. As the APK files are compressed files, 
we renamed them to .zip and then unzipped them which resulted 
in .dex files [8]. After that, we used the Dex2jar [10] tool to 
convert the “dex” files into Java “jar” files. As now we have Java 
jar files, we used the Java decompiler “JD-GUI” [9] to 
regenerate the Java source code of the APK apps. The entire 
process is illustrated in Fig. II. We made sure that the normal (or 
not botnet) apps were network applications. We provide a list of 
the apps we have used in Table I. 

TABLE I.  A LIST OF THE APPS WE HAVE USED 

Botnet Apps Not Botnet Apps 

Anserverbot AndroIRC 

Bmaster SimpleIRC 

DroidDream Kik 

Geinimi LOVOO 

Nickyspy Line 

PJapps WhatsApp 

Pletor Hi5 
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Zitmo SKOUT 

Rootsmart Viber 

 Messenger 

 WeChat 

 SnapChat 

 

To be able to predict whether a given app is BotNet or Not, 
we need to build predictive models. For this purpose, we used 
the WEKA [31] open source machine learning platform (version 
3.6.13). We prepared our datasets as follows: 

 

Figure II. APK File Reverse Engineering 

A. Text-Mining Approach 

Text mining [5] aims to process textual information, which 
is normally unstructured, and use the resulting structured data to 
build predictive models and, or, to understand the original 
textual information better. The structured data is usually 
obtained by deriving numerical summaries about the documents 
based on the words they contain. 

To be able to use the Java source code we obtained to 
perform text mining, we concatenated all the Java code of each 
app into one file (which means we now have one Java source 
code file per app) and then we created a dataset that has three 
columns: The app’s name, the apps Java source code and the 
app’s class (botnet or not). 

After that, we applied WEKA’s TextToWordVector filter 
with Term Frequency and Inverse Document Frequency (TF-
IDF) on all the Java code. TF-IDF [17] is a widely used 
transformation in NLP where terms (or words) in a document are 
given importance scores based on the frequency of their 
appearance across documents. We use this idea so that any 
information, such as Java class, method and variable names, or 
words used in comments, are assigned scores. A word is 
important and is assigned a high score if it appears multiple times 

in a document (i.e. Java source code of an app). However, it is 
assigned a low score (meaning it is less important) if it appears 
in several documents (Java code of several apps). 

We used WEKA’s default parameters for this filter except 
for the “number of words to keep”. This parameter is 1000 by 
default, and we changed it to 3000 and 5000. This is because 
some of the apps had a large number of Java classes and lines. 
An example dataset resulting after this process is shown in table 
II. Observe that the features are Weights (w’s) of words that 
result after applying the TF-IDF filter. And the dots “…” mean 
so forth. 

TABLE II.  DATASET RESULTING AFTER APPLYING 

TEXTTOWORDVECTOR AND THEN TF-IDF FILTERS 

App Name W1 W2 … Class (Botnet or not) 

App 1 0.069 0.034 … Yes 

App 2 0 0.018 … No 

… … …. ... … 

App n 0.009 0 … No 

 

B. Source Code Metrics Approach 

In this approach, we aimed to use software metrics as 
characteristics (or features) of the Java source code we obtained. 
For this purpose, we used the tool CodeAnalyzer [30] and we 
were able to obtain several quantitative measures. These include 
statistics such as the total number of files, the total number of 
code lines and the code to comment ratio. An example dataset 
resulting after this process is shown in table III. Observe that 
SCM stands for Source Code Metric. 

TABLE III.  DATASET RESULTING AFTER APPLYING 

TEXTTOWORDVECTOR WITH TF-IDF FILTER 

App Name SCM1 SCM2 SCM m Class (Botnet or not) 

App 1 33921 0.11 … Yes 

App 2 128998 0.21 … No 

… … …. ... … 

App n 45635 0.33 … No 

 

C. Feature Selection 

We applied WEKA’s StringToWordVector with TF-IDF 
filter with a various number of words to keep, the resulting 
datasets had much more features than examples. For example, 
the number of features in dataset W3000 is 4332 (see table IV) 
and the number of examples we have is 21. This means that, in 
this dataset, the number of features is more than 200 times the 
number of examples. Having a large number of features makes 
it practically impossible to interpret models and can cause 
overfitting [19]. Therefore, reducing the number of features can 
help avoid overfitting and build models which are easier to 
interpret and with better predictive performance. Having a 
smaller number of features can also reduce the computational 
time considerably [18]. 

As feature selection tries to identify the most informative 
features and removes the uninformative, irrelevant, noisy or 
unreliable features, we applied WEKA’s SubSetEval feature 
selection algorithm on each of these datasets. 
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The selected features included words such as “lock”, “state” 
and “concurrent” and the removed features included words like 
“audio”, “recycle” and “widget”. Table IV provides a 
description of all our datasets. 

TABLE IV.  A SUMMARY OF THE DATASETS WE HAVE CREATED 

Dataset 

Name 

No of 

Features 

Dataset Description 

Metrics 15 
Resulted after extracting code metrics using 

CodeAnalyzer 

W1000 1332 

Resulted after applying WEKA’s 

StringToWordVector with number of words to 
keep = 1000 

W1000FS 24 
Resulted after applying WEKA’s SubSetEval 

feature selection algorithm to dataset W1000 

W3000 4332 
Resulted after applying WEKA’s 
StringToWordVector with number of words to 

keep = 3000 

W3000FS 85 
Resulted after applying WEKA’s SubSetEval 
feature selection algorithm to dataset W3000 

W5000 7697 

Resulted after applying WEKA’s 

StringToWordVector with number of words to 

keep = 5000 

W5000FS 21 
Resulted after applying WEKA’s SubSetEval 

feature selection algorithm to dataset W5000 

 

V. ALGORITHMS USED IN THIS STUDY 

In this study, we have used the following algorithms in 
WEKA:  

A. NaiveBayes 

The Naive Bayes classifier [14] is based on Bayes theorem 
with independence assumptions between input variables 
(predictors). Suppose x was the input variables and c was the 
class, Bayes theorem introduces a method of calculating the 
posterior probability, P(c|x), from P(c), P(x), and P(x|c). This 
classifier assumes that the effect of the value of an input variable 
(x) on a given class (c) is independent of the values of other input 
variables. This assumption is known as class conditional 
independence. 

B. KNN 

K-Nearest Neighbours (KNN) [15] is an algorithm that 
stores all available examples (i.e. instances) and classifies new 
examples based on a similarity measure (e.g. distance function). 
In more detail, a majority vote of neighbours is used to classify 
new examples. This is achieved by the choosing the most 
common class amongst the K-Nearest neighbours. In our study 
we used five neighbours (K=5). 

C. J48 

J48 is a variation of the well-known C4.5 algorithm which is 
decision tree [12]. The way it works is by building classification 
or regression models in the form of a tree structure. This is done 
by breaking down a dataset into smaller and smaller subsets 
while at the same time an associated decision tree is 
incrementally developed. The final result is a tree with decision 
nodes and leaf nodes. A decision node has two or more branches, 
and a Leaf node represents a classification or decision. 

D. RandomForest 

This algorithm works by building many decision trees at 
training time and using them to vote for the class of a new 

example [16]. To construct each tree, the training data is 
obtained by randomly sampling both the examples and input 
variables (with replacement). 

E. SMO 

This is WEKA’s Support Vector Machine (SVM) [13]. This 

algorithm carries out classification by finding the hyperplane 

that finds the maximum possible margin between two classes. 

VI. EXPERIMENTAL RESULTS 

We have introduced the algorithms we used in Section V. We 

have run each algorithm on each of our datasets. We have used 

10 fold cross-validation to calculate the average classification 

accuracy. It is worth mentioning here that we ran these 

algorithms with their default parameters unless mentioned 

otherwise. Our results are summarised in Table V. 

TABLE V.  A SUMMARY OF OUR RESULTS 

Dataset NB KNN(5) J48 RF SMO 

Metrics 85.71% 80.95% 80.95% 85.71% 80.95% 

W1000 71.43 % 76.19 % 80.95 % 76.19 % 90.47 % 

W1000FS 80.95% 95.24 % 80.95 % 90.47 % 90.48 % 

W3000 85.71 % 95.24 % 66.67 % 80.95 % 95.24 % 

W3000FS 90.48 % 95.24 % 80.95 % 95.24 % 95.23 % 

W5000 76.19 % 95.23 % 85.71 % 85.71 % 90.48 % 

W5000FS 90.47 % 95.24 % 95.23 % 95.24 % 95.24 % 

VII. DISCUSSION AND CONCLUSIONS 

For each dataset, we display the best performing algorithm 
in bold. As it can be seen, some algorithms perform equally for 
some datasets. The feature values are positive real numbers in 
all of these datasets. For the metrics dataset, the number of 
features is less than the number of examples. As for the other 
datasets, some of them had much more features than examples 
as can be calculated using the No of Features column in table 
IV. 

We have talked about the disadvantage of having much more 
features than examples in Section 4 and our experimental results 
support what we discussed there. It is clear from the table that 
the performance improves significantly after applying feature 
selection. This case is true regardless of the number of features 
before applying feature selection (recall we used several values 
for the number of words to keep parameter when we applied 
TextToWord filter). 

By analysing the experimental results further, we can make 
an interesting observation. That is, the performance of the 
Decision Tree (J48) algorithm is always the worst regardless of 
the dataset. 

Another observation is that the k-Nearest Neighbour 
algorithm (with five neighbours in our case) seems to be the best 
performing algorithm in general. 

Some might suggest that code obfuscation might be used to 
evade detection. We would like to clarify that this is exactly what 
our method is about. Even if a known Botnet app uses such 
techniques, we just need to add it to our training data and use it 
in building predictive models. 
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VIII. FUTURE WORK 

A method for the automatic detection of botnet apps was 
introduced in this paper. This method is based on the analysis of 
the Java source code of such apps. It is worth mentioning here 
that our current dataset is small and it more data is needed to 
draw more sound conclusions. It is costly to obtain data and we 
currently only have 21 examples (9 known botnets and 12 
normal apps). However, we plan to extend our dataset soon and 
extend the approach in the near future. Additionally, we intend 
to use more data mining algorithms and techniques. For 
example, we want to use ensemble techniques such as bagging 
and stacking. Another idea we would like to explore is to merge 
the two types of datasets we have created (i.e. the metrics and 
text mining data). This is illustrated in Table VI (where w’s are 
weights resulting after TF-IDF and M’s are metrics as we 
explained in previous sections). After that, we will investigate 
whether we gain any performance improvement. 

TABLE VI.  AN EXAMPLE DATASET RESULTING AFTER MERGING 

TEXT MINING AND METRICS DATASETS 

App Name W1 W2 … M1 M2 … Class 

App 1 1 0 … 33921 0.11 … Yes 

App 2 0 0 … 128998 0.21 … No 

… … … … … … … … 

App n 0 1 … 45635 0.33 … No 
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Abstract - The human factor is a major consideration in 
securing systems. People use an increasingly wide range of 
digital devices such as smartphones, tablets, laptops and smart 
TVs, with each device having a different operating system, 
security configurations and threats. This presents users with an 
unenviable and potentially insurmountable task of securing 
them. This paper presents an analysis of efforts being made in 
providing suitable awareness and education with home users. 
The analysis shows that whilst significant efforts are made, a 
focus upon a “one-fits-all” solution that does not take into 
account individual users – their needs, prior knowledge, 
learning styles and security priorities – results in unnecessary 
information overload and a need to spend an excessive amount 
of time reading web-based content that may have little relevance 
to them specifically. This review indicates that there is a need 
for an approach that can provide the users with bespoke 
awareness information. It is recommended that a holistic 
information security management system for home users can be 
proposed and designed which can provide users with bespoke 
awareness information based on the technologies, applications 
and services that users use in a manner that is acceptable and 
timely. 

I. INTRODUCTION  
The number of the internet users in the world has risen 

from 1 billion in 2005 to 3.17 billion in 2015, and is likely to 
further increase to 5 billion by 2020 [1], [2]. Many people 
around the world use different digital technologies to access 
different online services. For example, the percentage of 
adults who use a computer for online services has increased 
from 67% in 2009 to 81% in 2014 in the UK. Furthermore, 
the number of smartphone users has risen sharply from 28% 
to 61% between 2009-2014 [3].  

Alongside this significant increase in the number of 
Internet users and different platforms, different devices and a 
wide range of online applications and services, a significant 
increase in cyber-related threats have also been experienced 
[4]. A recent Internet Security Threat Report published by 
Symantec [5], shows that 54 zero-day vulnerabilities were 
discovered in 2015, compared to only 23 and 24 
vulnerabilities in 2013 and 2014 respectively. In addition, the 
number of the identities exposed in online breaches was 429 
million in 2015, up 23% on the previous year. Ransomware 
malicious attacks also rose from 269,000 attacks in 2014 to 
362,000 attacks in 2015. The number of the web attacks 
blocked per day increased more than the double in 2015 with 
1.1 million attacks. Users not only have an increasing array of 

technologies and services to protect but against a backdrop of 
an increasing threat landscape that requires them to take this 
seriously. 

Information security awareness and education therefore 
has a key role in ensuring users are informed and educated on 
how to remain secure. Several studies have tried to assess the 
online safety and the information security behavior of home 
users. A study among UK adults highlighted that 55% were 
aware and used a firewall at home, 24% were aware but did 
not use firewall and 20% were not aware of firewall [3].  

The National Cyber Security Alliance and McAfee 
conducted an online safety survey among Internet home users 
in the U.S. The findings of the study showed that 25% of the 
home users never changed their passwords without being 
forced by the service provider and only 15% changed them in 
the last year. In addition, 53% of users use an unsecured 
wireless network to connect to the internet and only 32% used 
a wireless network protected by passwords [6]. Another study 
was conducted to evaluate the security procedures for the 
smartphone users in the U.S. [7], the  results indicated that 
only 34% used PIN for their smartphones, more than the half 
of the respondents (55%) did not configure the PIN code to 
protect their devices. Less than one quarter of the respondents 
(21.6%) installed security software such as antivirus, 
compared with 41% of participants installing gaming 
applications. 

The aforementioned studies analysed the situation of the 
information security awareness in USA and the UK which are 
considered as developed countries. The lack of cyber 
awareness is highly likely to increase among the developing 
nations. A study was conducted to evaluate information 
security awareness for home users in India, 64% of home 
users did not use anti-virus software, 71% were not sure about 
the security settings in the browsers, around 80% had no clue 
about malware, spyware and phishing and personal firewalls 
[8]. 

The above findings from different countries around the 
world indicate that significant gaps in understanding and 
knowledge exist even with the most basic of concepts. These 
leaves users open to a variety of attacks that would 
compromise their systems and information. This paper 
examines the efforts being made, both in real-world 
implementations and within research towards awareness and 
education of users with cyber security. Section 2 provides an 
analysis of online awareness portals, with section 3 presenting 
a critique of the research literature. Section 4 presents a 
comparative analysis alongside technology growth and 
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identifies a number of requirements that future awareness 
systems must consider. 

II. INFO-SEC AWARENESS WEB PORTALS  
Web-based portals are one of the most commonly used 

tools which are available for educating home users on how to 
use technologies in a secure manner. Most notable amongst 
them include: 

• Get Safe Online [9]. • Stay Safe online [10]. 
• Microsoft YouthSpark [11] • Google Safety Centre [12] 
• Norton Family Resources [13] • UK Safer Internet Center [14] 
• Internet Matters [15]. • Childnet International [16] 

Table I presents an analysis of the cyber security 
awareness portals which are available for home users based 
on some criteria such as context awareness, age groups and 
delivery methods.  

TABLE I.  A REVIEW FOR THE CYBER SECURITY PORTALS FOR 
HOME USERS 
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Posters  ü ü      

Separate website ü ü    ü ü ü 

Most of these websites try to deliver the awareness content 
via many methods such as quiz, posters and videos. In 
addition, some of the portals classify and organise the topics 

and the content into several groups based on the age of the 
user such as children, teens and parents. However, there are 
some points which might make these portals less useful and 
productive: 

• The majority of these websites only provide generic 
information without providing a customized awareness 
based on what the users currently need.   

• The portals do not cover most of the technologies, 
devices and online threats related to the home 
environment.   

• Most of the websites provide a long written tips and 
advice which might frustrate the users to interact and 
read the awareness contents. 

• Some of the portals have some usability issues such as 
poor navigation, bad structure and inappropriate colours. 
Microsoft YouthSpark , Norton Family Resources and 
Google Safety are operating and linked under the main 
website of their companies which could make it difficult 
for people to find these portals. 

III. AN ANALYSIS OF THE CURRENT STATE OF THE ART 
With a view to examining the current state of the art, this 

section seeks to explore the academic literature within the 
information security awareness domain. A total of 21 papers 
have been identified and categorised into four domains:  

• General security awareness: (3 papers) 

• Security guidelines and controls (4 papers) 

• Web threat awareness (7 papers)  

• Gamification (7 papers) 

The papers are summarised in Table II. 

A. General Security Awareness 
A theoretical E-Awareness Model (E-AM) was suggested 

by Kritzinger and Von Solms [17] which contains an 
awareness and enforcement component. The awareness topics 
are classified based on the level of the home user knowledge 
which is divided into three levels: novice, intermediate and 
advanced and the users can be evaluated and tested in each 
level. In the enforcement stage: they suggest that the portal 
can be hosted in with regulating services such as information 
services providers (ISP) to ensure that all the users cannot 
access the Internet without accessing E-Awareness portal. 
This type of restricted enforcement might annoy and disturb 
the users’ activity which might lead them to try to bypass the 
portal. In addition, this suggestion which allow the ISPs to 
manage the security awareness could raise some concerns 
regarding some aspects such as additional financial cost, legal 
and privacy issue, technical issues and dealing with multiple 
devices connecting via different ISP. 

Labuschagne & Eloff [18] claimed that many internet 
users use shared resources and computers in some African 
rural areas and they are not aware of online risks and threats. 
Therefore, they decided to use the point of shared devices as a 
positive point and proposed a Shared Public Security 
Awareness (SPSA) system based on a virtualized 
environment. The system tried to enforce the user to answer 
the security awareness questionnaire or to access the 
awareness content before using the internet. The users will be
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TABLE II.  STUDIES PROPOSING INFORMATION SECURITY AWARENESS TOOLS FOR HOME USERS 

 
prevented from accessing only the internet if their level of 
security knowledge is not satisfactory. In addition, the 
proposed awareness contents are not provided based on their 
needs which might be generic and not useful for them. In 
addition, this approach does not have a centralized 
management as it is proposed to work only with shared 
computers on virtual platforms. 

Tolnai & Von Solms [19] proposed an Information 
Security Awareness Portal (ISAP) to be used as an 
educational source to learn about online threats. The 
proposed portal consists of several limited categories such as 
the internet, online transactions, countermeasures. 

B. Security Guideline and Controls 
Caceres & Teshigawara  [20] proposed an approach to 

design a security guideline tool for home users based on 
international standards to help them to understand the online 

threats and allow them to stay protected. The tool succeeded 
in improving the cyber security knowledge of the users about 
some online threats. Nevertheless, the approach requires 
some information which needs to be provided by the users 
such as the symptoms of the threats or the current risk that 
they currently face. Therefore, it might not be useful if the 
user is not aware of the current threat. In addition, the tool is 
designed based on particular security standards which means 
the threat which are not mentioned in the standards will not 
be included in the guideline. 

A web-based risk analysis tool (WEBRA) was proposed 
for home users by Magaya & Clarke [26]. The tool utilised 
the ISO 27002 and NIST SP 800 – 30 standards in order to 
specify assets and the implemented controls. The user online 
behaviour will be evaluated and awareness by answering 18 
questions in different topics such as passwords, backup and 
encryption. In addition, the risk of the missing controls will 

Authors  Awareness 
method Domain  Timeliness   Enforcement  Motivation  Evaluation 

Tolnai & Von Solms (2009) [19] Awareness Portal General Security 
awareness  No No  No  No  

Caceres & Teshigawara ( 2010) [20] Security Guideline 
tool 

Security guideline 
& controls No  No  No   Yes  

Kritzinger and Von Solms (2010) [17] Theoretical model General security 
awareness  Yes  Yes No No 

Sharifi et al. (2011) [22] Web browser 
extension  

Web threats 
awareness Yes Yes No No 

Maurer et al. (2011) [23] Web browser 
extension  

Web threats 
awareness Yes Yes No   Yes   

Arachchilage & Cole (2011) [24] Awareness game Web threats 
awareness No  No  Yes  No  

Labuschagne et al. (2011) [25] Awareness game General Security 
awareness  No  No  Yes  No  

Labuschagne & Eloff  (2012) [18] Security 
Awareness system  

General Security 
awareness No Yes  No  No  

Magaya & Clarke (2012) [26] risk analysis tool Security guideline 
& controls Yes  No  No  Yes  

Jahankhani et al. (2012) [27] Theoretical 
awareness tool  

Web threats 
awareness Yes  Yes  No  No  

Fruth et al. (2013) [28] Awareness game General Security 
awareness No  No  Yes  Yes  

Juhari & Zin (2013) [29] Awareness game General Security 
awareness No  No   Yes  Yes  

Smith et al. (2013) [30] Awareness portal  Web threats 
awareness No  No    No   Yes   

Serrhini & Moussa (2013) [31] Safe browser tool Security guideline 
& controls Yes  Yes No Yes 

Potgieter et al. (2013) [32] Theoretical 
browser extension 

Web threats 
awareness Yes  Yes   No  No  

Cetto et al.( 2014) [33] Awareness game Web threats 
awareness No  No  Yes  No  

Volkamer et al. (2015) [34] Web browser 
extension 

Web threats 
awareness Yes  Yes  No  Yes  

Rani & Goel (2015) [35] Expert tool Security guideline 
& controls No  No  No  No  

Hale et al. (2015) [36] Awareness game Web threats 
awareness Yes   No   Yes  Yes  

Giannakas et al. (2015) [38] Awareness game Web threats 
awareness No  No   Yes  Yes  

Karavaras et al. (2016) [39] Theoretical 
application  

Web threats 
awareness Yes  No  No  No  
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analyzed and prioritized from high to low. As a final stage, 
the tool will provide the users with a recommendation page 
which contains recommendations and links to websites in 
order to help them to implement the missing security controls 
for each device. The tool is very easy to use and does not 
require any prior practical skills. However, the process of 
detecting the controls currently implemented is done in a 
manual way from the user side which could be difficult for 
some novice users. Moreover, the tool does not have the 
ability to check the effectiveness of each implemented 
control. For instance, if the user selects that the password is 
configured, the tool will exclude it from the missing control 
list without identifying the password strength which might be 
weak. 

Serrhini & Moussa [31] claimed that many home users do 
not have an appropriate knowledge in which security features 
should be enabled or disabled in the browsers. Therefore, 
they developed a tool for home users called Automatic Safe 
Browser Launcher which can allow a user to surf the Internet 
securely. The tool has the ability to scan and detect all the 
installed web browsers. Once the user selects and clicks the 
preferred web browser, most of the required security setting 
features which are identified by the authors, such as updating 
web browser, network settings, encryption settings and 
JavaScript settings, will be applied (enable or disable) in the 
selected browser before it is launched. All the preference 
reconfiguration for the browsers is applied in the Browser 
Preferences File or the Windows Key Registry. The user also 
can view all the misconfigured settings for each browser in 
the configuration page which has a description of each 
associated security risk and an activate button to enable each 
feature automatically. However, the tool provides does not 
provide the security configuration based on the current needs 
of the users, only one fixed reconfiguration list for all the 
users, which might not suit some users and restrict their 
online activities. This kind of enforcement might result in 
switching the tool off and using the normal browsers to avoid 
the restriction. 

Some Internet users do not have appropriate knowledge 
to assist them to identify the issues related to their systems. 
Rani & Goel [35] designed an Expert System for Cyber 
Security Attack Awareness (CSAAES) assist the internet 
users to identify and solve the issues that their computers 
experience such as viruses, social engineering, SQL injection 
and data modification. The system has two options to be 
selected by the users: attack identifier and information about 
a specific attack type that the user would like to get more 
information about it. The attack identifier provides a 
checkbox list which contains 25 symptoms which might the 
user face some of them. The tool requires some symptoms 
which might be difficult for the home users to provide them 
due to their poor knowledge. In addition, the tool might not 
be accurate in identifying the threat because many threats 
have the same symptoms. Moreover, the suggested 
countermeasures are provided without a guideline how to 
implement each countermeasure. 

C. Web threats Awareness 
A number of studies has focused on mitigating the risk 

from browsing the Internet. Sharifi et al. [22] proposed a 
browser extension which can help to make users aware of the 
potential threats when they browse websites. The browser 
extension allows the users post and receive comments about 
the websites which are being visited. In addition, the tool can 

calculate the scam percentage by collecting data about the 
current websites from several sources. The tool tries to make 
the user aware of the possible threats at the right time and 
this depends on the quality of the mutual cooperation 
between the users as it is a collaborative/community based 
approach. The tool does not try to provide the users with 
awareness topics or materials once the users are infected by 
online scams. Moreover, it has not been evaluated yet by the 
end users for assessing the functionality and the usability of 
the tool. 

Another Firefox plugin was designed by Maurer et al. 
[23] to raise the cyber security awareness about phishing 
attacks , draw the users’ attention and make them aware 
when they deal online with confidential data such as credit 
card numbers, passwords and transaction authentication 
number (TAN)  at the appropriate time. The tool has been 
evaluated in different case studies and the results showed the 
tool was acceptable by the participants and they were able to 
identify the phishing websites easily. 

Another portal was designed by Smith et al. [30] which 
aims at providing awareness of social engineering threats and 
risk including materials and quizzes. The quizzes are divided 
into the levels in order to motivate and encourage the users to 
answer them. These two portals try to provide cyber 
awareness content about specific threats rather than 
providing general awareness. 

A theoretical model was proposed by Potgieter et al. [32] 
which aims to promote information security awareness based 
on behavioral activities  when a web browser is used. The 
model called Targeted Awareness Browser Extension plans 
to provide the users with particular awareness content when a 
possible threat might be experienced. For example, if a user 
is browsing a banking account, an awareness topic about 
phishing attacks will be shown to the user or awareness 
content about the risk of the malicious programs and attacks 
will be displayed if a user is browsing a website which has a 
malicious application or code. The main idea of the tool is 
generally good. However, the motivation option is not 
mentioned in the tool which could affect the functionality of 
the tool and might lead to uninstall the extension from the 
browser. 

Volkamer et al. [34] developed a tool called PassSec 
which works as an add-on in Firefox browsers to provide 
security awareness about using passwords in unsafe 
websites. PassSec offers two main functions. The first task is 
to highlight all the password fields in different colors: green 
if the website is using HTTPS or red if it is using HTTP. The 
second task is to provide the users with an awareness 
dialogue when a password is typed in an unsafe website 
which is using http. The dialogue has a warning headline: “it 
is insecure to enter a password”. In addition, it contains a 
warning message about the possible result when typing the 
password insecurely:  “Your password could fall into the 
hands of unauthorized persons and could be used to access 
your personal data”. Moreover, PassSec can provide a secure 
mode which redirects the users to a secure connection (https) 
if it is available in the website. , the tool was successful in 
providing the users with an awareness notification in the 
right time but it is very limited and only deals with password 
security in PCs and laptops. Furthermore, the tool has a lack 
of encouragement and behavior analysis which could 
enhance the functionality further. 
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Another theoretical framework, which is called Soc-
Aware, was proposed by Karavaras et al. [39] which can 
provide awareness about the malicious links threats which 
might be experienced by Facebook users. Soc-Aware filters 
and check URLs posted in the Facebook account. . Once a 
post is detected as a malicious URL, the system will notify 
the user about how many times they experienced malicious 
actions and provide them with a Facebook page which 
includes security awareness materials and guidelines in order 
to mitigate the threats experienced. The tool is only 
applicable for Facebook users and only covers one threat 
which is malicious URLs. In addition, the application 
requires an access permission in order to work which might 
be considered as a privacy threat. 

D. Gamification  
Cetto et al. [33] designed a game called Friend Inspector 

to enhance the privacy awareness among users of social 
network websites. The user are asked to select the most 
personal photo to him from two photos are brought from his 
Facebook profile. Next, the selected picture are presented 
with 20 profiles (user’s friends and strangers), the user has to 
select the correct profiles who can view his shared pictures. 
At the end of the game, the user receives the overall score 
and recommendations to enhance their privacy settings. The 
game succeeded in making the user aware of the possible 
vulnerabilities which might be caused by the current 
implemented settings. However, the game requires access to 
a user’s Facebook account which might be risky even though 
the authors claim that personal data is secured. 

Arachchilage & Cole [24] designed a mobile game for 
home users to educate them how to avoid phishing attacks 
supported with a reference guide. Another educational 
mobile game called CyberAware, was developed by 
Giannakas et al. [38] which aims to allow children to learn 
about cyber security principles and online issues such as 
malware and spam while they are playing the game. Only 
children from 9 to 11 years are the targeted group in this 
game. In addition, the game did not try to provide awareness 
materials based on the weaknesses of the users after 
completing all levels of the game. 

Another game called CyberPhishing was proposed by 
Hale et al. [36] in order to provide online phishing 
awareness. The game simulates the phishing attacks in only 
three aspects: email, web browsing and social media. The 
users’ behavior and actions are analysed which can help to 
identify the user’s weakness and the required training in 
order to mitigate the possible risk. The tool does not have 
any awareness materials or topics which can be provided to 
the users based on the simulation results. Therefore, the tool 
should tailor the users to the required awareness material 
based on the result of the analysis behaviour. 

IV. DISCUSSION  
A number of studies have tried to provide the home users 

with cyber security awareness which are tailored to their 
needs in different aspects. Providing an appropriate content 
based on the level of the cyber knowledge for the users was 
suggested by Kritzinger and Von Solms [17]. This approach 
might not be accurate due to the difference in the knowledge 
between the users. Another attempt was proposed by Magaya 
& Clarke [26] to provide a bespoke recommendation and 
guideline based on the result of the risk assessment for the 

home users but the security controls are identified manually 
by the users which might be difficult for the novice users. 
Therefore, it would be beneficial if the automation option 
was exploited in the tool.    

Other attempts have been done by researchers to provide 
a particular awareness when the users are browsing the 
internet. Sharifi et al. [22], Maurer et al. [23] and Potgieter et 
al. [32]  proposed a browser extension to make the user 
aware of the phishing websites and the possible threats while 
surfing online, whereas Volkamer et al. [34] designed a tool 
to show an awareness notification when the users are 
browsing insecure websites with password fields. While 
Karavaras et al. [39] and Cetto et al. [33] introduced 
approaches which can provide a tailored awareness for the 
Facebook users. 

Some studies such as Kritzinger and Von Solms [17] 
Labuschagne & Eloff [18] Serrhini & Moussa [31] have tried 
to restrict the home users’ online activity and force them to 
apply security settings or to read awareness materials. This 
type of enforcement could create a level of undesirability 
which will result in the solution being switched off or 
uninstalled. In addition, it has been suggested in some studies 
that the cyber security awareness can be managed by the 
ISPs. 

However, this is not a workable solution because of many 
issues such technical, privacy, financial and legal issues. The 
functionality of this approach can become more complicated 
if there are multiple technologies which are working on 
multiple ISPs. The motivation for this suggestion is that the 
authors want to give this responsibility to someone who is 
better able to manage it. Therefore, it would be a good idea if 
and individual can take the lead. For example, a member of 
each family, who is interested in technology, can manage the 
home network and digital devices. In addition, the 
enforcement option might not be the best approach within the 
home environment due to the lack of auditing, policies and 
penalties. In addition, the enforcement can cause a resistance 
from the family members which can lead to the system is not 
being used. 

The vast majority of the educational games are dedicated 
in a single area, limited scope and they do not successfully 
adapt to the multi-threat, multi technology and services. They 
have not tried to provide tailor-made awareness content 
based on the present needs of the users. In addition, they are 
designed to offer cyber awareness for children without 
providing valuable awareness for the rest of the family 
members. 

As most of the tools are optional to be used and their 
main stakeholder is the home users, it is important to 
encourage and motivate the users to get engaged with tool in 
order to promote the cyber knowledge and awareness. The 
majority of the tools have not introduced any kind of 
motivations such as scores or digital certificates. For 
example, it can be easily introduced digital badges or a cyber 
hero of the week in the family unit which could help to create 
a motivational environment between the family members. 

In addition, the studies conducted by Rao & Pati [8] and 
Howe et al. [40] revealed that there is a clear need to design 
an friendly usable approach which can manage security 
controls, security configurations and installed software  in a 
wide variety of platforms and devices in order to promote 
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cyber security awareness and provide protection for internet 
users. 

From the prior discussion, it is clear that there is a need 
for bespoke individualized personalized approach that takes 
into account knowledge and awareness of the technologies, 
applications and services that users use and provides bespoke 
information directly based upon the current security posture. 
In order to measure and understand how the home users are 
doing something, well or badly? , it needs to be defined 
against something by using security policy in order to deliver 
customized awareness contents. Despite of the fact that many 
approaches and tools have been proposed for the home users 
to promote cyber security, they are providing general, static 
and limited awareness content. Therefore, there is a need to 
provide the users with some kinds of polices which can 
deliver a customized awareness content. 

V. CONCLUSION AND FUTURE WORK  
This paper reviewed the existing security awareness 

tools for home users in terms of the timeliness,, the 
mechanism and the effectiveness. The above discussion 
indicates that there is a lack in providing the home users 
with a bespoke awareness when they really need it. Further 
research will also be undertaken in proposing and designing 
a holistic information security management system for home 
users which can provide tailored security awareness by 
applying some groups of policies. 
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Abstract— Today, many hosts are connected to the Internet 

worldwide. Those hosts are intentionally or even accidentally 

targeted in a daily basis by malicious activities. Thus, it is 

essential to monitor Internet traffic in order to acquire the 

knowledge of the threats that is targeting computers and network 

systems. Security experts initiated numerous approaches for 

monitoring traffic that includes malicious activities, and network 

telescope was one of them. Network telescopes are valuable in the 

term of monitoring and gathering data associated with Internet 

attack activities. Analysis of traffic captured by network 

telescopes has been shown as an effective measure in 

characterizing evil traffic caused by worm propagation and 

distributed denial of service attacks. This paper will discuss 

monitoring traffic coming from Darknet using network telescope.  

Additionally, we will identify the security issues and threats 

introduced if no monitored device is placed within a network 

infrastructure. The objective of this paper is to introduce the 

effect of such a technology on entities, provide successful solution, 

and encourage future research in this area of interest. 

Keywords— Darknet, Network Telescope, DDoS, Worm 

I.  INTRODUCTION  

With the advance innovation in technology, devices are 

getting cheaper and easily available to public. As a result, 

more and more devices are connected to the ubiquitous 

networks and virtualized frameworks in [1-4]. This expands 

the attack vector for these substances and guarantees an 

expanding populace of hosts for future assaults. Darknet 

traffic is usually associated with Cyber-attacks that occurs 

within the Cyber pool [5]. It is a network where it has a set of 

unused IP addresses with no server allocated. It can be 

accessed through specific applications, configurations, and 

often used via non-standard communications protocols and 

ports. Early 2000s, network traffic was directed to a Darknet, 

and by analyzing it, one could identify remote network 

behaviour or even malicious Internet activities. Malicious 

activities in the Darknet include network scanning, address 

spoofing, and Internet worms [6] used to disrupt networks [7].  

The dark web has shown exemplary results in terms of 

privacy. This platform has a good record of online anonymity 

to a great extent. The prevalence of systems like The Onion 

Router (Tor) [8] can serve as examples of the level of privacy 

that Darknet offers. The negative side of these kinds of 

platforms is the ability to grant cover to persons in regressive 

regimes that require protection for the purpose of web 

crawling. Illegal markets, trolls among other evil acts are some 

of the dark sides of the platform. Massive criminal 

marketplaces reside in Darknet. Anything could be bought 

from drugs to assassinations. The most well-known criminal 

marketplace was Silk Road. Recently, a major police 

operation took down the Silk Road which was famous of 

selling illegal items including hacked PayPal accounts, drugs, 

fake passports, and other IDs. Darknet users uses bitcoins to 

conduct transactions and this is because they want to remain 

entirely anonymous within Darknet [9]. One of the effective 

ways to watch Internet activity is to employ passive 

monitoring using sensors or traps such as Darknet [10]. 

Monitoring packets destined to unused Internet addresses 

has become an increasingly important measurement technique 

for detecting and investigating malicious Internet activity [11]. 

Proactive Cyber-security tools provide basic protection as 

today's Cyber-criminals utilize legitimate traffic to perform 

attacks and remain concealed quite often until it is too late 

[12]. It is known that no automated solution (IDS or IPS) can 

prevent malicious activities from getting inside the network. 

Therefore, it is easy for the attacker to target an organization 

using Darknet traffic to infect its infrastructure by malware. It 

is well-known that Darknet traffic is often logged, however it 

is not frequently that it is carefully considered. Even worse, 

entities do not filter the accurate Darknet traffic, thus, they 

always fall into obtaining false positive alarms. Internet 

Service Providers and entities are interested in traffic that is 

anomalous relative to regular traffic received. Entities that is 

highly targeted by threat actors should deploy their own 

network telescope within their IT infrastructure. Network 

telescopes can be integrated into an organisation’s existing 

security framework easily [13]. It is important to build up an 

artificial intelligence using data mining to aid in the 

identification of network incidents in a relatively short period 

of time. Data mining is used to discover patterns in large data 

sets. WEKA [14] is a famous data mining tool for analyzing 

and building the predictive model for the unlabelled data 

classification and prediction. It consists of a collection of 

machine learning algorithms such as Clustering, Feature 

selection/Attribute subset selection, Classification and 

Association Rule mining [14]. Network telescope (NT) is 

called BlackHoles [15], Darknets, or Internet Sinks [16]. 

Network Telescope is an Internet system that allows user to 

monitor diverse and large-scale of events taking place on the 

World Wide Web (Internet) [17]. The idea is to perceive 

traffic targeting the unused address-space of the network 
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within the Darknet. Since all traffic associated with those 

addresses is suspicious, one can gain information about 

possible network attacks. Network Telescope acts like trap-

based monitoring systems that aim to deploy online sensors to 

trick and trap adversaries to collect malicious activities [10]. 

There is two type of network telescope. One can monitor the 

traffic passively, while the other could perform active 

monitoring achieved by advanced telescopes. Telescopes are 

able to provide empirical data based on malicious traffic, 

unbiasedly targeted towards unused address space. Honeypots 

are very similar in nature to network telescopes [14], they do 

however serve a more specific purpose in that they are used to 

emulate a vulnerable service or host in order to attract 

malicious traffic [18]. 

The motivation of this paper is to propose a framework that 

will be a baseline for establishing a network telescope that 

could be deployed in different entities within UAE. The 

telescope named as “U-Telescope” will help in capturing 

Darknet traffic. Limited number of related work have been 

done before in this area, however, additional work has to be 

performed to develop the limitations and the shortcomings of 

the framework related to pervious works. In addition, there is 

a need to enhance the data visualization to the data collected 

by the telescope. Through correct visualisation, large sets of 

data can be summarised in a compact and easily 

understandable format [19]. Moreover, data mining to the 

whole data captured will be taken to measure the traffic in 

different perspectives such as location, source IP and 

destination IP.   

The remainder of the paper is structured as follows. The 

next section discusses the related work. The proposed 

framework for deploying network telescope in IT environment 

is described in Section III. Finally, conclusions and future 

works are discussed in Section IV. 

 

II. RELATED WORK 

Capturing traffic and data received from Darknet is 

associated with several challenges: improper implementation 

of network framework, network misconfiguration and the lack 

of accurate data related to the Darknet traffic. Below, relevant 

background information about network telescope will be 

provided. 

A. Topological Models and Effectiveness of Network 

Telescopes [20] 

Various attacks could be lunched through unused IP 

addresses network. The quick broadcast of malware such as 

worms, remain a significant threat. The low latency and high 

bandwidth of such networks facilitates extremely rapid attack 

patterns and worm propagation, leaving very little time for 

active countermeasures [20]. Therefore, it is hard to obtain as 

much early warning information as possible to contribute in 

configuring appropriate defensive mechanisms. Network 

Telescopes NT, a new method for monitoring and measuring 

the network proposed by Moore et al. from the Cooperative 

Association for Internet Data Analysis (CAIDA). Network 

telescopes detect suspicious behaviour by detecting unusual 

phenomena that exist in Darknet. 

F. Gagadis And S. Wolthusen [20] argues that at present, 

network telescopes are used regularly for academic 

motivations and data collection on distributed topologies for 

Internet examinations. As described above, traffic that are 

illegitimate will be observed by the telescope. This traffic 

could be the consequence of worms scanning, 

misconfiguration or backscatter traffic from spoofed 

addresses. Monitoring large space of IP addresses will 

contribution in detecting massive number of security incidents 

that will help in collecting more data for analysis. Network 

telescopes have the ability to survive an incident or attack by 

itself. It does not trigger false alarms [20]. There are two 

general topological models of network telescopes: 

 Passive telescope: observes the packets arriving, keeps 
logs and later discards them without further interactions 
with the attacker [20]. 

 Active telescope: observes the incoming packets and 
respond to back to them to establish communication 
channels until the incident is known. It emulates 
services, analyzes attacks and keeps tracks of the 
attacker. 

Network telescopes are operative and useful tools for 

witnessing large-scale events and requiring careful 

observations. In deploying network telescopes, researchers 

must study the various constraints of a network to eliminate 

false alarms and false positive results. 

B. Practical Darknet Measurement [11] 

These days, Internet has become a place for constant attacks 

targeting users and entities’ infrastructure. There are many 

different methods to identify these attacks. One of these 

methods is observing the unused network addresses. The 

reason for that is that many attacks propagate randomly, so 

threats can be detected by only monitoring unused spaces 

between live addresses. Sensors that observe unused address 

space are called telescopes. They capture significant 

information about an assorted range of attacks such as Internet 

worms, denial of services attacks, and botnets. In this paper, 

the author depicted and analyzed the important measurement 

issues associated with prevailing Darknet, estimating the 

position and service configuration of  

Darknet, and analyzing the information collected by Darknet. 

The main aim of this is to give a general overview of Darknet 

measurement and provide researchers with the necessary 

information to deploy and analyze the information from 

Darknet monitoring systems.  

To illuminate the analysis, the information was utilized 

from the worldwide deployed Internet Motion Sensor (IMS); 

distributed Darknet monitoring system. The IMS comprises of 

60 Darknet blocks at 18 associations including broadband 

suppliers, major service providers, huge enterprises, and 

academic networks in 3 continents. Over 17 million addresses 

are being monitored.  
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The paper mentioned three general strategies for 

transmitting packets to a Darknet monitoring system. The 

most straightforward approach is to configure the observing 

box to send ARP responses for each unused address to the 

router. He also discussed the Darknet placement within a 

network. If the Darknet monitor is set behind a firewall or any 

other infrastructure preservation or a filtering device, it will 

mostly not monitor externally sources attacks. Ideally, a 

Darknet deployment that contains of monitors deployed both 

inside and outside network perimeters ought to have the 

greatest potential visibility. This analysis has endeavoured to 

present that building and running a Darknet monitor is a 

simple and productive technique of earning significant extra 

visibility into network dangers and the condition of local 

network and Internet entirely. 

C. Passive IP Traceback: Capturing the Origin of Anonymous 

Traffic through Network Telescopes [21] 

IP traceback is used to discover the origin of anonymous 

traffic. Internet Service Providers (ISPs) do not provide 

support when it comes to Internet-scale IP traceback systems. 

Thus, such systems could not be deployed. The author of this 

article presents an Internet-scale Passive IP Trackback (PIT) 

mechanism that does not require ISP deployment. Fig. 1 below 

shows the structure of IP traceback approach. 

The PIT system examines packets collected from network 

telescopes, and deduces the locations of spoofed traffic. The 

idea behind PIT system is that spoofing flows may discover 

ICMP error messages at routers on its way to the victim. 

Those messages are sent to the spoofed nodes [21]. Assuming 

that attackers has a routine of using randomly forged 

addresses, network telescopes will retrieve some ICMP 

messages. The addresses of routers carrying the message can 

be joint with an Internet route model to re-build the attack path 

and discover the locations of the spoofers. As an example, Fig. 

2 shows the geolocations of reflection routers identified during 

a February 2008 attack against a victim in Taiwan. IP 

addresses were mapped to locations using 

http://www.ipaddresslocation.org/. 

The paper presented a good approach named as Passive IP 

traceback mechanism (PIT) and proven its advantages by not 

requiring new deployment at any router or ISP. Initial results 

show it is practical though not perfect. 

The related work provided above are quite good, but still 

have limitation when it comes to framework design, data 

gathering and data visualization. 

III. DISCUSSIONS AND ANALYSIS 

Currently, cyber security experts face big challenges when 

it comes to cyber criminals.  They provide their entities with 

the best tools and equipment to ensure that they are in safe 

from attacks. However, criminals always find a way to get 

inside the targeted organization.  

The proposed related work provided in section II was 

limited each in its area of studies. The table below shows the 

differences between each approach taken based on framework 

design, data gathering and data visualization. 

From above table, the second related work succeeds to 

provide better framework design, data gathering and analysis 

of the data gathered. 

In order to evade the threats associated with darknet, a fair 

understanding of the network framework should be adopted. 

This will help in placing the network telescope in the right 

 
 

Fig. 1: Passive IP Traceback 

 

 

 
 

Fig. 2: Reflection locations of an actual attack in Feb. 2008 

TABLE I.  DIFFERENCES BETWEEN THE THREE RELATED WORK 

Related work 

in section II 

Telescope 

framework 

 

Data 

gathering 

Analysis Data 

visualization 

(console) 

Topological 

Models and 

Effectiveness of 

Network 

Telescopes 

X X X X 

Practical 

Darknet 

Measurement  

√ √ √ X 

Passive IP 

Traceback 
√ √ X X 
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place to capture all traffic needed. Network experts should 

collect all the relevant data to be visualized in a console for 

alert in later stages. Thus, there is a need to place such a “U-

Telescope” device to passively monitor their network assets. 

The project is done in five phases as mentioned below: 

1. Design the “U-Telescope” framework: it is a single 

machine that acts as a monitoring device. It is 

allocated in front of the firewall in order to capture 

all traffic retrieved from outside world. Fig. 3 shows 

the “U-telescope” framework. 

2. Data gathering: the host will have the Wireshark 

tool that can capture all incoming traffic and filter 

unwanted/used IP addresses. A dump file from the 

tool is then generated to view the data.  

3. Data Analysis: data will be presented in statistics 

view and graphs. The data will be sorted/filtered by 

source IP address, destination IP address, location 

and protocol.  

4. Data simulation: The simulation will be used on the 

collected data and programmatically will create a 

partial data file where it is updated in a specific 

period of time. This data will be displayed in a 

console that will trigger the change of data to update 

its data. 

5. Data mining: all data gathered will be combined and 

shown in graphs and charts. This will aid in finding 

patterns for the current data captured. 

Table II below summarizes the provided solution: 

U-Telescope solution will assure data gathered, analyzed 

and displayed in a precise manner. The framework was 

designed in a way to capture all traffic coming from the 

Darknet. The trap machine (network telescope) gets a copy of 

all incoming traffic before it goes through firewall. Thus, it 

will not be filtered.  

On 27 of September, 2017, U-Telescope was placed in the 

Information Technology department within one of the 

education sector in the UAE as shown Fig. 3. The Darknet 

traffic was captured using Wireshark tool. Wireshark is a 

network packet analyzer that capture network packets and tries 

to display that packet data as detailed as possible [22]. Any 

traffic that hits the destination public IP X.X.X.X/24, will be 

triggered and logged within the tool. Fig. 4 below displays the 

data: 

In order to get the data shown in Fig. 4, we had to input a 

filter to sort out the IP addresses that are in used. While 

monitoring/capturing the data, a file will be written to the desk 

with all the packets details. Once the file reach 30MB size, a 

new file will be created to complete the capture. 

After gathering the data, traffic analysis should be 

established to eyewitness any malicious activities in place. 

Data will be presented in form of statistics view and in a more 

human readable format. Fig. 5 below shows the IP addresses 

coming from the Darknet. 

Fig. 3: “U-Telescope” Framework 
 

TABLE II.  PROPOSED SOLUTION 

Related 

work in 

section II 

Telescope 

framework 

 

Data 

gathering 

Analysis Data 

visualization 

(console) 

U-

Telescope 
√ √ √ √ 

 

 
Fig. 4: Darknet traffic captured by Wireshark. The destination IP 

address was hidden due to the right of privacy  

 
Fig. 5: Statistical view of Darknet traffic  
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Large volume of data was received to the target IP address. 

We were able to visualize the data to facilitate the delivery of 

information. In order to achieve that, we used Microsoft 

Power BI Desktop tool. The data was shown in different views 

like bar, pie and scatter charts. We observed diverse protocols 

such as ICMP, TCP and SNMP. Huge number of Darknet IP 

addresses were logged. To confirm the malicious intent of 

those IP addresses, we queried for backlisted IP addresses and 

compared them to the list found within the data gathering 

phase. We used the website http://www.ipvoid.com/

ip-blacklist-check/ to query the IP address. Fig. 6 reveals 

an example of a blacklisted IP address found within the 

Darknet traffic. 

As shown above in Fig. 6, the blacklisted IP address is 

coming from China as it was used previously to conduct 

malicious activities. 

IV. CONCLUSION 

In conclusion, network telescopes have proven to be a 

beneficial approach in the capture of nefarious network traffic. 

Network security is of growing worry and by employing 

network telescopes, it allows defending against malicious 

entities. It is always known that the best solution is to be 

capable of addressing both network security holes and external 

entities. 

In future, U-Telescope could be allocated in different 

geolocation within entities all over UAE. This is known as 

distributed network telescope. This approach will help us to 

observe internet activities and cyber-attacks via passive 

monitoring. In addition, it will provide realistic measures and 

analysis of darknet information because all of these data will 

be compared to the original darknet data. This project will 

attract and assist the cybersecurity firms and organization who 

are interested in monitoring darknet data. It aims to support 

the organization in detecting and preventing if possible 

cybercrime. The project could be improved in later stages to 

include an alert system. For example, the system will trigger 

an alarm once it receives massive traffic from a single source, 

which in theory means that attackers are trying to launch 

DDOS attack against the victim. 
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Abstract- The ever-increasing threats on cybersecurity has 

consequently increased the need for enhanced awareness about 

cybersecurity and its various threats among public. This paper 

presents the design aspects of the two mobile gaming applications 

including Malware Guardian game, and Password Protector 

game. Further, different mobile games concept developed during 

the course of the study is also presented. The malware Guardian 

was aimed at educating the users about different security threats, 

security issues, the risks associated with it and the tools to be used 

for preventing these attacks. The Password Protector is aimed at 

educating the users about the need for creating strong and 

complex passwords, remembering and changing them frequently. 

Both the games are in the final phase of design, and will be 

developed once the design specifications are outlined. The major 

design aspects of the two gaming applications are presented in this 

paper, which are carefully crafted after a peer review of functions 

and technologies to be associated with. 

Keywords – CyberSecurity, Gaming Technologies, CyberSecurity 

Awareness, Mobile Applications, Gamifying 

I. INTRODUCTION 

The ever increasing threats on the security of information 

technology systems and in the cyber world have raised the 

importance of the cybersecurity awareness for both individuals 

and organizations. However, being aware about cybersecurity 

is not given enough importance and is often neglected, 

especially in workplaces. For any organization, it is important 

that the employees are aware and up-to-date with cybersecurity 

threats as it can potentially reduce incidents of security 

breaches. However, according to UK Cyber Security Breaches 

Survey, it was observed that only 30% of the organizations 

provide awareness regarding cybersecurity to their employees 

[1].  The research study presented aims at addressing the issue 

of creating cybersecurity awareness by employing gameplay 

methods over traditional approaches to make awareness process 

more engaging. As a part of study, 12 game concepts were 

shortlisted, and a brief overview of these games is presented, 

along with the design concepts of two selected games for 

implementation.  

II. BACKGROUND STUDY 

It is important that the users are trained to be cybersecurity 

aware. An effective approach to achieve this is employing 

serious games that are designed to achieve a purpose along with 

entertaining the players. Serious games are considered to be 

effective in achieving impactful training and behavioral change 

among users. The approach of using games for training is 

referred to as games based learning approach. These games are 

popularly used in school education. More recently, they are also 

adopted for healthcare, advertising, behavioral change, and 

cybersecurity training [2]. 

A key feature of games based learning method is that it 

provides an interactive approach to train and educate users 

regarding the chosen topic. The games can impart or enhance 

the target skills of the players via a fun, engaging manner. The 

design of the games is flexible and can be adapted to meet the 

requirements of virtually every topic of interest for training [3]. 

A good game takes the player into a virtual world and simulate 

real world scenarios to connect the players to situations that 

might arise in the real world and its consequences. The player 

witnesses the consequences and would also be given tools in the 

games that they can engage to avert the consequences in the 

games. The player is rewarded for right actions and penalized 

for the wrong ones. This process encourages the player to use 

the correct tools and thereby empowers them with right 

knowledge that can extended to the real world. The games 

based learning method is not only engaging but also cost 

effective, scalable to cater to large number of users, and 

customizable [4]. In the literature, there are fewer studies that 

have applied games based learning approach for cybersecurity 

awareness. The study presented is aimed at addressing this 

research gap.  

The games based learning method has several advantages. 

The obvious advantage is that games based learning method 

provides an interactive approach to train or educate the users 

about a specific program. It enables the players to acquire skills 

and to enable thought processes in a fun and interactive way. 

The adaptability and flexibility of games approaches enables to 
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design the game to suit almost every training subject possible 

[8]. A well-designed game enables the user to enter a virtual 

environment that is similar to the real environment and would 

enable the player to draw connection between the learning in 

the virtual environment to the real world. The games based 

approach would motivate the player to move towards the goal 

with required actions and also see the consequences without 

facing penalties in the real life. Further, when compared to the 

traditional method of training, games based methods are more 

engaging, relatively cost effective, easily transferrable to a large 

number of trainees, customized to each player, etc. [9]. 

Game based learning is a process which uses exercises 

(competitive/scoring) to motivate users in learning according to 

specific learning objectives [10]. Usually the games involve an 

interesting and interactive narrative specifically designed to 

meet the learning objectives. Scoring is one of the major aspects 

of the game which is essential for developing the interest among 

the users. Another important aspect is GBL environment, which 

must be effective and encourage the users to learn and adapt 

[11]. Many research studies were conducted and still being 

conducted to analyze the impact of gaming in creating 

awareness about various activities in various fields. It was 

suggested that though GBL do not result in better performance 

in some instances, they don’t generally result in worse 

performance, and may have additional benefit of a more 

positive attitude toward the subject of GBL. The performance 

in GBL can be attributed to various aspects including its 

environment, visual appeal, interactivity etc. [12]. It was found 

that using immersive environments in the game, where all the 

said aspects were effectively designed would result in 

significant improvements in the learning aspect of the users 

[13]. 

III. IDEAS FOR CYBER SECURITY AWARENESS GAMES 

A few research studies have shown that games can be used 

to impact security awareness [5,6,7]. This study approaches the 

games based learning in a manner similar to brain-training apps. 

The games in this study are designed to engage the players in 

short activities frequently, eventually leading to enhanced 

cybersecurity awareness. To develop the games for training, 12 

potential game concepts were shortlisted at the conceptual stage. 

These games were based on the security aspects that the end-

users would likely encounter, and the concepts which they need 

to be familiar with. An overview of these games is presented in 

this section. The process involved outlining the security 

learning/awareness objective, key elements of the gameplay, 

and a storyboard level design of the game 

A. Vulnerability Patching 

The main aim of this puzzle game is to educate the players 

about fixing vulnerabilities. In this game, different 

vulnerabilities are presented on the screen as cracks, which will 

spread over a period of time. Player needs to stop it from 

spreading by taking appropriate steps, which involves in 

applying appropriate patch to fix it. Various cracks keep on 

appearing on the screen and the player needs to act quickly 

because the more time he takes to fix one patch new ones will 

start to appear even more rapidly. As the time progresses the 

difficulty increase in terms of more complicated vulnerabilities 

will start to appear on the screen, which takes more time to 

solve. The goal for the player here is to fix the crack in shortest 

period of time by following the correct procedure to apply the 

patch. Throughout the game the player will acquire new 

techniques (patches), which will help him to fix the 

vulnerability more quickly. 

B. Leak Data Game 

This is an action and tactic based game outlined with an 

objective of training the users about the importance of data 

privacy and security and intends to train them about being 

aware of the type of data being collected from their devices. The 

aim of this game is to make the users aware about the 

importance of data privacy and the type of information being 

collected from their devices from the Internet. The idea behind 

the game is to represent the data transfer between the user 

device and the Internet in the form of network packets. The type 

of data being transferred in the network packet will be 

illustrated to the user. For instance, the data being carried from 

the network packet maybe something like user location, 

banking details, user`s personal information, pictures, etc. The 

user needs to decide which popping network packets needs to 

be allowed to the Internet. 

C. Backup Cloud 

This is a puzzle game outlined with an objective of creating 

awareness among players about the importance of taking 

backup of their files. The focus of this game is to train the 

players about the importance of data backup. In the game, the 

user will be provided various scenarios in which they are 

required to store the given files according to the file type into 

their appropriate folders in the cloud. As the game proceeds the 

difficulty level of the game will be increased. In the next level, 

the number of file types will be increased to sixteen types but 

the number of folders in the cloud will be same, i.e. eight folders 

in the cloud. 

D. Phishing Email 

This game aims at enabling the users to identify phishing 

emails from legitimate emails and take appropriate action such 

as deleting the phishing email. This is an interactive action type 

game where the user is posed with a list of emails on the screen 

with different types of email contents. The email list scrolls on 

the screen with different content types. The user identifies if it 

is a phishing email and drags it to the left to bin it and drags if 

it to the right if it is a safe email. 

E. Cybersecurity Helpdesk 

This is a puzzle game, where the player would be enacting 

the role of a cybersecurity support worker. On the game 

interface, is a computer network with different types of 

computing devices connected to the cyber space. The 
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computing devices might be facing a cybersecurity issue and is 

indicated on the screen by the presence of a “happy” or “sad” 

emoticon on the computing device. The user needs to identify 

the “sad” device and investigate the cybersecurity issue the 

device is facing. In the game interface, first there will be a 

network with computers and the player identifies the computer 

with an issue and selects it. After this step, the issue faced by 

the device will be shown on the screen. The user needs to select 

the right solution for the issue. As the game progress, the 

number of devices and issues would be increasing. 

F. Anti-virus 

This is an action game with complex graphics in which 

malware attacks are posed to the player that needs to be stopped 

by the users using anti-virus update as ammunition. This is an 

action game where the player will encounter malware attacks. 

The setup will be of the user travelling on the screen in different 

directions where he will encounter malware during the journey 

that occurs in the cyber space.  The user will be posed with 

malwares and viruses which the user needs to destroy to reach 

their destination. The user will be provided with ammunition 

which they have to use to kill the malware or the viruses. The 

game will be a multi-level where the difficulty in each level 

increases with respect to time and the number of attacks. The 

game will be fun because the attackers would be dynamic and 

be able to avoid the shooting of the player. Hence, the user 

needs to be careful while choosing the target and destroying 

them. The game maybe made complicated by having non-

threatening objects such as files or required software which the 

user should not shoot. If the user shoots such file he will lose 

points as well as part of their ammunition. 

G. Network Tunnel 

This is an action game where the user, with his devices, 

travels through a simulated computer network connection and 

encounters threats along the way in the network. The user will 

be an animated person and the player will be able to control the 

movement of the animated person through the up, left, right, 

and down arrow keys on the keyboard. In the simulated network 

there will be security issues which will be faced by the player 

such as virus or malware issue and the user then needs to choose 

right solutions to fix the issue using solutions such as anti-virus, 

firewall, etc. A particular situation the user will encounter while 

travelling through the network is getting connected to different 

Wi-Fi networks. When the user is connected to a public Wi-Fi, 

then the user is required to choose right solutions such as VPN 

and firewalls to increase their security against cyber threats. 

H. Security Incidents 

This game is about training and raising awareness amongst 

the users about incident reporting practices by challenging the 

user to take right measures when faced with a cybersecurity 

incident. This is a puzzle based game that aims at educating 

players about cybersecurity incident reporting practices. In the 

game the user will be posed with a cybersecurity incident on the 

game screen to which the user needs to determine the 

appropriate incident reporting practice. For a given incident 

shown on the screen, the user will be given four choices of 

incident reporting measure. The user needs to gauge the 

incident shown and choose an appropriate option to report the 

cybersecurity incident. There will be a time restriction on the 

game of 30 seconds within which the user needs to decide the 

right option. 

I. Social Media 

This game aims at enabling the users to decide what type of 

posts are appropriate to post on social media. This game would 

create awareness about the users to be cautious while using 

social media. Updating personal information on social media is 

very common these days and it is important that the users are 

cautious while posting such information. In this game, the users 

will be posed with different examples of social media posts and 

they are asked to decide if posting such posts is safe or not. As 

shown in the above figure, on the player`s screen, an example 

social media post will be shown. The user needs to decide 

whether this post is appropriate to be posted on social media or 

not. The user swipes right to accept the example post or left to 

reject it. 

J. Encryption 

In this game, the user learns the importance of encrypting 

the files using encryption methods. The game trains the user 

about encrypting files which is an important security practice 

against cyber threats. This is a puzzle and action type of game. 

On the user screen, there will be a set of different files from 

which the user identifies the files that are flagged with an alarm 

notification that needs encryption. There will be an alarm icon 

on the screen that indicates that there is a file on the screen that 

needs encryption. The user needs to find the important file and 

drop it in the encryption box. An alarm will flash on the top of 

the screen when there is an important file in the page. The user 

then needs to find the important file and drop it into the 

encryption box. Once all the files are encrypted, the screen will 

move on to next page and then beep an alarm if there is a file 

that needs to be encrypted. For instance, files such as bank 

statements or company reports needs to be encrypted. The user 

needs to identify the important files within a given time 

constraint. 

The remaining other two games are Password game and 

Malware game, which were selected for the design and 

development. These two games are selected for implementation 

because they form a part of most of the applications over the 

internet. For example, password is a common security aspect 

which can be related with most of the applications; whether it 

is social media applications, emails or any other customized 

applications over the internet. Similarly malwares/virus/worms 

etc. are major security problems that all the internet users are 

facing with. So, based on the larger scope for security concerns, 

and to create maximum security related awareness these two 

games are selected which have wider reach. The design aspects 

of these two games are discussed in detail in the next section.  
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IV. GAMES DESIGN 

A. Password Protector 

1) Intended Learning 

The game aims at training the users to create complex, and 

strong passwords. An important and a basic measure for 

cybersecurity is having safe and secure passwords, and 

changing them frequently. This game would train the users to 

create complex as well as memorable passwords. It will be an 

important learning aspect for the user and might be able to use 

this game training to implement in real life. 

2) Concept 

This game is designed with an aim to train the players to 

hone their password creation skills by training them on the 

aspects of what constitutes a strong password. The game allows 

the players to practice strong password creation in a competitive 

context. The players are provided with a limited set of 

characters from which the players are required to create best 

possible strong, memorable passwords. The standard password 

strength principles of long passwords with diverse set of 

characters are used as guidelines to define the strength of the 

password. The game is timed and the password created are rated 

via a password meter. The game has a threshold score for the 

password to be acceptable. Further, the created password 

should not just be strong but also memorable to the players. The 

players are required to repeat the password, to test the 

repeatability of the passwords they created. Additionally, the 

game is time constrained. The players have to create the 

password in a limited time for game rewards. 

 

Fig 1. Password game Features 

After creating the password, in the next screen, the user has 

to enter the password that was created. In order to get a high 

score, the user has to remember the password. Additionally, a 

timer option is provided in the game. The user can achieve high 

scores in creating and remembering the password in short time 

duration. The lesser the time is, the higher the score would be. 

There are currently seven levels proposed for the game, where 

the difficulty level increases as the game progresses to the next 

levels. A prototype of the game is presented in figure 2. 

 

Fig 2. Password Game Prototype 

The scoring technique is based on the complexity of the 

password created. The password strength factors are calculated 

as per the guidelines of CSCAN [14]. The complexity of the 

password is based on the password complexity rules that are set 

out in the game. In the game, the password complexity rules are 

inspired from password guidelines provided by IBM knowledge 

center and are defined based on the usage of characters from 

four characters, which includes the following 

➢ Uppercase letters [A-Z] 

➢ Lowercase letters [a-z] 

➢ Number [0-9] 

➢ Non alphanumeric characters (~!@#$%^&*_-

+=`|\(){}[]:;"'<>,.?/) 

The interface of the game is designed using vibrant colors 

and effective display of characters in order to effectively engage 

the players in the game.  

3) Game Levels 

Each level has different set of conditions that are needed to 

be fulfilled in order to move to the next level. In each level, the 

number of characters to be used for creating the password is 

different from other levels. The complexity level remains same 

at all levels, however, the user need to create strong password 

based on different combinations to score more. The available 

time decreases as the game proceeds to next levels. Level 1 (90 

seconds), Level 2 (70 seconds), Level 3 (50 seconds), Level 4 

(40 seconds). Different combinations that users may use include 

numbers and letters; mixed case letters; letters, numbers and 

Symbols; and mixed case letters, numbers and Symbols. Based 

on the combination and the length of the password, the score is 

determined in each level. 

B. Malware Guardian 

1) Intended Learning 

This game aims at training the players with skills to 

understand and identify malicious software and creates 

awareness about the importance of using up-to-date anti-
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malware protection systems and taking backups as a safety 

measure. In the game, the players have the task of defending 

their system by roleplaying as an anti-malware package that 

scans file as it approaches a computer device. The player blocks 

the files that are malicious before it reaches the computer 

device. The game includes different types of malware such as 

viruses, trojans, spyware, ransomware that can infect the 

computer devices in different ways. Only clean and uninfected 

files must reach the computer device in the game and the player 

is rewarded/penalized based on the number of malware reaches 

the device. The player tasks are also combined in parallel with 

the task of updating the malware software and taking regular 

backups of the device. 

2) Concept 

The malware game will be designed and developed with an 

aim of educating the players about various types of malwares, 

the harm they would cause, and the necessary techniques of 

destroying them before they attack the system. A narrative 

approach is adopted in the game, with action sequences to make 

it attractive and to create interest among the players. The 

concept of game is based on destroying the various malwares 

that would try to attack the personal computer. The malwares 

are represented as bugs in the game. The malwares can move 

towards from multiple directions towards the computer on the 

screen. The player has to select the right method to destroyed 

different malwares. The methods describe the techniques to be 

used to destroy different types of malwares in reality. Therefore 

every malware can have a different or a common method that 

can be used to destroy them. Additionally, there is back-up 

option for users in game, which they need to select in the event 

of an attack. An update bar on the screen, which notifies fully 

update or update available. The player needs to regularly update 

the anti-malware to destroy the new threats. 

 

Fig 3. Malware Game Prototype 

The score is calculated depending on the number of bugs 

destroy by the players. For example, if the player destroys all 

the five bugs, score would be 50, if he destroys 4; score would 

be 40, and so on. However, the time can be fixed to create more 

sporting spirit among the players. The game is a multi-level 

game, where the complexity and the toughness increase as the 

game progress to next levels. Depending on the number of 

malwares fixed, the player gets the score, and ends the game. 

The prototype model of the game is shown in the figure 3. 

3) Types of Malware 

                              TABLE I.  TYPES OF MALWARE 

Malware 

type 

Explanation Messages from pop up in 

the top screen 

Adware 

Adware (short for 

advertising-supported 

software) is a type of 

malware that 

automatically delivers 

advertisements. 

A message indicating that the 

adware malware is destroyed 

and another message 

indicating the harm this type 

could cause to the system. 

Bot 

Software program to 

automatically perform 

specific operations. 

A message indicating that the 

bot malware is destroyed and 

another message indicating the 

harm this type could cause to 

the system. 

Bug 

 

A fault that creates 

undesired outcome 

A message indicating that the 

bug is debugged and another 

message indicating the harm 

this type could cause to the 

system. 

Ransomware 

It holds the computer on 

hold until an action 

dictated by it is not 

performed 

A message indicating that the 

ransomware is destroyed and 

another message indicating the 

harm this type could cause to 

the system. 

Rootkit 

 

A software used by 

intruders to remotely 

control the computer 

without the realization of 

the actual user 

A message indicating that the 

rootkit malware is destroyed 

and another message 

indicating the harm this type 

could cause to the system. 

Spyware 

 

It is a malware that 

monitors the user data on 

their device 

A message indicating that the 

spyware is destroyed and 

another message indicating the 

harm this type could cause to 

the system. 

Trojan 

Horse 

 

Trojan is a common type 

of malware that disguises 

itself as a genuine 

software and infects the 

device 

A message indicating that the 

Trojan horse malware is 

destroyed and another 

message indicating the harm 

this type could cause to the 

system. 

Virus 

 

A virus is a bug that 

copies itself into multiple 

times in the system 

effecting its performance 

A message indicating that the 

virus is destroyed 

A message indicating the harm 

this type could cause to the 

system. 

Worm 

This type of malware 

exploits the 

vulnerabilities of the 

computer`s operating 

system 

A message indicating that the 

worm is removed from the 

device and another message 

indicating the harm this type 

could cause to the system. 

4) Game Levels 

The complexity of the game increases as the levels increase. 

As the game proceeds to the next levels, the available time 

decreases, number of malware attacks increases, and the 

number of safe files decreases. 
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TABLE II.  LEVELS DESCRITION 

Level Discripe  Final scores  

First 

level 

90 secound, 35 random 

malware attack, 25 Safe 

gfile, Auto-scan each 5 

secounds  

1 Star:  If total scores=> 150 

2 stars:  If total scores=>250 

Hihg scores:  If total 

scores=>300 

Secound 

level  

70 secound, 40 random 

malware attack, 20 Safe 

gfile, Auto-scan each 7 

secounds 

1 Star:  If total scores=> 150 

2 stars:  If total scores=>250 

Hihg scores:  If total 

scores=>300 

Third 

level 

60 secound, 45 random 

malware attack, 15 Safe 

gfile, Auto-scan each 10 

secounds 

1 Star:  If total scores=> 200 

2 stars:  If total scores=>300 

Hihg scores:  If total 

scores=>400 

Fourth 

level  

50 secound, 50 random 

malware attack, 10 Safe 

gfile, Auto-scan each 15 

secounds 

1 Star:  If total scores=> 250 

2 stars:  If total scores=>350 

Hihg scores:  If total 

scores=>450 

 After developing the games, the next focus is on 

experimental evaluation, with at least 50 participants being 

involved for each game.  In each case, participants will be asked 

to complete pre-test questionnaires that assess their current 

knowledge and appreciation of the topic (i.e. password 

selection or malware protection, depending upon the game they 

are due to trial).  They will then have a period of two weeks in 

which the related game app is installed on their device, and their 

usage of it will be tracked (i.e. counting the number of times 

they play it).  At the end of the trial period they will be asked to 

complete a further survey, this time re-assessing their views on 

the topic area (i.e. to see if it has changed from the initial 

survey), as well as their feedback on the game (assessing 

aspects such as playability, enjoyment, and awareness-raising 

value). 

V. EXPERIMENTAL EVALUATION AND EARLY FINDINGS 

A pilot of this process has already been conducted with nine 

participants, in order to validate the surveys and ensure that the 

game apps were meaningful to a wider audience.  While it is 

not statistically meaningful to analyze the survey results from 

this stage in any depth, they did at least serve to give an 

illustration that the games themselves were considered effective 

by the participants.  The themes of usability, learning content 

and enjoyment were each investigated via 4-5 related questions, 

with each rated on a 5-point scale (where 1 is most negative and 

5 is most positive).  

TABLE III.  PILOT STUDY RESULTS 

 Average ratings 

 Usability Learning 

content 

Enjoyment 

Password 

Protector 

3.8 3.9 2.9 

Malware 

Guardian 

3.6 3.8 3.7 

Given the low number of respondents, rather than looking 

at each question individually, Table 3 presents the averages 

across all questions in each category for each of the games.  

This gives a broad indication that the overall results in all cases 

was skewed towards the positive side. The notably lower 

‘enjoyment’ score for the Password Protector game is perhaps 

to be expected, as it is a time-based memory game, whereas the 

apparently more enjoyable Malware Guardian is an action game 

and does not make the participants feel that they are being 

explicitly tested and rated in the same way.  

VI. CONCLUSION 

Awareness programs are important to address the 

challenges posed by rapidly changing technological systems. 

The paper presents design aspects of the two mobile games 

being developed to spread awareness on cybersecurity. The 

games developed accommodate two important aspects of 

cybersecurity: strong password creation and protection against 

malware. Currently, the games are in the final stages of design 

process. The future work would focus on developing, 

implementing and evaluating the games.   
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Abstract—This paper proposes a new conceptual architec- 
ture for authorization of mobile services based on blockchain 
technologies, and presents a design of procedures for het- 
erogeneous mobile communication services. Furthermore, an 
extension of the procedures is considered in order to enhance 
privacy protection for users. The new architecture realizes the 
separation of mobile communication infrastructure and billing 
functions and multiple use of several mobile communication 
services under a single contract with a billing operator. 

Keywords-Blockchain, Mobile Communication, Authoriza- 
tion, Heterogeneous Network, Privacy 

 

I.  INTRODUCTION  

Recently, all communication services including email, 

chat, voice communication, and multimedia content broad- 

casting are provided on the Internet, and the number of users 

of legacy mobile communication services has decreased. 

Systems providing legacy services are not cost effective and 

complicated architectures including legacy services and sev- 

eral types of communication media (such as WiFi, WiMax, 

5G, unlicensed-band communication) lead to an increase 

in maintenance costs and result in serious communication 

failures. Furthermore, the authentication and authorization 

mechanisms become complicated, and these have to be 

separately constructed for each communication medium. ID 

federation techniques realize transparent use of different mo- 

bile communication services; however, management for each 

billing function may require complicated systems. Service 

areas of several communication media often get overlapped, 

thereby contributing to a waste of communication bandwidth 

and wasteful investment in communication infrastructure. 

With flat-rate communication services, there is often unfair 

use between light users, who use communication services 

sparingly versus heavy users who use such services very 

frequently. In addition, IoT devices do not have huge com- 

munication demands, but may be subject to the same level 

of authorization and billing. Thus, a simple authorization 

architecture for mobile communication services that solves 

the above issues is required for future communication ser- 

vices. Blockchain technologies offer cost-effective solutions 

in several service domains. In our conceptual architecture, 

we use a blockchain as a ledger of service use in mobile 

communication systems. Our architecture: (1) is able to 

include several types of wireless communications, (2) re- 

duces total costs for system operations by using blockchain 

and shares costs with the stakeholders, (3) provides billing 

systems that are independent from systems organized by 

mobile network operators, (4) provides several mobile com- 

munication services to users, based on a  single  contract with 

their own billing operators, and (5) reduces the risk of 

traceability of a user’s service use by mobile operators. 

The paper is organized as follows: section 2 introduces 

related work about blockchain applications, and section 3 

presents our new architecture and basic authorization 

procedures for mobile communication. Security and privacy 

considerations are explained in section 4, and our business 

model is discussed in section 5. Finally, we conclude this 

paper in section 6. 

II. RELATED WORK 

Blockchains gained popularity through their use in 
cryptocurrencies; however, blockchains have stirred up interest 
in other types of applications. Several network services are 
considered to be blockchain-based systems [4]. Tschorsch and 
Scheuermann in [21] refer to applications of blockchain 
technologies in a decentralized domain name system [19]. 
Those include preventing the abuse of cloud services [18], 
decentralizing cloud storage [23] and anonymous, distributed 
messaging [22]. Kosba et al. proposed smart digital contracts 
which allow anonymous parties to enforce complex agreements 
[12]. A blockchain-based anonymous delivery system has been 
constructed by AlTawy et al. [1]. MIT’s Enigma [25] is 
utilizing blockchains to build a decentralized privacy-
preserving computational platform based on secure multi-party 
computation. Kishigami et al. proposed, in [11], a decentralized  
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Figure 1.   System Overview 

 

blockchain-based digital content distribution system. Dennis 
and Owen presented a blockchain-based reputation system [8] 
applicable to e-commerce services. In order to verify product 
authenticity and ethical standards in a supply chain, [24] 
discusses a blockchain-based solution, and Counterparty [7] 
utilizes blockchain to create unalterable records of rights and 
transactions. A medical data management system [3] using 
blockchain technologies was presented by Azaria et al.. Sarr et 
al. discussed a blockchain- based model to handle transactions 
of social applications by using their access classes in [17]. 
Several blockchain applications to IoT environments were 
considered as well [16], [10]. Dorri et al. considered 
application of a blockchain [9] in order to improve the security 
and privacy of smart homes citing examples involving IoT 
devices. 

III. BLOCKCHAIN-BASED MOBILE SERVICE 

In this section, we present our new conceptual architecture 

for authorization of mobile communication services.  An 

overview of the system is shown in Fig. 1. 

A. Entities 

There are four entities in our architecture. 

• Users are entities who have a mobile terminal and use 

mobile communication services. It is assumed that a user 

uses several types of mobile communication services in 

the beyond 5G world. 

• Mobile Operators provide network services using facil- 

ities for wireless communication and gateway servers. We 

assume that mobile operators provide communication 

services including infrastructures and applications such as 

voice communication (VoIP) and email is independently 

provided on the Internet. 

• Billing Operators manage billing information and have a 

contract with users in order to charge a communication 

tariff to users. The service is regarded as a collection 

agency service for mobile operators. 

• Blockchain Service operates a blockchain on the Internet. 

The service is jointly managed by enterprise companies or 

individuals. 

In this paper, we focus on Internet access services as 

communication services; all communication services and 

applications are assumed to be provided on the Internet by 

service providers in the future. 

B. Basic Service Steps 

The basic procedure of service use is shown schematically in 

Fig. 2. The procedure consists of four basic steps and one 

additional step as follows: 

1) Registration: A gateway server publishes a transaction 

ID to a mobile terminal when a request from the mobile 

terminal is received, and the mobile terminal registers its 

service use information to a blockchain via a gateway server. 

The service use information includes the service status and a 

time stamp, and it names registration information. A user 

sends the registration information to a gateway server and 

stores it locally. Before authorization by the gateway server, 

the mobile terminal can only access the blockchain service. 

The gateway server confirms the validity of the informa- 

tion before sending it to the blockchain, computes its hash 

value and attaches the mobile operator’s ID, the transaction 

ID, and a billing operator’s ID stored in the registration 

information; then the tuple of the hash value, the mobile 

operator’s ID, the transaction ID, the billing operator’s ID and 

the service status are sent to the blockchain service. 

2) Confirmation by Blockchain: Once a block including 

the registration information from the mobile terminal is 

confirmed by a consensus process of the block, the blockchain 

service sends a confirmation message to the gateway server. 

When the gateway server receives the confirmation message 

for the mobile terminal, the gateway server allows the mobile 

terminal to access other Internet services. The registration 

information is sent to a billing operator later. This step is 

similar to Wifi access services; thus it would be acceptable for 

users, even though we add the blockchain operations in the 

registration. 

3) Re-Confirmation: The mobile terminal may re-connect 

to another gateway server when the mobile terminal moves to 

other areas managed by other gateway servers. In this 

situation, the mobile terminal sends a re-confirmation request 

to the blockchain service via the gateway server. The 

blockchain service searches previous blocks and sends a 

confirmation message if the service use information is found 

in the previous blocks. The gateway server allows the user to 

use the network services after receiving the re-confirmation 

message. 

4)  Termination: When the mobile terminal disconnects 

from the network service, the mobile terminal registers its 

service use information to a blockchain again. The service use 

information includes the service status as termination and a 

time stamp, and it names withdrawal information. A user 

sends the termination information to a gateway server and 

stores it locally. The hash value of the information is 

calculated and the same transaction ID, the mobile operator’s 
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ID, and a billing operator’s ID are attached to the information 

as well, and then the tuple of the hash value, IDs, and the  

 
Figure 2.   Basic Procedure of Registration and Termination 

 

service status are sent to the blockchain service. After 

confirmation of a new block by the blockchain service, a 

confirmation message of the termination is sent to the mobile 

terminal. The withdrawal information is sent to a billing 

operator later. 

5)  Re-Registration (Optional): This is an optional step 

and follows the same procedure as the registration step. Users 

may need to re-register for a certain interval in order to avoid 

uncertainty in relation to tariff charges. A mobile 

communication service is automatically terminated after a 

certain time period if re-registration is not executed. Even if 

the gateway server fails to send the withdrawal information to 

the blockchain, the service charge is not increased beyond the 

specified time period. 

All entities satisfy the following conditions in the above basic 

scheme. All entities can be authenticated based on their own 

public key certificate and a corresponding private key. 

• Mobile operators can calculate tariffs based on their 

mobile operator’s ID and transaction ID by referring to 

the public ledger information, even though none of the 

users can be identified by the mobile  operators from the 

ledger, and the user’s history of service use across mobile 

operators is not traceable. This is because the ledger 

information does not include the user ID, and the 

transaction ID and hash values are one-time information. 

A billing operator’s ID can be used to confirm the correct 

amount of a payment transaction from billing operators to 

mobile operators. 

• Billing operators can confirm a user’s service use in- 

formation sent from gateway servers because the user’s 

signature is included in the information. Hash values of 

the information are included in the blockchain; thus, it is 

impossible to alter it. The billing operators calculate 

tariffs for each user according to service use information 

including user ID and charge it to users. The total amount 

of tariffs for each mobile operator can be aggregated 

based on the mobile operator’s ID, and the total amount of 

tariffs for all users is transferred to each mobile operator. 

• Users can verify whether the tariffs are correct based on 

the ledger information and service use information stored 

in their local device, and prove that altered service use 

information is incorrect because an adversary cannot 

compute the correct information and the information is 

confirmed when it is registered by the blockchain. 

C. Service Use Information and Certificate for Payment 

Service use information consists of two types: registration 

information and withdrawal information. It denotes the usage 

time of each communication service and it is registered to the 

blockchain in order to ensure identifiability, integrity, and non-

repudiativity. The information consists of the ID of a user IDu, 

transaction ID IDtm , time stamp Ts for a registration (or Te for a 

termination), the mobile operator’s ID IDm, service status S = 

{starting, termination}, the user’s public key certificate PKCu, 

the digital signature of the user for these data SUI = 
(IDm||IDtm ||IDu||S||Ts||P KCu). A hash value Ht sent to the 

blockchain service by a gateway server is Ht = 
h(SUI||Sigu(SUI)), where h(x) is a computation by a hash 

function h. The time stamp protects the system and the user 

against replay attacks and the digital signature proves that the 

user generated the information for a third party. The service 

charge is calculated from transaction data on the blockchain 

using a pair comprising registration and withdrawal 

information which has the same transaction ID and the 

payment process proceeds according to the information 

contained in the certificate. Revocation statuses of certificates 

are checked on gateway servers based on certificate revocation 

lists or other methods. The issuer of the certificates, such as 

banks, provide revocation information on issued certificates; a 

certificate is revoked if the user concerned cannot pay the 

communication fees. 
Public Key Certificates. The mobile terminal holds the private 

key for generating the digital signature and a corresponding  

public key certificate is issued to the user when the user signs a 

contract with a network service operator or other service 

providers (such as banking services) who are billing operators; 

they guarantee that the user will be able to pay the tariff. The 

certificate consists of general information including the public 

key certificate as an identifier of a user, issuer (billing 

operator), issue and expiration dates, public key, and the 

issuer’s digital signature. Additional information that places 

restrictions on the user’s use of a communication service is 

contained in the certificate as well. For example, a user may 

not be allowed to use a mobile communication service 

provided by certain mobile operators. 

D. Blockchain Service 

The blockchain service holds records of service use and 

realizes a scalable and cost-effective platform. Ledger infor- 

mation received during a certain time period is recorded to a 

new block as a root hash. We use majority-consensus-based 

block-chain technologies and  mobile  operators  cooperate to 

reach  a  consensus  for  each  block  of  the  blockchain; a 

Byzantine fault tolerant [6] scheme is a typical and reasonable 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 138



scheme for the consensus between authorized entities. Some 

efficient consensus techniques such as a fast Byzantine  

 
Figure 3.   Ledger Information 

 

Agreement protocol in [5] are applicable to our system, in 

order to improve latency of the confirmation process; a mobile 

operator would be selected as a signer of a new block 

according to a hash value of the previous block. The root hash 

value of the block is calculated from hash values of service use 

information and transaction ID by the Merkle tree hashes 

technique [14] as shown in Fig. 3. The hash value of service 

use information, service status, and transaction ID, which are 

recorded in an authorized block, are distributively stored in 

DBs of parties who participate in the consensus, as ledger 

information, and the DB can be accessed by mobile operators, 

billing operators, and users. Once the ledger information is 

recorded in the block of the blockchain, it has been authorized 

as a validated record of service use. A new block is generated 

for an interval such that it is generated every second; thus, 

users can start to receive a mobile communication service 

within a few intervals. If no consensus is reached, the result is 

notified to gateway servers; then users re-try registration or the 

gateway resends the withdrawal information. The restriction 

should be checked on the gateway servers before starting 

mobile services. 

IV. SECURITY AND PRIVACY IN OUR 

ARCHITECTURE  

 In this section, we discuss the security and privacy aspects of 

our authorization architecture. 

A. Security Analysis 

The security analyses of our scheme are explained as follows. 

1)  Invalid Use of Service: Service use by invalid users 

should be prevented in order to ensure fair use of services. The 

digital signature of the user’s private key is used as evidence 

of the user’s consent to receive a communication service in the 

registration process.  An attacker who has no valid key cannot 

use the mobile network services, and masquerading as users is 

difficult due to the impossibility of altering the digital 

signature. Replay attacks are avoided by a time-stamp and 

transaction ID included in data corresponding to the digital 

signature. Hash values of all registration and withdrawal 

information are stored in the blockchain; thus, it is impossible 

to alter or remove the information.A certificate corresponding 

to the private key is issued by a party that ensures the user’s 

ability to pay and the certificate is revoked if the user has no 

ability to pay; thus, the payment will be securely executed if 

the certificate is valid. 

2)  Invalid Charge of Tariff: Charging the correct com- 

munication tariff should be ensured to protect users against 

invalid mobile operators. The tariff is calculated using the 

transaction ID. Blockchain ensures the validity of transac- tion 

data and any entity can verify the correctness of a billing 

amount for the transaction ID. Thus, alteration of the billing 

amount is impossible. An invalid gateway may not send 

registration data or termination data in order to 

increase/decrease the total billing amount. Thus, authentica- 

tion of gateway servers by users and the blockchain service is 

mandatory for secure transactions. Existing techniques such as 

TLS are applicable to the authentication procedure. 

Furthermore, the re-registration step avoids invalid charging 

by denial of termination by an invalid gateway server. 

3)  DoS Attack: Denial-of-Service attacks on the system 

should be considered as a potential security issue. This is a 

general issue and it is essentially impossible to fully protect 

the system against DoS attacks. Gateway servers should have 

established countermeasures for general DoS attacks such as 

filtering of traffic. Another critical part of our architecture is 

the blockchain service; countermeasures should be applied to 

the service such as parallelization of the blockchain service. 

B. Privacy Issues 

Transaction data may be sensitive, for example, it may 

include time of service use, network information, and billing 

information; and users are concerned about privacy breaches. 

Ledger information contains no private information including 

detailed billing information and no information that would 

identify users such as the ID of users, even though the hash 

value of the information is included. Thus, no privacy leakage 

from ledger information is expected. Mobile operators may 

trace a user’s history using information from their own gateway 

servers; however, a user’s history of service use across some 

mobile operators cannot be traced. A billing company receives 

service use information including information that could 

identify users; such information is traceable through some 

communication services and the time of service use is 

identified for each user when a user connects to several 

communication services. The billing operator should be trusted 

by users; but users may be concerned about privacy issues; the 

billing operator has to know details of the billing information, 

but time of service use is not mandatory information for billing 

operations. Thus, a remaining privacy requirement is to hide 

the time of service use from billing operators, even though 

tariffs are revealed to a billing operator. We will discuss an 

extension of our scheme that addresses the privacy issue in the 

next subsection. 
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C. Extension to Privacy-Preserving Scheme 

In this subsection, we consider an extension of the scheme in 

order to realize a privacy-preserving scheme that reduces the  

risks of traceability by billing operators. There are some 

existing confidential transaction schemes [13], [15] for Bitcoin 

or other virtual coin systems; however, those schemes are not 

directly applicable to our architecture as it is not designed for 

peer-to-peer transactions. Thus, we design a privacy-preserving 

scheme to solve the remaining privacy issue described in the 

previous subsection. Intermediate nodes named Trusted Store 

Function are set up between the gateway server and the billing 

operator as shown in Fig. 4, and each intermediate node 

distributively stores service use information and provides a part 

of the service use information to billing operators. The trusted 

store function may be installed in the gateway servers if the 

gateway servers are trusted. There are several constructions for 

a privacy preserving scheme as follows: 

 

• Naive Construction. If we can assume that the 

intermediate node is trusted, the node simply removes or 

modifies privacy sensitive information such as transaction 

ID and timestamps and then sends the modified 

information including a digital signature of the node to a 

billing operator on a daily basis.  

• Construction using Sanitizable Signatures. 

Replacement of a user’s signature with a signature 

generated by a sanitizable signature [2] scheme is another 

possible solution for a privacy preserving scheme. Some 

privacy sensitive parts of service use information can be 

masked on the intermediate node and a user’s signature is 

still verifiable by a billing operator, when using a 

sanitizable signature scheme. 

• Construction based on a Homomorphic Signature. We 

can construct a privacy-preserving scheme under the as- 

sumption that a practical homomorphic signature [20] 

scheme exists. We modify the original service use infor- 

mation as shown in Table 1. A pair of the service use 

information (registration and withdrawal) is transformed 

into concatenated bit strings, and calculate a subtraction 

between the Registration Information and Withdrawal 

Information is calculated on the trusted store function. 

The homomorphic digital signatures are attached to both 

pieces of information; thus, a digital signature for the 

subtracted information can be calculated. The subtracted 

information and its digital signature provided by a user 

would be transferred to a billing operator for a certain 

interval (e.g. daily). 
• Homomorphic Signature. Let Sig(sk, x) and Sig(sk, y) be 

a digital signature of messages x and y by a private 
key sk. A signature scheme Sig( ) is a homomorphic 
signature where: Sig(sk, x) ± Sig(sk, y) = Sig(sk, x ± y). 

 

The design and implementation of a practical homomorphic 

signature scheme remains an open issue. 

To use the above schemes, the exact time of service use can 

be hidden from a billing operator, and the billing operator only 

knows the usage time used for calculating the tariff for a 

communication service. It is assumed that the intermediate 

nodes cooperatively manage trusted and distributed DBs for  

storing service use information, and an indeterminate node 

randomly selected when the information is sent to a billing 

operator; thus, the traceability of a user on an indeterminate 

node is reduced. A privacy-preserving scheme without 

intermediate nodes is an open issue; entities that store the 

service use information of users should be required to verify 

transactions. 

V. BUSINESS MODEL CANVAS 

A block in the blockchain described above is evidence of 

communication service use, and service operators can charge 

tariffs for service use according to the transaction data related 

to the ledger information authorized by the blockchain. Thus, a 

fair use communication service based on service use records is 

realized. The blockchain can be shared (i.e., operated) by 

mobile network operators in order to reduce the total cost of the 

system, and the communication services include several 

communication media, such as WiFi, WiMax and 5G. Our 

system allows for the case where a mobile network operator is 

not identical to the billing operator that charges the tariff. 

Mobile operators can receive service charges from the billing 

operators that sign the contracts with users. Users are only 

required to have a single contract with their appropriate billing 

operators such as banking services. In another way, we can use 

a public blockchain with volunteer miners such as the Bitcoin; 

in that case, contributors to a blockchain consensus obtain 

incentives based on the charges from mobile users. For 

example, if it is assumed that 50 million users pay 50 GBP per 

month and new block is generated every second, a miner 

obtains 10 % commission as (50, 000, 000 × 50) / 2592000 × 0.1 

= 10 GBP for each block created, even though we should 

consider parallel blockchains to solve scalability issues. In this 

model, a value of a digital coin (like Bitcoin) is ensured by 

communication tariffs from users. The coin is transferable to 

real money according to the commission rate. Thus, the value 

of the coin is endorsed by commission fees for real services in 

this new business model. 

VI. CONCLUSION 

In this paper, we presented a new conceptual architecture for 

future mobile services. It realized a transparent authorization 

mechanism for several types of mobile communication services 

using blockchain technologies. The architecture leads mobile 

Table I. Modification of Service Use Information 

 
1 Registration Info. IDm IDtm IDb IDu starting 0 IDu Ts PKCu 

2 Withdrawal Info. 0 IDtm 0 0 0 termination IDu Te 0 

           1-2 Billing Info. IDm 0 IDb IDu starting termination 0 Ts –Te PKCu 
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services to a new business model that separates a billing 

functionality from mobile network management by mobile 

operators. 
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Abstract—In this paper, we propose a hybrid public key authen-
tication scheme for wireless sensor networks whose goal is to 
minimize energy consumption while providing public key authen-
tication. To accomplish this goal, we employ the certificate based 
public key authentication scheme and the Merkle hash tree based 
public key authentication scheme depending on the number of 
sensor nodes. The simulation result shows that our proposed 
scheme outperforms the existing public key authentication 
scheme in terms of energy consumption 

Keywords-hybrid public key authentication; digital certificates; 
Merkle hash tree; heterogeneous wireless sensor networks 

I.  INTRODUCTION  

Employing public key cryptography (PKC) in wireless sen-
sor networks (WSNs) has been regarded as impractical due to 
its computation and communication overhead [1]. However, 
recent study has proved that PKC can be employed in WSNs 
by using elliptic curve cryptography (ECC) [2]. PKC is a best 
solution for establishing secret keys and authenticating broad-
cast messages in WSNs. One prerequisite for using PKC is to 
obtain a public key of the corresponding node securely. If the 
binding between the corresponding node and its public key is 
not trusted, PKC is not safe any more because an attacker can 
impersonate the corresponding node. Using digital certificates 
signed by the certificate authority (CA) is the most widely used 

way to bind the identity of a node and its public key. However, 
the size of the digital certificate is at least 86 bytes when 
ECDSA-160 is used, thereby increasing the energy consump-
tion in resource-constrained sensor nodes. To resolve this prob-
lem, [3] proposed Merkle hash tree based public key authenti-
cation scheme. It has the benefit of performing only one PKC 
operation by employing a Merkle hash tree, but it requires the 
auxiliary authentication information (AAI) to authenticate the 
public key, which increases energy consumption when the 
number of sensor nodes increases. In this paper, we propose a 
hybrid public key authentication scheme (HPKA) where we 
alternatively use the certificate based public key authentication 
scheme (CPKA) and the Merkle hash tree based public key 
authentication scheme (MPKA) according to the number of 
sensor nodes to reduce the energy consumption of the entire 
WSN. 

II. HYBRID PUBLIC KEY AUTHENTICATION 

We assume a heterogeneous WSN which consists of a 
small number of powerful sensor nodes and a large number of 
resource-constrained sensor nodes. The heterogeneous WSN is 
assumed to form multiple clusters at deployment where each 
powerful sensor node plays a role of a cluster head (CH). Fig. 1 
shows the example of the heterogeneous WSN with three clus-
ters. To authenticate the base station (BS), every sensor node is 

CH

sensor node

Base Station

CPKA (N=300) MPKA  (N=50) CPKA  (N=400)

… … … … … …

 
Figure 1.   The hybrid public key authentication in the heterogeneous WSN.  

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 142



equipped with the public key of the BS. 

The goal of our proposed hybrid public key authentication 
scheme is to minimize the energy consumption by using CPKA 
and MPKA adaptively while providing public key authentica-
tion. In CPKA, each sensor node sends a message with the fol-
lowing format.  

, , , { ( | | )},ID IDts ID m sig h ts ID m cert   
where ts is a timestamp, ID is an ID of a sensor node, m is a 
message, sigID is a digital signature signed by the sensor node 
ID, h is a hash function, and certID is a certificate of sensor 
node ID signed by the BS. Upon receiving the message, a sen-
sor node first verifies the certificate with the public key of the 
BS and obtains the public key of the sending node, with which 
the sensor node then verifies the message. Thus, each sensor 
node performs two PKC operations in CPKA. 

In our proposed scheme, each CH constructs its own Merk-
le hash tree of the cluster whose leaf is h(ID|PKID). The value 
of the internal node is computed by hashing its two children, 
and in this way the value of the root node, hroot, is finally ob-
tained. hroot is then broadcasted to all sensor nodes in the cluster 
signed by the CH. In MPKA, each sensor node sends a mes-
sage with the following format. 

, , , { ( | | )}, ,ID ID IDts ID m sig h ts ID m PK AAI   
where PKID is a public key of the sensor node ID and AAIID is 
an AAI of the sensor node ID which is used to authenticate the 
public key using the Merkle hash tree. When receiving the 
message, each sensor node verifies the public key of the send-
ing node with AAIID and hroot. During the verification process, a 
chain of hash operations with h(ID|PKID) and AAIID is per-
formed. If the final value is equal to hroot, the public key is veri-
fied as an authentic one, with which the sensor node authenti-
cates the message. It is important to note that the size of AAIID 

increases by (|h| * log2N) where |h| is the size of the hash value, 
when the number of sensor nodes, N, grows. 

In summary, CPKA has a communication overhead of 
|certID| and a computation overhead of two PKC operations 
whereas MPKA has a communication overhead of 
|PKID|+|AAIID| and a computation overhead of log2N hash oper-
ations and one PKC operation. Thus, CPKA consumes fixed 
energy regardless of the number of sensor nodes while MPKA 

consumes more energy with larger N since |AAIID| and the 
number of hash operations depend on N. We now calculate the 
threshold of N, with which each CH selects the appropriate 
public key authentication scheme between CPKA and MPKA, 
as follows. 

2

2

| | 2

(| | | |) log

where | | | | log

ID byte PKC

Energy consumption of CPSA

ID ID byte PKC h

Energy consumption of MPSA

ID

cert E E

PK AAI E E E N

AAI h N

 

     

 




         (1) 

where | ‧ | is the size of each field, Ebyte is the energy consumed 
for transmitting and receiving one byte, EPKC is the energy con-
sumed for performing one PKC operation, and Eh is the energy 
consumed for performing one hash operation. We ignore the 
energy consumed for distributing AAIID and hroot in MPKA 
since it is performed only once at deployment. 

To give an example of our proposed scheme, we assume 
that SHA-1 and ECDSA-160 is used for authentication, and 
TelosB motes are used and thus the value of each parameter is 
shown in Table I [4]. Using (1) and Table I, we can compute 
the minimum N to satisfy (1), which is 245. This implies that 
each CH employs MPSA when the number of sensor nodes in 
the cluster is less than or equal to 245, whereas CPKA is used 
in the cluster when the number of sensor nodes exceeds 245. 
By adapting the public key authentication scheme to the num-
ber of sensor nodes, our proposed scheme significantly reduces 
the energy consumption in the whole network. To compare our 
proposed scheme with CPKA and MPKA in terms of energy 
consumption, we assume that the WSN consists of three clus-
ters, each of which has 300, 50 and 400 sensor nodes respec-
tively and each sensor node sends one message to the neighbor 
node. Fig. 2 shows that our proposed scheme outperforms 
CPKA and MPKA. 

III. CONCLUSION 

In this paper, we proposed a hybrid public key authentica-
tion scheme for heterogeneous WSNs where each cluster em-
ploys either CPKA or HPKA depending on the number of sen-
sor nodes in the cluster. We also showed that our proposed 
scheme outperforms other schemes in terms of energy con-
sumption through a simple simulation. In our future work, we 
need to implement the proposed scheme in the real sensor 
motes after which it should be evaluated in the real environ-
ments.  
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Figure 2.   The energy consumption of CPKA, MPKA, and HPKA.  

TABLE I.  THE VALUES OF PARAMETERS 

Parameter Value Parameter Value 
|certID| 86 bytes Ebyte 59.2 μJ 
|h|  20 bytes EPKC 5.508 mJ
|PKID|  20 bytes Eh 1.89 μJ 
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Abstract— Crowd management is an important research area due 

to its impact on significant numbers of people in society. It has 

been studied from different perspectives including movement, 

tracking, monitoring, identification, and behaviour. However, 

this topic still suffers from limitations that require further 

developments. Safety concerns are a vital part of crowd 

management that necessitates more investigation. The proposed 

paper presents a safety management system for crowds using 

sensors to improve the safety level and to reduce dangerous 

situations. The proposed system handles external environmental 

safety issues and internal body safety effects. The system 

manages safety factors and evaluates situations as individuals’ 

behaviours and group behaviour in the same location in order to 

identify hazards and avoid disaster in crowds. 

Keywords- crowd management; crowd behaviour; safety 

management ; intelligent systems; wireless sensors 

I.  INTRODUCTION 

A crowd consists of a massive number of people who 
occupy the same area to participate in specific tasks in a similar 
manner. Such groups may form for different purposes 
according to various situations. One complex type of crowd is 
related to religious events during which millions of people 
want to engage in the same task in the same place at the same 
time, such as Hajj in Makah. Unfortunately, this may lead to 
disaster, with the potential for thousands of pilgrims to be 
killed or injured. Crowds are also found in sports stadiums for 
events such as at the World Cup and other mass events. 
Managing the crowd is a quite challenging task that requires a 
significant investment in money and effort [1,2]. Consequently, 
crowd management is an active and important research area 
that demands additional investigation. 

Hundreds of research studies focusing on crowd 
management have developed different approaches to address 
this topic. The majority of them have studied the movement of 
crowds, tracking people, navigation, and monitoring. Many 
studies present algorithms of computer vision in crowd 
management including image and video processing [1,3]. In 
addition, some recent studies proposed improved crowd 
management by applying network concepts including RFID, 
wireless sensors, and mobile sensing. Researchers applied 
RFID for crowd management as an inexpensive and easy 
solution [1,2,4,5]. Both studies in [1, 2] proposed identification 

management systems using RFID technology to monitor 
crowds and find lost people. The system connects to a database 
module to find the medical records for those who need help. 
The authors in [6] used a wireless sensor network and RFID for 
monitoring and evacuation techniques in crowds. In [5], a 
location-based service for use in crowds was evaluated that 
depends on RFID and smartphone. Some recent studies have 
taken advantage of the speed of mobile phones and applied 
mobile sensing methodology to conduct sensing tasks and to 
share data in crowds [4,7,8]. Mobile sensing can be used to 
improve the management of crowds through tracking, 
detection, counting, and monitoring behaviour [7].  The authors 
in [8] applied mobile sensing to analyse crowd behaviour for 
safety assessment. However, this study only considered 
specific behaviours of movement such as queuing, walking, 
and group formation. The study in [3] handled the behaviour 
aspect using image and video processing to detect atypical 
situations such as escape scenarios. Other studies have dealt 
with crowd management from different perspectives including 
big data analytics [9], cloud-computing services [10], and the 
Internet of Things [11]. 

To date, the literature on crowd management has focused 
mainly on dealing with the directions and movement of 
crowds. It has generally addressed the safety issues in crowd 
management and usually handled these potentially fatal 
problems by traditional methods of storing and tracking 
medical records. However, one of the most important points in 
managing crowds is providing acceptable levels of safety to 
protect lives from accidents. The mass disasters that have 
happened at religious events that killed and injured thousands 
of pilgrims due to safety concerns are the main motivation 
behind this paper. The proposed system considers basic safety 
issues and provides a secure environment for crowds using 
sensors. Safety problems occur in crowds by either external 
environmental factors or internal body factors. 

Many smart watches and smart devices have been 
developed to provide some safety services and to check the 
movements, steps, and heartbeats of their users. However, the 
merging among all of these internal features for groups in 
nearby areas and the addition of new external environmental 
factors to improve the safety in crowds has not yet been 
applied. The paper proposes a safety management system for 
crowds to detect both internal and external safety issues.  The 
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system monitors individuals’ behaviours and then studies the 
behaviour of groups of people in the same location to detect 
any risky situations and to identify any dangerous actions. 

The research paper is organised as follows. Section 3 
highlights the contributions of the present research. Section 4 
shows the structure of the proposed system. Section 5 explains 
the processes run and the detections rules followed in the safety 
management system for crowds. The main points are reviewed 
in Section 6. 

II. CONTRIBUTIONS 

The developed system aims to: 

 Monitor the safety situations in crowds. 

 Predict dangerous situations before they occur and 
warn the nearby areas in crowds. 

 Improve the safety level for people as individuals and 
as members of groups in crowds. 

 Connect users with six sensors that are used to detect 
fire, air poisoning, sunstroke, and crush. 

 Provide recordings to permit additional investigations 
after accidents. 

 Be interactive by using a messaging system to receive 
accident calls and to send warnings to crowds. 

Adding these features to the dynamic systems makes it 
usable for many environments of crowds. It can be used 
effectively during religious occasions such as Hajj and sports 
occasions such as World Cup and Olympic Games, or any 
other crowded events. Many parties may adopt it as a system to 
improve the safety levels in crowds, to protect lives, and to 
provide new safety services for their customers such as safety 
companies, crowd management companies, and government 
entities. 

III. THE PROPOSED SYSTEM 

The proposed system aims to provide safe, secure, and 
healthy environments for crowds. It is developed to be 
intelligent, sensitive, and dynamic to manage several safety 
aspects in crowds. The system connects with different wireless 
sensors and consists of three main modules: storage module, 
control module, and presentation module. The structure of the 
intelligent safety management system for crowds is illustrated 
in Fig. 1, and additional details are provided in the following 
sections. 

A. Wireless Sensors 

The system consists of six connected sensors that can be 
categorised into two groups according to their functionality: 
external safety sensors and internal safety sensors. The external 
safety sensors monitor external factors in the environment that 
include an outside temperature sensor, air sensor, and fire 
sensor. The internal safety sensors monitor internal factors in 
the human body and include a heart sensor, body temperature 
sensor, and movement sensor. The outside temperature sensor 
(S1) captures the temperature in the environment. If the outside 

temperature is high or otherwise not normal, it sends warning 
data to the system in order to avoid sunstroke and fire 
accidents. The air sensor (S2) measures the oxygen percentage 
in the air to discover if there are dangerous gases or air 
poisoning situations. The fire sensor (S3) detects any fire 
situations to send data to the system. The heart sensor (S4) 
measures the heartbeat rate and sends alerts if there are any 
unexpected changes in the heart rate. The body temperature 
sensor (S5) detects fever to assist in any dangerous health 
situation. The movement sensor (S6) detects the walking, step 
movement, and hand movements of the user to avoid any 
crushes or stampedes. All of these sensors are used to study 
situations and predict certain dangerous cases before they 
occur. These sensors are located in either a watch or bracelet 
that is used by each individual person in the crowd. 

B. Storage Module 

The first module focuses on handling all forms of required 
data to manage the crowd properly. Part of these data are 
entered previously, which include information about the 
individual including his or her personal information, health 
record, and contact information. New data can also be received 
from related connected sensors. The module captures live data 
from all individuals in the crowd. All collected data are stored 
in the designed database. The database contains temporary data 
beyond the basic data. In addition, all actions are recorded 
during the entire event, which is useful to determine the causes 
if accidents do occur.  Finally, the module processes and 
analyses collected data from sensors and works with the 
control module to understand and assess the dangerous 
situations. 

Figure 1.  The structure of the developed safety management system for 

crowds. 
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C. Control Module 

The second module is responsible for checking defined 
rules, evaluating the processed data in the storage module, and 
recommending the proper decision. The control module 
monitors and evaluates human situations as individuals and as 
groups in the same area according to their locations to avoid 
any kind of disaster in the crowd. It studies each safety factor 
depending on the data received from the related sensor and 
stores them in the storage module. Subsequently, the module 
investigates the situation for a specific person and for a group 
of people in the same area. The control module monitors the 
movements of groups of people in specific areas and evaluates 
their heartbeats to detect any negative crowd interactions. It 
also measures air temperature degree and detects air purity for 
groups of people in the same location. Control module works 
as a real-time decision support system that helps people to 
avoid crowd-related incidents and disasters such as crushes, 
stampedes, sunstroke, gas poisoning, and fire. 

D. Presentation Module  

The final module is associated with data visualisation. It 
presents smart diagrams for all data related to individuals and 
groups of people in the same area, leading to accurately express 
dangerous situations. It also connects to other emergency 
systems and warns related nearby areas in order to save lives 
during accidents. In the case that an accident has happened, it 
tries to limit the damage by sending alerts. Exported data from 
the presentation module can be used as a guide to handle 
dangerous situations by avoiding disaster or reducing 
accidents. 

IV. SYSTEM FUNCTIONALITIES 

As mentioned in previous sections, the system consists of 
three modules that work to gather data for improving the safety 
levels in crowds.  The section explains the system processes 
and highlights the general detection rules that are followed in 
the development of this system. The system process detects 
hazards and evaluates risky situations for individuals or groups 
in crowds via the following steps: 

 The system is connected to a movement sensor and a 
heart sensor to measure the person’s steps and 
heartbeats individually and then evaluate people’s 
behaviour as a group in the same area according to 
their locations, to detect any crush and stampede. 

 The system is connected to an outside temperature 
sensor, air sensor, and fire sensor to evaluate the 
environment for groups of people in the same place 
that lead to detecting the following situations: 
sunstroke, air poisoning, and fire. 

 The system is connected to a body temperature sensor 
and a heart sensor to measure the person’s fever and 
heartbeats individually and then evaluate situation to 
detect any health problems or side effects. 

 The system records all data in the entire event like a 
black box in an airplane, which is useful to determine 
the causes if accidents do occur. The black box is used 

for security purposes in order to discover hidden 
information. 

The detection rules can be easily defined according to 
organisations’ needs and requirements. The rules are used by 
the control module to evaluate the processed data and to 
understand whether the situation is safe or dangerous. Some 
basic algorithms for rules are used that can be extended to 
cover additional features and situations. Algorithm 1 explains 
the rules applied in a specific sensor for a group of people that 
measures the number of affected people in a specific area to 
make decisions. Algorithm 2 illustrates the followed rules for 
an individual that count the time to make a decision. Algorithm 
3 shows the emerging rules between two sensors to analyse 
disaster situations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm 1. The rules for groups of people. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm 2. The rules for individuals. 

/* Checking safety for group of people regarding 

collected data from sensor S1*/ 

 

If (degree in S1> normal degree) 
{ 

  Loop count  NumofIndividuals ++ 

} 
Else 

{ 

  NumofIndividuals =0 
} 

 

 
If (NumofIndividuals>10 & area<= 10 meters) 

{ 

   Decision= risky situation 
} 

Else 

{ 

   Decision= safe situation 

} 

/* Checking safety for individual regarding collected 

data from sensor S1*/ 
 

If (degree in S1> normal degree) 

{ 
  Loop Count Time 

} 

Else 
{ 

  Time =0 

} 
 

 

If (Time > 5 minutes) 
{ 

   Decision= risky situation 

} 
Else 

{ 

   Decision= safe situation 
} 
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Algorithm 3. The rules for merging two sensors. 

V. CONCLUSION 

Crowd management is a very daunting task and still 
requires more improvements in all related research aspects. 
Safety issues that occur in dense crowds can lead to 
humanitarian catastrophe and panic in society. The paper 
presents a safety management system for crowds to improve 
the level of safety for individuals and groups. The system is 
developed to detect both internal and external threats of safety 
using multiple sensors. Internal safety sensors relate to the 
reflections of the human body, and external safety sensors 
capture environmental concerns. The developed system 
consists of storage, control, and presentation modules. Future 
work will evaluate the proposed approach practically and test it 
from the perspectives of performance and cost. 
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/* Checking safety for group of people regarding 
collected data from sensors S1 & S2*/ 

 

If (degree in S1> normal degree & degree in S2> 
normal degree) 

{ 

  Loop count  NumofIndividuals ++ 
} 

Else 

{ 
  NumofIndividuals =0 

} 

 
 

If (NumofIndividuals>10 & area<= 10 meters) 
{ 

   Decision= disaster situation 

} 
Else 

{ 

   Decision= safe situation 
} 
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Abstract— this paper presents a hybrid technique for mitigating co-
tier interference between Femtocell Access Points (FAPs). This 

technique combines indoor deployment and cluster-based resource 
allocation. This requires estimation of the number of femtocell 
access points and their deployment locations to achieve the 
optimum coverage and distributing the spectrum fairly across the 
resulting cluster in relation to the number of users. The cluster 
head is selected in relation to the number of neighbouring FAPs 
and the distance between FAPs. Our simulation results show that 
both the coverage and capacity are significantly increased, the 
outage probability is significantly reduced, and most importantly 
co-tier interference is mitigated. 

Keywords — Femtocell co-tier interference, femtocell 

deployment plan, clustering, resource allocation  

I. INTRODUCTION

FAPs are superior to macrocells for indoor coverage due to 
high penetration loss. In addition, they are self-configurable to 
minimise the effects of a dramatic increase in the number of 
users which in turn may increase coverage and decrease the 
probability of outage. One disadvantage of this technology is 
reduced communication quality because of unplanned FAP 
deployment [1]. Another disadvantage is co-tier interference 
between FAPs and cross-tier between a FAP and a macrocell 
[2,3] both types of which may also be significantly affected by 
the FAP access mode, i.e. open, closed of hybrid [4,5,6]. FAPs 
may use Interference Management and Radio Resource 
Management to mitigate interference [7] or adjust the Down 
Link transmission power [8]. Increasing the transmission power 
may maximise the FAP coverage but may also introduce co-tier 
or cross-tier interference [9,10,11,12]. This paper proposes a 
new hybrid technique which combines an indoor deployment 
plan and cluster-based resource allocation to mitigate co-tier 
interference and optimise coverage. The rest of this paper is 
organised as follows: section II presents related research with a 
focus on cluster-based resource allocation, section III presents 
our new mitigation technique, section IV presents our simulation 
results and section V concludes. 

II. RELATED WORKS

A cluster-based technique is considered as one of effective 
techniques to manage interference among FAPs or between 
FAPs and macrocell. In [13] researchers propose a scheme with 
which to choose a spectrum sharing mode either underlay or 
overlay to minimise interference with consideration of the 
energy and throughput of users based on femtocell clustering. 
Their aim is to improve the system performance and assure the 
power consumption is kept at a low level. Complexity and signal 

overhead issues are addressed based on distributed algorithms. 
This study not only considers the minimisation of energy 
consumption but it also considers the trade-off between energy 
consumption and transmission efficiency. It is suggested that 
small cells are clustered and the one that uses the underlay 
spectrum sharing boosts its power at the minimum level to 
prevent cross-tier interference. The small cell in overlay 
spectrum sharing boosts its transmission power at the maximum 
level as it is not vulnerable to interference with the macrocell. 
Simulation results prove that switching between undelay and 
overlay enhance the system performance in terms of avoiding 
interference especially for small cell users. Moreover, the 
energy consumption is minimised. In [14] the authors propose 
an algorithm based on a clustering technique with consideration 
of guaranteeing a high QoS. Their algorithm involves three 
phases: forming the cluster of femtocells, allocating resources 
for each cluster, and resolving resource contentions in the 
cluster. In the first phase, each Femtocell User Equipment (FUE) 
sends feedback to its FAP to enable the FAP to estimate the 
FAPs that are vulnerable to interference. A FAP that interferes 
with a high number of FAPs in comparison to other FAPs is 
considered as the cluster head. If there is more than one cluster 
head, the cluster head is chosen randomly. However, if there is 
no cluster head for such cluster, all FAPs attached to a 
neighbouring cluster consider the threshold of FAP numbers in 
each cluster. In the second phase, the cluster head allocates 
resources to all FAPs based on reports received from each FAP 
with consideration of guaranteeing the quality of service for high 
priority users. After allocating the spectrum portion for high 
priority users, the rest of the available spectrum is set to the rest. 
Finally, users at the edge may suffer from severe interference 
because each cluster head allocates spectrum with no 
cooperation with other cluster heads. Therefore, interfering 
users send feedback reports to inform their FAP of the issue so 
the FAP could resolve this using a Bernoulli distribution 
otherwise the allocated resource is removed from the reporting 
FUE. The results show that the interference level is minimised 
and the performance of femtocell is enhanced. In [15], a scheme 
is proposed to minimise the complexity of resource allocation 
based on clustering using a coalitional game. This method is 
applied in three steps: femtocells are in open access mode, 
cooperative femtocells receive a payoff from playing the game, 
and resources are allocated based on weighted water falling. 
This method suggests that femtocells can be part of a coalition 
depending on the availability of subcarriers i.e. cooperative 
femtocells can be allocated to a subcarrier as a reward if it is 
assigned for public users. The simulation results show that 
having an open access mode leads to enhancing the total 
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throughput. Moreover, users of a cooperative game may exploit 
extra resources when femtocells draw advantages from being 
allocated to available subcarriers. In addition, it is proven that 
the total performance of the system is enhanced. In [16], an 
interference management based on clustering using graph-based 
resource is proposed. Researchers suggest that not only small 
cells should be clustered but also users themselves. After both 
small cells and users are clustered, each small cell cluster is 
assigned a specific value of transmission power and each user 
cluster is allocated to a specific portion of the spectrum. The 
proposed algorithms provide a solution for both co-tier and 
cross-tier interference. A weighted graph is used to estimate the 
interference among users and to alleviate it, it divides users 
inside cell clusters into user clusters with a low level of 
interference. The results show that the performance is enhanced 
and there is a dramatic increase in the spectral efficiency. 
Moreover, this method outperforms other clustering methods in 
terms of low complexity. In [17], researchers propose a solution 
that addresses the interference with consideration of the network 
throughput. The method used in this research consists of two 
steps: clustering femtocells and allocate resources to each cluster 
to minimise interference, and considering each cluster as 
resource allocation unit to use sub channels which are allocated 
equally to a specific level of power. Femtocells elect their cluster 
head based on the interference graph. Femtocells are clustered 
based on the interference level. Femtocells which cause high 
levels of interference to each other are grouped together in one 
cluster. To prevent co-tier interference femtocells inside each 
cluster should be assigned to different sub-channels. Femtocells 
which cause low interference to each other are also grouped 
together in the same cluster and they allowed to use the same 
sub-channels. The cluster head takes the responsibility to 
allocate both sub-channels and power. Femtocell users are 
allocated to sub-channels by estimating the difference between 
the experienced achievable rate and the desired rate. Simulation 
results illustrate that the throughput is enhanced. Both 
interference co-tier and cross-tier is demonstrably minimised. In 
[18], the authors propose a new femtocell clustering technique 
called semi clustering victim cell which promises to outperform 
the typical clustering mechanism. This technique is used for 
femtocells deployed close by based on identifying the victim 
femtocell and its aggressors to manage the frequencies among 
them. The same frequencies are reused among two of them if 
there is no possibility to interfere with each other. The authors 
suggest that interfering femtocells are classified into four types: 
victim FAPs which do not affect another FAP’s users although 
one or more of their own users may be affected by another FAP, 
victim-aggressor FAPs which affect another FAP’s users and 
their users are also affected, aggressor FAPs which affect other 
FAPs users but not their own and neutral FAPs which do not 
affect another FAP’s users and their own users are safe from 
interference. Simulation results illustrate that co-tier 
interference is minimised and spectral efficiency is increased. 
Moreover, it is proven that this scheme has superiority over the 
classic femtocell clustering schemes due to its ability of 
increasing the capacity and utilising the resource. In [19], path 
loss is shared among neighbouring FAPs in LTE. Information 
on path loss among FAPs and the usage Component Carriers is 
thus modified. FAPs exchange such information using either an 
HeNB Femtocell gateway or an Over-The-Air method. The 

HeNB gateway manages co-ordination information exchanges 
between FAPs and serves as intermediate node between FAPs 
and the mobile core network. The Over-The-Air method 
connects FAPs and the Mobile Base Station by a direct link. 
Each FAP estimates co-tier interference based on path loss and 
the availability of carriers. Each FAP utilises a carrier that is 
available for use: a carrier that is not in use by other FAPs, a 
carrier that is occupied by the furthest neighbour or a carrier that 
is occupied by the least number of neighbours. The results 
illustrate that co-tier interference is minimised significantly. 

III. PROPOSED SYSTEM MODEL 

In our previous research, outdoor and indoor deployment 
plans are proposed [20, 21]. Indoor deployment plan is driven 
from outdoor, it is modified to fit with indoor environment and 
it is applied inside a building to find out its validity. The results 
show a significant improvement in the performance of femtocell 
technology in terms of the coverage, outage probability and the 
capacity. However, the presence of co-tier interference is still a 
major drawback. In this research, we propose a new hybrid 
technique that combines indoor deployment and cluster-based 
resource allocation. 

A. Indoor deploymen plan 

Before start deploying the femtocells we need first to predict 
the required numbers. It has been shown that the optimum 
number of femtocells that need to be installed indoors is 
expressed as follows: 

𝑭𝑨𝑷𝒏 =  
𝑨

𝑭𝟐
+ 𝑭𝑨𝑷𝒄     𝒘𝒉𝒆𝒓𝒆 𝑨 = 𝑳×𝑾 

where FAPn is the optimum number of FAPs to be deployed, A 
denotes the area that requires coverage in metres, L is the length 
of the building, W denotes the width of the building, F is the 
distance threshold radius and FAPc is the centre FAP. 

The indoor deployment plan involves deploying FAPc at the 
centre of the area and then deploying the rest of femtocells at 
different angles from FAPc taking into accounts two conditions: 
Firstly, all FAPs are deployed at a specific distance far from 
FAPc. Secondly, the FAPs except FAPc is deployed at a fixed 
angle distance from one another. The purpose of using this 
deployment plan is to increase the coverage area and address the 
probability of outage whilst increasing the capacity and offering 
a better service for users. The following equation explains the 
deployment process: 

𝑭𝑨𝑷𝒄 → {𝑳
𝟐⁄ | 𝑾

𝟐⁄ } 

𝒇𝒐𝒓 𝒂𝒍𝒍 𝑭𝑨𝑷𝟏 … 𝑭𝑨𝑷𝒙 𝒘𝒉𝒆𝒓𝒆 𝒙 ≥ 𝟏 

𝑭𝑨𝑷𝒙 → 𝑭 & (𝟒𝟓𝒐 + (𝑮×𝒙 − 𝟏)) 𝑭𝑨𝑷𝒄 

where 𝑭𝑨𝑷𝒄 is the central FAP, {𝑳
𝟐⁄ | 𝑾

𝟐⁄ } refers to the centre 

of the area, → refers to the location of installation, 𝑭𝑨𝑷𝒙 
denotes all required FAPs to be deployed except the central 
FAP, F refers to the coverage radius for a FAP, 𝟒𝟓𝒐 𝑭𝑨𝑷𝒄 refers 
to a 45° angle from 𝑭𝑨𝑷𝒄, 𝑮 refers to the fixed value of the 
degree between FAPs deployed and 𝒙 denotes the number of a 
FAP. 𝑮 is calculated as follows: 

𝑮 = 𝑹
𝑭𝑨𝑷𝒏 − 𝑭𝑨𝑷𝒄⁄  
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where 𝑮 is the distance between 𝑭𝑨𝑷𝒙 in degrees and 𝑹 is the 
total FAP coverage angle set at 360o. The distance between 
𝑭𝑨𝑷𝒙 is 360o over the number of FAPs excluding 𝑭𝑨𝑷𝒄. 

Figure 1 shows an example of deploying 9 FAPs inside a 
building based on our indoor deployment plan. 𝑭𝑨𝑷𝒄 is 
deployed at the centre of the building and then the rest of FAPs 
are installed at F distance from 𝑭𝑨𝑷𝒄 and the angle between 
these FAPs is equal to G. FAP1 is usually installed at a 𝟒𝟓𝒐 angle 
from FAPc. FAP2 is installed at F distance and at (𝟒𝟓𝒐 + 𝑮) 
angle from FAPc. FAP3 is installed at F distance and at 

(𝟒𝟓𝒐 + (𝑮×𝟑 − 𝟏)) angle from 𝑭𝑨𝑷𝒄 and the process 

continues for all remaining FAPs. 

 

Figure 1: An example of deploying 9 FAPs 

B. Cluster-based resource allocation 

Following completion of deployment, the resulting cluster 
formation evolves. The next step involves the selection of the 
cluster head using two conditions: firstly, the number of 
neighbour FAPs interfered with, and secondly, the distance 
value to these FAPs. The candidate head is the FAP that 
interferes with the highest number of FAPs and is at the closest 
distance to these FAPs. The following algorithms explain the 
process of selecting the cluster head: 

𝒊𝒇𝒇 𝒐𝒏𝒆 𝑭𝑨𝑷𝒊  ∩ ≪ 𝑭𝑨𝑷𝒏 

𝑻𝒉𝒆𝒏 𝑭𝑨𝑷𝒊 = 𝑪𝑯 

𝒆𝒍𝒔𝒆 𝒊𝒇𝒇 < 𝒐𝒏𝒆 𝑭𝑨𝑷𝒊  ∩ ≪ 𝑭𝑨𝑷𝒏 

𝑻𝒉𝒆𝒏 𝒄𝒉𝒆𝒄𝒌 𝑫  

𝒊𝒇𝒇 𝑭𝑨𝑷𝒊 − ≫ 𝑫 → ≪ 𝑭𝑨𝑷𝒏  

𝒕𝒉𝒆𝒏 𝑭𝑨𝑷𝒊 = 𝑪𝑯 

where 𝑭𝑨𝑷𝒊  denotes the candidate FAP to be selected as CH, ∩ 
denotes interference, ≪ 𝑭𝑨𝑷𝒏 denotes the highest number of 
FAPs, − ≫ 𝑫 → denotes the closest distance to the highest 
number of FAPs. 

Table 1 presents a case whereby FAPC and FAP1 interfere with 
the highest number of FAPs and the distance between FAPC and 
FAP1 to the rest of FAPs 𝑭 = 40 m. Comparing FAPC to FAP1 
in terms of distance FAPC is closer to 5 FAPs (FAP3, FAP4, 
FAP5, FAP6, FAP7) and FAP1 is closer to only 2 FAPs (FAP2, 
FAP8). 

Table 1: FAPC and FAP1 distances to all FAPs 

FAPn FAPC FAP1 

FAPC - 40 m 

FAP1 40 m - 

FAP2 40 m 32 m 

FAP3 40 m 53 m 

FAP4 40 m 76 m 

FAP5 40 m 80 m 

FAP6 40 m 76 m 

FAP7 40 m 53 m 

FAP8 40 m 32 m  

FAPc is selected to be the cluster head as the device that 
interferes with most FAPs. However, in some circumstances, 
there could be a huge penetration loss between FAPC and other 
FAPs due to the nature of modern buildings so a cluster head 
may be selected from among the other FAPs in the cluster. The 
responsibility of the cluster head is to assign the available 
spectrum to these FAPs in consideration of the fairness for 
sharing. FAPs sense the environment so all FAPs are aware of 
the cluster head as each FAP generates its own report about the 
neighbouring FAPs and based on this report they assign 
themselves as follower to the cluster head. FAPc has an 
important role to play in dividing the spectrum fairly. Therefore, 
FAPc assigns a portion of the spectrum to the remaining FAPs 
in the cluster based on their number of users. FAPc usually 
assigns to itself the highest amount of spectrum for due to its 
location which is ideal in serving the highest number of users. 
The following equation explains how FAPc divides the 
spectrum among FAPs: 

𝑺𝒑𝒊 =
𝑭𝑨𝑷𝒊𝑼𝑬

𝑭𝑼𝑬𝒔
×𝑩𝑾 

where 𝑺𝒑𝒊denotes the bandwidth assigned to each FAP, 
𝑭𝑨𝑷𝒊𝑼𝑬represents the number of users connected to 𝑭𝑨𝑷𝒊 , 
𝑭𝑼𝑬𝒔 denotes the total number of the users that require service 
from their FAPs, and 𝑩𝑾 denotes the total bandwidth that is 
assigned by the operator. In our research we assume that the 
femtocells and macrocell do not use the same channels. This 
eliminates cross-tier interference between FAPs and macrocell. 

After dividing the bandwidth between FAPs, the head reviews 
regularly the available spectrum and each FAP’s number of 
users to update the bandwidth allocation among FAPs. In our 
research, we have given priority to fairness over equality so the 
bandwidth assigned to FAPs may not satisfy quality of service. 
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IV. SIMULATION OF THE PROPOSED HYBRID 

The parameters used in the simulation are shown on table 2. 
We assume there is no cross-interference between FAPs and the 
macrocell. The cluster head candidate is usually the central FAP 
which is then becomes responsible for dividing the bandwidth 
among FAPs. However, we check to ensure that there is no 
alternative candidate for being cluster head. We test our 
proposed technique inside a building that contains 27 rooms. 
Despite macrocell coverage, we need to cover the whole area 
with FAPs. 

Table 2: Simulation parameters 

Parameters Abbreviation Values 

Length of the building L 80 m 

Width of the building W 80 m 

FAP radius F 40 m 

Radius angle  R 360O 

Total number of users FUEs 60 users 

Bandwidth BW 10 MHz 

Frequency - 2.6 GHz 

A. Indoor deployment plan 

Firstly, we predict of the number of the FAPs that need to be 
deployed based on our equation from the former section: 

𝑭𝑨𝑷𝒏 =  
𝑨

𝟒𝟎𝟐
+ 𝟏     𝒘𝒉𝒆𝒓𝒆 𝑨 = 𝟖𝟎×𝟖𝟎 

𝑭𝑨𝑷𝒏 =  
𝟔𝟒𝟎𝟎

𝟏𝟔𝟎𝟎
+ 𝟏 =  𝟓 𝑭𝑨𝑷𝒔 

The next step involves deploying these FAPs. The optimum 
coverage of the five FAPs is achieved based on this formula: 

𝑭𝑨𝑷𝒄 → {𝟒𝟎
𝟐⁄ | 𝟒𝟎

𝟐⁄ } 

FAPc is deployed in the middle of the building and the rest of 
that FAPs are deployed at different angles to that. Before 
deploying the FAPs we need to calculate the factor 𝑮 which is 
the fixed angle distance between FAPs: 

𝑮 = 𝟑𝟔𝟎𝒐

𝟓 − 𝟏⁄  =   𝟗𝟎𝒐 

FAP1 is installed at 40m and a 45o angle from FAPc: 

𝑭𝑨𝑷𝟏 → 𝟒𝟎 & (𝟒𝟓𝒐 + (𝟗𝟎𝒐×𝟏 − 𝟏)) 𝑭𝑨𝑷𝒄 

𝑭𝑨𝑷𝟏 → 𝟒𝟎 & (𝟒𝟓𝒐 + 𝟎) 𝑭𝑨𝑷𝒄 

FAP2 is installed at 40m and a 135o angle from FAPc: 

𝑭𝑨𝑷𝟐 → 𝟒𝟎 & (𝟒𝟓𝒐 + (𝟗𝟎𝒐×𝟐 − 𝟏)) 𝑭𝑨𝑷𝒄 

𝑭𝑨𝑷𝟐 → 𝟒𝟎 & (𝟒𝟓𝒐 + (𝟗𝟎𝒐)) 𝑭𝑨𝑷𝒄 

𝑭𝑨𝑷𝟐 → 𝟒𝟎 & (𝟏𝟑𝟓𝒐) 𝑭𝑨𝑷𝒄 

FAP3 is installed at 40m and a 225o angle from FAPc: 

𝑭𝑨𝑷𝟑 → 𝟒𝟎 & (𝟐𝟐𝟓𝒐) 𝑭𝑨𝑷𝒄 

FAP4 is installed at 40m and a 315o angle from FAPc. 

𝑭𝑨𝑷𝟒 → 𝟒𝟎 & (𝟑𝟏𝟓𝒐) 𝑭𝑨𝑷𝒄 

Figure 2 shows the deployment of all FAPs and how they are 
clustered. FAPC interferes with all FAPs. Therefore, FAPC is 
selected as a cluster head. Although FAPC is the FAP that 
interferes with the highest number of FAPs, in some 
circumstances, FAPC may compete with other FAPs to be a 
cluster head due to multipath. For instance, if a FAP located 
elsewhere inside the building increases its transmission power it 
may also interfere with the rest of the FAPs. Figure 2 shows the 
resulting cluster. Despite the high level of interference among 
FAPs, coverage is optimal and the outage probability is low. 
Moreover, the number of the users that may be served is 
significantly increased. 

 

Fig. 2: FAP deployment 
Figure 3 shows the coverage area divided equally among the 
FAPc and the remaining four FAPs. The number of users who 
may receive a good service simultaneously is 80 as each FAP 
support 16 users.  

 

Figure 3: Coverage and the total number of users 
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B. Cluster-based resource allocation 

A certain portion of frequencies are assigned to each FAP 
based on the number of its users. We assume the total number of 
users is equal to 60, BW is 10 MHz and the frequency is 2.6 
GHz. We also assume that the penetration loss is very low in the 
upper right corner of the building so FAP2 interferes with all 
FAPs. Before dividing the available spectrum to FAPs, we need 
to select the cluster head using our algorithm: 

𝒊𝒇𝒇 𝑭𝑨𝑷𝑪,𝟐  ∩  𝑭𝑨𝑷𝟓 

𝑻𝒉𝒆𝒏 𝒄𝒉𝒆𝒄𝒌 𝑫  

𝒊𝒇𝒇 𝑭𝑨𝑷𝟐 − ≫ 𝑫 → ≪ 𝑭𝑨𝑷𝟓  

𝒕𝒉𝒆𝒏 𝑭𝑨𝑷𝟐 = 𝑪𝑯 

𝒆𝒍𝒔𝒆 𝒊𝒇𝒇 𝑭𝑨𝑷𝑪 − ≫ 𝑫 → ≪ 𝑭𝑨𝑷𝟓  

𝒕𝒉𝒆𝒏 𝑭𝑨𝑷𝑪 = 𝑪𝑯 

Table 3 includes the distance from FAPC and FAP2 to the rest of 
the FAPs. 

Table 3: FAPC and FAP2 distances to all FAPs 

FAPn FAPC FAP2 

FAPC - 40 m 

FAP1 40 m 53 m 

FAP2 40 m - 

FAP3 40 m 53 m 

FAP4 40 m 80 m 

FAPC is selected as the cluster head as it is the closest FAP to 
the rest. This FAP is then responsible for dividing the available 
spectrum among all FAPs. We assume that the number of FUEs 
that are connected to all FAPs is as follows: 

 𝑭𝑨𝑷𝒄𝑼𝑬 is 16, 𝑭𝑨𝑷𝟏𝑼𝑬 is 14, 𝑭𝑨𝑷𝟐𝑼𝑬 12, 𝑭𝑨𝑷𝟑𝑼𝑬 is 10, and 
𝑭𝑨𝑷𝟒𝑼𝑬 is 8. The BW among these femtocells is assigned as 
follows: 

 FAPc 

𝑺𝒑𝒄 =
𝟏𝟔

𝟔𝟎
×𝟏𝟎 𝑴𝑯𝒛 = 𝟐. 𝟔𝟕 𝑴𝑯𝒛 

 FAP1 

𝑺𝒑𝟏 =
𝟏𝟒

𝟔𝟎
×𝟏𝟎 𝑴𝑯𝒛 = 𝟐. 𝟑𝟑 𝑴𝑯𝒛 

 FAP2 

𝑺𝒑𝟐 =
𝟏𝟐

𝟔𝟎
×𝟏𝟎 𝑴𝑯𝒛 = 𝟐 𝑴𝑯𝒛 

 FAP3 

𝑺𝒑𝟑 =
𝟏𝟎

𝟔𝟎
×𝟏𝟎 𝑴𝑯𝒛 = 𝟏. 𝟔𝟕 𝑴𝑯𝒛 

 FAP4 

𝑺𝒑𝟒 =
𝟖

𝟔𝟎
×𝟏𝟎 𝑴𝑯𝒛 = 𝟏. 𝟑𝟑 𝑴𝑯𝒛 

The bandwidth is divided into 5 frequency bands based on the 
number of users of each FAP. For instance, FAPc is assigned the 
highest value of BW as it serves the highest number of users. It 
is assumed that FAPc and FAP1 utilise half of the BW as both of 
these serve half of the number of the total users who seek FAP 
service. 2MHz of the bandwidth is assigned for FAP2 which is 
connected to 20% of FUEs. Finally, both FAP3 and FAP4 use 
about 3MHz of the bandwidth. Table 4 shows the FAPs and their 
frequencies. All users experience the same quality of service 
which serves our objective and co-tier interference is totally 
mitigated. The results show that, applying this new technique 
offers great advantages such as predicting the required number 
of FAPs instead of deploying FAPs randomly to cover the 
required area, achieving optimum coverage, mitigating the 
outage probability, increasing capacity, and sharing the 
spectrum fairly. 

Table 4: FAPs, FUEs, and frequencies values 

FAPi FUEs Start 
frequency 

End 
frequency 

BW 

FAPc 16 2.600 GHz 2.6026 GHz 2.67 
GHz 

FAP1 14 2.6027 GHz 2.605 GHz 2.33 
GHz 

FAP2 12 2.6051 GHz 2.607 GHz 2.00 
GHz 

FAP3 10 2.6071 GHz 2.6087 GHz 1.67 
GHz 

FAP4 8 2.6088 GHz 2.610 GHz 1.33 
GHz 

V. CONCLUDING DISCUSSION 

In this research, we propose a new hybrid technique which 
combines indoor deployment plan and cluster-based resource 
allocation. Our technique outperforms other clustering-based 
resource allocation techniques in terms of forming the cluster, 
selecting the cluster head, and the level of transmission power. 
Past research suggests that all FAPs should be grouped together 
in clusters without any consideration being paid to calculating 
the required number of FAPs and without considering the 
probability and level of outage. In turn, achieving both optimum 
coverage and high capacity is not a conscious objective. In our 
research, we cluster over the desired area after predicting the 
required number of FAPs that are necessary to achieve the 
optimum coverage and aiming at mitigating the probability of 
outage. Past research clusters FAPs separately according to the 
level of interference they cause or low and the spectrum to which 
each FAP is thereby assigned is suitably chosen. However, in 
our research we cluster together all FAPs required for cover over 
the target area. Moreover, in past research the cluster head is 
selected based on the number of FAPs that interfere with it 
without any considered approach being suggested, other than a 
random selection, to address the possibility of coexistence of 
other FAPs that may also be subject to the same level of 
interference by other FAPs. With our technique we consider 
distance in deciding which FAP should be the cluster head in 
those cases where there are multiple candidates. Our simulation 
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results suggest that our cluster head selection process is much 
accurate in comparison to other techniques. Naturally, there are 
many other factors to consider in drafting such a selection 
technique and that is our current focus of our research. With 
respect to transmission power, past research suggests adjusting 
transmission power levels for each FAP which in turn yields a 
mixed service quality and coverage. However, in our research 
we address the uneven levels of quality and coverage by keeping 
the transmission power at the same high level across all FAPs. 
An alternative approach that we are considering is to set 
thresholds for service and coverage and thereby consider small 
power adjustments that would yield even battery drain across all 
FAPs. Uneven battery drain across FAPs is a rising concern. 
One of the most significant challenges, however, is whether to 
grant macrocell users priority over femtocell users in providing 
service. Our initial approach is to consider all FUEs equally and 
not offer preferential access to macrocell users over FAP users. 
Finally, our technique is one of few cluster-based techniques 
that apply fairness among FAPs and users in terms of sharing 
the available spectrum, providing even service experience 
across users and keeping transmission power high and constant. 
Our simulation results suggest an improved performance of 
femtocell technology in terms of increasing coverage and 
capacity, reducing the probability of outage, and most 
importantly mitigating co-tier interference. 
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Abstract— When a database designer needs to model an entity that 

exists in a domain that does not have a global name authority, the 

designer must resort to using surrogate identifiers.  Traditionally, 

these entities were referred to as Weak-Entities in Entity-

Relationship models.  There are many choices available to a database 

modeler, but each choice comes with sacrifices. This paper 

documents an experiment that evaluates several of these choices and 

hypothesizes the best solution from both a performance and a storage 

perspective.  We then apply the suggested best algorithm to a 

production system and discover tremendous savings in disk space 

requirements and execution time on certain queries. 

Keywords- Database Identity, Modeling Weak Entities 

I.  INTRODUCTION  

A natural key is a unique identifier for an object in a database 
that is derived from application data itself.  An example of a 
natural key is a social security number for a student in a college 
database.  A second example of a natural key is a vehicle 
registration ID to represent cars on the road. A surrogate key is 
a unique identifier for an object in the database that is not derived 
from application data.  We tend to use surrogate keys when there 
is a not a global naming authority for the entity we are 
representing in the database. Many algorithms have been used 
by database designers over the years to generate surrogate 
identifiers. Each algorithm has strengths and weaknesses.  We 
explore several of these algorithms including identity, 
Universally Unique Identifiers (UUID) and the Hi/lo algorithm 
in the related work section of this paper. 

This research documents our experiments with different 
surrogate key algorithms and their impact on the performance 
and the storage space requirements.  The organization of this 
paper is as follows. Section II describes related work trying to 
improve the storage space requirements or performance of one 
of the surrogate key algorithms mentioned above. In Section III, 
we give an overview of our different test cases for our 
experiment. Section IV describes the performance and storage 
space results from the experiment. Section V contains the 
conclusion and possible future work in generating surrogate 
identifiers.  

 

II. RELATED WORK  

James [1] documents a technique used by the TokuDB 

storage engine to create binary, sequential UUIDs.  Appigatla 

[2]  documents the same technique along with adding a "bigint" 

primary key. In both tests, the authors are only concerned with 

insert performance. We use a similar algorithm in four of our 

five test cases and add to the work by considering both insert 

performance and storage space requirements. 

Garcia-Molina, Ullman, and Widom [6] spend several 

chapters in their database textbook discussing the latency 

caused by the organization of data on disk.  Several of our test 

cases try to organize the data so new inserts of tuples will be on 

the same data page as previous inserts to ensure that disk 

caching is maximized and disk head movements are minimized. 
Many college-level database textbooks document the entity-

relationship (ER) model.  The ER model is used to communicate 
the design of a database with stakeholders before the 
development team begins to code the database.  Additionally, in 
[6], the authors describe a Weak Entity as an entity that relies on 
a relationship with a Strong Entity to uniquely identify the tuples 
in the entity set.  These Weak Entities are the entities that need 
a surrogate identifier. 

In our previous work [7], we developed modeling 

techniques for expressing database constraints in distributed 

systems.  A major limitation of traditional identity algorithms is 

that they do not distribute well.  Our work here builds on this 

by providing the best surrogate indemnity algorithm for 

distributed systems. 

Relational Database Management Systems (RDBMS) have 

implemented several common algorithms for handling the most 

column identity algorithms include: 

• Identity Columns – Most commercial RDBMS products 

support the concept of an identity column.  The identity 

column is an attribute on the primary key for a specific 

table.  The RDMS service will assign the next identity on 

an insert of a new tuple.  During the definition of the table, 

a starting value and increment value can be set for the 

identity column.  Typically, the database designer can use 

any of the integer data types for the identity column.  If the 

RDMS supports unsigned integers, then the use of an 

unsigned attribute will increase the range of the identifiers.  

The primary benefit of identity columns lies in the 

simplicity of use.  Once the tables are created, the tuples 

are inserted without the identity value, and the server will 

assign the proper value. There are three primary flaws with 

identity columns: 

o Distribution of inserts of tuples to a single table is 

not possible because the next identity value is 

controlled by a specific RDMS server. 

o If two independent databases need to be merged 

after they already contain tuples, then one set of 

tuples will need to have their primary key 

reassigned.  Databases typically are merged when 

two business conglomerate operations and 

attempt to combine their operations databases. 
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<sentence tying the two together, how one 

business has to lose their primary key> 

o Inserts of parent records in a hierarchical 

relationship require retrieving the assigned value 

so that it can be added to the foreign key columns 

of children.  The extra request can significantly 

complicate the code used for inserting new 

records and hold locks for longer durations 

reducing concurrency. 

• UUID – UUID or Globally Unique Identifiers (GUIDs) 

solve the problem the three problems with identity 

columns.  A UUID can be generated by the client before an 

insert on the RDMS server. The client-side creation allows 

for distribution and post-creation database consolidation as 

well as allowing the client to assign the foreign key values 

for children inserts from the same function.  UUID are 

standardized [5] by The Internet Engineering Task Force 

(IETF).  The standard defines five different types of 

UUIDs.  The difference between the types is how the 

unique identifiers are generated.  All different types 

generate a 36-character string that is made up of 

hexadecimal characters and dashes.  The challenge with 

UUIDs is in their size.  They are difficult for humans to 

communicate and remember and they take more storage 

space on disk. 

• Hi/Lo - The Hi/Lo algorithm divides the sequences domain 

into “hi” groups. A “hi” value is assigned synchronously. 

Every “hi” group is given a maximum number of “lo” 

entries, which can be assigned off-line without worrying 

about concurrent duplicate entries.  The only commercial 

implementation of the Hi/Lo algorithm is in the hibernate 

framework [6].  The identifiers generated by the Hi/Lo 

algorithm are unique only to the server that generates the 

“Hi” sequence. 

• Sequence – The American National Standards Institute 

(ANSI) add the create sequence command to the standards 

for SQL:2003 [3].  The "CREATE SEQUENCE" 

command allows a sequence to be created with a starting 

value and an increment value.  This sequence can then be 

used on any table.  The challenge of distribution found with 

identity columns is solved because a different sequence can 

be used per server as long as the start values are unique.  

Unfortunately, the other challenges found in identity 

columns also exist for sequence columns. 
 

III. TEST CASES 

To test the impact on the different surrogate key generation 
algorithms, we chose a subset of the database design from the 
SuiteCRM [8] product.  SuiteCRM is an open source customer 
relationship management (CRM) software solution.  SuiteCRM 
is a fork of SugarCRM [9] commercial CRM.  Both solutions 
use UUIDs as unique identifiers for all entity objects stored in 
the database. Figure 2 shows the subset of the design we use in 
all of our tests.  Test case 1 uses the MySQL [10] RDMS as the 
storage tier for our testing.  With MySQL, SuiteCRM uses a 
fixed-length character field to represent the identifier and 
foreign identifiers.  The length of the identifiers is thirty size 
characters. 

Test case 2 and 3 use a binary encoding of the hexadecimal 
string into a binary field of length 16 bytes.  The binary 
conversion is done by stripping the dashes from the string and 
encoding sequential pairs of hexadecimal digits as binary bytes. 
Figure 2 shows the modified entity-relationship (ER) diagram.  
The difference between the two cases is in the generation of the 
UUID.  Test case 2 uses a standard type 1 UUID converted to a 
binary value.  Algorithm 1 shows how the binary value is 
created for test case 2. Test case 3 modifies the type 1 UUID to 
shift the time segment to the beginning of the string.  This shift 
ensures sequential UUIDs will be increasing in value.  
Increasing inserts will be on the same data page or sequential 
data pages instead of randomly distributed.  Algorithm 2 shows 
how the binary sequential value is created. Writing data to the 

Figure 2.Test Case 2 and 3 

Algorithm 1 Generate Binary UUID 

INPUT:  

OUTPUT: @Buuid Binary(16) 

SET @UUID = uuid(); 

SET @Buuid = UNHEX(@UUID); 

RETURN @Buuid 
Figure 1.Test Case 1 
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same page will be faster because the data page can be cached 
and the hard disk write head does not need to move around the 
disk drive because the data will be sequential in the write 
operation. 

Test case 4 and 5 use a binary encoding of the hexadecimal 
string into a binary field of length 16 bytes as a unique identifier 
but insert a 4 byte unsigned integer as the primary key.  The 
primary key is used to reduce the size of the foreign keys and 
also to ensure that writes are added to the end of the data file.  
The identity column will allow the data to be cached and reduce 
the disk head movement latency as our modified version of the 
UUID did. 

 

IV. PERFORMANCE RESULTS  

We ran two test sizes: small and large.  In the small test, 1 
thousand tuples were inserted into the leaf node of the design.  
These include the contacts, bugs, and cases tables.  For the large 
test, 10 thousand records were inserted into the leaf table. The 
joining tables randomly were assigned three records for each 
parent records.  So, in the small test, the joining tables had 3 
thousand records inserted, and in the large test, they had 30 
thousand records inserted.  Figure 5 shows the cumulative 
timing results.  In each experiment, case 1, where we used the 
type 1 UUID consisting of a 36-character string, was the 
slowest.  Forcing the generated identifiers to be sequential 
reduces the execution time of certain queries.  For the join 
tables, there was a significant difference with the time required 
to insert tuples with a string identify representation vs. a binary 
representation. 

   

V. STORAGE RESULTS  

To compare the storage space required by each surrogate 
identity algorithm, we aggregated the storage requirements for 
the data inserted in both the small and large test runs. Figure 4 
shows the data requirements for each of the five test cases.  Test 
case 4 uses the least amount of data because of the use of the 
non-public primary key as the foreign key for the join tables. 
The challenge with the solution of using a non-public identity 
primary keys is that merging of data becomes difficult and the 
distribution of writes among several servers requires allocations 
of identities.  In our testing, we also did not set a unique 
constraint on the public identifier. The absence of the unique 
constraint saved disk space by not creating an index. In reality, 
if the public identity is used for searches, the indexes would still 
be required; and the storage space savings would be depleted.  
Test case 3 is the next best algorithm and only has a 13 percent 
storage penalty over the use of non-public primary keys. The 
storage benefit of Algorithm 2 over Algorithm 1 comes from 
the increasing order of the keys generated that allows the data 
to be stored more compactly. 

 

VI. DISTRIBUTION 

Figure 5 shows the time required to insert records on a single 
server.  The last 2 cases use a server generated identity, and the 
first 3 test cases use a globally unique identifier.  The use of the 
globally unique identifier means the first three tests can be 
scaled linearly by allowing inserts to a single table over multiple 
servers.  There are many reasons to distribute writes to multiple 
servers simultaneously, including partition tolerance, 
performance, geographic distribution, and sharding. If an 
application needs to support a partition from the client network 
to the server network, a local copy is often used for reads and 
writes, and the data is synchronized with the server when a 
partition does not exist.  In some application domain spaces, 
millions of inserts happen in a short time span.  The heavy insert 
pattern is often the case with streaming data.  In this scenario, it 
is better to write to many servers and later synchronize the data 
to a central repository.  Like the scenario with partition 
intolerant applications, geographic distribution is often used 
when offices are geographically dispersed.  For example, if the 
latency may be too high for an application that is run from both 

Figure 3.Test Case 4 and 5 

Algorithm 2 Generate Binary Sequential UUID 

INPUT:  

OUTPUT: @BSuuid Binary(16) 

SET @UUID = uuid(); 

SET @BSuuid = CONCAT(SUBSTR(@uuid, 15, 4), 

    SUBSTR(@uuid, 10, 4),SUBSTR(@uuid, 1, 8), 

    SUBSTR(@uuid, 20, 4),SUBSTR(@uuid, 25)); 

SET @BSuuid = UNHEX(@BSuuid); 

RETURN @BSuuid 

 

Algorithm 3 Test Data Generation 

INPUT:  

OUTPUT:  

Loop through leaf nodes in one-to-many relationships 

  Loop 1000 times 

    Replicate data in table replacing surrogate ID 

    Loop through all tables where current table is one side 

       Replicate many records using new surrogate ID 
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an office in Europe and an office in California to share a single 
MySQL database.  In this case, each office would have a 
separate copy for local write operations that would later be 
replicated to each instance. The last use case where distribution 
is important is with sharding.  Sharding horizontally partitions 
the database across multiple servers.  There are tools such as 
SpockProxy [11] that sit between the client application and a set 
of MySQL servers.  Based on a partitioning function, the 
SpockProxy will send the requests to different servers.   
Sharding is important in use cases with many concurrent users 
and large datasets that will not fit in memory. 

VII. PRODUCTION TEST 

All 5 test cases above used a very small set of the tables that 
represented an abstraction from the data models used by a 
SuiteCRM or SugarCRM production system.  In a real 
production system, there are many more tables, relationships, 
and search indices.  As we saw in our test systems, the usage of 

the type 1 UUID as a primary key causes a large amount of 
index space to be used. We examined a production system used 
by a large performing arts center and modified the source code 
to use Algorithm 2 in a test environment.  The system was 
developed on top of the SugarCRM platform with many tables 
specifically used to store data for the performing arts market 
[12].  We saw a storage space reduction of 36 percent.  The 
vertical market solution, built on top of the SugarCRM system, 
had only a handful of users. We wondered how our solution 
would impact the horizontal market in general.  SugarCRM 
reports their solution allows has more than 2 million users in 
over 120 countries [13].   To experiment on a system with a 
database like a typical customer’s production system, we 
replicated the demonstration data that is installed with a clean 
installation of SugarCRM.  Algorithm 3 shows how we 
generated a 20-gigabyte database based on the small sample 
data provided with a new installation.  The test generation 
algorithm reads the foreign key relationships from the metadata 
and then walks through the tables on the one side of the one-to-

Figure 5.Insert Timing 

Figure 4.Storage Requirements 
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many relation.  For each tuple in the original test data, 1 
thousand new tuples are generated with new surrogate 
identifiers.  For each of these tuples, the algorithm then walks 
all the many records that are related and generates new records 
with the new identifier as the parent record.  This new dataset 
allowed us to measure the storage space requirements 
difference from Algorithm 1 and Algorithm 2.  Algorithm 2 
stored the same dataset using 59 percent less space.  To test 
performance improvement, we measured the table scan time of 
the contacts table when searching on a non-index field.  The 
compactness of the data allows for the query to execute with a 
62 percent reduction in time.  The scan test was performed when 
no data has been read from the database to prevent machine 
caching from influencing our results. 

VIII. SERVICES GRANULARITY AND IDENTITY 

We have already discussed the challenge with the 

distribution of inserts across multiple database servers with 

identity columns.  Identity columns also have another natural 

impediment to concurrency. In traditional database 

programming, a client application would issue an insert 

command of a parent record, followed by a separate command 

to insert records for the related child records.  With identity 

values assigned by the server, an additional round trip is 

required between the insert of the parent and the insert of the 

children to retrieve the identity assigned to the parent tuple. 

Figure 6 shows the communication flow between a client 

application and a database server using fine-grained service 

calls.  The main challenge with this architecture is that locks 

will be held on shared resources for the duration of the 

transactions.  The latency of the many round trips lowers the 

concurrency of the application. If the client could generate the 

ID before inserting the parent, then the latency could be 

reduced, thus allowing higher concurrency.  
 

IX. CONCLUSIONS AND FUTURE WORKS 

Based on our research, we believe the use of Algorithm 2 
with a design similar to the ER model shown in Figure 2 
provides the maximum performance and storage optimizations 
along with several other benefits that come with using UUIDs as 
surrogate identifiers.   This solution provides the ability to 
partition a single table across multiple machines to increase the 
performance of insert operations or to reduce the latency from 
geographic distribution. We applied our work to a larger data 
implementation that was similar to the data of millions use in 
their production implementations of SugarCRM [9].  With the 
larger dataset size, we saw a tremendous improvement in both 
the storage space requirements and the performance of some 
queries.  We also showed theoretical, additional improvements 
and gained with fine-grained service architectures.  Future work 
will consider implications of identity in distributed hashes used 
for caching. 
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Abstract— Recent developments in computer networks and 

communications have brought a great change in the E-learning 

and course management systems. This change has brought the 

teachers and the learners closer than they were ever before. The 

traditional teaching methods have been getting replaced by the 

new technologies and methods. In E-learning, in particular, the 

course management system plays an important role. As the 

availability of internet has increased, people have become even 

more dependent on it. In that context of development, the course 

management system should be designed in such a way so that the 

users experience less complexity while using the same. In our 

work, a hassle-free technique to design a course management 

system where all the facilities and services needed by the 

stakeholders are accessible at one place, has been proposed. 

Stating from the classroom creation to manage and maintain the 

classroom have been made even more easier and secured. 

Keywords - online course management system; e-learning; 

learning management system; online classroom; course content 

management 

I. INTRODUCTION 

In recent years, the rapid development of Computer Aided 
Instruction (CAI) has been playing an important role in modern 
teaching management system. Traditional teaching methods 
(e.g., face-to-face teaching) is not providing enough support for 
the learners to engage towards the course. Consequently, many 
online social networking sites and some other course 
management sites that are based on the platform of WWW 
applications are getting popular among students and teachers 
[1]. Social networking sites such as Facebook, Google+, 
Twitter, etc., in addition to hosting marketing, personal sharing, 
and/or social events have started to host E-learning services. 
There are over 1.86 billion active Facebook users according to 
the report of monthly active users in Facebook till January 2, 
2017 [2]. As these social networking sites allow the users to do 
multiple activities other than E-learning, these sites are not an 
ideal place for the teachers and students to interact with each 
other for academic purpose. 

In 2013, Student Experience and Expectation of 
Technology stated in its survey that the twenty-first century 
students maintain a significant digital engagement. In that 
survey, it was found that 96% of the students had access to a 
laptop or a desktop computer at home, and 82% had access to a 
smartphone [3]. These data stipulate that students utilize these 
digital devices in almost every aspect of their lives including 
their learning. It, therefore, is a better and safer undertaking in 
general to design and develop an online course management 
system for all educational institutions. Most of the top 

universities are using their own course management system. It 
is not a good idea to share the university data (e.g., student and 
instructor information) to a third-party web application for a 
course management service. An institution has its own user 
(e.g., students, teachers, employees) data and those are private 
and exclusive in nature. Using these data, an institution can 
develop and maintain its own online course management 
system for its users. 

An existing online education system in general exhibits 
integrated network sharing of teaching resources, teaching 
resource management, video courses, and teacher-student 
interaction. As of today several virtual learning models have 
been designed and implemented in different environments [4-
8], and these models are being constantly upgraded and 
improved when used in real-world situations. A course 
management system is easy to use and is equipped with 
appropriate teaching aids, and thus, to a large extent, caters for 
the requirements of both the instructors and students in actual 
learning environment. For example, it has the capability to 
introduce syllabus, update bulletin board, preset courses, search 
for available data and information using search engine, provide 
abundant reference materials, traditional textbooks and multi-
media data, offer simple editing facilities, emerging tools for 
exhibition and exchange such as built-in blog, and real-time 
communication tools such as online communication, message 
board, and BBS, so as to facilitate timely communication 
between the instructors and students. In addition, it can support 
teaching assistance modules such as exercise module, 
homework module, download module, etc. However, the 
existing models reveal some of the following difficulties: 

 An instructor must create a classroom first and generate 
a corresponding unique classroom code, 

 All of the students of a particular class of a particular 
instructor are required to be enrolled to the classroom 
using student email address or an unique id, and 

 Students need to use their registered email addresses to 
login and use that unique classroom code to join the 
class. 

To address the above difficulties, a scheme to pursue 
automation of the classroom creation part has been proposed. 
Teaching methods, interactions between instructors and 
students, and course management methodologies vary 
university to university. In this paper, a design of an online 
automated course management system (ACMS) is developed 
for North South University, the first private university in 
Bangladesh. Most of the private universities have open credit 
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system for taking courses. The system using which a student 
takes courses from among all the offered courses in a semester 
is known as the Advising System. A proposal has been 
introduced by the authors as a novel hassle-free way to design a 
course management system which will be integrated with the 
Student Portal and Teacher Portal accounts so that all the 
services can be found at one place. The system’s structure is 
based on Windows, Apache, MySQL, and PHP (XAMPP). In 
addition, jQuery, Ajax, and JavaScript are also used in the front 
end. 

In brief, the major contributions of this work towards 
developing a ACMS are: 

 Introduction of an automated classroom creation 
methodology 

 Integration of all essential classroom management 
modules 

 Establishment of easier communication between 
insturtors and students  

The remaining of the paper has been arranged in four 
distinct sections. Section II briefly discusses about the related 
previous works in this area. Section III showcases the proposed 
design in details. Section IV presents the details of 
implementation of the proposed work and Section V presents 
the final thoughts on the topic and the suggestions for future 
work in the related  field. 

II. RELATED WORKS 

Learning and Management System (LMS) is a software 
application that enable lecturers and system administrator to 
carry out administration, documentation, tracking, reporting 
and delivery of E-learning courses [9]. In some literatures, 
interaction is also described as an essential function that must 
be provided in LMS [10-12]. In the area of online social 
networking, some researchers shift their focus from traditional 
e-learning to social networking based e-learning, due to the 
belief that it can provide better interaction [13-15]. 

In a recent work, online learning and course management 
system have been designed using social networking sites, i.e., 
Facebook. The teachers and the students interact directly 
through Facebook without login or registration as the authors 
used the Facebook API. Users do not need to provide their 
personal information as the biography is pulled from 
Facebook [1]. 

Moodle and Blackboard are two totally different learning 
management systems when compared to the course 
management approaches [16]. The full form of Moodle, i.e., 
Modular Object-Oriented Dynamic Learning Environment, 
indicates that the course management approach is modeled, 
and is dynamic and object-oriented. The course manager can 
add/remove the model of learning activities, which makes it is 
a very flexible learning management system. Compared to 
Moodle, most of the functions in Blackboard system are not 
that flexible [17]. Moodle is a General Public License (GPL) 
open source learning platform whereas Blackboard is a 
business package system. 

Engrade is an online gradebook and record keeper that 
allows teachers to manage their classes online as well as post 
grades, assignments, attendance, and upcoming homework for 
parents and students to see. The Engrade suite provides a 
gradebook that automatically calculates grades and provides 
tools for custom grading scales and weighing assignments, an 
attendance book that automatically emails parents with 
absences, a homework calendar for students and parents, and 
online reports where students can view their grades, 
homework and attendance in real time [18]. Engrade was free 
until 2016 when it became a paid service. 

III. DESIGN OF ACMS 

The database that has been used, was acquired from the 
Information and Technology Department of North South 
University (NSU). Only the Advising, Student, Teacher, 
Course table’s schema diagram have been used to prepare the 
Advising Data. 

No individual sign-up system has been kept in the 
proposed system. Since all the active teachers and enrolled 
students have their student and teacher portal accounts, no 
further process step is  introduced for classroom creation. The 
proposed system is designed to integrate the existing students’ 
and teachers’ portals of North South University. The concept 
of one account for all services has been implemented, like 
Google uses for its services. 

An Admin panel has been incorporated for creating new 
courses, and adding new teachers and students. Admin Panel 
is responsible for giving the new teachers and students their 
username and password. Fig. 1 shows the basic system 
structure. 

 

Figure 1.  System design flow diagram. 

A. The Database 

The system is designed based on the Advising Table as one 
of the major objective was to make the classroom management 
smoother. At the beginning of a new semester, each student 
advises his or her own courses by himself of herself. After this 
advising process, these data are saved to Advising Table of the 
database. In the developed system, it is named as 
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teacher_class_student table. Fig. 2 shows the attributes of the 
teacher_class_student table and also the constrains. 

 

Figure 2.  A snapshot of the teacher_class_student table’s structure. 

The aforementioned teacher_class_student table is created 
by the joining three other tables. They are: teacher_class, 
student and teacher tables. The structure of these three tables 
are shown in Fig. 3. 

 

Figure 3.  A snapshot of the student, teacher, teacher_class table’s structure. 

B. Classroom Creation 

The after advising data have been used to make the 
classroom creation automated. From the aforesaid table 
(teacher_class_student, student and class table), an SQL query 
is run to generate classrooms. Fig. 4 is the SQL query for 
creating the classroom. Each classroom has a dynamic 
classroom page. This is the unique part of the proposed work 
which gives the users more relaxation in classroom creation. 

 

 

Figure 4.  A snapshot of the SQL query that creates the classroom. 

No individual sign up is required to enroll in a classroom 
as a student or to create any classroom. Teachers will view 
and manage their classrooms after the student’s advising is 
done. A teacher will be the admin for their each of the courses 
for posting assignments, grades, announcement etc. After 
login, teachers have notification, message, backpack, add 
downloadable, announcement, assignment and quiz module in 
their home page. 

From the student’s end, students will have access to their 
classroom after they complete their advising for the course. 

Without entering a classroom students can have the access to 
notifications, messages, backpacks etc. modules. 

C. Core Modules 

a) Notification Module 
This module is common in both teacher’s and 

student’s end. When a teacher posts an announcement, 
assignment, quiz or share any file all the students 
within the class get notified. In the student’s end, 
when a student submits an assignment, or a quiz, the 
teacher of the corresponding class gets the 
notification. 

b) Message Module 

A teacher can send message to any class or any 
individual student. Communication between active 
teachers is also possible. Student can send message to 
his or her classmates and teachers only. 

c) File Sharing Module 

Teachers have only the privilege to share any type 
of documents (.pdf, .doc, .ppt etc.) and media file 
(.mp4, .flv, .avi, .wmv etc.). Only students within the 
class can view and download those materials. This 
module can be accessed within the classroom and in 
the teacher’s homepage. 

d) Announcement Module 

Only teachers can post announcements and 
students can only view them. A teacher can send same 
announcement to multiple classrooms if the 
announcement is sent from the home page. If the 
announcement is sent within a classroom, then the 
announcement is visible to only that class students. 

e) Quiz Module 

Teachers can post same quizzes to multiple 
classrooms if the quiz is created from the home page. 
For creating a quiz, teachers need to set the quiz title, 
marks, duration. Teachers are to set questions and 
answers for each question. Students quizzes count 
down will start from the time when they open the quiz 
question. 

f) Subject Overview Module 

This module is available within each classroom. 
This module is for the detailed information about each 
course. Teachers have multiple options to provide the 
detailed information about a course. They can directly 
share a course outline file or they can type the course 
information. Student can view or download the 
information about the course that from there, they will 
have the information about the course. 

g) Attendance Module 

This module is available within each classroom. 
Four attendance options have been included in the 
present system (namely, present, absent, late, and 
sick). These four options ensure the details 
information about each student. These options have 
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impacts in the Grading Module too. Attendance is 
saved in the database on the current daytime. Student 
can only view their attendance. And there is a count 
system that counts the number of times each student is 
absent or present or late etc. 

h) Assignment Module 

This module is available within each classroom 
and also in the homepage of the teachers. While 
posting an assignment to any class a teacher has to 
provide the deadline, marks, title, and description (if 
any). Students will get notification for any newly 
posted assignments. The assignment submission 
window will remain open until the deadline and there 
is a countdown counter in the assignment submission 
page. 

i) Class Calendar/ Event Module 

A teacher can create any event, such as, Midterm 
Exam, Quiz etc. and specify a timeline. A calendar 
system has been incorporated in this module which 
marks the events on that appointed date. This acts as a 
reminder for the teachers and students for any 
particular event of the course. Students within that 
class can view the event. And prepare themselves for 
the event. 

j) Grade Module 

This module can only be accessed within a 
classroom page. Two other options have been added 
for this module for the teachers. Teachers can create 
new poll (Mid 1, Mid 1, Final, Quiz1, Quiz 3, 
Assignment 2 etc.) with full marks and the poll weight 
(%) or they can view and update previous polls. Some 
hand-written quizzes or assignments can be taken by 
the teachers. That is why assignment, quiz, etc. are 
also kept as poll items. After creating a new poll, 
students list is shown with a blank text box against 
each student where a teacher has to give the mark. 
Teachers can edit the poll weight, full marks and the 
students’ marks. Students can only view their poll’s 
marks. All the polls are listed in a table in the 
student’s end. Finally, a teacher can generate the final 
grade according to the grading policy of the 
university. Attendances, quizzes and assignments 
marks are taken from their corresponding module. 

IV. IMPLEMENTATION AND THE SYSTEM 

In this section, the implementation of the system is 
illustrated with some representative screenshots of the 
automated course management system. This approach is taken 
to explain the features of the system. 

The desired implementation of the system is based on 
Codeigniter framework, which is a PHP framework [19], the 
programing language is PHP for web server-side programming 
and JavaScript, CSS and JQuery for web front-end 
programming. The database used in the system is capstone, 
which is a MySQL database. 

The main interface for all type of users is shown in Fig. 5. 
After successful login, different types of users will be 
redirected to their own homepages. No sign-up option is 
available for the users. The reason is already discussed 
regarding ACMS. 

 

Figure 5.  Main interface of ACMS. 

Fig. 6 is visible after successful login. In the middle, all the 
courses of the current users are shown and in the left side, 
notification, message, backpack, file sharing, announcement, 
assignment, quiz etc. modules are listed. 

 

Figure 6.  The instructor’s homepage. 

Fig. 7, is a dynamic page. Students list will be shown after 
clicking a classroom from the teacher homepage. Subject 
overview, attendance, file sharing, assignment, announcement, 
class calendar, grade modules are presented here. 

 

Figure 7.  The classroom homepage from the instructor end. 

Fig. 8 illustrates the homepage of a student after a 
successful login. All the courses of the students are listed in 
the middle and the notification, message, backpack modules 
are itemized in the left sidebar. 
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Figure 8.  The student homepage. 

The classroom homepage is shown in Fig. 9 from the 
student’s end. Classmates list will be shown in the middle with 
subject overview, attendance, file sharing, assignment, 
announcement, event, grade modules in the left sidebar. 

 

Figure 9.  The classroom homepage from the student’s end. 

Fig. 10 and Fig. 11 demonstrates the attendance module: 
Fig. 10, is from the teacher’s end and Fig. 11, is from 
student’s end. 

 

Figure 10.  The attendance page from the teacher’s end. 

 

Figure 11.  The attendance page from the student’s end. 

Screenshots (Fig. 12 - Fig. 17) of some of the core 
modules are given below. 

 

Figure 12.  The file sharing page from the teacher’s end. 

 

Figure 13.  The assignment page from the teacherr’s end. 

 

Figure 14.  Screenshot of the announcement from teacher’s end. 

 

Figure 15.  The event creation page from the iteacher’s end. 
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Figure 16.  The poll viewing and editing page from the teacher’s end. 

 

Figure 17.  The final grade page from the student’s end. 

V. CONCLUSION AND FUTURE WORK 

From the description of the above designed and developed 
system, it can be concluded that the proposed system is a 
hassle-free automated classroom management system with all 
the LMS features. It is a highly secured system as there is no 
outside or third-part involvement in the system. It uses the 
central database of the university and, as such, creation and 
maintenance of an additional database is not required. 

Most of the world’s top universities are using their own 
classroom management system to address concerns of security 
and privacy. An idea has been introduced in this paper to 
design an automated but simple course management system 
for universities offering open credits without condoning the 
security and privacy issues. 

In the future, the central Advising System can be 
integrated in the existing system so that the course 
management system can circumvent dependence on the 
advising database. The online tutorial sharing and online 
examination taking modules can also be integrated in the 
system. These works would make the designed system even 
more complete. 
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Abstract— The aim of this article is to examine change 

management awareness (CMA) by evaluating the perceptions of 

academics regarding information technology integration in higher 

education in Africa. Data were collected from 592 academics at 

three prominent higher education institutions in Africa. These 

included two direct contact (or on-site) institutions, namely Lagos 

State University in Nigeria and the University of KwaZulu-Natal 

in South Africa, and an open distance learning (ODL) institution, 

the University of South Africa. Data were analysed using 

descriptive statistics. The requirements of effective integration of 

information technology and change management awareness in 

higher education were identified using a change management 

model. The findings indicated that academics are self-aware of the 

need for change in order to enhance technology integration in 

higher education. The study identified that universities should take 

responsibility in providing the strategies needed to implement 

change in the use of information technology.  

Keywords- academics; change management; higher education; 

information technolog; information and communication 
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I.  INTRODUCTION 

This Information and communication technologies (ICTs) 
play a significant role in education, both in formal and informal 
settings. The evolution of ICTs has produced numerous 
information technology (IT) tools and resources used for various 
educational activities, such as conventional teaching and online 
instructions and/or web-based education (electronic learning/e-
learning) as an alternative approach to “chalk and board” 
teaching and learning. The creation and integration of new IT 
through ICTs into higher education is progressively changing 
and transforming the field of education in terms of teaching and 
learning, and the creation of ideas. IT has changed the 
conventional methods of discussing and disseminating ideas 
within the educational environment. It has completely 
transformed the way in which academics transfer new 
knowledge and research findings to students [1]. IT may provide 
powerful learning opportunities to academics and students, 
nevertheless, both lecturers and students need to learn how to 
take full advantage of the opportunities that learning 
technologies provide, in order to improve their profiles in the 
globalised educational market [2].  

The globalisation of ICTs, which has escalated the use of IT 
for educational purposes, does not imply that it is possible to 
claim that the presence of IT has been fully exploited [3]. This 
study does, however, reflect on the current state of IT integration 
in African higher education, by evaluating related historic trends 
and the underlying reasons for such integration. The next section 
of the article presents the literature study. Next is a discussion of 
the change management model, as well as the research design 
and methodology. In what follows, the article focuses on 
academics’ perceptions of change management awareness, 
significance testing and summary of the findings. Finally, the 
article concludes by proving that there is a strong awareness of 
the need for change management as it deals with IT integration 
in African universities.    

II. LITERATURE REVIEW 

There are different types of learning technologies, each with 
different features and functions. Included are blended, mobile, 
ubiquitous, e- and online learning [1]. All these learning 
technologies are increasingly in use, as several higher education 
institutions (HEIs) are enthusiastic about integrating them. The 
creation and utilisation of learning technologies in pedagogy is 
conceivably the most effective approach to technology 
integration. Garnham and Kaleta claim that learning 
technologies focus more on information delivery than on student 
learning [4]. Hybrid/blended learning is described as the type of 
learning where a significant part of the learning activities are 
carried out online, thus not completely eliminating the time spent 
in traditional classrooms but radically reducing it. The use of IT 
for educational purposes can enhance the quality of education by 
increasing academics’ motivation and engagement, facilitating 
the acquisition of basic skills, and increasing students’ learning 
outcomes. IT can greatly enrich teaching and learning in higher 
education if it focuses on the basic objectives of education. IT 
also offers an opportunity to alleviate higher education 
challenges [5].  

HEIs represent a country’s skills base as they facilitate the 
exchange of information, provide knowledge sources and 
transform the economy through university–industry networks 
[6]. To generalise, higher education is a means of improving 
economic growth and mitigating poverty in any country [7]. In 
contrast to what is generally accepted, some international 
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development community (IDC) members have indicated that 
higher education has little or no impact on reducing poverty in 
Africa [8]. Some African countries today are still struggling to 
match student enrolment levels with institutional capacity. In 
addition, technology integration and academic research output 
in Africa is among the lowest in the world [9] and these are 
among the challenges facing higher education in Africa. These 
challenges can be categorised into technological advancement, 
social progress and economic development. One major means 
through which higher education in Africa can enhance economic 
development is through technological catch-up.  

According to Ndoye, the first African ministerial forum 
indicates that the innovative integration of ICTs into teaching 
and learning has prompted the creation and implementation of 
plans and policies in respect of the following: the development 
of student-centered approaches; guidance towards and planning 
for change; the up-skilling of students, academics and 
institutional management [10]. These plans and policies can 
improve the use of digital devices which are not limited to 
interactive whiteboards, computers, cell phones and tablets. The 
policies aim to enhance the promotion of logical curricular 
reforms for the computer age in terms of skills, knowledge and 
value [10]. The implementation of these plans and policies will 
prompt change among stakeholders (i.e. academics, students and 
management). However, for these plans and policies to have a 
long-term effect and be successful, some African countries may 
need to be supported/funded by partnering with international 
organisation such as the World Bank, the United Nations 
Economic Commission for Africa (UNECA) or the United 
Nations Educational, Scientific and Cultural Organisation 
(UNESCO). In Nigeria, for instance, the Connect Nigeria 
Initiative (CNI) by the Federal Ministry of Nigeria connected 
over 1.4 million higher institution students to the Internet across 
27 federal universities. The initiative received outside assistance 
by partnering with the World Bank’s STEP-B project [11].  

Another World Bank project, launched in partnership with 
Kenyatta University in Nairobi, is aimed at establishing 
education networks that offer computer studies as a subject in 
schools. The outcome of this initiative has made it much easier 
for educators to integrate ICTs into their higher education 
systems [12]. There are still imbalances in access to ICTs within 
South African HEIs, due to several developmental challenges 
and the digital divide in the country [13]. With reference to the 
slow pace in which ICTs are integrated into the teaching and 
learning environment, the South African Department of 
Education called for ICTs to be integrated into school curricula. 
The purpose was not only to improve the quality of education, 
but also to increase educational skills, and enhance teaching and 
learning outcomes.  

Today, it is difficult to identify many operations and 
activities in African HEIs that do not involve/support the use of 
ICTs. The Internet and other relative technologies have had an 
extensive impact on the way people live and work in Africa. 
According to Alemneh and Hastings, “digital technology 
advancements are shaping the way people create, use, preserve 
and access information resources that the traditional methods of 
accessing or organizing information resources are no longer 
effective” [14]. Internet applications and developments in digital 
library initiatives are making information resources easier to 

access, and providing academics in Africa with access to more 
diverse information sources and services which will allow ICTs 
in education to continue to grow [15]. Therefore, to facilitate the 
integration of ITs in higher education, it is important to create 
strategies to implement guidelines and plans for change.  

The next section presents the model that underpins the 
construct of this article, which examines change management 
awareness by evaluating academics’ perceptions regarding IT 
integration in higher education and the underlying reasons for 
change. 

III. CHANGE MANAGEMENT MODEL 

Managing changes in higher education does not necessarily 
impose the introduction of new technology. Rather it is about 
encouraging the people involved in the delivery of instruction or 
education to change the way they do things [16]. The process of 
managing change begins with individuals’ or people’s 
understanding that change is actually needed in an institution. 
What follows is that people must understand and accept that they 
must change. Finally, actually embracing change – a process 
which may take several years to achieve, but will eventually 
enhance the integration of technological innovation into higher 
education. To better understand this process, Kershaw indicates 
that the strategies for implementing change in any institution 
should involve clarifying the need for educational technology, 
creating suitable institutional/organisational structures, 
providing adequate support, training, and promoting technology 
use for different academic purposes [16]. The institution must be 
prepared to reallocate limited resources to support academics, 
learners and other staff who use the technology, otherwise there 
will be no change.  

IV. RESEARCH DESIGN AND METHODOLOGY 

A quantitative research methodology was applied. Self-
administered and structured questionnaires were distributed to 
participants using a simple random sampling technique. The 
sample population was academic staff members which included 
tutors/teaching assistants, junior lecturers, senior lecturers, 
associate professors and professors. The study performed a 
quantitative analysis on the collected data by means of the 
Statistical Package for the Social Sciences (SPSS) and Microsoft 
Excel. An analysis of the findings was used to draw sound 
conclusions and offer appropriate recommendations. A 
reliability test was performed to validate the integrity of 
instrument used. In addition, this exploratory study furnished 
new insights into the effective integration of IT and change 
management awareness in HEIs.  

The study was conducted in Nigeria and South Africa. 
Questionnaires were distributed to participants at two prominent 
direct contact (on-site) HEIs in each country, and one open and 
distance learning (ODL) institution in South Africa. The 
institutions are 1) Lagos State University (LASU) in Lagos, 
Nigeria; 2) the University of KwaZulu-Natal (UKZN) in 
Durban, South Africa; and 3) the University of South Africa 
(Unisa) in Pretoria, South Africa. In total, 193 questionnaires 
were obtained out of the 450 handed out at LASU, another 198 
were obtained out of the 437 handed out at UKZN, and 201 were 
obtained out of the 555 handed out at Unisa. Thus, in total 592 
academics participated in this study. 
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V. ACADEMICS’ PERCEPTIONS OF CHANGE MANAGEMENT 

AWARENESS 

To probe the construction of opinions about change 
management awareness, the researcher required participants to 
indicate the opinion that best represents how they feel about the 
imperative to use ITs. This question was intended to offer insight 
into academics’ awareness of change management, their 
understanding of how participants are encouraged to get 
involved in using technology to deliver instructions and how 
they viewed their respective roles in the institution. Each 
participant was required to indicate, on a scale of 1–4, their 
perceptions of change management, with the possible answers 
being “strongly disagree”, “disagree”, “agree” and “strongly 
agree”. The researcher took cognizance of the opinions that may 
have a direct impact on participants’ perceptions and 
understanding of change management. The assumption is that 
the more strongly they agree, the more likely they are to 
understand that change is actually needed and the more they tend 
to accept change in the use of IT in higher education.  

A. Perceptions of Change Management Awareness – LASU 

 

 

Figure 1.  Change Management - LASU 

A significant number of participants in LASU indicated that 
“change in the use of information technology begins with their 
individual understanding that change is actually needed” with 
56.48% (agree) and 40.41% (strongly agree). The same can be 
said about participants who understand and accept that they must 
change to enhance the integration of technology into higher 
education: 67.88% (agree) and 28.50% (strongly agree). The 
third highest rating in terms of awareness to change management 
is the perceptions that university should create suitable 
institutional structure to provide adequate support for promoting 
technology use, to which 40.93% of participants indicated they 
agree and 53.89% indicated they strongly agree. What follows is 
the proposition that university should clarify the need for 
information technology for different educational purposes, to 

which 56.99% indicated that they agree and 37.31% indicated 
they strongly agree. 20.21% of participants indicated that they 
disagree that university should provide strategies for 
implementing changes in the use of information technology 
while 53.89% and 25.91% indicated they agree and strongly 
agree respectively.  

B. Perceptions of Change Management Awareness – UKZN 

 

 

Figure 2.  Change Management - UKZN 

In order to understand the formation of the opinions of 
participants about change management awareness, participants 
in UKZN were required to specify the  choice that best 
represents how they felt about the imperative for use of 
information technology in higher education on a scale of 1-4 
with possible answers being strongly disagree, disagree, agree 
and strongly agree. To achieve the research objective that seek 
to examine the nature, rationale, strength and weaknesses in the 
adoption of information technology, the responses presented in 
the Fig. 3 below offer understanding of the perceptions of 
academics regarding change management in the adoption of 
information technology.  Participants’ responses presented in 
Fig. 2 show that each opinion/perception is imperative to change 
management as a high percentage of participants (over 90%) in 
UKZN specified agree and strongly agree to the propositions 
about change management. This is a clear indication that most 
academics who participated in UKZN survey agreed to change, 
and perceived these opinions as critical to the adoption and 
integration of IT into higher education. 
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C. Perceptions of Change Management Awareness – UNISA 

 

 
Figure 3.  Change Management - UNISA 

From Fig. 3, academics in UNISA who specified agree and 
strongly agree to the five perceptions about change management 
self-awareness constituted an overwhelming number of over 
86% combined. In actual fact, the findings suggest that 
participants (49.80%) agree and (43.80%) strongly agree that 
change begins with their individual understanding that change is 
needed in order to integrate information technology in higher 
education. Majority of participants (47.80%) agree and 
(44.80%) strongly agree that they have to accept change to 
enhance the integration of technology in higher education. 
Another significant number of participants agree and strongly 
agree that the university should provide strategies for 
implementing changes in the use of information technology at 
60.50% and 26.00% respectively. The same can be said of the 
participants who agreed that university should clarify the need 
for information technology for different educational purposes, in 
which case 45.80% and 48.80% agree and strongly agree 
respectively. “University should create suitable institutional 
structure to provide adequate support for promoting technology 
use” had the highest rating in which 29.40% agree and 68.20% 
strongly agree to the proposition on change management.  It can 
be seen from Fig. 3 that participants generally perceived change 
management as a model to enhance the integration of IT in 
higher education. 

VI. SIGNIFICANCE TESTING 

Cronbach’s Alpha analysis was developed by Lee Cronbach 
to provide the measure of internal consistency of a scale, item or 
test, and it can be interpreted in numbers, between 0 and 1. The 
purpose of presenting internal consistency is to identify the 
extent to which all items in a scale or test, measure the same 
construct or concept. According to Tavakol and Dennick, 
Cronbach Coefficient Alpha analysis is necessary in a study of 

this nature (with over 300 participants), and is a sufficient 
condition for measuring unidimensionality or homogeneity in a 
sample of test items [17]. The test is used to understand the 
variance in Cronbach Coefficient Alpha. There have been 
different reports about the acceptable values of Alpha, which 
ranges from 0.70 to 0.95. Tavakol and Dennick (2011) note that 
a Cronbach’s Alpha value near 0.7 is acceptable, but a value 
lower than 0.7 could be due to a low number of participants or 
redundancy in the number of questions. 

A reliability test was conducted on the five items thought to 
be useful for examining the strategies for the integration of IT in 
African HEIs. These items are thought to be the underlying 
reasons which motivate changes in the use and integration of 
technology by academics in HEIs. Table I shows that the 
resulting value of the Cronbach’s Alpha reliability test on the 
five items was 0.779 for the case processing summary obtained 
from 592 participants at LASU, UKZN and Unisa.  

TABLE I.  RELIABLE TEST ON CHANGE MANAGEMENT AWARENESS 

(CRONBACH’S ALPHA) 

 

If the least acceptable Cronbach’s Alpha value is equal to or 
greater than 0.7, but less than 0.95, the reliability of the items 
measured on change management is said to be acceptable, 
internally consistent and not redundant. A Cronbach’s Alpha of 
0.779 means that there is a 0.39 error variance or random error, 
calculated as follows:   

(0.78 x 0.78 = 0.61; 1.00 – 0.61 = 0.39) 

Table II shows the results of the total statistics/measurements 
conducted on each item/variable used to measure the reliability 
of the instrument. The Cronbach’s Alpha of the five items 
measured are within the acceptable 0.7 to 0.95 Alpha value. This 
is an indication that the items/variables used to measure change 
management awareness among academics in HEIs are 
acceptable, internally consistent, not redundant and significantly 
reliable. 
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  N 
% 

Cases 
Valid 591 99.8 

Excludeda 1 .2 

Total 592 100.0 

a. Listwise deletion based on all variables in the procedure. 

Reliability statistics 

Cronbach's Alpha 
N of items 

.779 5 
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TABLE II.  ITEMS – TOTAL STATISITICS 

 
Cronbach's Alpha 

if item deleted 

Changes in the use of IT begin with your individual 

understanding that change is actually needed 
.773 

You understand and accept that you must change to enhance 

integration of technology into higher education 
.710 

A university provides strategies for implementing changes in 

the use of IT 
.755 

A university should clarify the need for IT for different 

educational purposes 
.710 

A university should create suitable institutional structure to 

provide adequate support for promoting technology use 
.739 

 

F-test was also conducted on the change management 
awareness instruments thought to be useful to examine the 
perception of academics with regards to the integration of IT in 
HEIs in Africa. The test results are presented in Tables III and 
IV. 

To test if the variances are the same or equal and if the 
variances are not the same or equal, we consider H0 and H1 
where: 

 

H0: The variances are the same or equal 

H1: The variances are not the same or equal 

 

Test for ANOVA in Table III and the intraclass correlation 
coefficient in Table IV indicates that there is a difference in 
means across the factors. The associated p value is .000, where 

the value of p – when it is less than or equal to 0.05 (p≤0.05)–
is an indication that the hypothesis is statistically significant. 

 

TABLE III.  ANOVA TEST ON CMA (F-TEST) 

ANOVAa 

  

Sum of Sq. df Mean Sq. F Sig. 

Between people 629.662 590 1.067 
  

Within people Between 

items 

65.896 4 16.474 69.813 .000 

Residual 556.904 2360 .236 
  

Total 622.800 2364 .263 
  

Total 1252.462 2954 .424 
  

Grand Mean = 3.38 

 

Therefore, H0 is rejected, since the p value is less than 0.01, 
a very strong evidence to reject the null of no difference in means 
across the group of variables. This means that the variances used 
in the study for measuring the change management awareness 
and the effective integration of IT among academics in higher 
education are significantly different. 

TABLE IV.  INTRACLASS CORRELATION COEFFICIENT ON CMA 

Intraclass correlation coefficient 

 

Intraclass 

correlationa 

95% Confidence 

interval F-Test with true value 0 

 

Lower 

bound 

Upper 

bound Value df1 df2 Sig 

Single 

measures 

.413b .374 .454 4.523 590 2360 .000 

Average 

measures 

.779c .749 .806 4.523 590 2360 .000 

Two-way mixed effects model where people effects are random and measures effects are 

fixed. 

a. Type C intraclass correlation coefficients using a consistency definition-the between-

measure variance is excluded from the denominator variance. 

b. The estimator is the same, whether the interaction effect is present or not. 

c. This estimate is computed assuming the interaction effect is absent, because it is not 

estimable otherwise. 

 

VII. SUMMARY 

We have examined the change management awareness that 
can be used to evaluate the integration of IT into higher 
education. The study suggests that the majority of participating 
academics thought that change management awareness would 
help to facilitate and improve technology integration in HEIs. 
The article concludes that university management should 
provide guidelines for managing change (change management) 
for any innovation and/or emerging IT developed and introduced 
into teaching and learning. Institutional management should be 
responsible for clarifying the need for change to users or 
stakeholders (i.e. academics, students and faculty), by providing 
compelling reasons for the importance of embracing change. 
Institutional management is also responsible for creating 
suitable institutional structures (e.g. policies) that will enhance 
change management and the integration of IT.  

The creation and/or development of strategies for 
implementing policies to accomplish the vision, mission and 
mandate of the institution, as well as accommodating 
stakeholders’ requirements and needs, should be guided by the 
institution. This will give direction and motivate the use and 
integration of technology. Finally, it is the responsibility of the 
institution to create change management awareness among 
academics. In doing so, it will be easy to manage both the 
academics and the emerging technology. It will thus meet the 
fundamental requirements for the integration of IT in higher 
education.  
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VIII. CONCLUSION 

This study has examined change management awareness 
among academics at three prominent HEIs in Africa, namely 
Lagos State University in Nigeria, the University of KwaZulu-
Natal in South Africa, and an open distance learning (ODL) 
institution, the University of South Africa. The result generally 
indicated that academics are not only aware of change 
management, but believe changes are needed to integrate 
technology into higher education. However, groups of 
participants in Nigeria disagreed, arguing that it is not the 
responsibility of the institution to provide strategies to 
implement changes in the use of IT. This could mean that 
changes in the use and integration of IT in higher education 
should begin with individuals’ understanding and their 
acceptance of change. The study has created a platform for HEIs 
to understand that academic staff are aware of change, and it can 
serve as a useful tool for initiating the process of change. 
Academic change management awareness will enhance the 
integration as well as the introduction of technology into 
teaching and learning processes. Change management 
awareness could serve as a motivational tool to assist HEIs in 
obtaining funds to acquire more technology to enhance learning 
outcomes.      
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Abstract- Injection attacks on web services can expose valuable 
information resources. To protect deployed web services against 
injection attacks, it is important to have defense techniques. 
Intrusion Detection Systems (IDS) are popular defense techniques 
to mitigate network layer attacks. This paper proposes an IDS for 
mitigating injection attacks on web services. We apply Genetic 
Algorithm (GA) as part of new attack signature generation for web 
services. The approach has been applied to a prototype web service 
and was found effective in generation of new attack signatures. 

Keywords: Web service, SOAP injeciton, XPath, RESTful, DoS. 

I. INTRODUCTION 

     Web services are deployed to deliver data and content for 
online stores. Simple Object Access Protocol (SOAP) is used 
to transmit data between a web service consumer and 
provider over the network [20, 21]. Unfortunately, web 
services suffer from code injection vulnerabilities such as 
XPath and SOAP injection. There are some available 
mitigation approaches (e.g., [1, 2, 4, 6, 7, 9, 12, 18]) intended 
to mitigate code injection attacks. However, there is little or 
no effort in building Intrusion Detection System (IDS) for 
web services. An IDS can match input of web services for 
suspected attacks and prevent the payload to be processed 
further.  
     In this paper, we develop an Intrusion Detection Systems 
(IDS) for web services. We leverage Genetic Algorithm (GA) 
to generate new attack signatures from a set of initial 
signatures. We analyze SOAP messages, define a set of 
population and apply various steps of GA to generate new 
attack signatures. Our approach shows the application of GA 
to generate common attack signatures on web services 
including Xpath injection, XML bomb, SQL Injection and 
Remote File Inclusion. We evaluate the approach for a 
prototype web services and the initial results show the 
approach can generate new attack signatures.  
     Our proposed approach allows to add defense-in-depth for 
defending against web service attacks by complementing 
existing web scanner tools.  

The paper is organized as follows: Section II discusses 
some examples of injection attacks on web services. Section 
III discusses related work. Section IV discusses the approach 
in details. Section V provides initial results and evaluation. 
Section VI presents the conclusions. 

II. INJECTION ATTACKS ON WEB SERVICES 

There are several injection attacks that takes advantage of 
implementation vulnerabilities. These vulnerabilities include 
SQL Injection and XPath Injection [1]. These types of 
injection attacks take advantage of implementation 
vulnerabilities where malicious inputs may change SQL 
commands (while accessing data from database tables) or alter 
XPath queries (while retrieving data from XML documents). 
We briefly discuss the XPath injection attack in this section. 

XPath Injection: In this attack, inputs that are not validated 
and can modify XPath queries [5]. Attackers may gain access 
to information from XML documents [4]. An Example of an 
XPath injection attack is shown in Fig. 1. 

1. XmlDocument XmlDoc = new XmlDocument(); 
2. XmlDoc.Load("…");

3. XPathNavigator nav = XmlDoc.CreateNavigator();
4. XPathExpression expr = 
Nav.Compile ('string(//user[name/text()='"+input1 
and password/text()'"+ input2 + "']/account/text())");

5. String account = Convert.ToString(nav.Evaluate (expr)) 
6. if (account==""){ 

  … … …  
  //name and password not found in XML, login failed. 

7. } else {
  … … … 
 //login suceeded, proceed to application. 

} 
Figure 1: Example of an XPath vulnerable application 

     Here, Lines 1-3 are used to open an XML document. Line 
4 generates an XPath expression where two inputs are added 
with the query through input1 and input2 variables. Both 
inputs are not filtered. An attacker may provide values of 
input1 as ' or 1=1 or “=” to change the semantic of the 
original XPath. The resultant query, in this case is 
string(//user[name/text()='' or 1=1 or ''='' and 
password/text()='foobar']/account/text()). This is similar to 
string(//user/account/text()).The resultant query always 
returns the first account number and attacker would be logged 
in without providing a valid user name and password (Line 7). 

SOAP action overriding: SOAP action field is used as a 
service operation identification which can be modified by an 
attacker. 
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POST/… HTTP/1.1 
… 
1. SOAPAction: "getStudentRoles"
2. <Envelope> 
3. <Body>
4. <getStudentName> 
5. <StudentID>432</StudentID> 
6. </getStudentName> 
7. </Body>
8.  </Envelope> 

Figure 2: Example of SOAP action overriding 

Fig. 2 shows an example of SOAP action overriding. The 
SOAP message is intended to return a student’s name if the 
envelope’s action is invoked. However, HTTP header’s action 
overrides the envelope to expose the student’s roles. 

III. RELATED WORK 

      Over the last decade, there are more than a dozens of 
web scanner tools developed for security testing (e.g., Wapiti 
[10], W3af [11], WebScarab [13], Wfuzz [14]). These web 
scanner tools, however, are not directly useful for testing of 
web services.  
     A number of literature works have recently focused on 
testing of web services [1-9]. Vieira et al. [1] applied web 
application security scanner tools for detecting web service 
related vulnerabilities. The results revealed higher false 
positive rates and lower rate for attack coverage for the tested 
tools.  Jan et al. [4] proposed a fuzz testing tool SOLMI. The 
tool injects XML meta-characters (e.g., >, <) into the 
message attempting to alter the structure of the message. 
Tiwari et al.  [2] discussed mitigation approaches against web 
service attacks such as schema validation where all messages 
are validated with the XML schema. Any SOAP message that 
deviates from web services specification are rejected. Our 
approach is complementary to these earlier approaches. 
     Antunes et al. [18] proposed an automatic approach for 
the detection of XPath Injection vulnerabilities.  Their 
approach instruments web services to intercept all 
SQL/XPath Commands executed, learn XPath queries issued 
by services, followed by generating attack loads based on a 
large set of XPath Injection attacks. In contrast, we generate 
various types of SOAP messages to generate attack 
signatures for an IDS. Rosa et al. [6] proposed XID, to 
mitigate zero-day web service attacks. They created an 
ontology that was queried by SPARQL (SQL like query 
engine). XID would detect a possible attack in a network 
packet using snort rules followed by examining packets 
against the ontology using SPARQL to query to look for an 
instance of exactly the set of attack actions. If no identical 
instance is found, the prototype would infer a new attack 
found.  
     Patel et al. [7] applied schema validation as a self-adaptive 
schema hardening. They created a prototype extension for IIS 
server that scans WSDL files to identify SOAP ports and then 
associated operations with the value of SOAPAction. It 
generates a XML Schema definition for validation. In 

contrast, we cover an extensive number of attack types and 
apply GA to generate new attack signatures. 
     Havrikov et al. [9] applied search algorithm-based 
approach to generate XML documents to test web 
applications that process them. However, their focus was not 
testing of web service security vulnerabilities. Najjar et al. 
[19] develop a IDS that applies both anomaly and signature-
based IDS for web services. It intercepts XML messages
between web servers and firewall and examines them with
signatures and anomaly patterns. The approach was shown
for .NET IIS environment. The approach does not focus on
generating new attack signatures.

IV. PROPOSED DETECTION APPROACH

A. IDS framework

To show our approach, we first consider a simple web
service where the client provides an employee ID (int) and 
receives a response of detailed employee information (in the 
form of array of strings having employee name and 
telephone number). Fig. 3 shows an example of SOAP 
request, where an employee’s name (John Doe) and age 
(32) is provided (bold line). The inputs are of string and 
integer (int) type. Figure 4 shows an example of SOAP 
response, where information on employee’s ID (101) and 
phone number (1-888-888-8888) is received (bold lines).

  <SOAP-ENV:Envelope 
…   xmlns:xsd="http://www.w3.org/1999/XMLSchema"> 

 <SOAP-ENV:Body> 
<ns1:getEmployeeDetails 
 xmlns:ns1="urn:MySoapServices"> 
<param1 xsi:type="xsd:string">John 

Doe</param1> 
 <param1 xsi:type="xsd:int">32</param1> 
</ns1:getEmpDetails> 
</SOAP-ENV:Body> 

 </SOAP-ENV:Envelope> 
Figure 3: Example of SOAP request 

 <SOAP-ENV:Envelope 
 … 

 <SOAP-ENV:Body> 
 <ns1:getEmpDetailsResponse 
 <return… 

xsi:type="ns2:Array" 
ns2:arrayType="xsd:string[2]"> 
<item xsi:type="xsd:int">101</item> 
<item xsi:type="xsd:string">1-888-888-8888</item> 

 </return> 
 </ns1:getEmployeeDetailsResponse> 

     </SOAP-ENV:Body> 
 </SOAP-ENV:Envelope> 

Figure 4: Example of SOAP response 

     If the input is not validated, an attacker may provide 
XPath input if the information is stored in an XML document 
and if one of the nodes in XML tree is known to the attacker 
(e.g., XPath expression, age > 0, where all employees 
information would be returned, as shown in Figure 5). 
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     We propose a signature-based IDS for web services. 
Fig. 5 shows the framework. Here, service consumer sends 
SOAP requests to a service provider, which in return sends 
SOAP response to the consumer. We intercept SOAP 
requests and responses and save them to a log repository. The 
logs are used by GA-based approach to generate attack 
signatures.  

Figure 5: IDS Framework for Web service  

 <SOAP-ENV:Body> 
 <ns1:getEmpDetails 

 xmlns:ns1="urn:MySoapServices"> 
 <param1 xsi:type="xsd:string"> Foo </param1> 

 <param1 xsi:type="xsd:int"> age > 30 </param1> 
 </ns1:getEmployeeDetails> 

  </SOAP-ENV:Body> 
 </SOAP-ENV:Envelope> 

Figure 6: Example of SOAP request with XPath injection attack 

B. Steps of the Genetic Algorithm

We apply a GA-based approach to generate these kinds of 
diverse signatures automatically. It takes a set of population 
elements as input and generates another set of population as 
output. The output population includes new and diverse 
elements compared to the original input population. We 
briefly outline them as follows.  

Step 1: Create an initial population. This population consists 
of elements or chromosomes represented as bit strings.  

Step 2: Each chromosome in the initial population is then 
evaluated for fitness. Choose chromosomes based on highest 
fitness values to perform genetic operation.  

Step 3: Apply genetic operators such as selection, crossover 
and mutation to generate new chromosomes.  

Step 4: Repeat Step 2-3 until the population size reaches to 
maximum or iteration reaches to maximum. 

We discuss chromosome representation and fitness function 
in the next section. 

C. Chromosome representation

The GA accepts a set of chromosomes as input, and
provides a set of chromosomes as outputs after certain 
number of iterations while following fitness evaluation, cross 
over and mutations. We convert each of the SOAP message 
parameters to a chromosome using bit string representation.  

Figure 7 shows an example of chromose representation, 
which is divided into five segments having total length of 14 
bits. Here, the first segment has three bits to represent 
parameter type: 000-string, 001 – string array, 010-int, 011- 
int array. Similarly, other data types can be defined based on 
the need. The second segment represents the counting of 
injection attack related meta characters (2 bits) and keywords 
(2 bits) followed by query type (SQL is 0, XPath is 1). For 
example, based on Figure 7, there are 3 meta characters from 
SQL injection (“, =, -) and one keyword (or). The chromose 
representation is 11010. The third segment is used to capture 
attack status on privilege escalation using 1 bit. If the request 
is not a privilege escalation (no mismatch between requested 
service in SOAP body and HTTP header), it is represented as 
0. If the request is a privilege escalation, it is represented as
1. The fourth segment is for disclosure attack represented
using 3 bits for presence of file name (1 bit), path (1 bit),
encrypted/unencrypted payload (1 bit). The fifth segment is
for DoS type attacks and has 2 bits. The first bit represents
where recursive data is present in the SOAP header (1 bit) or
not. The second bit represents if recursive data is present in
the SOAP body (1 bit) or not.

Param_type 
3 bit 

Injection 
5 bit 

Privilege 
1 bit 

Disclosure 
3 bit 

DoS 
2 bit 

Figure 7: Example of chromose representation 

An example of chromosomes based on Figure 7 is 
00011010000000. Each of the chromosomes length remain 
same across different types of attacks present in each of the 
parameters. Before we discuss fitness function, we elaborate 
our dataset generation. 

D. Dataset generation

As our goal is to apply GA for a signature-based IDS, we start 
with an attack dataset by deploying a sample web service in 
Apache and Axis servers. The test services are intended to 

Service 
consumer 

Service 
provider 

SOAP Log 

GA 
approach 

Attack 
signatures 

SOAP request 

SOAP response 
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catalog products, where a number of services are 
implemented to query product based on id, retrieve all 
products, add/delete products. The services were accessed 
using clients with malicious parameters. The SOAP messages 
were logged during interaction. We generated malicious 
inputs based on a number of sources from OWASP security 
cheatsheet [15, 16, 17]. These attack inputs are applied 
randomly within SOAP requests from a browser. Table 1 
shows the number of samples collected as attack requests.  

Table I. Distribution of attack inputs 

Attack type # of samples 

SQL Injection 240 

XPath injection 120 

SOAP overriding 40 

Total 400 

E. Fitness function and Crossover

We define two fitness functions, Hamming Distance 
(HD) and Levenshtein Distance (LD). 

The Hamming distance between two chromosomes x and 
y is denoted as HD (x, y), which implies the number of 
positions where corresponding bits are different. Here, x is 
part of GA population, where y belongs to Test set. The 
higher the HD for x, the better the fitness level. 

Levenshtein Distance (LD) between two chromosomes x 
and y is denoted as LD (x, y), which implies the minimum 
number of editing including insertion, deletion and 
substitutions needed to change x to y. The higher the LD for 
x, the better the fitness level. 

The chromosomes are crossed over based on fitness 
level.  We apply one point cross over based on second 
segment position. This generates various types of new attack 
signatures.  

For example, if we consider the following two 
chromosomes x and y. Here, x represents an SQL injection 
attack in a string type parameter value (based on Fig. 11), 
where y represent an integer value having XML bomb in the 
SOAP request body.  

Before cross over (x, y) 
000 11010 0 000 00 
010 00000 0 000 01 

     After applying cross over on the second segment, the 
resultant chromosomes will look like below, where x now 
represents a new type of SQL injection attack combined with 
XML bomb.  

After cross over (x, y) 
000 11010 0 000 01 

010 00000 0 000 00 
Finally, we choose three mutation rates to randomly mutate 
bits of chromosomes. As an example, the y chromose’s third 
segment bit (0) is replaced with 1 (this represents privilege 
escalation attack, where requested method name needs to be 
replaced.    

Applying mutation on y on third segment 

010 00000 1 000 00 

V. EVALUATION 

We divide attack dataset into two parts: training dataset 
(40%) and testing dataset (60%). For each of the training 
dataset, we convert SOAP requests into chromosome 
representations by editing and implementing a prototype tool 
in Java. Fig. 8 shows attack detection accuracy for various 
population sizes while using HD as the fitness function and 
keeping the mutation rate at 0.3. We can observe that the 
higher the selection rate for a chromosome to cross over, the 
better accuracy for attack detection capability we achieve. 

Figure 8: Attack detection accuracy vs. population size for
different selection rates (HD, mutation rate=0.3) 

Figure 9: Attack detection accuracy vs. population size for 
different selection rates (LD, mutation rate=0.3) 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 176



Fig. 9 shows the attack detection accuracy for various 
population sizes while using LD as the fitness function and 
keeping the mutation rate at 0.3. Each chromosome had 
varying selection rates, which makes it is easy to see that 
attacks are detected with more accuracy as the population size 
increases and the selection rate increases. 

Fig. 10 shows attack detection accuracy for various 
mutation rates. Here, the selection rate is set at 20% and HD 
is used as the fitness function. The higher the mutation rate 
is, the increased number of attacks are detected. 

Figure 10: Attack detection accuracy vs. mutation rate (HD, selection 
rate=20%) 

Fig. 11 illustrates that as mutation rate increases, so 
does the attack detection accuracy using LD as fitness 
function and the selection rate as 20%. A higher mutation rate 
shows that the attacks can be detected with more accuracy 
and in a smaller population.  

Figure 11. Attack detection accuracy vs. mutation rate (LD, selection 
rate=20%) 

     Our initial evaluation shows, that HD performs better than 
LD. Further, higher selection and mutation rates for crossing 
over chromosomes, the better the signatures are.  

VI. CONCLUSIONS AND FUTURE WORK

There are many types of attacks that attackers/criminal can 
use against a computer system. This paper develops a 
signature-based IDS for web services by addressing the 
limited attack signatures to test implemented web services. 
Our approach relies on GA to generate new attack signatures 
from a set of initial attack signatures. The approach currently 
addresses the generation of both simple and complex forms of 
attacks including SQL injection, XPath injection, and SOAP 
injection. Our future work includes applying multi point cross 
over, evaluated on a larger scale datasets. We plan to develop 
an anomaly based IDS in the future using metrics. 
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Abstract—The increases in mobile-phone users changed 

paradigms in mobile business and extended business area and its 

applications. Therefore, various attempts have been made to 

succeed in mobile business. In this study, performance indicators 

for measuring business performance are proposed, also using 

proposed performance indicators framework for analyzing 

usage-focused mobile business is suggested. Based on the 

characteristics of mobile business, performance indicators are 

classified to Customer Retention and Product Engagement. The 

customer’s usage data automatically collected from mobile 

application is analyzed by 2 performance indicators. In this 

paper, we will suggest the mobile business analysis framework 

for performance indicators, and introduce the result of analysis 

through case-study. The suggestion and mobile business analysis 

framework from this study support decision making in mobile 

business area such as mobile marketing and mobile commerce. 

Keywords-performance measure; performance metrics; usage 

analysis; mobile business 

I.  INTRODUCTION 

As the usage of mobile device and mobile data service 
increased, the paradigm of the IT industry has been changing 
rapidly in hardware-centered service to mobile-based software 
and application service. Since 2009 when iPhone was 
introduced and smartphones spread rapidly, the structure of IT 
industry is changed rapidly to mobile focused industrial 
structure [1-3].  

Accelerating the spread of mobile devices and generalizing 
the usage of mobile internet, various new mobile services are 
appeared, and our lifestyle also is changed to mobile focused 
lifestyle. Through mobile we can connect to the web anytime, 
anywhere.  Therefore, we can provide diverse services 
immediately at any time, in any location through various 
application of smartphone device [4-5]. Furthermore, based on 
the enormous speed and impact on other industries, the 
importance is increasingly growing.  

Based on previous experience, infrastructure evolution 
regardless of the type and form has had a significant impact on 
overall economy industries. Therefore, the changes of IT 
industrial structure and lifestyle are reasonable.  

Especially, companies that create value from customer’s 
needs are greatly affected by the changes of business 

environment caused by mobile-big bang. The companies need 
this changes and at the same time it can be new opportunities. 
However, companies that don’t adapt correctly to this flow 
cloud fall behind in the market. It is very important for 
effective response. Applying former web-based e-business 
performance indicator such as PV (page view) or UV (unique 
visitor) to the changed market environment is difficult. 
Therefore, in this study, Customer Retention and Product 
Engagement are selected as mobile business performance 
indicators. Selected performance indicators should be aimed to 
optimize in mobile business, and the performances are 
measured with customer’s usages. For this purpose, usage 
focused mobile business analysis framework that can analyze 
performance indicator is suggested, and using proposed 
framework the result of the experimental data is analyzed.  

In chapter 2, based on literature review we will analyze 
performance indicator for E-business and the feature of the 
mobile business, and derive the mobile data analysis and the 
related implications of previous research. Based on this 
theoretical research, in Chapter 3, we will derive the 
performance indicators for mobile business. Considering 
derived performance indicators, in Chapter 4, we will design 
usage-focused mobile business analysis framework. In Chapter 
5, we will analyze the result of experimental data. Finally, in 
Chapter 6, we will provide some concluding remarks regarding 
our proposal. 

II. RELATED WORK 

A. Mobile Business Performance Metrics 

Mobile business is exchanging products, services and 
information using mobile technology [6]. Namely, mobile 
business includes business process that makes it possible to 
trade products, services, and information through mobile 
device [7]. In other word, mobile business it the administrative 
tool that adjusts and manages the communication of 
organization using mobile technology including wireless 
internet access [8]. Moreover, it could be understood as 
expended web-based electronic commerce, also E-commerce 
and E-business that provides service through mobile and 
wireless network are considered as part of business. [9]. 
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TABLE I.  CHARACTERISTICS OF MOBILE BUSINESS 

Characteristics Description 

Primary Characteristics 

(Mobility) 

Reachability  Attributes which can be contacted anywhere anytime 

Ubiquity Attributes which can fulfil the need both for real-time information and for communication anywhere 

Convenience Attributes which are always at hand and are easy to use 

Security Attributes which are provided authentication of the owner and enables a higher level security 

Secondary Characteristics 

(Localization) 

Localization Attributes which can know where the users is physically located at any particular moment 

Instant Connectivity Attributes which can be easier and faster to access information 

Personalization 
Attributes which can be personalized to represent information or provide services in ways 
appropriate to a specific users 

TABLE II.  EXAMPLE OF PERFORMANCE METRICS FOR E-BUSINESS  

Financial Metrics User Metrics Internal Process Metrics Learning and Growth Metrics 

Online revenue per user Level of service delivery Availability of systems Staff Productivity and Morale 

Cost per online user Satisfaction of existing users Volume of transactions processed # of staff trained in new services 

Cost-efficiency of Business process # of new users reached # of errors Value delivery per employee 

 

 

Therefore, mobile business can be defined as all activities 
to exchange products, services, information and etc. using 
mobile technology including wireless network with internal 
and external customers in various management activities. 
Mobile business has the feature of mobility and localization 
[10]. Table 1 presents the characteristics of Mobile Business. 

E-business performance can be measured in several ways, 
ranging from Business contribution, user orientation, 
operational excellence, and ultimately, to future orientation 
[11-13]. Table 2 presents the example of performance metrics 
for E-Business. 

B. User Data Analysis Platform 

The Flurry is the most well-known product and supports 
more features and platforms than the other products in spite of 
the free software. The Flurry analytics make deals with the 
diverse mobile OS including the BlackBerry and have the 
capability of collecting data from the mobile device by using 
the predefined by the Flurry. Additionally, the Flurry service is 
operated by the big data file system to take care of increasing 
the amount of data suddenly. The difference between the 
Flurry and our approach is that our approach can support the 
real time analysis and is custom-built with a secured data. 

The MixPanel is commercial software and supports the 
complex query creation by using GUI editor instead of the CLI 
(Command Line Interface) [14-15]. Additionally, this system 
makes the people to satisfy the analysis result through 
adequate UI according with a characteristic of the user data. 
KSuite have a user acquisition analysis, custom events tagging 
& timeline analysis in general. For the mobile analysis, this 
system has a special capability like view by device, OS, and 
revenue tracking. The Country have similar analysis features 

based on the statistics like the products mentioned before and 
have an excellent usability through many types of report 
creation [16]. The difference from our approach is that these 
systems are focused on the UI to enhance the functions already 
made before, but our approach is trying to make a new novel 
algorithm based on the big data system, cloud environment. 
Finally, both the Apple and the Google have supported the 
good analysis tool for the digital content app too. However, 
these tools have a handicap that these tools are only for the 
smart content app bought or downloaded in their system. 

III. MOBILE BUSINESS PERFORMANCE METRICS 

Performance metrics is important to keep the successful E-
Business. But the mobile business is still using the classic 
metrics such as UV (Unique Visitor) or PV (Page View) to 
measure the business performance in existing web market. The 
classic metrics are used to set up KPI (Key Performance 
Indicators) and to measure ROI (Return On Investment) based 
on the statistical data. Thus we need the performance metrics 
of new concept for the mobile environment. In the work, we 
set up the performance metrics for mobile business. We collect 
the raw data using mobile applications in order to measure 
performance metrics of mobile business. The collected raw 
data is categorized into three types of the static data, the 
dynamic data and the customer define data according to the 
data attribute. The Static Data includes data which can be 
collected only once such as UUID, application name, OS, OS 
version, device model and resolution. The Dynamic Data 
includes data that collect every customer activity such as start 
time, end time, start latitude, end longitude, and network. And 
the User Define Data includes additional data which is specific 
for the mobile application besides the Static Data and the 
Dynamic Data.  
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Table 3 presents the raw data which can be collected for 
performance metrics. Using the collected raw data, we 
calculate user-centric performance metrics for the mobile 
business. In this work, the performance metrics is categorized 
into two types of the customer retention and the product 
engagement according to the business characteristic.  

TABLE III.  PERFORMANCE MEASUREMENT SET  

Data Type Collected Raw Data 

Static Data UUID, App Name, OS, Model, Resolution 

Dynamic Data 
Start/End Time, Start/End Latitude, Start/End 
Longitude, Network 

User Define Data User Define Data 

 

IV. MOBILE BUSINESS ANALYSIS FRAMEWORK 

Figure 1 is the system architecture for mobile business 
analysis framework. The mobile business analysis framework 
consists of a client module for collecting customer usage data 
using SDK and a server module for processing and analyzing 
the collected customer usage data based on cloud. 

 

 

Figure 1.  Usage Pattern Analysis for Message Application  

The Mobile Business Analysis Framework is made based 
on a distributed file system with Hadoop to dynamically 
manage the resources in a cloud computing environment using 
a Simple Network Management Protocol such as Multi Router 
Traffic Grapher (MRTG). For monitoring a certain resource, 
we generally have to use not only a cloud management console 
but also a network management system like MRTG and the 
system manager has a difficult time checking and easily 
observing the digested information about the resources in a 
cloud computing environment. To investigate this problematic 
situation in a cloud computing environment, we designed and 
deployed the cloud service infrastructure based on CloudStack, 
which is open-source software from Citrix. The model 
presented in this paper regularly stores the usage data for 

computing resources in a cloud service infrastructure with a 
distributed file system based on Hadoop and HBase using the 
SNMP among Virtual Machines (VMs).  

The mobile business analysis framework has a flexible 
architecture to satisfy the dynamic requests of users for an 
analyzed service. First, the mobile business analysis 
framework collects the usage frequency for the mobile product 
out of mobile devices that have installed the library for the 
analysis service. At this time, the data used for the 
identification of the user is ignored because most people are 
currently worried that Google and Apple have collected data 
related to them. Second, the usage frequency is analyzed based 
on many factors such as the location and device. The 
frequency of mobile apps based on time is calculated again 
according to the hour of the day, day of the week, and month 
of the year because the framework has to generate 
corresponding candidates for diverse user contexts. The 
frequency of mobile apps based on the location and device is 
calculated again, such as the time according to the 
latitude/longitude, the framework name, and the manufacturer. 
Additionally, this framework focuses on how long the mobile 
app is used, along with its frequency of use, as YouTube and 
Video Player applications are usually used for a long time after 
being executed. Finally, this framework considers the 
recentness of the mobile app as an important factor to 
determine what mobile apps are novel for users because the 
lifecycle of a mobile app is very short, and users consistently 
seem to want to use up-to-date applications. 

R denote the list of candidates considered for the reliability 
of the mobile app based on factors such as the time, location, 
and device. 

   R,R,R  R devicelocationtime      

where Rtime is an ordered list of mobile app based on time, 
Rlocation is a list of mobile apps based on the location, and Rdevice 
is a list of mobile apps based on the device. 

Rtime is an ordered list of mobile apps analyzed by the 
model using a collaborative filtering algorithm based on the 
hour of the day instead of the user. This means that Rtime 
consists of the mobile apps selected and ordered by the 
algorithm, which analyses the usage frequency, duration, and 
recentness of the mobile app considering the relative 
importance based on the hour of the day. The others, Rlocation 
and Rdevice, are the means of filtering the candidate applications 
as an intermediate result from an ordered list selected 
according with the Rtime. In other words, the model can find 
which mobile apps are good for the users out of the 
intermediate results by using the location and device. These 
two parameters are configured based on the users’ decisions 
and are acceptable for the model to determine which mobile 
app is the best candidate. The model determines which factors 
the users want to use for the analysis service based on the user 
context, and sets a value for the variables α, β and γ. For 
example, if the users want to use the location data to find the 
mobile applications, the model collects the mobile applications 
based on the current location with a list of candidates already 
made based on the Rtime and Rdevice. 
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Let U denote that the user set consists of the usage 
frequency per hour, usage duration per hour, usage time per 
hour, day of the week, month of the year, the operating system 
version, and the location. 

 L OSV,  MOY,DOW, URT, UDT, UFT, U   

TABLE IV. PERFORMANCE MEASUREMENT SET  

Type Description 

UFT Set for Usage Frequency for Mobile App 

UDF Set for Usage Duration for Mobile App 

URT Set for Usage Recentness for Mobile App 

DOW Set for Day of Week for Execution of Mobile App 

MOY Set for Month of Year for Execution of Mobile App 

OSV Set for Version of OS for Installation of Mobile App 

L Set for Location based on Latitude/Longitude for Mobile App 

V. CASE STUDY

In this paper, we collected the data to evaluate the model 
explained in the previous chapter over a three-month period 
using the mobile devices of our team members. In particular, 
this evaluation is for Google Android OS because the 
development of the data-gathering algorithm with a client 
library is relatively easier than for Apple iOS.  

The method used to analyze the usage frequency for the 
mobile apps based on the data collected out of the mobile 
devices was introduced in the previous chapter. As mentioned 
before, we determined the standards to measure how many 
times mobile apps are used by the hour instead of by the day or 
month because the general usage patterns for the mobile apps 
fluctuate severely. We collected 120 mobile apps, excluding 
some applications such as middleware applications from 
Google and the manufacturer because these applications are 
useless for collecting user context data.  

Generally, the importance of the mobile apps will be 
determined by the how many people use a certain of the 
mobile app within a period of the time. In this paper, we add 
some features to normalize the difference between the usage 
patterns by an hour in a day in addition to this general 
characteristic. First of all, we have measured the relationship 
between an hour in a day based on the usage frequency and the 
usage duration to determine what time is really important for 
all mobile apps. And we have analyzed and calculated the 
objective similarity value of all mobile apps based on the 
measurement for the relationship between hours in a day.  

This normalization process helps us to avoid 
misunderstand the importance of the mobile apps based on the 
total frequency number and the total amount of the time are 
collected. The reason is that the big number of the frequency 
of the mobile app in a certain of an hour in a day does not 
mean the importance of the mobile app in comparison with the 

number of the frequency of the other hour in a day. For 
example, a certain of the mobile app was invoked one 
thousand times at an hour in a day having ten thousand times. 
The other mobile app was collected twenty times at an hour in 
a day with forty times execution. 

A. Performance Measure of Message Types

Figure 2 shows the usage pattern for many apps related
with message that are the most famous mobile app in South 
Korea. As you can see, the graph of the real data for the usage 
frequency fluctuates heavily according with the time 
dimension. So the graph for the average value does. However, 
the graph for the model explained in this paper shows that 
there is at a high level in spite of the distribution of the real 
data because the analysis model normalizes the difference 
between the hours in a day and recalculates the similarity by 
using the relative weight for the mobile app. The graph based 
on the usage duration shows that the analysis model in this 
paper suggests which time is important for this mobile app. 

Figure 2.  Usage Pattern Analysis for Message Application 

B. Performance Measure of SNS Types

SNS applications are the most popular applications because
mobile devices are consistently connected to other people 
based on the network environment. Figure 3 shows the usage 
pattern for SNS applications. SNS applications are popular in 
that many people want to check and see what kinds of 
activities other people are currently doing. In addition, the 
usage frequency and duration of SNS applications are 
relatively higher than other kinds of mobile applications. 

C. Relationship between the hours in a day

Figure 4 shows that the relationship between the hours in a
day based on the usage frequency of the mobile apps for this 
experiment. In the commuting time, the similarity of the times 
in the commuting time is higher than the other times in a day 
such as the night and the dawn. Similarly, the similarity of the 
times in a working time is higher than the other times in a day. 
These phenomena show that we have to shorten the usage data 
gap between the hours in a day and normalize the real data by 
using this similarity result. After the normalization process, we 
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have evaluated the usage pattern based on the frequency and 
the duration for the usage of the mobile app all candidates 
within our experiment environment. We have analyzed the 
equation introduced in this paper by comparing with the two 
kinds of measure that is a real data and an average value at an 
hour in a day. 

 

Figure 3.  Usage Pattern Analysis for SNS Application  

 

Figure 4.  Relationship between the hours in a day 

VI. CONCLUSION 

In this paper, we proposed usage-centric mobile business 
analysis framework via performance metrics and showed a 
case study with test data. The user data analysis platform 
consists of a client library and server part based on a large data 
system. The client library has the main responsibility for 
collecting user data from the mobile devices and sending these 
data to the server part of the analysis platform. The server part 

analyzes the received data using a predefined data pattern and 
stores the data in a large data system.  

Finally, we conducted an evaluation of the mobile business 
analysis framework using some data generated by collecting 
the log data for mobile applications from mobile devices. This 
evaluation allowed us to make an educated guess of the user 
ratings instead of using the user profiles or user ratings directly. 
Additionally, the results of this evaluation show that the 
popularity of mobile applications can be checked by the hour, 
and we have to consider a lot of information such as the 
location, operating system version, day of the week, and time 
of day, in addition to the usage frequency data for mobile 
applications. The suggestion and mobile business analysis 
framework from this study support decision making in mobile 
business area such as mobile marketing commerce. 
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Abstract—Smartphones and wearable devices are in the frontlines 

when it comes to the field of Human Activity Recognition (HAR). 

There have been numerous attempts to use motion sensors in 

smartphones and wearables to recognize human activity. Most of 

these studies apply supervised learning techniques, which requires 

them to use labeled datasets. In this work, we take a sample of 

these labels, or action primitives (sit, stand, run, walk, jump, lie 

down), and evaluate them against the resulting labels of several 

clustering algorithms. We built two datasets (labeled and 

unlabeled) using accelerometer, gyroscope, and pedometer 

readings from two fixed-position devices, a smartphone in the side 

pocket, and a smartwatch strapped onto the left-hand wrist. 

Ultimately, we want to determine whether these action primitives 

commonly used in HAR are optimal, and suggest a better set of 

primitives if not. 

Keywords-component; sensors; smartphones human activity 

recognition; 

I. INTRODUCTION

Utilizing smart devices’ sensor data to draw better-informed 
conclusions regarding the user is an increasingly common 
practice among mobile app developers. Developers use this data 
to deliver tailored suggestions, automate tasks, and make 
automated decisions in and on behalf of the user. The field of 
Human Activity Recognition (HAR) can take advantage of all 
this data. Albeit most work on smartphone or wearable-based 
HAR relies only on input data from accelerometers, we consider 
other variables such as gyroscope and pedometer sensor data. 

In HAR, most works use supervised learning because the 
prediction they’re making is general enough to label. In this 
experiment, we want to analyze data hoping to find more 
specific traces of activity. The purpose of this unsupervised 
approach is to reveal patterns in data that could be used as 
activity primitives for further, higher level activity recognition.  

The organization of this paper is as follows. Section II 
describes the related work. Section III discusses the 
methodology we used for the current research. Sections IV 
documents our findings, and Section V gives our conclusions 
and discussed future work. 

II. RELATED WORK

When making predictions, it is necessary to analyze 
historical data. This is also true when predicting smartphone user 
activity recognition. However, if the data is too old, it might 
already be out of context. This means we must determine a 
sample data window size. Erdaş Berke et al . [1] used frames of 
1 and 4 seconds to determine user activity with 50% overlap at 
a sampling rate of 0.86 Hz. Abayomi Moradeyo Otebolaku and 
Maria Teresa Andrade  [2] also used a 50% overlap at a 50 Hz 
sampling rate. Yuan Yuan et al . [1] used a 50% overlap at a 100 
Hz sampling rate. Yongjin Kwon et al . [3] used a 50% overlap 
at a 50 Hz sampling rate in sliding windows of size 0.25 – 7 
seconds, and reported their best results were using 0.25 to 0.5- 
second windows. Using a 50% overlap is seemingly standard, 
but there is no consensus on the sampling rates and sliding 
window size. 

III. METHODOLOGY

A. Data gathering

We collected the sensor data using a smartphone in the left
side pocket and the smartwatch strapped onto the left-hand wrist. 
Both devices were configured to collect accelerometer, 
gyroscope, and pedometer readings. The sampling rate for 
accelerometer readings was 20 Hz, amounting to one sample 
every 50ms. For the gyroscope, readings were collected every 
100 ms (10 Hz). and Our sensor data collection sampling rate 
and sliding window size are still to be determined. Overlapping 
frames at 50%, allowing each sample to be evaluated twice, like 
previous work on the field [4, 2, 3]. Sensor positioning will be 
wrist-fixed for the smartwatch and fixed positioning in the left 
side pocket for the smartphone. 

B. Feature extraction

One sensor sample determines nothing; what matters is the
values of readings over time. As accustomed in related works 
in the field of HAR, we aggregated the data to gain a more 
insightful set of data. Previous works used a window length of 
1-4 seconds [3, 4]. Álvarez de la Concepción et al. [5]
determined the optimal length of each window is 5 seconds.
Here, we use a window length of 2 seconds (~40 samples at 20
Hz). Each sliding window has a 50% overlap with the previous
window and a 50% overlap with the next window. Also
common practice in data collection for HAR, assuring that
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every reading will be evaluated twice (with previous readings; 
with later readings). 

We extracted a total of 114 features from the time domain. 
For every sensor data sliding window, we aggregate the data 
from the samples to derive the features from the list below. Each 
feature appears twice in the final feature vector, once the 
smartphone readings and once for the smartwatch readings. 

• Mean for X, Y, and Z values (Accelerometer, Gyroscope)

• Variance of X, Y, and Z values (Accelerometer, Gyroscope)

• Standard deviation of X, Y, and Z values (Accelerometer,
Gyroscope)

• Median for X, Y, and Z values (Accelerometer, Gyroscope)

• Index of min/max readings in sliding window for X, Y, and
Z values (Accelerometer, Gyroscope)

• Range (max-min) for X, Y, and Z values (Accelerometer,
Gyroscope)

• Mean Magnitude (Accelerometer, Gyroscope)

• Total steps detected in window (Pedometer)

C. Classification

We used 6 different clustering algorithms: 

• K-means, where k = 6

• Spectral Clustering, where k = 6

• Hierarchical clustering, once using Ward’s method and
another using average linkage.

• DBSCAN and Mean Shift as a shot in the dark to find
otherwise not considered clusters

IV. RESULTS

When compared to our labeled dataset, the results obtained 

from hierarchical clustering using average linkage, DBSCAN, 

and Mean Shift did not match to any of our action primitives. 

DBSCAN was too strict, disregarding many sample windows 

as noise and failing to come up with a meaningful cluster. 

Average Linking and Mean Shift failed to come up with clusters 

similar enough to be considered. 

Fig. 1 shows a 3-dimensioal scatter plot of the results 

obtained from Spectral Clustering, K-means, hierarchical 

clustering using Ward’s method, and our labeled dataset. For 

graphing purposes, we selected 3 arbitrary variables to 

compare. The resulting clusters from these algorithms exhibit a 

lot of similarities to our labeled dataset. More specifically, 

Spectral Clustering and Ward’s method were both particularly 

decisive, while K-means showed noisier results and clusters 

interweaving. 

Figure 1. Visualization of data with color-coded clusters for all algorithms. In 
order: Spectral Clustering, K-means, Ward’s, and our labeled dataset

Cluster sizes 

The first 3 labels of our labeled dataset correspond to sitting, 

walking, and standing idly. The last 3 correspond to running or 

trotting, lying down, and jumping, respectively. 

[4365, 2219, 1793, 88,   77,   49] (Labeled data) 

The resulting luster sizes are as follows 

[6452, 1234, 565, 259,   52,   29] (Spectral C.) 

[6128, 1032, 947, 222, 206,   56] (Ward’s) 

[4462, 1672, 976, 975, 341, 165] (K-means) 

V. CONCLUSIONS

We have disregarded the results from our average linking 

and DBSCAN algorithms as they appear meaningless for 

now but may include a tweaked version of these algorithms 

in future work. 

When compared to our labeled dataset, the results of our 

clustering algorithms Spectral Clustering, K-means, and 

hierarchical clustering using Ward’s method appear to 

reinforce the use of our selected action primitives. The 

resulting cluster sizes from these three algorithms show that 

Spectral C. and Ward’s method may have grouped together 

samples from the lying down, standing idly, and sitting down 

due because they seemed idly. To determine what all the 

clusters mean, we must further examine cluster data, 

considering each feature variable. 
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"Discrete techniques applied to low-energy mobile human 

activity recognition. A new approach," Expert Systems with 

Applications, 2014.  

[6]  Y. Kwon, K. Kang and C. Bae, "Unsupervised learning for 

human activity recognition using smartphone sensors," Expert 

Systems with Applications, 2014.  

[7]  A. M. Otebolaku and M. T. Andrade, "User context recognition 

using smartphone sensors and classification models," Journal of 

Network and Computer Applications, 2016.  
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Abstract—This work utilizes high-level musical features extracted 
from a large music database of Sonata pieces composed by 
Beethoven, Corelli, and Mozart, and assesses the accuracy of 
Fuzzy Min-Max (FMM) Neural Network and Enhanced Fuzzy 
Min-Max (EFMM) Neural Network classifiers in classifying the 
classical pieces by composer. Results of the assessment are 
provided and show different accuracies depending on the 
parameters used in the FMM and EFMM models. This study 
presents a novel approach to the classification of music by 
composer by presenting two classifiers, namely FMM and EFMM 
Neural Networks, capable of classifying classical music by 
composer. 

Keywords-Fuzzy Min-Max Neural Network; Enhanced Fuzzy 
Min-Max Neural Network; Classification of Music by Composer 

I.  INTRODUCTION 
Until recently the task of classifying classical music by 

composer had been reserved for human music experts. With the 
advancement of artificial intelligence and machine learning, this 
task is no longer reserved for human experts. 

The goal of this paper is to assess the accuracy of the Fuzzy 
Min-Max (FMM) Neural Network and Enhanced Fuzzy Min-
Max (EFMM) Neural Network classifiers in classifying classical 
music by composer. The question tackled in this research is “Can 
a machine using FMM and EFMM classification models 
accurately recognize who composed a musical piece?”. This 
work introduces two classification models that can accurately 
classify musical pieces in groups of three composers. 

Section 2 presents the Fuzzy Min-Max Neural Network 
(FMM) and Enhanced Fuzzy Min-Max Neural Network 
classification methods which were used for music classification. 
In Section 3, the assessment methodology is described: the data 
used and how the samples were generated. In Section 4, the 
classification results are detailed. 

II. FUZZY MIN-MAX NEURAL NETWORK 
The FMM learning algorithm is a three-step process, 

specifically, hyperbox expansion, hyperbox overlap test, and 
hyperbox contraction. Learning in FMM beings by using a data 
set comprising of input samples and target classes, Ah, h = 1,…, 
N, where N is the total number of data samples. Based on the 
data samples, FMM generates a number of hyperboxes. Each 

hyperbox is represented by a minimum point (vj) and maximum 
point (wj) in a n-dimensional space within a unit hypercube (In). 
Fig. 1 illustrates a 3-dimensional hyperbox with its minimum 
point (vj) and maximum point (wj).  

Each hyperbox fuzzy set is defined as [1]: 

𝐵" = 𝐴%, 𝑣", 𝑤", 𝑓 𝐴%, 𝑣", 𝑤" 							∀𝐴% ∈ 𝐼.                          (1) 

where 𝐵"  is the hyperbox fuzzy set, 𝐴% = (𝑎%1, 𝑎%2, … , 𝑎%.) is 
the input sample, and 𝑣" = (𝑣"1, 𝑣"2, … , 𝑣".)  is the minimum 
point for 𝐵" and 𝑤" = (𝑤"1, 𝑤"2, … , 𝑤".) is the maximum point 
for 𝐵".  

 
Figure 1.  3-D Hyperbox 

 
Figure 2.  Three-Layer FMM Neural Network 
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If an input sample is contained in a hyperbox, it is said that 
the input sample is a full class member of the respective 
hyperbox. The size of the hyperbox is controlled by a user-
defined parameter referred to as the hyperbox expansion 
coefficient (Θ). The FMM Neural Network has three layers. Fig. 
2 illustrates the three-layer structure of the FMM. The input 
layer 𝐹7 has n nodes equal to the number of input features. The 
hyperbox layer 𝐹8  consists of m sets equal to the number of 
hyperboxes created during the learning process. The connection 
between 𝐹7 and 𝐹8 are saved in two matrices (V and W), with the 
membership function being 𝐹8 ’s transfer function [2]. The 
output layer 𝐹9  has c number of nodes, each representing a class. 
The output of each 𝐹9  node represents the degree to which the 
hth input pattern 𝐴% matches an output class. The connections 
between 𝐹8 and 𝐹9  are binary values and are stored in matrix U. 
The connections are defined by 

𝑢"; =
1, 	𝑖𝑓	𝑏"	𝑖𝑠	𝑎	ℎ𝑦𝑝𝑒𝑟𝑏𝑜𝑥	𝑓𝑜𝑟	𝑐𝑙𝑎𝑠𝑠	𝐶;
0, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

where 𝑏" is the jth 𝐹8 node and 𝐶; is the kth 𝐹9  node [1]. For 
soft decisions, the outputs can be use directly [1]. For hard 
decisions, the 𝐹9  node with the highest value is chosen as the 
predicted class [1].  

In general, when a new training sample is presented, FMM 
utilizes the fuzzy membership function, to find the nearest 
hyperbox matching the sample. The fuzzy membership value of 
the training sample with respect to the 𝑏"  hyperbox can range 
from 0 to 1 (inclusive). The sensitivity of the fuzzy membership 
function is controlled by a user-defined parameter called 
sensitivity or measure of fuzziness (𝛾).  

During the hyperbox overlap test step, the FMM determines 
if any overlap exists between hyperboxes representing different 
classes. During the hyperbox contraction step, the existing 
hyperbox overlaps are eliminated by minimally adjusting each 
of the hyperboxes.  

The hyperbox size is controlled differently under FMM and 
EFMM. Due to the multi-dimensional nature of the input pattern 
in this work, the effect of the difference in the treatment of the 
hyperbox size parameter under the two classification models can 
be significant in terms of average accuracy, standard deviation 
of average accuracy, as well as the number of hyperboxes. FMM 
and EFMM also differ in their hyperbox overlap test and their 
treatment of the overlapping hyperboxes in the hyperbox 
contraction step. The details of the hyperbox overlap test step 
and hyperbox contraction step under FMM and EFMM can be 
found here [2] and [1]. That being said, the description of the 
FMM in this paper also applies to EFMM.  

III. RELATED WORK 
In a study conducted in 2001, Pollastri and Simoncelli 

employed a dataset of 605 musical pieces composed by Mozart, 
Beethoven, Dvorak, Stravinsky, and Beatles [3]. In their study, 
Pollastri and Simoncelli assessed the accuracy of Hidden 
Markov Models (HMMs) for classifying the musical pieces and 
compared their results (using HMMs) with the results obtained 
from music amateurs and music experts [3]. They reported the 
following accuracies: 42% for HMMs, 24.6% for music 
amateurs, and 48% for music experts [3].  

In a study conducted in 2010, Kaliakatsos-Papakostas, 
Epitropakis, and Vrahatis focused on musical pieces written by 
composers Bach, Beethoven, Brahms, Chopin, Handel, Haydn, 
and Mozart [4]. In their study, Kaliakatsos-Papakostas, 
Epitropakis, and Vrahatis first used Probabilistic Neural 
Networks (PNNs) to discover similarities between composers 
and then used Feedforward Neural Networks (FNNs) to classify 
the pieces by composer [4]. This study used a dataset consisting 
of 350 musical pieces in MIDI format with the works transcribed 
for piano [4].   

In two studies conducted in 2015, Herremans, Martens, and 
Sorensen employed a dataset of 1045 musical pieces, in MIDI 
format, composed by Bach, Haydn, and Beethoven [5] [6]. The 
study presented four classifiers, namely, C4.5 Decision Tree, 
RIPPER ruleset, Logistic regression, Naïve Bayes, and Support 
vector machines capable of classifying classical music by 
composer [5] [6]. The reported accuracies ranged from 80% to 
86% [5] [6].  

IV. ASSESMENT METHODOLOGY 
In many ways, our work followed the work of Herremans, 

Martens, and Sorensen [5] [6]. We focused on Sonata piano 
pieces and selected three composers with a large number of 
Sonata pieces for inclusion in our train and test datasets. With 
our emphasis on assessing the accuracy of the FMM and EFMM 
models in classifying music by composer, we found it 
appropriate to select musical pieces from the same genre (i.e. 
Sonata). This way the classifiers would theoretically recognize 
the composers based on differences in musical style and not the 
differences in genre.  

A. Dataset 
417 Sonata pieces were selected from the composers 

Beethoven, Corelli, and Mozart. The pieces were selected from 
the KernScores database [7]. Table I presents a breakdown of 
our dataset by the composer.  

TABLE I.   DATASET 

Composer Number of Pieces 
Beethoven Pieces 102 
Corelli Pieces 244 
Mozart Pieces 71 

The data collected consisted of files in MIDI format 
containing detailed note information. Symbolic music 
representations, such as MIDI, comprise high-level structured 
information about the music, e.g., which note is played by which 
instrument [6].  

The software used to extract features was jSymbolic [8]. 
jSymbolic is a Java-based Open Source software, the software 
allows for easy extraction of high-level features from MIDI files 
[6] [8]. 

Following the works of Herremans, Martens, and Sorensen, 
the following 12 features were selected for classification tasks 
[5] [6]: 
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TABLE II.  ANALYZED FEATURES 

Feature Feature Description 

Chromatic 
Motion 

The fraction of melodic intervals corresponding to a 
semi-tone. 

Melodic Fifths The fraction of melodic intervals that are perfect fifths. 
Melodic 
Octaves 

The fraction of melodic intervals that are octaves. 

Melodic Thirds The fraction of melodic intervals that are major or minor 
thirds. 

Most Common 
Melodic Interval 
Prevalence 

Fraction of melodic intervals that belong to the most 
common interval. 

Most Common 
Pitch Class 
Prevalence 

Fraction of Note Ons corresponding to the most 
common pitchclass. 

Most Common 
Pitch Prevalence 

Fraction of Note Ons corresponding to the most 
common  
pitch. 

Relative 
Strength of 
Most Common 
Intervals 

Fraction of melodic intervals that belong to the second 
most common interval divided by the fraction of 
melodic intervals belonging to the most common 
interval. 

Relative 
Strength of Top 
Pitch Classes 

The frequency of the 2nd most common pitch class 
divided by the frequency of the most common pitch 
class. 

Relative 
Strength of Top 
Pitches 

The frequency of the 2nd most common pitch divided by 
the frequency of the most common pitch. 

Repeated Notes The fraction of notes that are repeated melodically. 
Stepwise 
Motion 

Fraction of melodic intervals that corresponded to a 
minor or major second. 

Pitch refers to an absolute pitch, e.g., A in the 6th octave. 
Pitch class refers to a note without the octave, e.g., A. 
 

Samples were randomly selected from the dataset of MIDI 
files. The samples were selected using Python and were handled 
by NumPy on Python [9] [10] [11].  

B. Sensitivity or Measure of Fuzziness (𝛾) and Hyperbox 
Expansion Coefficient (𝛩) 
In our tests, we used the following measures of fuzziness 

𝛾 = 	 {0.1, 0.25, 0.5, 1, 2, 5, 10, 15, 20} and the 
following hyperbox expansion coefficients 
 Θ = 	 {0.01, 0.025, 0.05, 0.1, 0.25, 0.5, 1, 5, 10, 15,
20}. With our focus on the accuracy of the FMM and EFMM 
classifiers in classifying the musical pieces by composer, we 
decided to omit the results of hyperbox expansion coefficients 
larger than 0.25 (due to poor performance in terms of accuracy 
and high standard deviation of accuracies), we also decided to 
omit the results of hyperbox expansion coefficients smaller 
than 0.025 (due to lack of improvement in performance). 
Larger hyperbox expansion coefficients, keeping other 
variables constant, result in fewer number of hyperboxes, and 
fewer number of the hyperboxes result in time saved in 
training and testing.  

C. Accuracy 
We divided our dataset into train sets and test sets. For each 

composer, 70% of the pieces were randomly selected and 
allocated to the train set and the remaining 30% were allocated 
to the test set. This process was repeated for each test conducted. 
Table III illustrates the size of our train and test samples.  

 

TABLE III.  TEST AND TRAIN SAMPLE SIZE 

Test Sample Size Train Sample Size 
130 287 

Ten tests were conducted for each combination of hyperbox 
expansion coefficient (theta) and sensitivity or measure of 
fuzziness (gamma). Separate tests were conducted for the FMM 
and EFMM classifiers. For each test, we measured the 
percentage of correct classifications and reported the average 
accuracies along with other useful statistics. All tests were run 
using Python and NumPy [9] [10] [11]. 

V. RESULTS 

A. FMM Results 

TABLE IV.  FMM RESULTS 

Theta Gamma Average of 
Accuracy 

StdDev of 
Accuracy 

Number of 
Hyperboxes 

0.025 0.1 68.77% 3.44% 242 
0.025 0.25 69.15% 1.79% 242 
0.025 0.5 69.38% 1.61% 242 
0.025 1 67.77% 2.42% 241 
0.025 2 68.77% 2.03% 243 
0.025 5 69.69% 3.44% 242 
0.025 10 70.46% 2.44% 242 
0.025 15 67.38% 3.27% 239 
0.025 20 68.46% 2.88% 240 
0.05 0.1 61.85% 4.04% 108 
0.05 0.25 63.62% 4.63% 112 
0.05 0.5 64.46% 4.68% 111 
0.05 1 63.62% 4.83% 109 
0.05 2 63.85% 3.87% 108 
0.05 5 63.54% 4.31% 109 
0.05 10 62.62% 6.89% 109 
0.05 15 62.00% 6.27% 110 
0.05 20 62.69% 5.39% 108 
0.1 0.1 49.46% 10.99% 28 
0.1 0.25 55.15% 10.48% 28 
0.1 0.5 52.38% 8.83% 26 
0.1 1 57.38% 8.62% 28 
0.1 2 48.15% 9.46% 26 
0.1 5 55.69% 12.79% 27 
0.1 10 54.77% 12.27% 27 
0.1 15 50.46% 8.29% 27 
0.1 20 53.00% 8.54% 27 
0.25 0.1 39.23% 11.88% 3 
0.25 0.25 37.62% 19.46% 3 
0.25 0.5 43.46% 16.00% 3 
0.25 1 35.23% 14.88% 3 
0.25 2 47.77% 15.92% 3 
0.25 5 47.23% 15.36% 3 
0.25 10 37.46% 11.82% 3 
0.25 15 42.08% 14.24% 3 
0.25 20 33.85% 14.64% 3 

B. EFMM Results 

TABLE V.  EFMM RESULTS 

Theta Gamma Average of 
Accuracy 

StdDev of 
Accuracy 

Number of 
Hyperboxes 

0.025 0.1 69.85% 2.68% 287 
0.025 0.25 69.31% 3.39% 287 
0.025 0.5 68.31% 2.37% 287 
0.025 1 69.38% 2.26% 287 
0.025 2 68.92% 3.67% 287 
0.025 5 68.85% 2.60% 287 
0.025 10 69.92% 2.39% 287 
0.025 15 70.62% 2.68% 287 
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0.025 20 69.54% 3.58% 287 
0.05 0.1 70.00% 3.34% 276 
0.05 0.25 69.15% 2.03% 275 
0.05 0.5 69.08% 2.85% 276 
0.05 1 68.46% 3.77% 274 
0.05 2 67.31% 2.74% 274 
0.05 5 70.38% 3.88% 276 
0.05 10 67.38% 2.67% 275 
0.05 15 68.77% 2.46% 274 
0.05 20 67.85% 2.53% 276 
0.1 0.1 63.69% 2.87% 171 
0.1 0.25 64.69% 3.91% 170 
0.1 0.5 63.85% 4.20% 170 
0.1 1 64.23% 3.12% 172 
0.1 2 64.00% 3.64% 167 
0.1 5 63.69% 4.71% 170 
0.1 10 62.00% 2.74% 170 
0.1 15 63.54% 2.33% 172 
0.1 20 65.92% 4.73% 172 
0.25 0.1 58.46% 5.14% 47 
0.25 0.25 53.92% 7.63% 47 
0.25 0.5 57.23% 4.63% 46 
0.25 1 61.77% 6.65% 48 
0.25 2 59.23% 7.12% 45 
0.25 5 63.92% 6.79% 47 
0.25 10 62.77% 5.65% 49 
0.25 15 58.08% 6.73% 47 
0.25 20 58.77% 5.89% 46 

VI. CONCLUSION AND FUTURE WORK 
In this paper, we presented an assessment of the accuracy of 

FMM and EFMM for classification of musical pieces by the 
composer. Our work focused on Sonata pieces composed by 
Beethoven, Corelli, and Mozart. Our highest average accuracy 
measures were between 68% to 70% accuracy. Based on the 
results obtained, FMM and EFMM can be recommended for 
the classification of music by composer. The performance of 
the EFMM (in terms of predictive power) was consistently 
superior to the FMM.  

Future studies should focus on the following: 
• Analyze the optimal hyperbox expansion coefficient 

and sensitivity or measure of fuzziness with respect 
to accuracy, time efficiency, and space efficiency.  

• Analyze the performance of the FMM and EFMM in 
classifying musical pieces containing multiple 
instruments.  

• Research the selection of musical features for 
classification purposes.  

• Research the classification of melodic sounds based 
on similarity to classical pieces. 

• Asses the performance of FMM and EFMM in 
classifying music genre. 
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Abstract—Statistical methods have been used in order to classify 
data from random samples. Generally, if we know the statistical 
distribution of the data, we can utilize specific classifiers designed 
for that distribution and anticipate good results. This work 
assesses the accuracy of Fuzzy Min-Max Neural Network (FMM) 
and Enhanced Fuzzy Min-Max Neural Network (EFMM) 
classifiers in classification tasks using data from five different 
statistical distributions: Negative Binomial, Logistic, Log-Normal, 
Gamma, and Weibull. Results of the assessment are provided and 
show different accuracies based on the statistical distribution of 
the data. This study presents a novel approach to the classification 
of statistical distributions by presenting two classifiers, namely 
FMM and EFMM Neural Networks, capable of classifying the 
above statistical distributions. 

Keywords-Fuzzy Min-Max Neural Network, FMM, Enhanced 
Fuzzy Min-Max Neural Network, EFMM 

I.  INTRODUCTION 
Statistical methods have been commonly used in order to 

classify data from random samples [1]. Typically, if we know 
the statistical distribution of data, we can use particular 
classifiers designed for that distribution, and we can anticipate 
good results from that use [2].  

Under several scenarios, it is not feasible to determine 
whether the sample data were measured with accuracy. Under 
these scenarios, the imprecision or fuzziness of data should be 
incorporated in the classification method [3]. Currently, a 
feasible approach for this modeling is using fuzzy sets proposed 
by Lofti A. Zadeh [4]. Many classification methods centered on 
fuzzy sets can be found in the literature and some of which are 
centered on measures of the probability of fuzzy events [5]. 
Among them, the Fuzzy Min-Max Neural Network (FMM) 
classifier was introduced by Simpson [6]. Several variations of 
the algorithm have been introduced and can be found in the 
literature, the most recent being the Enhanced Fuzzy Min-Max 
Neural Network (EFMM) classifier [7]. 

Ferreira et al. assessed the accuracy of a Fuzzy Gaussian 
Naive Bayes (FGNB) classifier for tasks using data from five 
different statistical distributions: Negative Binomial, Logistic, 
Log-Normal, Weibull and Gamma [3]. This paper aims to follow 
the work of Ferreira et al., and assess the accuracy of Fuzzy Min-
Max Neural Network (FMM) and Enhanced Fuzzy Min-Max 
Neural Network (EFMM) classifiers for statistical distribution 
classification tasks using data from five different statistical 

distributions: Negative Binomial, Logistic, Log-Normal, 
Gamma, and Weibull.  

Section 2 presents the Fuzzy Min-Max Neural Network 
(FMM) and Enhanced Fuzzy Min-Max Neural Network 
(EFMM) classification methods which were used for data 
classification. In Section 3, the assessment methodology is 
described: the data used and how the samples were generated. In 
Section 4 details the classification results for the 5 statistical 
distributions. 

II. FUZZY MIN-MAX NEURAL NETWORK 
The FMM learning algorithm is a three-step process, namely, 

hyperbox expansion, hyperbox overlap test, and hyperbox 
contraction. Learning in FMM beings by using a dataset 
comprising of input samples and target classes, Ah, h = 1,…, N, 
where N  is the total number of data samples. Based on the data 
samples, FMM generates a number of hyperboxes. Each 
hyperbox is represented by a minimum point (vj) and maximum 
point (wj) in an n-dimensional space within a unit hypercube (In). 
Fig. 1 illustrates a 3-dimensional hyperbox with its minimum 
point (vj) and maximum point (wj).  

Each hyperbox fuzzy set is defined as [7]: 

𝐵" = 𝐴%, 𝑣", 𝑤", 𝑓 𝐴%, 𝑣", 𝑤" 							∀𝐴% ∈ 𝐼.                          (1) 

where 𝐵"  is the hyperbox fuzzy set, 𝐴% = (𝑎%1, 𝑎%2, … , 𝑎%.) is 
the input sample, and 𝑣" = (𝑣"1, 𝑣"2, … , 𝑣".)  is the minimum 
point for 𝐵" and 𝑤" = (𝑤"1, 𝑤"2, … , 𝑤".) is the maximum point 
for 𝐵".  

 
Figure 1.  3-D Hyperbox. 
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Figure 2.  Three-Layer FMM Neural Network. 

If an input sample is contained in a hyperbox, it is said that 
the input sample is a full class member of the respective 
hyperbox. The size of the hyperbox is controlled by a user-
defined parameter referred to as the hyperbox expansion 
coefficient (Θ). The FMM neural network has three layers. Fig. 
2 illustrates the three-layer structure of the FMM. The input 
layer 𝐹7 has n nodes equal to the number of input features. The 
hyperbox layer 𝐹8  consists of m sets equal to the number of 
hyperboxes created during the learning process. The connection 
between 𝐹7 and 𝐹8 are saved in two matrices (V and W), with the 
membership function being 𝐹8 ’s transfer function [6]. The 
output layer 𝐹9  has c number of nodes, each representing a class. 
The output of each 𝐹9  node represents the degree to which the 
hth input pattern 𝐴% matches an output class. The connections 
between 𝐹8 and 𝐹9  are binary values and are stored in matrix U. 
The connections are defined by 

𝑢"; =
1, 	𝑖𝑓	𝑏"	𝑖𝑠	𝑎	ℎ𝑦𝑝𝑒𝑟𝑏𝑜𝑥	𝑓𝑜𝑟	𝑐𝑙𝑎𝑠𝑠	𝐶;
0, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

where 𝑏" is the jth 𝐹8 node and 𝐶; is the kth 𝐹9  node [7]. For 
soft decisions, the outputs can be use directly [7]. For hard 
decisions, the 𝐹9  node with the highest value is chosen as the 
predicted class [7].  

Typically, when a new training sample is presented, FMM 
utilizes the fuzzy membership function, to find the nearest 
hyperbox matching the sample. The fuzzy membership value of 
the training sample with respect to the 𝑏"  hyperbox can range 
from 0 to 1 (inclusive). The sensitivity of the fuzzy membership 
function is controlled by a user-defined parameter called 
sensitivity or measure of fuzziness (𝛾).  

During the hyperbox overlap test step, the FMM determines 
if any overlap exists between hyperboxes representing different 
classes. During the hyperbox contraction step, the existing 
hyperbox overlaps are eliminated by minimally adjusting each 
of the hyperboxes.  

The hyperbox size is controlled differently under FMM and 
EFMM. However, for the purposes of this study, due to the one-

dimensional nature of the input pattern, the difference in 
hyperbox size control under FMM and EFMM can be ignored. 
FMM and EFMM also differ in their hyperbox overlap test and 
their treatment of the overlapping hyperboxes in the hyperbox 
contraction step. The details of the hyperbox overlap test step 
and hyperbox contraction step under FMM and EFMM can be 
found here [6] and [7]. That being said, the description of the 
FMM in this paper also applies to EFMM.  

III. RELATED WORK 
Many studies have shown that assessment methods or 

classifiers yield better results when they are applied to data from 
a particular statistical distribution [3]. Generally, each classifier 
can yield better results when data follows some specific 
statistical distributions [3]. In a study in 2014, Ferreira et al. 
assessed the accuracy of a Fuzzy Gaussian Naive Bayes (FGNB) 
classifier for classification tasks using six different statistical 
distributions: Binomial, Continuous and Discrete Uniform, 
Exponential, Gaussian and Poisson [8] [9]. In a separate study in 
2015, Ferreira et al. used Monte Carlo simulations to investigate 
the accuracy and behavior of an FGNB classifier for 
classification tasks using five different statistical distributions: 
Negative Binomial, Logistic, Log-Normal, Gamma and Weibull 
[3].  

In their 2015 study, Ferreira et al. used Monte Carlo 
simulations and created four dimensions of observations for 
each statistical distribution [3]. Each dimension is comprising of 
4 classes [3]. For each class, 40,000 observations were 
generated, resulting in 120,000 observations per dimension [3]. 
In other words, each assessment comprised of 120,000 
observations. For each class, 10,000 observations were used for 
training, and the remaining 30,000 observations were used for 
testing [3]. The study showed that FGNB is capable of 
classifying the five statistical distributions [3].  

IV. ASSESMENT METHODOLOGY 
Our work followed the work of Ferreira et al. [3]. We used 

Monte Carlo simulations and created four dimensions of 
observations for each statistical distribution.  Each dimension is 
comprising of 4 classes. For each class, 10,000 observations 
were generated, resulting in 40,000 observations per dimension. 
For each class, 2,500 observations were used for training, and 
the remaining 7,500 observations were used for testing.  

We ran our initial tests using 400, 4,000, 10,000, and 40,000 
observations per class. We noticed a difference in our results 
when using 400, 4,000, and 10,000 observations. However, we 
were not able to observe a noticeable difference between the 
results of 10,000 and 40,000 observations, hence why we chose 
to use 10,000 observations. By using 10,000 observations, we 
were able to save a considerable amount of time when running 
our tests.  

A. Simulation 
Random samples were generated for the 5 statistical 

distributions. The samples were generated using Numpy on 
Python [10] [11] [12], using the following parameters for each 
distribution:  

• Negative Binomial: For the Binomial distribution de- 
noted by X ~ BN (p, k), 2 parameters are necessary for 
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samples generation. The following parameters were 
used:  

TABLE I.  PARAMETERS OF THE NEGATIVE BINOMIAL 
DISTRIBUTION 

NEGATIVE BINOMIAL  CLASS 1 CLASS 2 CLASS 3 CLASS 4 
X  ~ BN (p, k) 
DIMENSION 1 (0.4,10) (0.4,30) (0.2,30) (0.4,130) 
DIMENSION 2 (0.6,10) (0.3,30) (0.4,20) (0.5,140) 
DIMENSION 3 (0.4,30) (0.4,10) (0.4,130) (0.3,47) 
DIMENSION 4 (0.3,10) (0.4,80) (0.5,70) (0.4,130) 

• Logistic: For the generation of Logistic distribution
samples, the following parameters were used:

TABLE II. PARAMETERS OF THE LOGISTIC DISTRIBUTION 

LOGISTIC  CLASS 1 CLASS 2 CLASS 3 CLASS 4 
X  ~ L (µ, 𝜎) 
DIMENSION 1 (0,2) (20,2.5) (43,2) (60,3) 
DIMENSION 2 (13,3) (60,4) (35,2) (90,4) 
DIMENSION 3 (20,3) (40,2) (108,4) (72,4) 
DIMENSION 4 (79,5)  (6,3)  (110,2)  (40,4)  

• Log-Normal: Samples were generated from the Log-
Normal distribution, using the following parameters:

TABLE III. PARAMETERS OF THE LOG-NORMAL DISTRIBUTION 

LOG-NORMAL  CLASS 1 CLASS 2 CLASS 3 CLASS 4 
(µ, 𝜎) 
DIMENSION 1 (2,0.2) (3,0.3) (3.8,0.3) (4.5,0.2) 
DIMENSION 2 (2.8,0.2) (2,0.3) (4.7,0.2) (3.7,0.3) 
DIMENSION 3 (2,0.3) (2.65,0.2) (3.7,0.3) (4.5,0.2) 
DIMENSION 4 (4.2,0.2)  (3.5,0.1)  (2,0.4)  (3,0.3)  

• Gamma: The Gamma distribution has the following
notation X ~  Gamma(shape, scale). The following
parameters were used for generation of the samples:

TABLE IV. PARAMETERS OF THE GAMMA DISTRIBUTION 

GAMMA  CLASS 1 CLASS 2 CLASS 3 CLASS 4 
(shape, scale) 
DIMENSION 1 (20,0.25) (40,0.25) (60,0.25) (90,0.25) 
DIMENSION 2 (12,1.0) (32,1.0) (65,1.0) (110,1.0) 
DIMENSION 3 (50,0.33) (80,0.33) (120,0.33) (170,0.33) 
DIMENSION 4 (80,0.17)  (130,0.17)  (190,0.17)  (250,0.17)  

• Weibull: The Weibull distribution consists of two
parameters called shape and scale. The following
parameters were used for the generation of the samples:

TABLE V. PARAMETERS OF THE WEIBULL DISTRIBUTION 

WEIBULL  CLASS 1 CLASS 2 CLASS 3 CLASS 4 
(shape, scale) 
DIMENSION 1 (50,5) (100,10) (150,20) (200,20) 
DIMENSION 2 (50,5) (100,10) (150,20) (200,20) 
DIMENSION 3 (50,5) (15,20) (100,10) (200,20) 
DIMENSION 4 (200,20)  (50,5)  (150,20)  (100,10)  

B. Sensitivity or Measure of Fuzziness (𝛾) and Hyperbox
Expansion Coefficient (𝛩)
In our preliminary tests, we used the following measures of

fuzziness 𝛾 =	 {0.05, 0.1, 0.2, 0.5, 1, 5, 10, 20} and the 
following hyperbox expansion coefficients 
 Θ =	{0.0001, 0.001, 0.005, 0.05, 0.1, 0.2, 0.5, 1, 5, 10, 20}. 
With the focus on the accuracy of the FMM and EFMM 
classifiers in classifying the five statistical distributions, the 
following parameters were selected, 𝛾 = 1 and Θ = 0.05. 
When using hyperbox expansion coefficients smaller than 
0.05, we were not able to observe a substantial improvement in 
accuracy, however we were able to notice a substantial increase 
in training and testing time. Furthermore, hyperbox 
coefficients larger than 1 seemed to substantially increase the 
variance of our accuracy measurements, thus reducing the 
robustness of the accuracy of our classifiers. When using 
hyperbox expansion coefficients larger than 0.05, we were able 
to observe a substantial decrease in training and testing time, 
while the tradeoff was a reduction in accuracy. Keeping all 
other conditions constant, larger hyperbox expansion 
coefficient result in fewer number of hyperboxes, and fewer 
number of hyperboxes result in time saved in training and 
testing.  

C. Accuracy
For each dimension, ten sets of independent observations

were generated, and ten independent tests were conducted. The 
observations for the FMM and EFMM were generated 
independently of one another. For each test, we measured the 
percentage of correct classifications and reported the average 
accuracies along with other useful statistics.  

V. RESULTS

A. Negative Binomial Distribution

TABLE VI. FMM RESULTS FOR NEGATIVE BINOMIAL 

Dimension Average 
of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train Sample 
Size 

1 75.20% 0.86% 379 30000 10000 
2 78.78% 1.54% 271 30000 10000 
3 85.07% 0.81% 348 30000 10000 
4 79.70% 1.78% 364 30000 10000 

TABLE VII.  EFMM RESULTS FOR NEGATIVE BINOMIAL 

Dimension Average 
of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample Size Train Sample 
Size 

1 75.22% 1.18% 377 30000 10000 
2 78.32% 1.86% 273 30000 10000 
3 84.92% 1.47% 351 30000 10000 
4 79.60% 1.58% 364 30000 10000 

B. Logistic Distribution

TABLE VIII.  FMM RESULTS FOR LOGISTIC 

Dimension Average 
of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 95.99% 0.30% 1841 30000 10000 
2 96.26% 0.18% 2311 30000 10000 
3 97.32% 0.18% 2313 30000 10000 
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4 97.60% 0.14% 2366 30000 10000 

TABLE IX. EFMM RESULTS FOR LOGISTIC 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 95.73% 0.46% 1840 30000 10000 
2 95.79% 0.11% 2304 30000 10000 
3 97.19% 0.16% 2309 30000 10000 
4 97.33% 0.10% 2364 30000 10000 

C. Log-Normal Distribution

TABLE X. FMM RESULTS FOR LOG-NORMAL 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 85.52% 0.21% 2772 30000 10000 
2 90.91% 0.26% 2726 30000 10000 
3 86.46% 0.51% 2590 30000 10000 
4 85.02% 0.33% 2291 30000 10000 

TABLE XI. EFMM RESULTS FOR LOG-NORMAL 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 84.86% 0.18% 2766 30000 10000 
2 90.69% 0.22% 2729 30000 10000 
3 85.64% 0.32% 2575 30000 10000 
4 84.82% 0.38% 2285 30000 10000 

D. Gamma Distribution

TABLE XII.  FMM RESULTS FOR GAMMA 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 86.18% 0.72% 1077 30000 10000 
2 97.81% 0.12% 2446 30000 10000 
3 94.51% 0.23% 1634 30000 10000 
4 97.18% 0.20% 1233 30000 10000 

TABLE XIII.  EFMM RESULTS FOR GAMMA 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train 
Sample Size 

1 85.21% 0.65% 1074 30000 10000 
2 97.65% 0.14% 2464 30000 10000 
3 94.12% 0.18% 1630 30000 10000 
4 96.96% 0.11% 1233 30000 10000 

E. Weibull Distribution

TABLE XIV.  FMM RESULTS FOR WEIBULL 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample 
Size 

Train Sample 
Size 

1 75.21% 0.37% 166 30000 10000 
2 75.16% 0.41% 169 30000 10000 
3 86.26% 0.88% 366 30000 10000 
4 75.22% 0.40% 167 30000 10000 

TABLE XV.  EFMM RESULTS FOR WEIBULL 

Dimension Average of 
Accuracy 

StdDev of 
Accuracy 

Average of 
Number of 
Hyperboxes 

Test Sample Size Train Sample 
Size 

1 75.36% 0.37% 164 30000 10000 
2 75.42% 0.22% 166 30000 10000 

3 84.71% 1.21% 364 30000 10000 
4 75.34% 0.27% 166 30000 10000 

VI. CONCLUSION AND FUTURE WORK

In this paper, we assessed of the accuracy of FMM and 
EFMM for classification tasks using data generated from 
different statistical distributions. We simulated five different 
statistical distributions: Negative Binomial, Logistic, Log-
Normal, Weibull and Gamma. For each statistical distribution, 
four different dimensions were analyzed according to the 
proportion of correct classifications and the standard deviation 
of the proportions. Based on the results obtained, FMM and 
EFMM can be recommended for the classification of data 
from the Logistic distribution. For the Negative Binomial and 
Weibull distributions, the accuracies exceeded 75%. For the 
Gamma and Log-Normal distributions, accuracies exceeded 
85%. For the Logistic distributions, accuracies exceeded 95%.  

Future studies should analyze the performance of FMM and 
EFMM for very large sample sizes. Furthermore, future 
studies should analyze the optimal hyperbox expansion 
coefficient and sensitivity or measure of fuzziness with 
respect to accuracy, time efficiency, and space efficiency.  
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Abstract—Backdoor malware are programs that enable hackers to 

access unauthorized computer systems by introducing a backdoor. 

These hackers will use this access to steal company information for 

personal gain. This malware uses a variety of techniques to hide 

their presence, and computer security researchers use a growing 

number of exotic techniques to detect them. However, it is not 

necessary to expend valuable IT resources on expensive security 

solutions as most of these backdoors can be detected by simple 

checks. We tested a wide array of in-the-wild malware to verify the 

effectiveness of these checks. 

Keywords-component; backdoor; malware; Trojan; virus; 

detection; cheap; efficient; low-cost; simple; Windows 

I.  INTRODUCTION 

Cybercrime is becoming increasingly sophisticated, 
graduating from the “smash-and-grab” attacks of yesteryear. 
One of the most dangerous attacks detailed by Ping et al. 
involves hackers installing backdoor malware on computers in 
targeted companies [1]. These backdoors use a variety of 
techniques to avoid detection [2] and allow the hackers free 
access to the victim’s computers. Due to their stealthy nature, 
the backdoors allow the hackers to exfiltrate valuable business 
secrets while remaining undetected for a long time. To combat 
malware proliferation, computer security researchers have 
developed a diverse set of techniques to aid detection efforts [3].  

In this paper, we develop an efficient method to detect 
stealthy malware, but without any reliance on exotic 
technologies or tools. This is accomplished primarily by 
targeting the command-and-control feature of backdoor 
malware. We then prove the technique by testing it out on a 
variety of malware samples captured from the wild.  

The rest of the paper is organized as follows: Section II 
reviews related work. Section III describes the motivation for 
our work. Section IV describes the data collection mechanism 
and analysis. Finally, Section V will provide a conclusion and 
future work. 

II. RELATED WORKS 

Idika et al. [3] performed a review of commonly-used 
heuristic methods used to detect malware activity. In their 
review, they noted that each heuristic had inadequacies, of which 
a high false-positive ratio and a large startup cost were the most 
common issues. They also discussed methods that could be used 
to defeat the various heuristics. Some heuristics that were 

reviewed were: suspicious API call sequences, the frequency of 
common machine code sequences used in malware as well as 
program control-flow graphs.  

Firdausi et al. [4] analyzed the effectiveness of using 
machine-learning to classify and detect malware activity. Their 
process consisted of sending both benign software as well as 
malware samples to a binary-analysis service which would 
derive various features and attributes. This information would be 
weighted and then used with various classifier techniques to 
predict if a particular program was a malware or not. The authors 
report a 95% success rate with the J48 classifier technique. 
However, it has a high running cost as each new item to be 
analyzed needs to be subjected to the binary-analysis service. 

Christodorescu et al. [5] reviewed the effectiveness of some 
commercial antivirus products such as Sophos, Symantec, and 
McAfee. They found that commercial products were heavily 
dependent on signatures and simple obfuscation methods such 
as renaming variables and inserting garbage sequences would 
allow a previously flagged malware program to evade detection.  

III. MOTIVATING EXAMPLE 

Cybercrime is a very real problem in today’s environment, 
but private-sector cybersecurity teams often operate with 
inadequate resources as security is often seen as a cost rather 
than a requirement [6]. Such teams might not be able to afford 
the newest cybersecurity solutions, which are becoming 
increasingly necessary due to the proliferation of malware 
obfuscation techniques [2] and the ineffectiveness of relying on 
antivirus software alone [5]. Having an efficient but low-cost 
method of detecting malware threats is of critical importance to 
these teams.  

IV. IMPLEMENTATION 

We rely on a different approach from the related works, as 
the solution is intended for teams with limited resources. Due to 
this constraint, our solution is not intended to be able to detect 
all types of malware nor to achieve 100% intrusion prevention. 
The solution is developed for the Windows platform as this is 
the most common desktop environment. 

For most data theft scenarios, a common requirement is that 
some malware that facilitates an internet connection must be 
present on the victim’s computer. This connection is used by the 
hackers to control these victim computers remotely and to run 
other hacking tools to perform other infiltration tasks [1]. The 
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malware that creates the internet connection is commonly called 
a backdoor. By targeting these backdoors, we sever the hackers’ 
access to the victim computers and ensure safety. It is not 
essential to be able to detect the other types of hacking tools as 
the hackers would not have any means of controlling them 
without the backdoors.  

The easiest way of finding out if a backdoor is running on 
your system is to see if some sort of internet connection has been 
established. All backdoors, except the most advanced kernel 
rootkits, reveal themselves in this manner. As even expensive 
cybersecurity solutions have difficulty dealing with kernel 
rootkits [7], so we do not see this as a limitation of our solution. 
However, merely creating an internet connection is not sufficient 
to flag a process as malicious. Internet browsers and various 
updater systems have perfectly legitimate reasons for creating 
connections. We need to derive additional characteristics that 
can differentiate between legitimate and malicious processes. 

One question to ask is, “Why not filter by the internet 
connection’s destination”? It is not practical to create a list of all 
malware sites in the world as there are simply too many and the 
exact number is very fluid. Some malware camouflages their 
traffic by using legitimate internet services such as Twitter or 
Google Drive.  

To derive these distinguishing characteristics, we obtained 
malware from ‘theZoo’ malware archive and randomly selected 
20 for testing. We developed a minimal list that satisfied 
detection for all of the 20 malware that was tested. 

1. Process must make an internet connection 

2. Svchost.exe makes an internet connection, but its parent 
is not services.exe. 

3. The process makes internet connection but either does 
not have an existing parent process, or its ancestor is not 
explorer.exe. 

4. The process makes internet connection but is a common 
Windows process that should not have an internet 
connection (explorer.exe, dllhost.exe, regsvr32.exe).  

5. Subject all other processes to VirusTotal checks.  

We used free software tools to implement our solution. 
TCPLogView was used to log internet connections as it had a 
very low CPU load and could be kept on without affecting user 
experience. A WMIC command was used to check the parent of 
flagged processes. Finally, VirusTotal has Python API examples 
which can be used to automate the task of submitting files for 
evaluation. One area of inefficiency could be the requirement of 
a large number of files needing to be submitted to VirusTotal for 
checks. One mitigation could be to develop a database of hashes 
of files that have been submitted to VirusTotal. Each file would 
only need to be submitted once, and subsequent checks could be 
referred to from the database. 

We tested the implemented solution against 10 randomly 
selected malware from ‘theZoo’ malware archive.  

 

TABLE I.  TEST RESULTS 

Malware Detected Rule  

BlackEnergy2.1 no - 

Poweliks yes 3 

Rustock yes 5 

Trojan.Asprox yes 2 

Trojan.Bladabindi yes 3 

Trojan.Kovter yes 3 

Trojan.Loadmoney yes 5 

Win32.Sality  yes 4 

Win32.Zurgop yes 2 

Win32.Lephic  yes 4 

 

We achieved a 90% success rate. The ‘BlackEnergy2.1’ 
malware circumvented our checks as it installed and ran as a 
legitimate Windows service. 

V. CONCLUSION AND FUTURE WORK 

In this paper, we proved that our solution is effective against 
a variety of backdoor malware, even though we only used simple 
tools and techniques. However, there are still improvements to 
be made to the system.  

 Dealing with malware that is installed as services 

 Dealing with malware that injects themselves into the 
memory of internet-capable processes 
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Abstract—In this paper, we compare the performance and 

ease of use of an Apache Spark application deployed via 

Docker and alternatively via KVM. Docker containers have 

rapidly grown in popularity for dynamic cloud computing and 

for general-use application deployment and collaboration. 

Recent work comparing the performance of Docker versus 

VM deployments has found that Docker’s reduced overhead 

results in better performance. We compare Docker versus VM 

deployments of an Apache Spark application in regard to ease 

of use in a collaborative development environment. We expect 

that developing the application in a containerized 

environment will result in fewer post-deployment tests that fail 

compared to application versions that are developed in non-

virtual or VM environments. Future work will closely 

examine the performance of these two implementations and 

more generally investigate potential trade-offs between 

performance and ease of use. 

Keywords-Spark, Docker, KVM 

I.  INTRODUCTION 

Computationally demanding processes and workflows, such 
as those involved in the fields of genomics and transcriptomics, 
rely decreasingly on dedicated HPC clusters and increasingly on 
dynamic cloud clusters. Driven largely by cost benefits, dynamic 
cloud infrastructures that spin up and pull down VMs or 
containers as needed promise to be the future of big data 
crunching in the life sciences [1]. A great deal of research is 
ongoing to compare cloud infrastructures based on VMs to those 
based on containers like Docker, and recent publications have 
used Docker to achieve dynamic cloud performance that is 
extremely fast and efficient  [2, 3]. 

Enabled by hard and now dynamic clusters, the software 
tools involved in these computationally demanding workflows 
have been moving toward the parallelized MapReduce paradigm 
popularized by Apache Hadoop and more recently updated by 
Apache Spark [4, 5]. In particular, the ADAM software stack 
developed by the Big Data Genomics research group has built a 
processing framework on Apache Spark that has allowed 
developers to parallelize and standardize much of the 
computational pipeline and also streamline its development and 
deployment via Docker containers and Kubernetes container 
management with a system called Dockstore [6, 7]. 

Dynamic cloud infrastructure, parallel computing, and 
computational genomics are three cutting-edge areas of 

research, and combining all of them is no easy task. A research 
lab seeking entry into the genomic and bioinformatic software 
development must share a Spark development framework and 
build, maintain, and deploy to a shared and reproducible cloud 
infrastructure. If a physical cluster is available to the 
development team, it may be difficult to determine best practices 
in setting up development and deployment environments that 
will afford the greatest achievable ease of use during 
collaborative development while also ensuring the best possible 
deployment performance. In the current research, we begin 
investigating such best practices by comparing developers’ ease 
of use between a Spark application deployed via KVM and via 
Docker for testing purposes. 

The organization of this paper is as follows. Section II 
describes the related work on Docker/KVM performance for 
related applications. Section III states the guiding hypothesis for 
the current research. Sections IV documents the methods that 
have so far been implemented in pursuit of our hypothesis, and 
Section V presents our preliminary findings and current aims for 
the immediate future. 

II. RELATED WORK 

Felter et al. (2014) compared KVM versus Docker 
deployments with a number of different applications and found 
that Docker outperformed KVM in most performance metrics 
[8]. The authors used KVM specifically but argued that it should 
be considered a fair representation of other hypervisors like Xen 
and VMware. Similarly, they used Docker to represent the 
expected performance of other container technologies. The 
authors hypothesized that containers would perform better 
because of their reduced OS overhead while acknowledging that 
containers have increased security concerns due to the minimal 
separation of layers in each container. Indeed, they found that 
Docker containers performed better overall and scaled very 
efficiently [8]. 

Paten et al. (2015) describe the progress and future aims of 
the NIH BD2K Center that has produced the ADAM software 
stack as well as standardized API’s that are all aimed at 
standardizing and thereby connecting the myriad genomics 
processing tools and workflows that will drive the future of the 
field [6]. Of particular interest is the group’s intention to deploy 
containerized tools and workflows that can be organized with the 
relatively new orchestration technology Kubernetes. This center 
has used Docker containers to streamline development as 
described in O’Connor et al. 2017 below, and they also view 
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Docker containers as important components of application 
deployment [6]. 

 O’Connor et al. (2017) published the launch of the online 
community for genomics tools called Dockstore [7]. For the 
BD2K group, Docker has so far been employed in the service of 
collaboration between developers rather than dynamic cluster 
performance. Using BD2K’s standard API’s and schemas allows 
a developer access to the Quay web service that automatically 
containerizes a tool, registers it in Dockstore, and makes it 
available to be incorporated into a workflow. Manual Docker 
builds are also allowed, but it is clear that the intention of 
Dockstore is to standardize containerization to the degree that 
the hassle and waste of incompatible genomics software are 
minimized [7]. 

III. HYPOTHESIS 

The performance advantages of Docker deployments over 
KVM deployments are well documented and make sense given 
the stripped-down structure of shared-OS containers versus full-
OS VMs. The security trade-offs between containers and VMs 
are also fairly well understood. Our research interest lies in the 
ease of use of, and particularly the ease of entry into, genomics 
software development. We hypothesize that establishing a 
shared Spark development environment within Docker will lead 
to a reduction in the number of tests that fail after initial 
deployment compared to deploying from a KVM development 
environment to a Docker container.  

IV. METHODS 

In previous research, we developed a rudimentary sequence  
read trimming tool called Scalatrim in order to demonstrate that 
parallelizing the trimming process could improve batch 
performance in the transcriptome processing workflow [9]. Our 
initial Docker deployment of this application and subsequent 
deployment tests will be used as a baseline for the number of 
errors that might be expected when deploying locally developed 
software with Docker. With the Spark application of interest 
running locally, the next step in this research is to write a full 
development test suite that will be used to verify whether the 
application meets all requirements in the development 
environment. In the first version of the application, the 
development environment was non-VM. When the application 
passes all of the development tests, the next step will be to 
deploy the application to a Docker environment, retest, and 
record the number of tests that fail after deployment.   

The same application will then be moved to a KVM 
development environment, and the software will be patched as 
necessary to meet the development tests that fail in this new 
environment. This KVM-tuned application will then be 
deployed with Docker, and the number of failed tests will be 
recorded. Finally, both versions of the application will be moved 
to a Dockerized development environment, updated as 
necessary, and then deployed with Docker. The number of failed 
tests will be compared across all application versions and 
interpreted as an indication of how much effort would be 
required to deploy an application to Docker from various 
development environments.    

V. EXPECTED RESULTS 

 

 

Figure 1 illustrates the results we expect to find after testing 
all versions of the application after deployment. We expect that 
the versions developed in non-VM and VM environments will 
perform similarly to one another and worse than the version 
developed in a Docker environment. Our expected results 
support our hypothesis that developing Spark applications in a 
Docker environment will improve the ease of use of developers 
by reducing the development and debugging overhead of the 
deployment process. 

We hope in subsequent research to join the ease of use results 
discussed in the present paper to performance comparisons 
between the various development-deployment strategies. While 
other researchers have clearly demonstrated that Docker 
deployments perform better than VM deployments, an open 
question is whether applications developed from scratch in a 
Docker environment perform better than applications developed 
in a non-containerized environment  
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Abstract— In Salesforce sandboxes, there is a need for meaningful 

data to test new functionalities.  In the production environment, 

there is already good data, but that data does not move over 

automatically to a new sandbox.  Salesforce will move some data 

over for you if you are willing to pay.  There are other very time-

consuming alternatives.  We propose a new method of data 

migration where running one program will move over all over any 

data you may need.  

I. INTRODUCTION

Salesforce has become an industry leading CRM in 

recent years. It provides the ability to develop full-stack 

applications on the cloud in Apex and Visualforce.  It has 

great built-in security options and settings to allow both fine a 

course grained security by user, group, or license type.   

One of many requirements for development on the 

Salesforce platform is the use of sandboxes and testing before 

the deployment of any Apex code to the production 

environment.  No Apex can be implemented directly in a 

production environment. Instead, it is required to be developed 

in a sandbox related to that production environment. There is a 

required 75% code coverage for all apex. Once the code 

coverage is met, the code can be pushed to the production 

environment where it is tested then tested against the existing 

test classes in production and deployed.   

A problem with this system is the availability of meaningful 

data.  When a sandbox is created, no data is moved from 

production to the sandbox. There are options for Salesforce to 

move data for you, but it can be expensive and require 

additional licenses.  You could go through the time of creating 

all new data, but this could be very time consuming depending 

on the type of data.  Using the Salesforce data loading tool, you 

could pull download records from production then upload them 

to the sandbox.  There is a need for a quick way to load 

meaningful data from production to a given sandbox.   

The following section will describe related work and their 
outcomes from patents and journals about this topic. We will 
provide a motivating example for our project in section III.  In 
section IV, we will describe the implementation of a system that 
streamlines the data migration process. In section V, we will 
discuss possible future work ideas.  

II. RELATED WORK

In other paradigm’s there has been work on matching related 
records in new databases.  David Baker has worked on the 
concept that the process that pulls and pushes the data assigns 
globally unique ID’s to match records on in any setting, that way 

no matter where the data is moved it will be able to match on 
those IDs. 

III. MOTIVATING EXAMPLE

In many situations, it is useful to have real world data instead 
of conveniently fabricated data to test new processes, systems, 
and applications. While implementing a ticketing system for the 
Gettysburg Foundation, development began in the sandbox. A 
few dummy records were created to test basic functionality, but 
to enable a user to test more complex processes, there was a need 
for real, or meaningful, data. There was a need to test tickets of 
many different times and many different activities. There was a 
need for a fast creation of meaningful data. Having the means to 
move over several real records from production would have 
made testing significantly easier.  

Salesforce offers a sandbox that has a copy of some of the 
production data however most organizations have very few or 
one, and purchasing more can quickly become expensive.  One 
option is to use the Salesforce data loader and download a lot of 
data then upload it to the sandbox but the matching of related 
objects can become very difficult, and this process requires a lot 
of download/upload time. Then there are local copies of the 
production copy left behind.  We used the data loader to move 
the data but spent a lot of time downloading, matching, cleaning, 
and uploading the data.  

IV. IMPLEMENTATION

For this implementation, a few things need to be set up before 
the data migration. First, a connected app needs to be created in 
the production environment. Once this is created a consumer 
key, and consumer secret is provided for authentication.  The 
user doing the data loading will also need to determine their 
security token for authentication.  A restful API is created in the 
production environment.  A get method needs to be created for 
each object type to be migrated.   

In Salesforce, HTTP endpoints must be registered, as a 
security precaution, before a callout can be made. Therefore, two 
endpoints must be registered in the sandbox. The first is 
“https://login.salesforce.com/services/oauth2/token”.  This is 
the OAuth authentication endpoint where the session is can be 
obtained. There are three methods to do this: Web Server OAuth, 
User-Agent OAuth, and Username-Password OAuth.  For this 
example, Username-Password is used because it is assumed that 
a user from the Production environment is migrating data to their 
own sandbox. Therefore their username and password for 
production is the simplest way to authenticate the session.  The 
second endpoint to register is 
“https://*yourinstance*/services/apexrest”. The URL is the 
endpoint where callouts to the production web services are 
made.  The specific instance needed is the instance of the 

Copyright © ICITST-2017 Published by Infonomics Society ISBN 978-1-908320-79-7 203

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)



environment the data will be migrated from, in this case, the 
production instance of the organization.  

In the environment containing the data to be migrated, a 
restful web service must be set up. The methods can be as simple 
or complex as needed.  For simple models, the method can just 
retrieve any number of records and return them. If more specific 
records are needed, the user could specify in the query a certain 
subset of the data or match based on a given field.  Only fields 
contained in the query will be returned. This way you can decide 
what data you do or don’t need in the sandbox.  As an example, 
for a ticket object, there may be no need for the exact price if 
you are testing functions based on purchase time or ticket type. 
By limiting the fields to return you can save space in the limited 
sandbox.  

In an API method, Salesforce automatically converts the data 
to be returned to JSON. However, if more complex logic is 
needed, the user could also construct a JSON string from scratch.  
A benefit to constructing a JSON string from scratch is 
simplifying matching of lookup relationships. Upon insertion 
into the Salesforce, all objects will be assigned a new ID.  The 
data stored in a lookup field is just a string of the ID of the related 
object. The moved data will still have the old ID. When you 
construct your own JSON string, you could move record by 
record and insert the necessary lookup objects and use the new 
ID’s to match.  

On the sandbox side or destination environment for other use 
cases, an Apex class needs to be set up to accomplish three basic 
tasks. The first is authentication, the second is acquiring the data, 
and the third is inserting the data into the sandbox. This class can 
be a copy of a production class so that a new data insertion class 
doesn’t have to be created for every new sandbox.  

To get the necessary authentication, a callout to the token 
method must be made.  This web service is a post method 
provided by Salesforce.  You must supply the client id, client 
secret, username and password of the user, and the grant type 
which will be set to “password” for Username-Password OAuth. 
The response will provide two important values. The first is the 
instance URL. This is the specific instance of Salesforce 
organization that is the production version of your organization. 
This is the beginning of the URL to use for making callouts to 
production web services. The second is the access token. This is 
the session id that will allow you to access the production web 
services. Any call out to the web services of your organization 
must have a header authentication set to OAuth and the 
acquired session id. 

Once the authentication is taken care of, the data needs to 
be gathered.  Call the restful API created in the production 
environment to get the data. This step could be very simple, 
gathering only on the type of object, or very complicated, 
gathering records of many different types including many 
lookup or master-detail relationships.  This is an area that can 
be conquered in many ways.  For complicated models, 
matching can happen on either the API end or the local class 
end.  On the API end, a custom JSON string can be created 
where related objects are values stored in the applicable 
records. Alternatively, on the sandbox end, multiple callouts 
can happen, and matching can happen between different 
responses.  

Figure 1. Username-Password OAuth Flow 

Finally, once the data is gathered and matching has been 
accomplished, it is time for insertion. Each model will 
require different orders of insertion based on relationships.  
For each record, create a new object of that type, assigning 
values from the gathered data to the instance variables of the 
object.  Then insert the object.   

V. CONCLUSIONS AND FUTURE WORK

As more and more cloud-based business move to the 

Salesforce platform, there will be a growing need to migrate 

data quickly and focus on building the new features of the 

system.  This method of using a restful API to make callouts 

from the sandbox to get data from the production environment 

turns a long process to a quick program execution.  
For future work, we propose work on efficient record 

matching for lookup and master-detail fields. This will make 
more complicated models easier to migrate.  
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Abstract—This paper uses twitter streaming and filtering 

techniques to determine which cities the flu is most prevalent in 

real time. The Twitter streaming API was used to collect data and 

filter using keywords and location.  Our results show that more 

heavily populated cities have more cases of the flu. 
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I. INTRODUCTION

The Center for Disease Control and Prevention (CDC) 
defines influenza as a contagious respiratory illness that can 
show symptoms of fever, chills, cough, sore throat, body 
aches, headaches, and fatigue [1]. The CDC relies on viral and 
clinical surveillance reports for influenza detection in the 
United States.  

A report is sent to the CDC each week from public 
health, outpatient, and clinical laboratories with the number of 
positive influenza tests and patients with influenza-like illness 
(ILI).  ILI is defined as a fever with a cough and/or sore 
throat without a known cause other than influenza [1]. 
Laboratory-confirmed influenza, hospitalizations, and deaths 
are also reported.  These reports come from more than 350 
laboratories, 2,800 outpatient health care providers, the 
National Center for Health Statistics, research and healthcare 
personnel at the FluSurv-NET sites, influenza surveillance 
coordinators, and state epidemiologists [1]. 

This data is collected from Sunday to Saturday of each 
week. The following week, the CDC receives a 
summarization on Tuesday and posts it to the public by 
Friday [1]. The full two weeks it takes to gather and report 
this information is a major flaw for influenza identification in 
a timely manner.   

Twitter is a free social media platform that lets users 
share their ideas instantly as a 140-character long tweet.  
Currently, there are 313 million monthly active users. [2] 
These tweets can be examined and classified using Natural 
Language Processing.  Twitter data has been proven useful 
in many different cases including political sentiment to 
predict election results [3] and text classification to improve 
natural disaster response [4]. 

Using data gathered from Twitter, it is possible to see 
the prevalence of influenza or ILI outbreaks in real time.  
Many tweets can be misleading because of influenza 
awareness versus influenza infection.  Awareness can imply a 
user tweeting about the flu but not actually being infected.  
The filtering method 

presented in this research effectively filters out tweets that are 
not reporting an influenza infection.  Identifying influenza 
outbreaks by analyzing Twitter data can improve preparedness 
for a future epidemic. 

II. RELATED WORK

The two weeks it takes to gather and report this information 
is a major flaw.  Using data gathered from Twitter, it is possible 
to see influenza-like illness in real time.   

Ginsberg, Mohebbi, Patel, and Brammer used Google 
search queries to correlate words with the influenza virus.  They 
displayed high accuracy with a mean correlation of 0.97 with the 
CDC-observed ILI percentages from a large dataset of more 
than 1 billion queries over a 5-year span [5]. Using data 
from a Google web search query is only available to Google as 
a service provider. This is a problem because the gathered 
data is not available to everyone.  Twitter data is a 
widely available alternative used in this research.

Culotta used linear regression to detect key words in twitter 
data that estimate national influenza rates.  His dataset only 
consisted of 500k tweets which led to a 78% correlation [6]. 
Later, Culotta improved on his previous work by using 570 
million tweets which gave him a correlation of 95%but lacked 
filtering techniques [7]. His research didn’t account for 
misspelled words or false tweets.  An example of a false 
tweet would be influenza awareness by talking about the flu 
epidemic as opposed to having influenza-like symptoms.

Lamb, Paul, and Dredze used sophisticated filtering 
methods to differentiate between sickness and awareness. They 
used twitter data to determine influenza trends and demonstrate 
improvements on influenza surveillance [8].  They researched 
these trends and methods without comparing them to national 
statistics which can be beneficial for measuring general disease 
awareness but not for early detection and prevention.   

Paul, Dredze, and Broniatowski improved on their 
previous work by comparing their data to national statistics but 
only focused on national prevalence as opposed to city and 
local levels [9]. City and local knowledge is 
advantageous for influenza prevention because it can better 
prepare these areas for an epidemic. 
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III. MOTIVATING EXAMPLE

Influenza spreads around the world in seasonal epidemics. 
Over the years, these pandemics have killed tens of millions of 
people with each pandemic resulting in a new strain of the flu 
virus.  The most recent of these pandemics was in 2009 when 
H1N1, commonly referred to as the Swine Flu, caused 503,563 
confirmed cases and an estimated 151,700-575,400 deaths [10]. 

In 2009, Szomszor, Kostkova, and de Quincey did a study in 
London that used simple filtering and normalization techniques 
to analyze Twitter data.  Their findings showed that the 2009 
H1N1 outbreak could have been identified on twitter one week 
before it emerged from official records [11].

Disaster response and preparedness is a main factor in 
containing an outbreak.  With twitter data and filtering 
techniques, epidemic preparedness can be drastically improved.  

IV. DATA COLLECTION AND RESULTS

We collected 250,224 Tweets over a period of 4 days from 
April 7, 2017, to April 11, 2017.  The data was collected in 4 
segments with each segment pertaining to new keywords.  This 
was done to be able to filter and remove any false tweets. 

A. General Health Filter

For the first filter, we used the general health terms { 'flu',

'sick', 'ill', 'unwell', 'miserable', 'illness', 'sickness', 'doctor', 

'hospital', 'virus', 'disease', 'medicine', 'influenza'}.  This was to 

start with as many tweets as possible that have the possibility of 

the user having the flu.  This filter produced the 250,224 tweets 

which were then put through the next filter. 

B. Flu Symptom Filter

The next filter used more specific terms pertaining to flu

symptoms and antiviral medications including {‘flu,' ‘cough,' 

‘sore throat,' ‘fever,' ‘chills,' ‘headache,' ‘congestion,' ‘tamiflu,' 

‘rapivab,' ‘relenza’}.  This filter produced 10,933 tweets that 

showed more prevelance of users having the flu but still didn’t 

filter out false tweets. 

C. Flase Tweet Filter

The last keyword filter used keywords {‘I have,' ‘I have the

flu,' ‘I’ve”, “I’m’} to imply the user is talking about themselves 

and not someone else.  This helped remove majority of false 

tweets such as a user talking about the flu instead of having the 

flu.  This produced 1,626 tweets all pertaining to users who have 

the flu or influenza-like illness. 

D. Location Filtering

Twitter users can enable their location which can be

collected through the Twitter Streaming API.  Since Twitter 

does not require the user to use their real location, many users 

put in a fake location that had to be filtered out.  Of the 1,626 

Tweets collected, 579 users had their location enabled with a 

real location.   These tweets were used to determine where the 

flu is most prevalent at that given time. 

E. Results

As expected, densely populated cities had the most cases 
of the flu.  The top 10 cities were recorded in Table I. 

V. CONCLUSIONS

In the future, we would like to use a larger dataset to show 
more differentiation between cities.  This would help during an 
epidemic because if one city had a spiked increase of flu cases, 
then city officials would be able to prepare faster than if they had 
to wait 2 weeks for results from the CDC. 

Other future work could use the same methods of filtering to 
determine statistics for disaster relief, politics, lice cases in 
schools, etc. 

REFERENCES 

[1] "The Center for Disease Control and Prevention," [Online]. 

Available: http://www.cdc.gov.

[2] "Twitter," [Online]. Available: http://www.twitter.com.

[3] A. Smeaton and A. Bermingham, "On using Twitter to monitor 

political sentiment and predict election results," Sentiment 

Analysis where AI meets Psychology (SAAIP) Workshop at the 

International Joint Conference for Natural Language 

Processing (IJCNLP), 2011.

[4] Z. Ashktorab, C. Brown, M. Nandi and A. Culotta, "Tweedr: 

Mining twitter to inform disaster response," Proc. of ISCRAM, 

2014.

[5] J. Ginsberg, M. Mohebbi, R. Patel and L. Brammer, "Detecting 

influenza epidemics using search engine query data," Nature, 

vol. 457, no. 19, 2009.

[6] A. Culotta, "Detecting influenza outbreaks by analyzing Twitter 
messages," arXiv:1007.4748 [cs.IR], 2010.

[7] A. Culotta, "Towards detecting influenza epidemics by 

analyzing Twitter messages," SOMA, pp. 115-122, 2010. 

TABLE 1. NUMBER OF FLU CASES BASED ON LOCATION 

City 
Number of Flu Cases vs Location 

Number of Users 

Rio de Janiero 78 

Los Angeles 49 

New York City 49 

Houston 32 

Abuja 27 

Washington DC 27 

Florida 24 

Philadelphia 24 

Toronto 24 

Chicago 23 

. Number of Flu cases in a specific location using the Twitter Streaming API 
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Abstract—Successful communication of information via web 

services can be a complex and error-prone task, in large part due 

to network complexity between multiple fine-grained web 

services. This complexity can decrease ease of maintainability 

and increase inconsistency between the source and target 

destinations. A single all-encompassing web service that meets all 

of an organization’s needs can be implemented that performs 

both generic or highly specific tasks. We have created a REST 

web service in Salesforce that handles multiple objects and 

performs specific tasks to test the viability of a single web service 

to meet all of an organization’s needs. We found that one web 

service can be implemented to handle multiple or specific tasks 

with a single call. We show that as the number of database 

actions per single request increases so does the efficiency with 

which each individual action is processed. A reduction in the 

number of web services coupled with an increase of the 

functionality of a single web service provides many benefits when 

compared to multiple smaller web services. 

Keywords-web service; coarse-grained; ETS; database. 

I.  INTRODUCTION 

Often, websites that use large amounts of data store that 
data in either local or cloud databases. When websites or 
devices need to communicate with one another, they make use 
of web services to relay and make use of information. One set 
of commonly used web services is RESTful web services. 
REST services can be implemented to handle and manipulate a 
broad and diverse scope of data (coarse-grained) or a small and 
specific scope of data (fine-grained). Often websites with data 
stored in databases communicate with one another through 
REST services. For each set of connected REST services, both 
the implementation and their connection must be maintained. 
Since, by their nature, REST services are distributed, failure 
can happen in any individual part (either in a service itself or a 
connection between services), and larger networks of 
connected services become more difficult to troubleshoot when 
issues arise than do smaller networks of connected services. If 
websites had a single web service that could perform all 
necessary information transfers, the focus of information 
transfer could be moved away from creating and maintaining 
larger networks of multiple services and moved toward 
creating and maintaining larger single coarse-grained services 
that encompassed all of an organization’s needs. 

Salesforce, a popular platform as a service, is a common 
way for organizations to store, transmit, and receive data 
locally and externally. With its built-in ability to let users write 
code to create specific REST services and an out-of-the-box 
database, Salesforce is a good platform to test the feasibility of 
a single coarse-grained REST web service that provides the 
ability to perform robust operations on multiple database 
records and specific operations to alter small pieces of 
information. 

II. RELATED WORK 

One important consideration for approaching this work is 
the concept of Extract, Transform, and Load (ETL), which in 
simple terms refers to the extraction of data from a source 
(Extract), the preparation of the extracted data to be loaded to 
the intended target (Transform), and loading the prepared data 
to its appropriate destination. Santhanakrishnan and Olmsted 
tested the performance of the ETL process on both coarse-
grained and fine-grained REST web services and found that 
coarse-grained services processed faster per record, had more 
record changes per request, and consumed fewer APIs per 
request when compared to fine-grain services[1]. A way to 
ensure the correctness of continuously integrated databases was 
proposed in [2] called Continuous, Consistent, Extract, 
Translate, Load (CCETL). By using snapshot isolation of a 
database, CCETL provided higher guarantees of database 
isolation and higher throughput than traditional integration 
techniques. The authors of  [3] proposed a system to make the 
ETL process more extensible and less rigid in the normally 
tightly couples components of the ETL process. In increasing 
the flexibility of the process, they were able to insert a new 
component in between the translate and load procedures that 
increased performance while solving a specific task, which was 
not possible through the standard ETL process. 

III. IMPLEMENTATION 

To test a REST web service’s ability to implement both 
specific and more general functionality, we created an Apex 
REST web service class in Salesforce that takes in an XML 
document, parses the document, and decides what to do with 
the information in the document. We implemented the class to 
handle six default Salesforce record types, but the class could 
easily be extended to implement a greater number of types as 
well as custom record types.   
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Depending on what information is contained in the XML 
document, the REST service class decides which specific 
record to update or insert, as well as which fields in the record 
to update. We sent our XML documents to the URL that called 
our web service using Postman. Each document sent contained 
either 1, 6, 12, 24, 48, 96, or 144 records to update. 144 was 
chosen because it is near the Salesforce upsert DML operation 
governor limit, which is 150. The documents sending a single 
record represented the most fine-grained request, and the 
documents sending 144 records represented the most coarse-
grained request. Each specific number of records sent was sent 
five times to average the efficiency between them. The time to 
process each number is represented in Table I. 

IV. RESULTS

    We were successfully able to implement a single web 

service that could theoretically handle any number of 

individual records, were it not for the Salesforce governor 

limit of 150 upserts. When we averaged the amount of time per 

record to upsert, we found a general trend that the more 

records that were upserted in the same call, the less average 

time it took per record to insert. This is shown in Table I. 

To ensure that the time difference was a result of the upserts 

themselves and not a result of the surrounding code 

determining the actions, we repeated the calls to the REST 

service, this time removing the upserts from otherwise 

identical code, and we analyzed the time. We found that the 

code surrounding the upserts contributed to a fraction of a 

millisecond of additional time for each record. This 

suggests that the trend seen is related to how the upserts are 

handled in Salesforce, and not our specific implementation of 

the REST service. 

TABLE I. TIME FOR RECORD INSERTION 

Number of Records per 

Request 

Average Time in ms to 

insert each record 

Range of Times in ms 

to insert each record 

1 58.00 41.00-86.00 

6 33.69 32.5 - 35.67 

12 25.94 22.25 - 30.00 

24 24.63 21.21 - 27.38 

48 21.06 19.54 - 24.10 

96 18.83 17.57 - 19.42 

144 19.15 18.19 - 20.01 

V. CONCLUSION

When considering our implementation in the context of the 
ETL process, our implementation, which favors one all-
encompassing web service over multiple smaller ones, 
simplifies the extraction of data because there is because the 
source only requires one working connection to its target 

database, in this case, a correct call to the proper web service. 
All of the information relayed only needs to find one 
destination where it can be sent. This increase in the simplicity 
of data extraction requires an increase in complexity of the 
transformation process. If any information, regardless of 
specifics, is sent to the same destination, the destination must 
be able to handle all of the different possible types of data. For 
this to happen, the receiving web service must be robust 
enough to handle a variety of data, and the formatting of the 
data itself must be specific enough to address all of the 
particular nuances related to performing a given action. 

While the increased complexity in parsing and decision-
making of data is a tradeoff for the decreased complexity of the 
networks of services, the benefits of an all-encompassing 
service are numerous. Our REST service is able to handle both 
generic and specific requests, increases efficiency with larger 
amounts of data, consumes fewer APIs, and is more easily 
maintainable in terms of a web service network than a more 
fine-grained service, most tasks, regardless of specifics, can be 
implemented in a large web service that handles virtually all of 
an organization’s needs more efficiently than multiple smaller 
services. This would decrease the potential number of errors of 
multiple individual web pages or web services being unable to 
communicate. 

Furthermore, we have shown that updating data in 
databases can become more efficient as the size of the data 
increases. If this increase in performance of larger data sets is 
coupled with the decrease in complexity of the networks of 
services, communications between multiple points could 
become significantly faster and simpler overall, decreasing 
latency and increasing database correctness. 

There are several improvements upon this work that can be 
investigated. For one example, a direct comparison of the 
number of inconsistencies in connected databases using either 
multiple services or a single service could be compared. 
Additionally, an important aspect that needs to be compared is 
overall ease of maintainability of both methods by determining 
the amount of time taken to create and alter the systems set up 
either to handle multiple web services or only one. 
Furthermore, a mathematical analysis could be performed to 
determine the relative change in complexity of many websites 
using multiple web services, vs. websites using only a single 
web service. 
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Abstract—Security has always been an important topic when it 

comes to the communication of sensitive data. With hardware 

advances allowing users the advantage of accessibility used in 

mobile devices, individuals are now spending more and more time 

on these devices. Additionally, with the viral popularity of social 

media applications and single sign-on, users do not always take as 

many precautions as needed with their information. Multi-factor 

authentication creates more and varied walls to block out the 

wrong people from seeing your information. Three-factor 

authentication can be applied to mobile devices as the first factor 

is already built in. 

Keywords: multi-factor authentication; biometrics; facial 

recognition; three-factor authentication; MIT App Inventor; 

Android; 

I.  INTRODUCTION  

With the frequency of incidences of  data breaches as well as 
identity theft, in combination with a larger population using 
technology and in particular mobile devices to save and 
communicate sensitive information, increased measures for 
security and improved authentication is more important than 
ever. There are many levels or factors to authentication. We are 
used to the first level of authentication, “something you know,” 
which typically is enforced by a username/password 
combination. For mobile-device users, the second level, 
“something you have,” is automatic because they have the 
device. This is why it is not a large jump to use three-factor 
authentication. The third factor is “something you are.” This is 
done with the use of biometrics. Examples of biometrics could 
be an iris scan, fingerprint scan, facial recognition, etc. From a 
user experience perspective, it is easier to ask a user to press a 
button and have their face automatically scanned, then to 
remember the second set of username/password combo and take 
the time to type that in as well. From a security perspective, not 
only is it another wall to discourage hackers, but it does it in an 
entirely different way. A figure for Multi-Factor Authentication 
can be seen on the following page. I believe that three-factor 
authentication can be built into mobile applications in a manner 
that is worthwhile. [1] 

 

The rest of the paper is organized as follows: Section II 
reviews related work. Section III describes the motivation for my 
work. Section IV describes the implementation. Lastly, Section 
V will provide a conclusion and future work. 

II. RELATED WORK 

Software development has used disk encryption for users and 
companies concerned about their data on their desktops and 
laptops. This can also be used to protect passwords on mobile 
devices as well. This is fine, but it doesn’t protect against 
phishing. Users transition between authenticating “online and on 
the device much more frequently” [2] and don’t know or care 
about the difference between the two. “Under these conditions, 
attackers can much more easily trick users into typing passwords 
into the wrong web page or application.”  [2] This brings about 
the motivation for better authentication. 

Another realm for mobile multi-factor authentication is in 

health systems, specifically the Telecare Medicine Information 

Systems. They allow patients to send and monitor their health 

information with their doctors remotely. Health and lives are at 

risk here, so security is of utmost importance. Login and 

authentication start out by having the smart card check if the 

patient is who they say they are by verifying the ID, PW, and 

Biometric that the user enters. Then the server and user 

mutually authenticate each other. Additionally, they get a 

shared session key that will be used to encrypt/decrypt and 

authenticate future communications. After this, the patient can 

log in to the telecare server. This is a secure solution but a little 

large for the scope of my study. [3] 

 

As individuals are trending towards using their mobile 

devices at an ever increasing rate, and some of the user cases 

include storing or exchanging sensitive information, mobile 

devices need a way to protect users and their data using secure 

protocols for access and identification. Face and iris recognition 

are better than fingerprints for this regard. The reason being is, 

they are reliable and only need the webcam already on the 

device. Fingerprints, on the other hand, need a dedicated sensor. 

One proposed way is FIRME (Face and Iris Recognition for 

Mobile Engagement) which is based on a modular architecture. 

The architecture “includes separate and replaceable packages.” 

[4] It first acquires the image. Then different branches “perform 

detection, segmentation, feature extraction and matching for 

face and iris separately.” [4] In regards to face, there is a step 

performed after segmentation for anti-spoofing. All algorithms 

are optimized not to be demanding and light on computation as 

there are limited resources on mobile devices. 
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III. MOTIVATING EXAMPLE 

I wanted to see if it was feasible for three-factor 

authentication to become the norm for certain categories of 

mobile applications such as health and banking. I do not think 

that SMS should play a primary role in authentication. [5] The 

best way to do this combines both security and ease of use. If 

something is very secure but very hard to log into, no one will 

want to use it. This is why people re-use passwords for multiple 

sites and use simpler logins on mobile devices. On the other 

hand, if it’s very easy to use but not secure, then it is inherently 

at risk. The best way to fulfill both of these purposes is to make 

the third factor of authentication, within biometrics, use facial 

recognition. After entering their username/password, all the 

user has to do is press one button.  

 

 

Figure 1.  Multi-Factor Authentication 

IV. IMPLEMENTATION 

I used the MIT App Inventor tool by Google to create 
an Android app that authenticates a user. I had to add on 
the Makeblock computer vision extension which 
implemented Microsoft Cognitive Services. This allowed 
me to add in facial recognition. I also used TinyWebDB to 
store the usernames and passwords. Overall it is a three-
factor authentication because you have to have something 
(the phone), you have to know something (the 
username/password), and something about you (your face). 
My code blocks can be seen in the following figures: 

 

Figure 2.  App Inventor: Screen 1 Code Blocks 

 

Figure 3.  App Inventor: Screen 2 Code Blocks 

V. FUTURE WORK 

I still believe that three-factor authentication is beneficial to 
certain mobile applications. Given more time, I would change a 
few items in this project. I would first get off of the public 
TinyWebDB and get my own custom database. I would then 
change the username/password authentication to be more secure. 
Being in plaintext is too easy to hack. I would probably use a 
salted hash. I could even use sign-in from Google/Facebook. 
Secondly, I would use a different service for facial recognition. 
Instead of Microsoft Cognitive Services API’s, I would look into 
using OpenCV. It was used in Marsico’s article about FIRME, 
and I have viewed a number of demo videos of it, and it appears 
to fit better the user experience I have envisioned.  
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Abstract—Authentication, security, and confidentiality are some of 

the most important topics of cyber security. There have been many 

solutions presented to users for strengthening the security of login 

password-based authentication methods. Primarily this has been 

through the use of two-factor authentication methods. Two-factor 

authentication is the combination of single factor authentication 

mechanisms. The growing popularity and acceptance of two-factor 

methods are driven by the increasing need for privacy and security 

in this technological age. The success and popularity of adapted 

security measures are largely dependent on their ease of 

implementation and convenience to the user. The focus of this 

research is to address and analyze the implications of using a 

three-factor authentication model for added security in websites 

and mobile apps. This paper will present an app we created which 

could provide a potential method for three-factor authentication 

that could potentially ensure added authentication assurances 

without loss of convenience.   

Keywords- Authentication; Security; Three Factor 

Authentication; Mobile; Web; Access Control  

I.  INTRODUCTION 

User authentication is the main building block for any secure 
cooperative computing system. Security concerns are on the rise 
in all areas of industry such as banks, healthcare institutions, 
industry, etc. Due to the proliferation of mobile devices and the 
heightened interaction between mobile applications and web 
services, the authentication of users is more frequent for mobile 
devices than for desktop users [1]. In many instances of multi-
factor authentication, both a mobile device and a desktop are 
necessary and go hand in hand for adequate authentication. One 
of the drawbacks of multifactor authentication is that user ID’s 
and passwords are abundant, with many users stating that they 
have more user IDs and passwords than they can remember [2]. 
This cost of convenience makes the proposed implementation of 
higher security measures and added authentication factors 
worrisome to many users and providers. 

To better understand the factors in play with authentication, it is 
first necessary to understand what authentication is. 
Authentication and the various measures of authentication are 
used to verify that a specific user or process is who they say they 
are. It is that simple. There are four standard ways that users are 
authenticated: 

 Something you know – This is the most basic form of 
authentication with which most users are familiar. This 
standard is usually presented as a username or 
password which is known only to the user.  

 Something you have – This form of authentication is 
represented by the user having possession of a physical 
entity or device. This can be represented as a physical 
token such as the user’s smartphone or other media 
device generating a temporary and sometimes single 
use authentication code.  

 Something you are – This form of authentication is 
represented as a biometric signature such as a 
fingerprint, retina scan, or facial recognition. This is 
generally seen as one of the strongest forms of 
authentication when conducted properly [3].  

 Someplace you are – This form of authentication 
corresponds to where a user or process is located, and 
in response gives or denies access to resources 
accordingly. This standard can be conducted through 
the use of a range of IP addresses or geographic 
location points [3].  

For multifactor authentication to be conducted properly, one 
or multiple of these standards are coupled to heighten security 
standards. In this work, we will present an app we created which 
joins three of these standards in order to give a higher level of 
security and authorization to the user. The organization of this 
paper is as follows: Section II reviews the related work. Section 
III describes the motivation for this research. Section IV 
describes the implementation and results of the created app. 
Conclusively, Section V will provide a conclusion and 
discussion of future work.  

II. RELATED WORKS 

Li et al. [4] first introduced the concept of using biometrics 
as a factor in a three-factor authentication system in order to help 
the grim situation of network security. In this paper, they 
proposed using passwords, smart cards, and biometrics as a 
viable solution towards three-factor authentication. It was 
through this proposal and the analysis of the progression of 
modern technology and the in-depth look into the drawbacks of 
fewer security measures which prompted the use of facial 
recognition as part of the app to be developed for this project. 
The discussion of the speed/flow of biometrics, as opposed to 
other authentication factors, was very influential to the 
progression of this research. The presented scheme could resist 
many kinds of attacks and protect the hosts multimedia and web 
resources, which in response, made it very attractive as a 
potential starting off point.  
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In Native Autonomous Process Authentication, Olmsted 
analyzed the promise of multifactor authentication when it came 
to users while also analyzing the issues that arise when 
applications try to give credentials to autonomous software 
processes. Autonomous software processes when allowed 
credential privileges leave gaps for malicious incursions and 
attacks [3]. The importance of this paper was paramount as it 
proposed that in order to have a more secure system, 
autonomous background processes should not be allowed 
credentials which in hindsight they should not possess in the first 
place, as issues can arise. 

In Two-Factor Authentication: Cybersecurity for Today’s 
World, HCPro discusses the importance of security in the 
healthcare industry with “two-factor authentication being the 
backbone of even a basic cybersecurity program” [2]. The 
emphasis on weighing convenience and speed over security was 
part of the main discussion and analysis of this paper. The 
importance of this paper towards my continued research and app 
development centered on making the process as seamless as 
possible with having as few clicks as possible connected to 
multiple processes.  

III. MOTIVATION

The motivation of this paper is to investigate an orderly 
approach to the design of a secure three-factor authentication 
app with the protection of user privacy in the most time efficient 
and convenient way allowable. The hypothesis is that an app can 
be developed that performs three-factor authorization without 
being overly complicated or time-consuming. The app will use 
three-factor authentication to incorporate the increased 
advantages of an authentication based on a password, username, 
and facial recognition through possession of a mobile device [5]. 

IV. IMPLEMENTATION AND RESULTS

The design of the app took place in MIT App Inventor 2 
beta. The app was designed to consist of two pages in this early 
stage and to work primarily on Android. The login page 
functions to take in a username and password. With this app 
being in the prototype phase the login credentials were hard 
coded. This means that the user would not be able to create their 
own account at this time; but would at a later date be able to, 
when the app can be fleshed out. The user would log in to this 
page with the username and password, and then the camera 
would queue up and take their picture, performing a facial 
recognition check.  

Figure 1. Login Screen 

The facial recognition functionality was provided through 
an extension called CamVision1 which works with MIT App 
Inventor 2. The next step was incorporating the Microsoft 
Cognitive Service, which allowed for the addition of a computer 

vision API which would be necessary for the facial recognition 
process. Once the facial recognition is completed, the app takes 
you to the second screen which presents a successful login 
message.  

Figure 2. MIT App Inventer 2 Blocks 

The app performed as desired with user interaction 
consisting of the input of a username and password and then 
having their picture taken all at the expense of a single click of 
the mouse. The convenience and simplicity of this three-factor 
authentication app exceeded all expectations for ease of use. 
The cost of convenience is at its most minimum as presented 
through the apps one click sign in capabilities.    

V. CONCLUSION AND FUTURE WORK

The implementation of a future market standard of a three-
factor authentication method seems all but assured with the use 
of biometrics and other authentication methods when used in an 
efficient way. With efficiency comes confidence and with 
confidence comes reliability. The increased reliability of a more 
secure platform with three-factor authentication is hard to 
ignore. With further research, the app can be developed to allow 
for users to create their own accounts, and for the account 
development of each user to save credentials and biometric 
reference tags.   
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Abstract— Sustainable and flexible development of an 

organizational business and achievement of current and 

future goals of an organization depends on business 

processes, technologies and information systems. In order 

to address these issues, there have been a number of 

enterprise architectures proposed in the literature. 

Unfortunately, many of the existing architectures pay little 

attention to security and sustainability. To create an 

accelerated and flexible IT infrastructure, it is needed to 

align IT and organizational business demands. Here, we 

proposed an enterprise architecture which is sustainable, 

secure and   convivial to new technology for a developing 

or developed organizations.  It is a robust and easily 

understandable architecture which includes single source 

identification system and a knowledge base with 

sustainable technology-transformation capabilities. This 

architecture is based on concepts, modeling and processes 

which can be used as the framework for both business and 

IT professionals. The proposed architecture includes 

kernel based security architecture with risk, incident and 

audit management systems. It is a high performing 

architecture which includes all the essential features of 

modern enterprise architecture (EA) enhanced with 

security and sustainability. 

Index Terms—Main Architectural Model(MAM); 

Technology-Transformations; Single Source Identification 

Model(SSIM); Knowledge Base (KB); Security 

Architecture(SA); Enterprise Architecture(EA). 

I. INTRODUCTION  

A business process of an organization is regulated by a set 

of guidelines, policies, principles, technological dimensions, 

standardization and integration of its operating model to the 

organization’s enterprise architecture (EA). In order to offer 

better services to business and citizens enterprises are 

enhancing themselves through aligning IT systems with 

business process [1-2]. A well-designed IT infrastructure 

provides a better link among citizens and government [3]. The 

aim of enterprise architecture is to facilitate an organization to 

achieve its goals through utilizing available technology in 

terms of public service delivery [4-5]. As today’s living is 

vastly influenced by information technology, so as it has bigger 

impact on enterprise architecture (EA) for better  

 

 

organizational management.  Enterprise architecture formulates 

the proper IT infrastructure depending on the business 

demands of the enterprise [6]. The vital role of an EA is to 

identify a framework and to propose the proper methods to 

implement it. Although, there exists some EA frameworks that 

depicts implementation mechanism for EA, they are mostly 

enterprise specific[7]. Enterprise architecture framework (EAF) 

delineates the framework for modeling enterprise’s information 

systems and its business. Depending on the activities and scope 

with different perspectives, an EAF may consist of different 

models. It is a fact that just to model the information system 

and the business is not sufficient enough for an organization, 

which has other goals such as to achieve competitive edge and 

to have strong base to face current and future challenges. 

Therefore organizations adopt enterprise architecture 

framework to get their business demands and information 

system (IS) to be aligned [8-9]. 

For both government and nongovernment organizations, the 

scope of business area is increasing tremendously. Demand for 

better service quality is also increasing dramatically. For the 

fast delivery of the services, there is a need for business and 

technology collaboration. While upgrading the technology and 

infrastructure of an enterprise, it is essential that enterprise is 

technology-transformation friendly and it is secure enough 

which is essential for the protection of IS and business. So a 

model which focuses on technology-transformation and 

security is very important. In this paper we propose secure 

enterprise architecture focused on security and technology-

transformations (SEAST) which is a comprehensive 

description of all of the key elements and relationships that 

make up a secure organizational framework. Security is a 

critical business concern due to rapidly growing vulnerabilities 

in the systems. These researches will pave the way to build 

enterprise architecture models as a framework to design secure 

architectures. 

This proposed architecture is based on single source 

identification process for monitoring and controlling of the 

enterprise. For the research and data analysis, knowledge base 

is collaborated in the Main Architecture Model (MAM). MAM 

is the heart of the SEAST of this research. This paper describes 

a secure technology- transformation friendly model which is 

used to gap analysis and technique to receiving the target. The 

aim of this architecture is to the organized all logical and 

physical aspect of EA. For this, we shall discuss the literature 

review in section II, proposed methodologies in section III, 
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comparison and discussion in section IV and conclusion in 

section V of this paper. 

II.  LITERATURE REVIEW 

The definition of EA is not unique as different literatures 

define EA differently [9]. According to the systems and 

software consortium it is the alignment of business and IT 

systems. Some views it as the combination of models and 

definitions [10]. Some other view it the process of simplifying 

complex management problems through IT. Others view it as 

the combination of hardware, software and network 

technologies through which an IT project is implemented.  

Gartner definition describes EA as a process for integration 

and change of enterprise. Some researchers define from 

completely different perspective. They view EA as a 

knowledge base which provides required blueprints [11]. To 

the decision makers of IT and business, it is the alignment of 

enterprise architecture and process to the business goals [12]. 

The major benefit of EA perceived by many is the lowering of 

the complexity of the enterprise [13-14]. Other researchers 

elaborated more on the benefits of the enterprise architecture. 

A recently proposed EA is a TOGAF framework [17].  

Implementing EA with TOGAF ADM provides reflecting the 

needs of stakeholders, the best method for employees, 

consideration to the current needs, or an overview for the 

future needs of an organization. TOGAF ADM provides 

support in the area of process and data integration and 

infrastructure and application integration [15]. The framework 

encompasses stakeholder viewpoints, business process, data 

and IT systems. At the strategy level, TOGAF ADM helps to 

balance tradeoffs between benefits and costs by providing 

methods to measure the value of work packages [16]. In this 

paper, after reviewing literature we proposed secure enterprise 

architecture based on security and technology-transformations 

(SEAST). 

III. PROPOSED ARCHITECTURE 

In this proposed architecture, SEAST have been developed 

by including some components from existing model [17] and 

we added new component which are deemed necessary for 

sustainable businesses.  

Figure 1. Basic of MAM 

 

 

Our proposed architecture is scalable to accommodate 

current and future technologies for both government and 

private organizations which emphasizes the security and 

technology transformation.  

In Fig. 1 a skeleton of SEAST is depicted which is inter 

linked with strategy, architecture and operation of business and 

technology.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Main Architectural Model (MAM) 

In Fig. 2 a main architectural model (MAM) is presented 

which contains sequential nine phases and all the phases are 

connected to demand analysis, technology transformation’s 

model, single source identification model, security architecture 

and knowledge base. MAM is the recipe of the SEAST. It 

provides interoperability for integration of all aspects and 

information which will go into one process and the output will 

become the input of other process. In following paragraphs, we 

describe the phases, architectures and models of MAM in brief. 

 

A.  Initial Phase 

    The initial phase of SEAST which is architectural 

project. It undertakes initial activities and preparation to build 

an architectural capability. Development tools, definition of 

architectural principles are defined in the phase. 
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B.  Demand Analysis 

Demand analysis for an organization is connected to all the 

phases to determine what type of objectives are needed for 

achieving the business goal. Every phases of SEAST projects 

are based on validated business requirements. Need 

identifications are to be confirmed into the phases with the 

benchmark of the enterprises. 

 

C.  Planning Phase  

 

Planning is one of the core stage of MAM which involves 

to creating of a set of plans to help guide the execution and 

closure stage of the SEAST project. This phase helps to 

manage cost, time, quality and success. All process and 

activities requirement are to be defined into the planning 

phases.  

 

D.  Business Architecture 

 

Figure 3. Business Architecture 

        

In Fig. 3 service strategy is described through the business 

architecture. It also reveals the overall techniques business 

environment along with the associated information function 

and processes.  There four stages in this sustainable business 

architecture are the business base, governance of the business, 

service management technique and service to public.  They are 

strongly related to each other for easy and accelerated services 

delivery to public. It is important that to achieve business 

goals business strategies and business drivers are to be chosen 

accordingly. Also, the architecture to be developed is to be 

aligned with specific business requirements. The business 

goals and the drivers are actually defined by business 

strategies which are reflected through the business architecture 

(BA).      

 

E.  Information System Model 

 

Fig. 4 describes an information system model (ISM) which 

is an integral part of an organization which function as a basis 

for IT support. Organizational Information flow is made 

through the ISM.  Naturally the information flow includes 

collect, filter, process, create, and distribute phases. structure 

and behavior is.   

In this proposed model, application management, 

middleware, data management, network system, distributed 

environment and risk management stages are serially 

connected to make collections, organizations, storages, 

communication of information and business continuations of 

an enterprise. Technology-transformation and security stages 

are connected to all the stages which supports adoption of  

new technologies, migrations and manages or maintenance of  

security.   
 

 

Figure 4. Information System Model 
 

 F.  Technology Architecture 

 

In the MAM one of the architecture is technology 

architecture (TA) which is the combinations of new 

technological  principles or validated technologies, 

architectural vision, target data model and application process 

which construct a technical model (TM). The objective of this 

step is to map the input to organization’s technological 

infrastructure to service domain.    

 

G.  Chain Management 

 

     The objective of chain management is to organize and 

manage organizational resources to ensure the flow of product 

and services in a MAM. The activities include the 
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transformation of top to down of the organizational principles, 

governances, works and services.  

 

H.  Migration Planning 

 

In the MAM, there should be proper support for change in 

the enterprise. Requirement for change may be in different 

aspects. Such as there may be a need to update the roadmap of 

the architecture. It is important that the resultant value which is 

expected to add to the business should be properly assessed. 

The period of transition and transition plan are also t be 

included in the migration planning. The risk and the capability 

should be the properly weighted.  

 

I.  Implementation Governance 

 

In implementation governance phase of MAM provides 

architectural oversight for the implementation of architecture. 

In the implementation phases, organizational standard, 

procedure, architectural approach and operational framework 

are to be maintained for the organizational-specific 

development. For the maximum benefit to be obtained, the 

transformed architecture should be realized though sequence of 

transformation steps. The other benefit of this approach is that 

it will minimize the migration and transformation risk. So, the 

overall transformation is an incremental process and the target 

architecture is achieved through increments. 

 

J.      Change management 

 

In this phase, change management is described  the 

development of the enterprise architecture for the fit stages. So 

far It has been performed strategic direction and top-down 

architecture of a project generation to achieve corporate 

capabilities. However, enterprise architecture does not operate 

in a vacuum. There is usually an existing infrastructure and 

business which is already providing value. The architecture 

change management process is to ensure that the architecture 

achieves, its original target business value. This includes 

managing changes to the architecture in a cohesive and 

architected way. 

 

K.   Single Source Identification Model (SSIM) 

 

We propose here a single source identification model where  

the module is responsible for performance monitoring, 

investigation, ensuring high security, acceleration of activity 

and easy distribution of the information. All phases are 

connected with SSIM, so we get some answers of what, how, 

where, who, when and why about the person/project’s status. 

SSIM provides top most monitoring and controlling of the 

enterprise’s  people, processes and resources. 

 

L.   Model of Technology-transformation 

 

One of the purpose of any model that   the potential of it 

should sustain over the next two to three decades with its 

competitive advantage.  In this model the initial step is to 

identify the demand of technology. Then gap analysis is 

performed between current and target technologies. HR 

management or sustainable HR is the wining solders of this 

stage. Right place, right time, right people and right action will 

give the competence with combination of skill, knowledge and 

attitude. Technical mechanism and instrument provides the 

new or up-to-date infrastructure of the enterprise. All the 

processes are connected to re-engineering stages for 

sustainability. 

 

 
Figure 5. Model of Technology-transformation 

 

M.  Security Architecture 

     

Data classification stage classifies or levels the enterprise’s 

data which is the more or less secured. Vulnerability 

management finds out or mange all the weak points of the 

organizational activities which is to be reported for the action. 

Threat and attack management provide all aspect of the 

enterprise’s project requirement. Software and hardware 

security management ensure unauthorized access of the 

organizational functions of using different type of tools. For the 

importance of resources and physical security, It is given the 

secured place with the leveling and preventing policies. 

Resources and information are supervised with log 

management and monitoring system which is used updated 

tools and technologies. Security kernel is the core of the SA 

which controls everything into the architecture. It is a 

facilitated computing or controlling system of the kernel that is 

combination of firmware and software. This software based 

security kernel is designed with some security techniques and 

mechanisms. 
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Figure. 6. Security Architecture 

 

N.  Knowledge Based  (KB) 

A knowledge base is required which is important for 

storage requirement and at the same time an associated 

intelligent interface is needed. Interface will provide a user 

friendly and application specific data retrieval and storage 

facility. KB is connected with technology- transformation, 

initial stage and SSIM for performing data sharing, data 

mining, and archiving and big data analysis of the enterprises. 

IV. COMPARISON AND DISCUSSION 

In this section we provide a subjective comparison of the 

proposed model with those of well-known Zachman [18], 

TOGAF [17], FEA[21] and Gatner[19] enterprise architectures.   
 

They all have the similar architectures. But the proposed 

SEAST is also a combination of processes, reference model 

and taxonomies. But in the proposed model we used kernel-

based security architecture for focusing security and single 

source identification for monitoring. Knowledge base is 

required   for research and big data analysis. Technology 

transformation module provides support for adoption of new 

technology. 
 

We present in Table I comparative rating for different 

models with ours.  SEAST is better than others in some ratings 

because others lack those features. SEAST has similar features 

as of TOGAF hence ratings are same.   

 

 

 

 

 

TABLE I. Comparisons of SEAST, Gatner, FEA, Togaf and 

Zachman architecture [18-21] 

 

 
 

 

 
Figure 7. Graphical comparison on EAs 

 

In Fig. 7, (S=Single Source identification, T= Technology 

transformations, K= Knowledge base, S=Security, T= Time of 
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value, I= Information availability, V= Vendor neutrality, P= 

Prescriptive catalog, P= Partitioning guidance, G=Governance 

guidance, B= Business focus, M= Maturity model, P=Practice 

guidance, R= Reference-model guidance, R= Process 

completeness, T=Taxonomy completeness) we show the 

graphical view of comparative ratings of some well-known 

EAs and SEAST.  It is seen from the figure that SEAST is a 

more robust architecture than others.  

V. CONCLUSION 

A secure, simplified, sustainable enterprise architecture has 

been proposed in this paper. The proposed framework is the 

combination of business strategy, business processes, 

technology transformation, information system, application, 

data, security, infrastructure and comprehensive architecture 

plan. Government or nongovernment organizations or any 

business organization can use this model to address their 

current and future business continuity. It is an easily 

understood sequential and connected architecture. A kernel-

based security module ensures security and safety of the 

enterprise through auditing, preventing and monitoring 

mechanisms. New technology can easily be adopted for the 

business though the provision of technology- transformation 

module.  A single source identification process has also been 

introduced which is responsible for monitoring and controlling 

all activities based on unique identity.  
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Abstract— Data privacy is becoming an increasing concern in 

industries where huge data repositories are dealt with. Most of 

them need to share private data across distinct organizations. In 

this paper, we propose a modification to an existing framework 

wherein data sharing across distributed databases is handled 

without compromising the sensitive nature of information. This 

paper focuses on replacing an inner join with semi-join reducer 

technique in one of the distributed sites of an existing query 

execution model. We will demonstrate how transmitting 

redundant data can be eliminated deploying a reducer technique 

which ultimately results in minimization of communication cost. 

Keywords: Data privacy, Semi-joins, Query optimization, 

Distributed database, Transmission cost 

I.  INTRODUCTION 

Distributed database system [1] [2] [3] can be defined as a 

collection of logically interrelated data distributed over several 

sites. Storage of user-specific data in a system and sharing of 

the same with multiple organizations has become very common 

especially with the rise of Internet-connected systems. For 

example, in a hospital, certain patient-specific information 

should not be disclosed to drug providers and others, instead be 

limited to highly specialized practitioners. At the same time, 

besides maintaining privacy, we also need to optimize queries 

on a network of distributed machines, as sharing of data comes 

into the picture. In a distributed database system, the database 

query extracts data from several different sites, so in this case, 

the important factor is to reduce the amount of data transmission 

to the maximum extent. 

We propose a modification to the query execution 

architecture initially proposed in [4]. There are three essential 

components in this design, namely data owner (or site 1) where 

the information is stored, a query asker (or site 2) or a 

participating organization which runs SQL-like queries against 

distributed data and a randomly generated blind comparer (or 

site 3) which stays aloof of the relation contents, performs 

required joins and returns the results to the query asker. The 

introduction of semi-joins in the blind comparer to optimize 

query performance across distributed database system is our 

aim. There is a need to design query plan in a way such that it 

minimizes communication cost in transferring relations from 

one site to another in a distributed database. With semi-join 

reduction [5], only desired part of a relation is shipped to the 

relevant site where a natural join is performed. In this process, 

we need to compare sizes of the relations and consider a semi-

join if there is a possibility of elimination of dangling tuples 

from a particular relation. Similarly, a sequence of semi-joins 

can be profitable as it acts as a full reducer for more than two 

relations in view. We shall denote semi-join of relations R (X, 

Y) and S(Y, Z), where X , Y , and Z are sets of attributes, as R 

|X S = R |X| (projection(y) (S)). That is, we project S onto the 

common attributes (in this case Y), and then take the natural 

join of that projection with R. Projection(S) is a set-projection, 

so duplicates are eliminated. 

The organization of this paper is as follows. Section II 

describes related work trying to improve query plans using 

semi-join across distributed machines on a network. In Section 

III, we give an overview of the proposed query execution 

model. Section IV describes the performance of using semi-join 

instead of natural join and the benefits and limitations of using 

the same. Section V contains a conclusion and possible future 

work in generating improved query optimization techniques 

across distributed databases. 

II. RELATED WORK 

Researchers have found several optimal and suboptimal 

reduction to reduce the total amount of data transferred between 

sites in a distributed database (in contrast to traditional 

centralized databases). There are many algorithms that employ 

semi-join operator for the reduction phase of a query 

optimization strategy [6] [7] [8] [9] [10] [11]. Semi-joins never 

increase the size of any join. A combination of joins and semi-

joins is proposed in [12]. The authors stated that cyclical query 

graphs could not be fully reduced by semi-joins alone, so a 

combination of joins and semi-joins is required. More recently, 

methods based on hashing have been investigated [13]. Bloom 

filters were first introduced in [14] and had been used in 

distributed query processing [15] [16] [17] [18]. The hash-semi 

join [13] is based on Bloom filters and produces good results. 

PERF joins were introduced in [19]. The PERF join works with 

the tuple scan order and thus limiting collisions. In addition, 

PERF joins do ensure that relations being joined are reduced as 

much as possible before the final join. In [20] a variation of 

bloom filter called Complete Reducing Filter (CRF) is 

proposed. Based on a combination of composite semi-join and 

PERF join, the main purpose of it is to lower the transmission 

cost by keeping the join location information. Composite semi-

joins is also a possible query optimizing plan [21]. Details about 

2-way semi-joins are discussed in [22]. Here, the authors 

establish that such joins should be used when the selectivity of 

the reducing attribute is either high or low. They recommend 

using two separate semi-joins when the selectivity is in a middle 

range. In [23] the authors implemented three different strategies 

to compute semi-join with simple SPJ queries. The essentially 
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compare the performance involving joins involving one or more 

than one joining attribute. 

Our motivating example [4] proposed a system for storing and 

querying private data in a distributed manner. In this paper, we 

try not to compromise the three privacy features: data privacy, 

query privacy and anonymity of communication at the same 

time keeping query optimization in main consideration. 

III. ARCHITECTURAL MODEL AND QUERY EXECUTION 

A. Architectural Model 

The query execution framework introduced in [4] splits 

querying into two phases. Phase I performs a global search for 

records specific to a person which in turn returns data handles 

which indicate that the record exists without revealing the exact 

location in the network. Phase II uses data handles to execute 

relational algebraic query concealing original data and query 

from the query asker and data owner component respectively. 

In this paper, we shall assume query asker has sufficient 

authorization over the records requested. Fig. 1 shows the 

procedure for executing a query involving a semi-join across 

three nodes in a distributed database. 

• Step 1: Query asker uses the data handle to route a 

message to the data owner requesting a join. The 

authors in [4] propose that each provider selects a 

random number, hashes it and transmits to either of 

them. The sum of this hashes is used to select a blind 

comparer where the join of two relations is performed. 

Two onion skin routes are used in this process to route 

information from query asker, and data owner, 

identities of these are thus hidden from the blind 

comparer. 

• Step 2: Original query is split into two parts. The first 

part consists of a select statement which gets sent to 

relevant data owners using data handles as onion skin 

routes. These data handles also contain instructions to 

send the results of a query execution to the blind 

comparer using the specified route. Our architecture 

proposes that an additional instruction should be 

present to route a projected part of the query back to 

the query asker. 

• Step 3: Query asker projects the second part of the 

original query based on the common attribute or the 

predicate in the where clause of the original query. 

This is then shipped to blind comparer which performs 

the natural join of relation returned from data owner 

and the subset of the remainder query shipped from 

query asker. 

• Step 4: Blind comparer returns the join result to query 

asker. 
 

Figure 1. Query execution model 

B. Query Execution 

We shall demonstrate our proposal using the SQL query as 

an example used in [4]. One important advantage of a 

distributed system is the ability to replicate data, that is, to make 

copies of the data at different sites. One motivation is that if a 

site fails, there may be other sites that can provide the same data 

that was at the failed site [5]. Suppose, there has been a database 

crash at the query asker site (pharmacist in this case). A backup 

of patient information is kept with data owner site. The 

pharmacist is not authorized to retrieve any data other than the 

pickup date record of a patient vulnerable to a specific drug. 

Fig. 2 shows the use case diagram.  

Figure 2. Use case diagram of pharmacist model 

 

The corresponding SQL query may be written as: 

 

SELECT d.pickupdate  

FROM (SELECT * FROM conflicts c 

CROSS JOIN nonces n 

INNER JOIN remote(drug_history) d  

ON n.nonce = d.nonce 

WHERE c.drug = d.drug 

) ; 

 

The conflicts table in the above query is a list of the 

conflicting drugs available as shown in Table 1. The nonces 

table is shown in Table 2. It contains a set of data handles for 

the patient as found in a global search operation in [4]. For 

simplicity, we assume each of the above two tables consists of 

two records only. 

 
  TABLE 1. conflicts 

drug 

A 

B 
 

TABLE 2: nonces 

nonce 

34 

56 

 

Fig. 3 shows the parse tree which is executed in a bottom-

up fashion starting at the leaves for the local tables (conflicts 

and nonces). After the cross-join operation on local tables, we 

need to join on a remote table (a table residing on another site, 

data owner). In this paper, we assume the filter query is 

specified by the query asker (in this example, the pharmacist) 

for each data handle. The data owner is also instructed to send 

the relevant result of the query to a randomly selected blind 

comparer. A part of the execution result is also asked to return 
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to query asker in certain situations, for example when the cross-

join result of local tables is huge.  

 

 

 

 

 

 

 

 

 

 
Figure 3. Parse tree of original query 

 

A filter query may be written as: 

 

SEND ( 

 SELECT d.nonce, d.drug, d.pickupdate  

FROM drug_history d 

WHERE d.nonce = 34 

) ; 

 

From the original query, we can see that the where clause 

equates over a common attribute drug. The partial or projected 

filter query result that should be sent back to query asker may 

be written as: 

 

SEND ( 

 SELECT d.drug 

 FROM drug__history d 

 WHERE d.nonce=34 

); 

 

As soon as the query asker gets a list of drugs from the data 

owner for a patient, it equates with the matching column of the 

query table shown in Table 3TABLE. 
 

TABLE 3. Query_table 

 

 

 

 

 

 

Now, suppose we get from data owner the drug as “A” for nonce 

34, then we only send the first row of Table 3TABLE to the blind 

comparer eliminating the third row.  

IV. PERFORMANCE REVIEW 

We shall analyze joins and semi-joins and consider 

scenarios where these might outperform each other. 

• Data owner returns null record for a patient (or nonce) 

on executing the filter query. In that case, sending the 

query table (or the cross-join result containing four 

rows) from the query asker to blind comparer would 

be a waste. If the query table consists of huge records, 

then the existing design will have more transmission 

cost which is fruitless. An intermediate step as 

proposed here shall act as a check post which 

determines whether all or part or none of the query 

table needs to be shipped to the joining site. 

• The selection of joins in the distributed system 

depends on the data transmission from one site to 

another. In our case, if transmitting the whole of the 

cross join of local tables cost more, we can think of 

reducer algorithms using semi-join as demonstrated in 

this paper. The following pseudo-code [24] may help 

determine the selection of join technique: 

o Step 1: Read query table at query asker 

(Table 3TABLE) 

o Step 2: Read the filter query projection from 

data owner to query asker containing the join 

attribute (JA) 

o Step 3: Compute the cost of semi-join 

operation denoted as Scost. We denote 

resultant table which is the result of semi-join 

(joining join attribute with joining table or JT 

followed by selection and projection 

operation) as R. We can compute Scost as 

follows: 

Scost = Cost (transmitting JA from data 

owner to query asker) + Cost (projecting JA 

over JT) + Cost (R) 

o Step 4: Compute the cost of join operation or 

Jcost. This is aligned as per the existing 

design of query execution model in Fig. 1 

where an inner join is performed between the 

results of filter query from data owner and 

query table from query asker. The cost of 

performing such a join is as follows: 

Jcost = Cost (transmitting filter query from 

data owner to blind comparer) + Cost 

(transmitting query table from query asker to 

blind comparer) + Cost (R) 

o Step 5: IF (Scost < Jcost) Then 

  Execute Operation with Semi-Join 

               Else 

                                              Execute Operation with Join 

               End IF 

V. CONCLUSION 

We have discussed semi-join reduction method as a query 

optimization technique in distributed query processing 

involving data sharing across different machines on a network 

in which data privacy is also a concern. Semi-joins do 

implement more operations as compared to joins, but it reduces 

the number of bytes transferred from one site to another to a 

large extent. Further, it is to be noted that if transmission cost is 

of main consideration, then semi joins are beneficial to joins. 

We will experiment scalability of this approach, and also a 

combination of join and semi-join using real-time data in future 

and measure the effectiveness of the same. Also, we intend to 

evaluate the performance of PERF joins, composite semi-joins, 

2-way semi-joins and other algorithms as discussed in Section 

drug Nonce 

A 34 

A 56 

B 34 

B 56 
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II and measure how beneficial or profitable they are compared 

to various other optimizing plans across distributed databases 

that have the constraint of revealing minimum information to 

other sites. 
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Abstract—Electronic government (eGovernment) services are 

aimed to improve government services to the public by 

improving the quality and availability of services that can be 

accessed regardless of time and place. Consequently, the services 

must always be available at any time, and any threat to the 

information and systems should receive attention to ensure 

business continuity in the event of an incident. Accordingly, in 

the implementation of eGovernment, information assurance (IA) 

should be considered. In Indonesia, the implementation of 

eGovernment is still in the early stage according to the 

eGovernment roadmap of Indonesia. However, there is no study 

so far that has focused on IA for eGovernment in Indonesia. 

Therefore, research on a framework of IA is needed to support 

the implementation of eGovernment in Indonesia. The aim of this 

research is to develop an IA framework for eGovernment within 

the Indonesian context. The development of the framework is 

divided into four stages, which are identifying the factors from 

IA international standards for organisations, determining success 

factors from literature, identifying the challenges, and evaluating 

and harmonising all the factors categorised into three categories. 

This research proposes an IA framework, which is expected to 

assist eGovernment implementation in Indonesia. 

Keywords—information assurance; egovernment; information 

security; influental factors; implementation;   

I.  INTRODUCTION 

In the modern world, technology is an integral part of 
everyday life and cannot be separated from progress and 
human development [1] and from everyday life [2]. One of the 
technologies is the Internet, which continues to grow and 
evolve and has become an integral part of daily life [3]. Since 
2014, Internet users in Indonesia have increased from 34.9% to 
51.7% by the end of 2016 and will continue to grow for many 
years [4]. Internet technology has been used in various fields, 
such as business, health, and education [5]. Examples of 
popular Internet usage are for email, online shopping, and 
social media [6]. Internet technology has also facilitated 
government initiatives to improve their services, which is often 
called electronic government or eGovernment [7]. 

The World Bank [8] defined eGovernment as the use of 
information technologies (such as wide area network, the 
Internet, and mobile computing) by government agencies that 
could transform relations with citizens, business, and other 
government organisations. The term eGovernment in Indonesia 
refers to the use of information technology (IT) in the service 

procedures organised by government organisations [9]. In 
Indonesia, the implementation of eGovernment initiatives 
began with the publication of the Presidential Instruction No. 3 
in 2003 [10]. 

Implementation of eGovernment provides many 
advantages, such as improved quality of service in which 
eGovernment systems allow public, business, and government 
sectors to have access 24 hours a day, seven days a week to 
government information [11]. Reduced costs and process levels 
in organisations have streamlined the operational procedures, 
which are also benefits from the implementation of 
eGovernment [12]. In addition, the performance of government 
agencies in providing public services to customers will be more 
effective and efficient [13]. Moreover, the implementation of 
eGovernment will also increase the transparency and service to 
the public, improve service and efficiency, reduce transaction 
costs, and provide benefits from an economic perspective [14] 

Despite the benefits of eGovernment, there are also 
problems regarding its implementation. The availability of 
services has become a significant concern [15]. Moreover, 
according to Basu [16], assurance of the security of the 
communications and its sources has also become an issue. 
Users are mainly concerned about the integrity of the 
communicated information. In addition, with eGovernment 
reliance on information systems and services, it is more 
vulnerable to threats and needs to be protected [17]. To 
overcome this problem, information assurance is needed as a 
mechanism to protect information systems and services. 

The main purpose of IA is to protect the business by 
reducing risks associated with information and information 
systems [18]. The activity is driven by risk analysis and cost-
effectiveness with a comprehensive and systematic 
management of security countermeasures [19]. Additionally, 
IA relies on multiple, related, organisational actions and 
controls in the form of the defence in depth model [20]. All IA 
processes are carried out to support corporate governance [21]. 
With services and business continuity assured, it is expected 
that the eGovernment services in Indonesia will be 
implemented successfully; therefore, the purpose of 
implementation of eGovernment will be achieved, which is to 
improve the effectiveness, efficiency, and quality of service to 
the citizens. 
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To implement eGovernment in Indonesia successfully, the 
IA of eGovernment in Indonesia requires attention. Therefore, 
the aim of this study is to develop a framework of IA to 
support to the implementation eGovernment in Indonesia. 

II. LITERATURE REVIEW 

A. eGovernment in Indonesia 

The Indonesian government consider the use of IT 
advances to provide better public services. Consequently, it is 
necessary to establish a network of information and 
transactions of public services that have the quality and scope 
to reach and satisfy the wider community. Which is also need 
to be accessible in all parts of Indonesia at any time at a cost 
that is affordable to citizens in the form of eGovernment [10] 

Indonesia officially began implementing eGovernment with 
the publication of the Republic of Indonesia Presidential 
Instruction No. 3 of 2003. The development of eGovernment is 
an effort to implement an electronic-based governance to 
improve the quality of public services effectively and 
efficiently. Through the development of eGovernment, 
management systems and processes carried out in the 
government environment are restructured by optimising the 
utilisation of IT. The utilisation of IT includes two related 
activities [10], among others: 

(1) IT advances for public services can be accessed easily 
and cheaply by citizens throughout the country; 

(2) Data processing, information management, systems 
management, and work processes are done electronically. 

Since 2003, there has been a steady increase of local 
government capability on using and managing IT for their 
eGovernment initiative. A successive survey by the Ministry of 
Communication and Informatics in 2009 and 2011 showed a 
3.7% increase in the eGovernment rating of provincial 
governments [22][23]. According to the eGovernment roadmap 
of Indonesia [24], until 2014, the eGovernment system 
development was still in the form of silos. Furthermore, from 
2015 to 2018, eGovernment systems and national 
eGovernment infrastructures were being integrated. 

The year 2019 will begin the optimisation era, where 
services like G2G, G2B, G2C, and G2E will begin to be 
implemented. According to Karokola [25], eGovernment 
service security is often not considered at the initial stages, and 
it is argued that it should be considered from the initial stage of 
information systems, IT, and information and communication 
technology (ICT) development for eGovernment services. It is 
expected that the development of a framework that focuses on 
IA for eGovernment in Indonesia can be helpful in the 
development of eGovernment services in Indonesia. 

B. IA Standard-based Frameworks 

The International Organisation for Standardization (ISO) 
and International Electrotechnical Commission (IEC) standard 
[17], Information Assurance for Small and Medium Enterprises 
(IASME), and Control Objectives for Information and Related 
Technologies (COBIT) 5 are three best practice standard-based 
frameworks that have been developed and recognised 

internationally. Although ISO/IEC 27001 is intended for ISMS, 
according to Hibbard [18] ISO/IEC 27001: 2013 is more 
closely aligned with IA. 

The standard ISO/IEC 27001: 2013 is an ISMS standard 
developed and published by ISO and IEC. This standard 
provides guidelines for establishing, implementing, 
maintaining, and continually improving information security 
management systems. The standard states that the purpose of 
ISMS is to manage and control information security risk and to 
protect and maintain confidentiality, integrity, and availability. 
The standard also identifies the outcomes of an effective ISMS 
implementation, which are adequate control over information 
security, good governance in handling and securing 
information, and having a mechanism for measuring the 
success or absence of security control. The standard also has 
guidelines for integrating ISMS with organisational strategies 
based on ten key requirements [17].  

In 2011, the IASME Consortium published the IASME 
document aimed at providing guidance on SMEs to assess and 
acknowledge the level of maturity of their business information 
security. The processes are adopted from international 
standards and EU guidelines, which are simple, fast, and cost-
effective. The advantage of IASME is that this standard can be 
adjusted with other standards, such as ISO/IEC 27001, Publicly 
Available Specification (PAS) 555, Communications-
Electronics Security Group (CESG) 10 Steps to Cyber 
Security, and Centre for the Protection of National 
Infrastructure (CPNI)/SysAdmin, Audit, Network, and Security 
(SANS) 20 Critical Controls for Cyber Defence. 

In addition, IASME works by applying control sets to all 
business types and adjusting their implementation regarding 
the business risk profile. Although developed for smaller 
businesses, the IASME process can now be adapted to any 
business size. For effective implementation, IASME is based 
on 12 factors for its guidance [26]. 

Moreover, COBIT 5 is a framework of principles, practices, 
analytical tools, and models that are globally accepted and can 
help in identifying critical business issues related to 
governance and management of information and technology 
for enterprises. The COBIT 5 for Assurance focuses on 
defining assurance objectives that align with enterprise 
objectives by maximising the value of assurance initiatives 
[27]. In addition, COBIT 5 provides guidance for establishing 
and sustaining assurance for enterprises and provides a 
structured approach on how to provide assurance over enablers. 

The scope of COBIT 5 for Assurance consists of two 
perspectives, namely, the assurance function perspective that 
describes what is needed in building and the assurance and 
assessment perspective functions that describe which assurance 
needs to be provided. These two perspectives are built on the 
seven common governance and management enablers of the 
COBIT 5 framework [27]. 

Although these factors are from international standards, it is 
still necessary to identify other factors from relevant literature 
that are expected to complement IA aspects that are not 
covered by the standards. 
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C. IA Critical Success Factors 

According to Bullen and Rockart [28], critical success 
factors (CSFs) are a limited number of areas that must be met 
and implemented properly for the organisation to achieve its 
goals and objectives. A good implementation of CSFs will 
ensure the successful performance of an individual, 
department, or organisation [28]. 

There are several studies on the CSFs of IA implementation 
within organisations. Birchall et al. [29], stated in their study 
that the business strategy and strategic direction of the 
organisation affect IA. Moreover, IA is often only considered a 
technical problem, but in practice, IA should be approached 
holistically, which is connected to business and strategy. 

The Ministry of Information and Communications 
Technology [30], published a National Information Assurance 
Policy (NIASP) that can be used in all sectors. The NIASP 
presents the necessary and relevant foundation for 
implementing an ISMS in the organisation. According to 
MICT, key factors in protecting information are awareness and 
education for users and employees, as they are the users and 
managers of that information. 

As a part of the ‘Information Assurance Strategy NHS 
Lanarkshire’, Tannahill [31] described IA as a process to 
ensure the confidentiality, integrity, and availability of 
information assets. The strategy of IA outlined the key areas of 
strategic focus and action, which involve leadership, 
governance, risk management, policy, operations, and 
monitoring and compliance of effective IA. 

Cherdantseva and Hilton [19], published a reference model 
of information assurance and security (RMIAS). This model 
conveys a perception of IA as a complex organisational and 
managerial concern and requires comprehensive and systematic 
treatment. The model also listed security countermeasures in 
implementing IA and security, which are focused on 
organisational, technical, legal, and human-oriented aspects. 

In 2014, Lincolnshire Police [32] released an IA strategy, 
standards, and working practices. The strategy aimed for 
further development of IA capability. The IA strategy was 
based on information management values, such as standards, 
business management, people management, information 
sharing, and data/information management. 

A group within the UK Government Communications 
Headquarters (GCHQ), CESG, published ‘The Information 
Assurance Maturity Model and Assessment Framework’ [33]. 
The IAMM consists of five levels with three main IA goals. 
The key process for the IA goals are leadership and 
governance; training, education, and awareness; information 
risk management; through-life IA measures; assured 
information sharing; and compliance. For organisations, these 
processes facilitate achieving the maturity to accomplish trust 
in the information systems and processes, both internally and 
between organisations. 

The Combined Communications Electronics Board 
(CCEB) published ‘Information Assurance for Allied 
Communications and Information Systems’ [34], which was 
intended for the five member nations of Australia, Canada, 

New Zealand, the United Kingdom, and the United States. The 
document listed IA principles as well as components and 
defines the IA policies and procedures to enable a secure 
combined information environment. 

Chris Cope, the lead auditor of ISO27001 and a CESG 
certified professional, listed principles for effective IA [35]. 
The principles are intended to enhance the security of any 
organisation. The principles have strong emphasis on business 
alignment, a holistic and risk-driven approach, and good 
governance within a less policy-constrained environment, as 
CESG withdrew the mandatory requirement to use Information 
Assurance Standards 1 and 2 (IAS1 & IAS2). 

D. Challenges 

Expensive and uneven infrastructures become an obstacle 
to the implementation of eGovernment in the local 
government; it also resulted in limited access to eGovernment 
in certain places [36]. The Indonesian government does not 
have an interconnected government network and does not have 
a secure government network [24]. Moreover, at the local level, 
the available bandwidth is around 128 kbps to 1 Mbps, and the 
central level and citizens face a bandwidth of 10 to 200 Mbps 
and 100 Mbps to 1 Gbps, respectively [24]. The length of 
optical fibre that is available is around 50,000 km. The 
Indonesian government owns about 300 data centres that are 
not yet integrated with each other and are without backup or a 
disaster recovery plan [24]. 

Besides infrastructure, in implementing the eGovernment 
initiatives, cultural issues play a key role as these also influence 
any organisational changes regarding initiatives [37][38]. 
Culture is defined as values, beliefs, norms, and behavioural 
patterns of a group [39] that dictate how people think, solve 
problems, make decisions, and behave [40]. In Indonesia, some 
cultural issues influence the process of eGovernment 
implementation, such as the following no culture of sharing, no 
culture of documenting, no full support from leaders, resistance 
toward openness, and resistance to change of mindset 
[36][41][42]. 

In addition to infrastructure and cultural factors that hinder 
the implementation of eGovernment, according to Khalil et al. 
[43], in developing countries such as Indonesia, the digital 
divide factor and trust and privacy must also be considered in 
the implementation of eGovernment. Differences in class, race, 
ethnicity, and geography in developing countries, such as 
Indonesia, have resulted in the emergence of a gap in access to 
technology, especially the Internet [43]. In addition, to achieve 
the successful implementation of eGovernment, trust must be 
established between government institutions as well with the 
citizens. With the enormous amount of user information that 
must be managed, regarding the issue of privacy of 
information, the government should consider the responsibility 
with the intention that the user information is well protected 
[43]. 

Other challenges regarding security in Indonesia are 
organisational structure and coordination. The creation of an 
organisation like a National Cyber Agency to be in control of 
handling information security issues is required to oversee the 
other organisations that already exist in managing government 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 227



information security issues including eGovernment [44]. With 
many government institutions in Indonesia, there is a need for 
coordination between institutions so that the duties of each 
institution do not overlap in protecting eGovernment 
information [44][45]. 

From identifying these issues, it appears that many factors 
are challenging in the implementation of eGovernment services 
as well as IA, such as cultural issues, the digital divide, and 
trust for the users, along with infrastructure, coordination, and 
security, which affect the implementation of IA. These 
challenges are addressed in the proposed framework to ensure 
continuity of eGovernment services in Indonesia. 

III. THE PROPOSED FRAMEWORK 

The development of the framework was divided into four 
stages. The first stage was identifying the IA factors from the 
international standards. The second stage was determining IA 
success factors from the literature, and the third stage was 
identifying the challenges. In the fourth stage, all 79 factors 
were evaluated and analysed to determine similar concepts and 
remove duplication. The remaining 18 factors were harmonised 
by their concepts and divided into three categories based on the 
scope and association. The three categories, namely, 
organisational management, implementation management, and 
Indonesian context, were based on the scope and association of 
the factors. Factors that are closely related to managerial and 
human aspects are incorporated into the organisational 
management category. Moreover, the more technical factors 
are categorised as implementation management. Finally, 
context-focused Indonesian factors are then incorporated into 
the Indonesian context. 

A. Organisational Management 

The following factors are associated with organisational 
management in implementing IA for eGovernment within the 
Indonesian context. 

• Leadership and Commitment 

Leadership and commitment from the top of the 
organisation in the implementation of IA are critical for the 
achievement of IA through the initial planning [31]. Top 
management must ensure that the policy and objectives of IA 
are in line with business needs. In addition, the availability of 
required resources should be ensured [17]. 

• Policy, Legal, and Compliance 

The policy aims to guide the IA to be in line with business 
needs [26]. The legal department needs to ensure legal 
certainty for the use of information, intellectual property rights, 
and the use of software and other products [19]. Furthermore, 
the compliance of the information systems with policies and 
standards also need to be ensured [33]. 

• Management Review and Continual Improvement 

Top management should undertake periodic review of the 
continuing suitability, adequacy, and effectiveness of the IA 
[17]. From the reviews, continual improvement for the 

suitability, adequacy, and effectiveness of the IA is expected 
[17]. 

 

 

Fig. 1. Proposed Information Assurance Framework 

 

• Business Alignment 

In practice, IA do not work independently, but to support 
business processes [32]. The IA should be able to 
accommodate business needs (Bunker). Since business runs on 
risk, by planning IA that focuses on business objectives, 
business risk can be minimised and information held by an 
organisation is assured [35]. 

• Organisational Roles, Responsibilities, and Authorities 

Top management must ensure roles in the organisation 
[30]. Ensuring responsibility and authority by top management 
is required to confirm IA is in accordance with the standard 
[17]. Top management should also receive reports related to IA 
performance [17].  

• Awareness, Education, and Training 

People who work in the organisation must be aware of the 
information policy and its contribution to the effectiveness and 
performance of the IA as well as the implications of not 
complying with the IA requirements [17]. Moreover, all 
employees working in the organisation are required to undergo 
relevant training and education corresponding to their job 
functions [30]. It is intended that all staff will be competent in 
their respective fields [27]. 

B. Implementation Management 

The following factors are associated with implementation 
management in implementing IA for eGovernment within the 
Indonesian context. 

• Risk Management 

The first step in risk management is asset enumerating and 
planning, which aims to calculate assets owned by the 
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organisation and categorise them [17]. In addition, this process 
also plans the use of assets for the organisation. Assets that 
have been identified will be assessed to define the total risk of 
the information asset [26]. From the results of the assessment, 
the treatments for risks will be determined [17]. Risks cannot 
always be eliminated but can be minimised. 

• Security Objectives 

Information security objectives must be determined 
relevant to the functions and levels and be consistent with the 
information security policy [17]. Moreover, in determining the 
security objectives, the needs of information security as well as 
the results of the risk assessment and risk treatment must be 
considered. 

• Operations and Management 

Organisations must ensure the plan, implementation, and 
control needed to comply with information security 
requirements [17]. To ensure the optimal security, it is 
necessary to update the security systems in accordance with the 
latest updates from the provider [26]. 

• Performance Evaluation 

Performance evaluation includes internal audits, 
monitoring, measurement, analysis, and evaluation. Internal 
auditing needs to be done to confirm whether the IA complies 
with needs of the organisation and the international standards 
[17]. Information relating to the effectiveness of 
implementation and maintenance of IA will also be obtained 
from the results of the audit. Monitoring, measurement, 
analysis, and evaluation are used to evaluate the performance 
and effectiveness of the IA. In addition to monitoring activities 
in the network, the organisation should also monitor the 
activities related to business activities [26]. 

• Recovery and Continuity Management 

Backup and restore is the capability to maintain the 
integrity and availability of information systems during an 
incident or disaster [17]. In the event of major failures of 
information systems, business continuity must be maintained 
and work as usual [26]. 

C. Indonesian Context 

The challenges related to factors in the context of 
implementing eGovernment and IA in Indonesia as well as 
other developing countries are presented in the following 
section. 

• Cultural Issues 

Cultural issues need to be considered in the implementation 
of IA [27]. This is related to cultural issues that influence 
behaviour in organisations in Indonesia that can affect IA 
performance [36][41][42]. 

• Infrastructure Development 

Implementation of eGovernment requires good 
infrastructures for the system to able to provide services as 
intended [27]. In addition, infrastructures are also needed for 
the information security process to be achieved according to 

the security objectives [43]. Indonesia and other developing 
countries generally have difficulty in developing basic 
infrastructures [24][36]. 

• Digital Divide 

Differences in class, race, ethnicity, and geography in 
developing countries, as well as Indonesia, have resulted in the 
emergence of the gap in access to technology, especially the 
Internet [43]. This issue should be addressed regarding IA 
performance, especially as under-developed regions still need 
to achieve the initial objectives. 

• Trust and Privacy 

To achieve the successful implementation of eGovernment, 
trust must be established between government institutions as 
well with the citizens [43]. With the enormous amount of user 
information that must be managed, regarding the issue of 
privacy of information, the government should consider the 
responsibility with the intention that the user information is 
well protected [43]. 

• Organisational Structures 

The creation of an organisation like a National Cyber 
Agency to be in control of handling information security issues 
is required [46]. This organisation will oversee the other 
organisations that already exist in managing government 
information security issues including eGovernment [44]. 

• Coordination 

With many government institutions in Indonesia, there 
must be coordination between institutions so that the duties of 
each institution do not overlap in protecting eGovernment 
information [44][45]. 

IV. CONCLUSION 

In summary, eGovernment is an initiative that aims to 
improve the quality of public access and the quality of public 
services. With the demanded services that must always 
available, assuring the continuity of eGovernment services 
becomes one of the problems in the implementation of 
eGovernment. One way to guarantee eGovernment services is 
with the implementation of IA. By combining technological, 
human, and organisational aspects that have a strong emphasis 
on strategic risk management, IA has a broad connotation that 
includes reliability, authentication, and nonrepudiation and 
provides restoration of information systems when an incident 
occurs, which ensures business continuity. In Indonesia, 
eGovernment is still in the development stage, and from the 
literature review, so far there is no IA framework that focuses 
on assuring eGovernment service in Indonesia. Therefore, this 
research proposed an IA framework for eGovernment in within 
the Indonesian context. It is important to identify factors for the 
effective IA implementation. By extracting factors from 
international standards ISO/IEC 27001:2013, IASME, and 
COBIT 5 and combining these with IA success factors as well 
as security and eGovernment challenges in the Indonesia 
context, the framework was developed and proposed. The 
framework consists of 18 factors, which are the result of the 
synthesis process of a combination of 79 factors. These factors 
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are categorised into three categories: organisational, 
implementation, and the Indonesian context. For future work, 
the framework will be validated using the triangulation 
method. The first step is the literature review, which has been 
done, with the result, which is the proposed framework. The 
next step is expert interviews and a practitioner survey that will 
be conducted with the aims to review and confirm the 
framework. 
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Abstract—Open Government Data (OGD) project can help citizen 

to better understand government administrations. In the open data 

initiatives. Thailand is now in the process of providing a draft OGD 

country roadmap. This paper, we develop OGD assessment 

application based on our developed assessment model and test the 

application acceptance. The developed assessment model consists of 

nine components which include the enterprise architecture as a 

new the assessment component. The enterprise architecture is now 

becoming the key activity to transform the digital government. 

Therefore, to enhance the user experience in assessment, the web-

based application is developed.  Testing the application acceptance 

by using Technology Acceptance Model (TAM).  The data were 

collected from 30 public organizations. The result shows that most 

public organizations intend to use the application proposed model 

Keywords-component; Open Government Data, Evaluate Open 

Government Data, Open Data Assessment, Open Data, TAM 

I.  INTRODUCTION  

The new paradigm of two-ways communications and social 
medias such as Twitter, Facebook and Line, stimulated 
governments all around the world to develop e-Government 
and digital government for enhancing citizen participation and 
collaboration in civil affairs, for example, public policy making 
and budget planning [1]. Both research on e-Government and 
Digital government can be separated into two parts, the first 
one focus on policy and social science research including the 
structure, directions, and citizen behaviors of the modern state 
in the society. The other, technical research focus on 
applications and systems to support their government activities 

uses to governance. Various government organizations recently 
produce and collect a wild broad range of different data types 
and sources in order to conduct the digital government tasks 
[2][3]. The OGD project can be help citizens to better 
understand government administrations such as how well it 
manages budgeting expense. In addition, the OGD 
implementation fosters the valuable use of citizens in 
government data. The concept of releasing government data 
that need to be easy to access, completeness and re-usable to 
improve public services by all. Government need to seek 
feedback from the public in order to continuous OGD 
improvement [4][5]. Another important in measure the OGD 
progress was developed a measurement tool to assess the yield 
comparative data between public organizations that were 
subject to the Thailand’s 3 Year Digital Government Master 
Plan (2016 – 2018) [6] and Official Information Act, B.E. 2540 
in Thailand. The components of OGD evaluation in 
organization form were drawn directly from the concept of the 
OGD to determine whether ODG goals have been satisfied in 
each component [7]. 

However, there are various problems with OGD in 
Thailand. The lack of digital knowledge and skills lead to a low 
data quantity and quality, while the work process of most 
government agencies still involve much paper work with no 
guidelines and procedures for staff. There are many existing 
researches on OGD assessment models (OGDAM), but their 
research does not suit the context of Thailand. In addition, 
there is no OGD assessment application being used in 
Thailand. This research aims to develop an assessment model 
to evaluate OGD by developing a model to OGD assessment 
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application and testing the application acceptance. This paper is 
divided into five sections. This introduction to the OGD 
research forms the first section. In the second section, a review 
an existing background literature on assessment components of 
open government data to develop the OGDAM, summary of 
the Thailand’s three years Digital Government Master Plan 
(2016 – 2018) and Technology Acceptance Model (TAM). The 
third section describes the methodology to develop and test 
user acceptance by using TAM. In the fourth section, the 
results of TAM are presented. Finally, the last section is a 
discussion and concludes of the developed OGDAM and TAM 
results with a research summary and proposed future research. 

II. LITERATURE REVIEW 

A. a review an existing on assessment components of open 

government data 

1. Policies and Plans describes high level activities of 

minister and his cabinet.  This group will determine 

government responsibilities in order to identify directions of 

the open government data [7]. OGD policy making should 

identify OGD goal both long term and short term, how to then 

meet open governments data with enable smart procedures and 

standards [8].  However, many countries tried to set up OGD 

strategies which emphasized on rapidly release open 

government datasets.  As well as missed public interest, value 

creation and innovation which is the output of OGD [9][10]. 

2. Laws and regulations can be both advantage and 

disadvantage. For instance, legal framework improvement was 

critical to facilitate government data accessibility and re-use, 

data sharing and securities [10].  Legal perspective was 

significant how OGD can be complied with legislation, 

including freedom of information acts, OGD policies, open 

government directives and statements [11].  However, certain 

legal requirements such as outdated laws will make 

diversification for OGD initiative in order to promote and 

collaborate the work within government agencies for transition 

towards digital government.  

3. Organization Management builds organizational 

capabilities in this area need an ability to properly manage 

open government data programs with other agencies in 

different areas, for example, training, management activity, 

and performance assessment.   Also, it is important to be able 

to measure open government maturity and to ensure 

appropriate internal and external coordination [12]. These are 

strategic elements which need to be understood and addressed 

at national level and in organizational strategies and plans 

[12].  Government agencies need to further increase the 

participation in the agencies and considering to help change 

the culture and attitudes of public officials in order to make 

data available and sharing with peers [12]. 

4. Personal Capabilities of an entity to appropriately 

perform organization, training and management activities as 

planned. All staffs and management should be trained suitable 

skills in e-government and open data principles [13]. 

Additional, resources development and measurement were a 

strong tendency for agencies to stretch entities to the success 

of their efforts [14]. 

5. Technology Infrastructure is an infrastructure which is 

the basis of government agencies to release their data [15]. 

OGD platforms would be a central platform for enabling 

public organizations and citizens to use officially updated data 

[16].  Any organization with high quality of integrated ICT-

systems such as network, cloud and portal have a higher 

opportunity to OGD achievement.  Government shall be 

provided OGD platform such as C1-RES of the ENGAGE 

project which help to visualize core data sets in a user driven 

fashion [16]. 

6. Open government data principles; the popular 

guidelines of OGD Principles with eight principles was 

created by [4]: 

6.1 Complete, all public data is made available 

excluded privacy, security or privilege data. 

6.2 Primary, raw data releases at the source, not 

modified. 

6.3 Timely, data releases as soon as possible for the 

high value data. 

6.4 Accessible, data releases with access free and no 

limitation for anyone. 

6.5 Machine Readable, data releases with a structured 

manner for automated processing. 

6. 6 Non-Discriminatory, data releases without any 

registration for all. 

6.7 Non-Proprietary, data releases which is not own 

by a single entity. 

6.8 License, data release without any violate such as 

copyright, patent or trade secret regulations. 

7. Innovation is the output of OGD implementation was 

innovation to produce both commercial and social benefits 

[17]. There is various type to measure innovation perspective 

such as data access measurement which indicated access 

indicators or degree of involvement in the encouragement and 

assistance to the work of re-user’ agents [18].  OGD can help 

create service and product innovations especially, information 

technology and communication industries can increasingly use 

open data to develop novel applications or services and 

produce both commercial and social benefits [19]. 

8. Participation related to the increasing number of 

published dataset would result in more participation and 

innovation [19].  The main potential of OGD initiative was 

citizen participation and collaboration for creating value and 

innovation in government services [20]. Participation refers to 

the extent to which citizens can participate in the government 

services of the OGD such as using datasets or access to 

government data [20]. 

As the research gap identified that there is no research 

identifying enterprise architecture as the assessment 

perspective, which becomes the key activity to transform the 

previous government work process to a government 

digitalized process. Driving OGD needs to change the 

structure of an organization ( enterprise architecture)  and to 

determine the roles that different units play in the OGD 

program.  
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9. Enterprise architectures are significantly information 

technology evolution for expanding new systems that enhance 

organization goals. This can be executed in both technical and 

business term. Technical term included web-based application, 

hardware and work process activities change from the paper 

work environment to the e-government environment in 

government agencies.  In the business terms such as mission, 

business functions, and policy environments.  Enterprise 

architecture is a management tool and the commitment of an 

e-government agency depends on the familiarity of the 

executive officers with this concept [20]. 

 

B. The Thailand’s three years Digital Government Master 

Plan (2016 – 2018) 

To meet the goal of Thailand’s three years Digital 
Government Master Plan (2016 – 2018) in next 3 years, the 
plan contains with four critical elements namely; government 
integration, smart operations, driven transformation and 
citizen-centric services. From all elements, the Thai 
Government will be lifted up to a Digital Government along 
the plan [6]. 

1. Government Integration:  Thai government agencies 

will integrate information and operation between 

different agencies to arrange government share 

services at a single point.   

2. Smart Operations:  government will provide digital 

technology to support digital personnel’ s work 

activities such as government cloud system, 

government mail and electronic transactions.  The 

connection between each agency will be proceeded 

within three years.  The important consideration was 

big data and analytic tools. 

3. Driven Transformation: government agencies need to 

transforms an organization in aspects such as human 

resources, work processes, technology and 

regulations. Central government and the cabinet will 

fully support with policy, vision and directive the 

importance of development in utilizing technology. 

4. Citizen-centric Services:   the service sectors will 

stimulate public participation so that there is 

responding the citizen requirements based on an 

individual’s needs.  

C. An applicable of Technology Acceptance Model (TAM) 

TAM designed for modeling user with acceptance of 
information technology [21] and adjusted a theoretical of the 
reasoned action (TRA) by [22]. The TAM model consists of 

behavioural intention to use, which is measured users’ attitudes 

of the model and the perceived usefulness of the model. 
Perceived ease of use is one of TAM model which effect from 
attitudes and perceived usefulness, considering a general 
person’s salient acceptance in term of using technology. It is 

useful to develop performance of each person. “Perceived ease 

of use is a person’s salient belief that using the technology will 

be free of effort” [23]. Moreover, [24] observed that TAM 

excludes factors that might be significant predictors of 
information technology and information system usage. For 

example, TPB provides constructs that do not exist in TAM 
theory. As a result, [24] created perceived resources for TAM 

model. Perceived resource is to extent that a person trust which 
both personal and company resources needed to employ an 
information system like individual ability, computer hardware 
and web-based application documentation, data, time and man 
power. 

Figure 1.  Suitable Technology Acceptance Model  

D. OGD assessment web-based application 

Once the nine components were investigated that they can 
be used for assessing the progress of OGD in Thailand.  
Therefore, to enhance the user experience in assessment, the 
web-based application is developed. The web-based 
application is implemented based on Visual Studio 2015, SQL 
Server 2012, jQuery, HTML, Java script, and Chart.js which 
developed to Web Application and set up on Server Hosting 
(see Fig. 2).  

 

Figure 2.  OGD Home page 

 

 

Perceive 

Usefulness 

Perceive Ease of 

Use 

 

Intention to Use 
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This web-based application allows all public organization 
in Thailand to assess their open government data progress. The 
application contains three processes; input, process and output. 
(1) For input, each public organization shall register both three 
assessors especially who work in the fields of policy, 
information technology and operation, and approver who is the 
general director. The assessors have to assess their activities all 
nine components. The approver has an authorize to review and 
approve the result of the organization. (2) For process; this 
web-based application feature can calculate the result and 
shows the result in both total score and each component score. 
(3) For output, the application can compare the result with 
other public organization. Moreover, it can be generated an 
executive summary for the organization.        

The web-based application can collect data, calculate and 

report the assessment results. The process to assess and 

approve can be show in step below: 
 

Step #1. The user logs in and assess these nine components 
with other department in the same organization and review 
information (in Thai language) before submitting to approver 
(see Fig. 3).  

 

Figure 3.  Assessment process in nine components 

Step #2. The result will be reviewed before send to 

approver who is generlly the general director of organization 

to approve the result. However, the general director has 

authorized to review and send back to user to revise the result 

(see Fig. 4).  

 

Figure 4.  Reviewed process  

Step #3. When the result has been sent to approver, the 

approver will review or send feedback to assessor. After 

reviewing and accepting the result, an approver can approve 

by click the green button. The approval processes can be 

shown in Fig. 5. 

 

Figure 5.  Reviewed process  

Step #4. After approval, the result will be show in the first 

page in the website (see Fig. 2). 

Step #5. The result can be show in all thirty-nine-public 

organization in Thailand and can compare the summary result 

between public organization (see Fig. 6). 

 

Figure 6.  Suitable Technology Acceptance 

Step #6. Web-based application can show the progress of 

organization in each dimension (Fig 7).  

 

Figure 7.  Score Comparision in each Component 
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III. METHODOLOGY 

Before In order to come up with an assessment model and 
the assessment application, this research consists of three 
stages; 

Proposed Open Government Data Assessment Model  

Stage 1: Reviews and determine the open government data 

assessment components will be suitable to the context of 

Thailand. 

     Stage 2: Develop an OGD assessment application using 

Visual Studio 2015, SQL Server 2012, jQuery, HTML, Java 

script and Chart were to be a web application installed in 

Server Hosting named http://www.th-ogdam.com. 

     Stage 3: Survey questionnaires created from reviewing an 

applicable TAM and data collected from 30 public 

organizations referred to Public Organizations Act B.E. 2542 

in Thailand. The sample focused on IT manager as assessment 

users who are authorized to use the assessment model. 

Questionnaire in Thai language is consisted of 4 parts: 1( 

Demographic data of the respondent; 2( Basic data of the 

public organization; 3( Five points Likert-scale rating of TAM 

including perceive usefulness, perceive ease of use and 

intention use; and 4( Open-ended any suggestions. The data 

collection occurred during March 1, 2017 to June 1, 2017. 

IV. FINDING 

This research used statistical analysis to test the acceptance 
model of OGD web-based application in the assessment of the 
OGD implementation in organizations. The research analyzed 
the multi-item scales, as shown in the table 1. TAM analysis 
will be demonstrated for further validation. The total number of 
respondents is 30 persons; 21 people (70.0%) are males and 9 
people (30.0%) are females. The highest proportion in terms of 
age of the respondents are the age between 26-35 years old 
same as age 36-45 years old, which is at 50% or 15 persons in 
both group. Furthermore, most respondents 15 persons 
(50.0%), have a master’s degree. For statistic result can be 
shown in Table 1. 

TABLE I.  TAM ANALYSIS  

Component 
OGD web-based application 

Questions n Mean Std. 

Percieve 

Usefulness 

Useful 30 4.17 0.79 

Online assessment 30 3.67 0.76 

Work quicker 30 3.63 0.64 

Increase accuracy 30 4.03 0.77 

Efficiency system 30 3.80 0.76 

Management easy to 

review 
30 3.97 0.67 

Percieve 

Ease of Use 

Easy to learn 30 3.70 0.62 

Easy to use 30 4.03 0.65 

Flexible to assess 30 3.90 0.89 

Component 
OGD web-based application 

Questions n Mean Std. 

Clearity 30 3.97 0.67 

Decrease assessment 

process 
30 3.87 0.73 

More 

understandable 
30 3.87 0.63 

Intention to 

use 

Accurate result 30 4.00 0.74 

More Quality 30 3.97 0.77 

More confident in 

result 
30 4.03 0.83 

Prefer to use 30 4.50 0.63 

 

The research aims to study TAM of OGD web-based 

application which assess progress of OGD implementation in 

Thailand’s public organization. The statistic result 

demonstrated into three groups;  

Perceive Usefulness, participants responded the highest in 

OGD web-based application is Useful with mean equal 4.17 

followed by Increase accuracy with mean equal 4.03. 

However, the lowest is Work quicker with mean equal 3.63. 

Perceive Ease of Use, participants responded the highest in 

OGD web-based application is Easy to use with mean equal 

4.03 followed by Clarity with mean equal 3.97. However, the 

lowest is Easy to learn with mean equal 3.70. 

Intention to Use, Participants prefer use OGD web-based 

application is the highest with mean 4.50 and the lowest is 

more quality with mean 3.97. 

Researchers also asked the last question that would 

participants like to use OGD web-based application and 28 

persons or 93.3% prefer to use this web-based application. 

V. CONCLUSION 

The concept of open government data is to enable citizens 
and allows them to have access to public data for free and 
without restrictions. To assess the implementation of open 
government data in Thailand, this research develops a new 
workable OGD web-based application. The research result 
shows that the participants intent to use OGD web-based 
application because accurate and more confident result. 
Moreover, respondents believe that OGD web-based 
application will enhance their work such as increase accuracy, 
efficient system and clarity.   

This research can be concluded that the research contributes 
useful information to government and especially the public 
organizations in Thailand on develop OGD web-based 
application that assess the OGD implementation progress.  

In particular, it has been concluded that OGD web-based 
application has key features to implement OGD capabilities for 
public organizations in Thailand and web-based application 
allows a government agency to assess its digital government 
stage from operational level and trustable data. 

Future research is required to validate the reliability of 
OGD web-based application by sending a questionnaire with 
the five-point Likert scale to more participant especially public 
organizations in Thailand. This will therefore, provide 
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guidelines and the best practice for public organizations in 
Thailand to implement. 
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Abstract —This paper proposes a channel model for aerial 

platforms deployed for disaster relief that aims to optimize the 

underlying ad hoc network performance. Channel modelling has 

been motivated by existing empirical and ATG propagation 

models and their resilience and scalability for aerial platforms. 

Grade of Service (GoS) is the benchmark used to set the desired 

performance of a trunked system. Thus, two GoS concepts are 

being considered: probabilities of blocking (Erlang B), and delay 

(Erlang C). The Received Signal Strength (RSS) performance of 

rescue teams is then simulated. Our prediction results show that 

aerial platforms offer much promise in providing robust 

communication links during emergency relief operations. 
 

Keywords— Low Altitude Platforms; High Altitude Platforms;  

Emergency Situations; Propagation Models; QoS 

I. INTRODUCTION 

In man-made or natural disaster scenarios, wireless 

communication systems have the further merit that they are 

less vulnerable to physical damage. When disaster strikes, 

terrestrial communication links are often disrupted, yet for 

disaster relief workers, such links are essential during rescue 

operations. Under such conditions, it is essential to have a 

large-scale and robust communication network for 

broadcasting instructions to people, seeking rescue aid, as 

well as providing inter-departmental communications. 

Disruptions caused by physical damage can be incredibly 

costly and time consuming to restore, as they require 

maintenance or sometimes replacement of complex network 

hardware to re-establish communications. This is especially 

problematic if major installations such as terrestrial towers or 

fiber-optic cables are involved [1, 2]. 

Outer space communication systems, such as satellites, or 

aerial High Altitude Platforms (HAPs) and Low Altitude 

Platforms (LAPs) might serve as better solutions. Authors in 

[1, 2, 5] offer several examples of space communication 

systems that had successfully established ad-hoc networks for 

disaster relief. This is mostly based on outer space 

communication systems covering a wide area, offering 

deployment flexibility, forecasting disaster evolution, 

providing last-mile connectivity, re-configurability, or in case 

of emergency and disaster situations offering unique Line of 

Sight (LoS) advantage. 

However, satellite systems are not without limitations, for 

instance, propagation delay, handover complexity, high 

power consumption and cost. All these in addition to 

environmental issues such as high gas emissions during 

satellite launches, as well as signals that have no regard for 

geographical or political boundaries, which might or might 

not be a desirable feature [1, 4]. 

Aerial platforms are of flexible size since they are usually 

helium-filled and solar powered airships and can be used for 

various applications and services such as 

telecommunications, broadcasting, surveillance, emergency 

services, and navigation. Its position in the sky could take 

advantage of the strengths of terrestrial and satellite 

communication systems, whilst avoiding some of their 

weaknesses. Deploying an Ad Hoc network using aerial 

platforms for disaster relief swiftly bridges communication 

gaps through a soft infrastructure, a fast start-up time, gradual 

growing, on-demand capacity assignment, with low capital 

investment, as well as low ongoing operating costs [2, 4]. 

The rest of this paper is organized as follows: Section II 

presents related works on LAP and HAP technologies from 

an emergency response perspective. Section III presents our 

channel modelling, including Trunking and QoS. Analysis of 

the resulting performance is presented in section IV. Finally, 

section V paper concludes. 

II. RELATED WORK 

Aerial platforms are increasingly seen as an innovative 

solution to the last-mile problem. They could provide many 

of the satellite advantages, but without the distance penalty. 

Receivers may experience a better signal quality, as the 

system offers LoS communications, hence, less propagation 

delay in relation to satellite systems. Our review of relevant 

literature reveals that there has been some consideration of 

the capabilities of aerial platforms for emergency situations.  

A trail of Emergency Broadband Access Network (EBAN) 
is designed in [5] to provide wide area hotspots for emergency 
relief in Indonesia using a tethered-blimp balloon. The 
evaluation is based on measured Received Signal Level (RSL) 
and Signal-to-Noise Ratio (SNR). In this trial, Wireless 
Fidelity (WiFi) and Worldwide Interoperability for 
Microwave Access (WiMAX) services are considered. At an 
altitude of 0.4km above ground, the balloon’s coverage area is 
47.39km2 with a constant 54Mb/s downlink throughput, but 
as coverage increases to 72km2 throughput fluctuates. 

The WiFi gives a satisfactory performance for Internet 
access and easily achieves a LoS for rural users but with 
challenging consequences for urban users. WiMAX offers 
better capacity, less interference, and has better coverage with 
no LoS (nLoS) where objects block signals. 
Recommendations for future work includes an investigation of 
the impact of emergency traffic on the various communication 
interfaces at different altitudes [6]. 

Researchers in [7] investigate the performance of 4G 
Long-Term Evolution (LTE), and WiFi multimode base 
stations installed on aerial stations to deliver coverage for first 
responders in emergency situations. Directional antennas are 
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utilized in the aerial platform to provide either macrocell, 
microcell or picocell coverage. Their results show that the 
performance of different link segments, whether LTE or WiFi, 
at varying aerial-station altitudes between 0.5km and 2km is 
quite high. However, packet delay increases as the number of 
parallel services rises. Recommendations for future work 
includes an investigation of the impact of emergency traffic on 
the various communication interfaces for different altitudes. 

Authors in [8] investigates the challenges of WiMAX, 
WiFi, LTE, ZigBee, and XBee wireless technologies for 
enabling aerial drone platform in Alpine environments, in 
order to support short term winter events and provide a novel 
but viable solution in emergency and rescue situations in a 
hostile environment. The candidacy of an omni-directional 
antenna type is considered in this case and WiMAX has been 
suggested as a suitable wireless technology for drone 
communications for several reasons: flexibility, safety, QoS, 
interference, throughput, installation, and coverage area. 

In [9] an optimal LAP location is examined for emergency 

conditions to minimize path loss and maximize RSS. An ATG 

propagation model is considered at 1km altitude, 2GHz 

frequency band and transmission power set at 40 dBm. Their 

results show that the maximum urban radius achieved is 20km 

with path loss and RSS of 130dB and 82dBm respectively. 

Authors in [10] highlight the behavior of an LTE network 

in a disaster scenario using a HAP. The propagation model 

considered is ATG at 17km altitude, transmission power at 

30dBm, and multibeam antenna gain at 38.7dBi. The 

simulation results show that the RSS floats between -70dBm 

and -110dBm, and the system can restore 92% of throughput. 

Nevertheless, further HAP configurations and link designs 

are required to enhance QoS results. 

In [11] the authors study the coverage of a LAP system 

equipped with WiFi access points to provide terrestrial users 

with wireless communication services for short-term events 

and/or emergency situations. Their results show that at 0.5km 

altitude, 2.4GHz frequency band and transmission power set 

at 35dBm, the maximum urban radius achieved is 6km, with 

path loss of 120.5dB and RSS of -80dBm.  

Authors in [12] present an algorithm that calculates the 

optimal placement to cover an area using different station 

types, i.e. portable terrestrial stations (PTSs), and LAPs. Both 

assume being equipped with LTE technology for random 

situations. The authors present a case from the disaster caused 

by Hurricane Katrina. Their results confirm the advantage of 

deploying LAPs in terms of high bandwidth utilization, wide 

coverage, and required number of base stations to cover a 

specified area in relation PTSs. However, increasing the 

number of LAPs may cause interference with terrestrial 

stations. Therefore, it is recommended to positioning LAPs 

on the boundaries of the disaster area, so that interference is 

reduced whilst leaving no coverage gaps. 

Authors in [13] investigate the performance of LTE and 

Wi-Fi technologies in an urban Australian emergency 

scenario using a tethered LAP. A ray tracing ATG path loss 

model and three empirical propagation models are simulated 

at many LAP altitudes, and four network performance 

indicators are measured, i.e. path loss, outage probability, 

delay, and throughput. Their results show that LTE 

outperforms WiFi under all conditions, while it is inferred 

that cost, coverage, and deployment time should be 

considered for suitable selection of technology for LAPs. One 

important enhancements offered by LAPs is their ability to 

increase the footprint area compared to terrestrial networks 

due to an increased LoS probability. However, this depends 

on LAP altitude, frequency band, and antenna specifications. 

Considering multiple antenna technology improves 

performance as indicated by Alamouti’s scheme of Multiple 

Input Multiple Output (MIMO) antenna technology. The 

scheme maximises capacity and improves QoS and coverage 

extension range. The effect of MIMO antennas on near space 

solar powered platforms performance and capacity is 

discussed in [14, 15], where it is argued that the antenna gain 

is optimized, to prevent users from experiencing weak radio 

across many miles. 

The ITU’s International Mobile Telecommunications-

Advanced (IMT-Advanced) standard for 4G offers access to 

various telecommunication services and supports mobile 

applications for various environments that offer high data 

rates to users. In aerial platform technology, both WiMAX [9] 

and LTE [10] perform well and are suggested as good 

candidates for better coverage, whether in LoS or nLoS, 

increased capacity and less interference [16]. 
 

III. PROPOSED MODEL 

The authors in [5, 7] propose investigating the impact of 

emergency traffic on aerial platforms. However, deployment 

of aerial platforms for short-term emergency communications 

is scarcely reported in the literature and where it is the 

constituent models do not utilise the full range of link budget 

parameters let alone taking the view of GoS. Therefore, in 

proposing a model for emergency communications that uses 

LAP and HAP technologies the aim is to include as wide a 

range as possible of link budget parameters and also consider 

trunking and GoS performance. 

A special attention is paid to assessing the performance of 

rescue teams for disaster relief operations through analyzing 

the performance of RSS predictions in an urban scenario. The 

model has sourced calculations from the emergency 

operations in Florida state in USA when struck by Hurricane 

Irma in August 2017 when wired and wireless 

communication links between residents and rescue teams 

were destroyed. The aerial platform system requires two main 

segments, a space and a ground segment as pictured on Fig.1 

[4]. 

 
 

Figure 1: The aerial platform system structure for emergency conditions 
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The resulting architecture consists of various layers 

which can provide wireless services for rescue operations and 

act as an ad hoc node for emergency communications. Each 

of the layers has different hardware and software capabilities. 

The ground stations are linked by platforms using both 

backhaul links and also host gateways to external networks, 

and intermediate wireless sensor nodes in the ground. RSS is 

affected by distance and/or shadowing as signals experience 

reflection from obstacles that interfere with them. 

A. Link budget parameters 

The first aspect to consider in the proposed model are the 

channel characteristics which are modelled using two types 

of propagation models: An empirical Okumura propagation 

model for LAP and an ATG propagation model for HAP [17-

19]. Okumura is best at predicting path loss in dense areas 

with tall buildings using a range of frequencies and achieving 

altitudes up to 1km. Its path loss 𝑃𝐿  calculation is as follows: 

𝑃𝐿 = 𝐿𝑓 + 𝐴𝑚𝑛 (𝑓, 𝑑) − 𝐺(ℎ𝑡) − 𝐺(ℎ𝑟) − 𝐺𝑎𝑟𝑒𝑎             (1) 

𝐿𝑓 = 32.44 + 20 𝑙𝑜𝑔(𝑓) + 20𝑙𝑜𝑔(𝑑)                      (2) 

𝐺(ℎ𝑡)= 20 log (ℎ𝑡/200), 10m˂ ℎ𝑡˂1000m                      (3) 

𝐺(ℎ𝑟) =10 log (ℎ𝑟/3),  ℎ𝑟≤ 3m                       (4) 

 𝐺(ℎ𝑟) =20 log (ℎ𝑟/3), 10 >ℎ𝑟>3m                                     (5) 

where 𝐿𝑓 is Free space path loss (dB), 𝐴𝑚𝑛 (𝑓, 𝑑) is Median 
attenuation relative to free space (dB), 𝑑 is Transmission 
Distance (m), f is Carrier frequency (GHz), 𝐺(ℎ𝑡) is 
Transmitter antenna height gain factor (dB), 𝐺(ℎ𝑡) is Receiver 
antenna height gain factor (dB), ℎ𝑡 is Transmitter antenna 
height (m), ℎ𝑟 is Receiver antenna height (m), 𝐺𝑎𝑟𝑒𝑎 is Gain 
due to environment (dB). Correction factors relate to type of 
terrain. The values of 𝐴𝑚𝑛 and 𝐺𝑎𝑟𝑒𝑎 can be worked out by 
empirical plots [19].   

 ATG depends on the elevation angle and uses path loss, 
and shadowing, whether LoS or nLoS. Shadowing and 
reflection gives rise to nLoS. Fig. 2 shows selected ITU-R 
empirical parameters as a, b, c, d, and e for different 
environments simulated with a LoS probability using a wide 
range of elevation angles [18]. 

 
Figure 2: Selected ITU-R parameters for different environments 

 

 Calculation of the total path loss PL is as follows: 

PLT = ρLoS × PLLoS + ρNLoS × PLNLoS                               (6) 

The probability of having LoS connections at an elevation 
angle of θ, depending on the type of environment is given by: 

ρLoS = a − 
a−b

1+ [
θ−c

d
]e

                                                            (7) 

ρNLoS = 1 − PLoS                                       (8) 

The path losses for LoS and NLoS are as follows: 

PLLoS (dB) = 20 log
4 π (f)(d)

c
+  ηLoS                      (9) 

PLNLoS (dB) = 20 log
4 π (f)(d)

c
+  ηNLoS                    (10)  

 

 Where 𝜂𝐿𝑜𝑆, 𝜂𝑁𝐿𝑜𝑆: average additional loss to free space 
depending on type of environment. 

The rest of the link budget parameters that are considered 
for inclusion in the proposed model are: RSS, SINR, 
throughput, and coverage radius. RSS depends on Pt, PL, 
G(ht), G(hr) as well as connector and cable loss L. SNIR 
depends on RSS, Noise figure N and Interference I. As there 
exists no formula with which to calculate the exact throughput 
based on 𝑃𝐿  and SNIR, a prediction is made using Shannon's 
formula. Predicted throughput C depends on bandwidth B and 
SNIR. Calculation of the coverage footprint uses the elevation 
angle from the user’s position a significant departure from 
current empirical models [23-26]. The RSS, SNIR and 
throughput are predicted as follows:  

RSS = Pt + G(ht)  + G(hr)  − PL − L                   (11) 

SNIR =
RSS

N+I
                                                  (12)  

C = B × log (1 + SNIR)                                                    (13) 

B. Trunking and Grade of Service   

 The proposed channel model is evaluated using the 
mathematical concept of Trunking. A trunked mobile radio 
system provides access to users on demand from an available 
number of channels. A small number of channels can 
accommodate a large random number of users due to limited 
radio spectrum. GoS aims to measure the ratio of users 
accessing a trunked system during the busiest hours. The busy 
hours in our case are during or immediately after natural or 
man-made disasters. Thus, it is vital to consider the two main 
concepts of GoS: the probabilities that a call is either blocked 
“Erlang B”, or experiencing a delay greater than a certain 
queuing time “Erlang C” [20]. The probability of being 
blocking 𝑃𝐵 is expressed as follows: 

(𝑃𝐵) =  
𝐴𝐶 𝐶!⁄

∑  𝐴𝑖 𝐶!⁄𝐶
𝑖=0

                                                                (14) 

𝐴𝑢 =  𝜆𝑇 𝑥 𝐻                                                                       (15) 

𝐴 = 𝑈 𝑥 𝐴𝑢                                                                         (16) 

𝐴𝑐 = 𝐴𝑥𝑅𝑛                                                                         (17) 

𝑈𝑆𝑒𝑟 = 𝐶 𝑥 𝑅𝑛                                                                    (18) 

𝑈𝑆𝑢𝑏 =
𝐴

𝐴𝑢
 𝑥 𝑅𝑛                                                                  (19) 

 

 Where 𝑃𝐵 is the ratio between the number of lost calls and 
the total number of calls, C is the number of channels, 𝐴 is 
total traffic, H is the call duration, and 𝜆𝑇 is arrived calls rate, 
U is number of users, and 𝐴𝑢 is the call rate per user. 𝐴𝑐 is 
carried traffic, 𝑅𝑛 is number of cells. 𝑈𝑆𝑒𝑟  is the maximum 
number of users who can be served at a specific time, whereas 
𝑈𝑆𝑢𝑏 is the percentage of users who subscribe to the LAP/HAP 
systems. The probability of delay 𝑃𝑑 formula is expressed as 
follows: 

(𝑃𝑑 > 0) =  
𝐴𝐶

𝐴𝐶+𝐶!(1−
𝐴

C
) ∑  𝐴𝑖 𝐶!⁄𝐶−1

𝑖=0

                                        (20) 

 

(𝑃𝑑 > t) = (𝑃𝑑 > 0) 𝑥 exp (−(
𝐶−𝐴

t
)/𝐻)                          (21) 

D = (𝑃𝑑 > 0) 𝑥 
𝐻

C−A
                                                           (22) 

 

 Where 𝑃𝑑 > 0 is the likelihood that a call is initially denied 
access to a channel in the system, 𝑃𝑑 > t is the probability that 
the delayed call is forced to wait more than t seconds and D is 
the average delay of all calls either delayed or not. 
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IV. RESULTS AND DISCUSSION 

Reporting in the literature on testing WiMAX for LAP or 
HAP is scarce despite offering the advantage of independent 
links with minimum interference, especially for short term 
event and/or in emergency situations. Thus, our simulation 
will serve predictions of a fuller range of link budget 
parameters using WiMAX MIMO antenna specifications. 
Specification of simulation parameters of MIMO antennas has 
been provided by Netronics mobile WiMAX Telecom 
Company. The frequency band is 2.5GHz, on the Transmitter 
side, Power = 37dBm, Antenna Gain = 17dBi, Diversity gain 
= 5dBi, Rx Sensitivity = -90dBm, and loss = 5dB, on the 
Receiver side, Power = 27dBm, Antenna Gain = 2dBi, 
Diversity gain = 2dBi, Rx Sensitivity = -88dBm, loss = 0.5dB. 
The LAP and HAP altitudes, which denote transmitter antenna 
height ℎ𝑡, are set at 1km, and 20Km, respectively. The receiver 
antenna height ℎ𝑟 is set at 1.5m. The total system Bandwidth 
B is 10MHz, and the full duplex channel bandwidth is 
10.94kHz. ηLoS  is an average of 4dB, whereas ηNLoS is 10dB. 
The minimum elevation angle from an aerial platform 
perspective is assumed to be 10 degrees. 

A simulation of equations (1) to (22) is carried out using 
MATLAB, where link budget and GoS parameters sourced 
from the recent disaster caused by Hurricane Irma in Florida. 
Another simulation tool that has been deployed is a 3D RF and 
propagation tool “Remcom Wireless InSite software”. Table 1 
shows all the predicted numerical results produced by the 
simulations and Fig. 3 through to Fig. 10 visualise these. 

TABLE 1: Numerical predictions for LAP and HAP 

Parameter LAP HAP 

Link budget 

PL (dB) -142.39 -156.60 

RSS (dBm) -82.39 -96.60 

Throughput (Mb/S) 1.28 0.86 

Footprint Radius (km) 24 216 

GoS of 0.02 

𝑷𝑩 0.091 0.064 

𝑨𝒄 (Erlangs) 7,776 69,984 

𝑼𝑺𝒖𝒃 155,520 1,399,680 

𝑼𝑺𝒆𝒓 51% 10% 

𝑷𝒅 > 𝟐𝟎 6.1% 6.4% 

𝐃 (Seconds) 0.81 0.81 

RSS predictions of Rescue Teams 

Rescue Team 1 -48.70 -46.89 

Rescue Team 2 -45.38 -43.66 

Rescue Team 3 -50.49 -47.03 

Rescue Team 4 -68.72 -50.91 

Rescue Team 5 -70.23 -51.76 
 

Fig.3 and Fig.4 visualize the link budget predicted results 
of the Okumura, and ATG models and their effect on LAP and 
HAP, respectively, based on an ad hoc scenario. PL 
predictions are used for monitoring system performance and 
coverage to achieve a certain level of reception. PL shows a 
gradual increase as aerial attitudes increase. Thus, due to the 
short distance, the PL for LAP is better in comparison to HAP 
by around 14dB. PL values for LAP and HAP are below the 
maximum allowable path loss (MAPL) value of 158dB. 
Keeping transmission power constant at different transmitter 

altitudes yields varying levels of RSS. As RSS is linked to PL 
the Okumura model for LAP achieves better predicted result 
than the ATG model for HAP, because as distances increase 
PL increases, and RSS decreases. Throughput decreases with 
distance as well as higher PL. Thus, the Okumura model for 
LAP yields the best predicted result with 67% in comparison 
to HAP’s throughput. Network coverage is affected by 
transmitter and receiver antenna specifications, 
geomorphology, and minimum elevation angles. Hence, the 
HAP radius is by far better than that of LAP due to the big 
difference in altitude. The peak coverage of 1km altitude of 
LAP is 24km, whereas for HAP is 216km at 20km altitude. 
The hexagonal LAP cells are of a radius of 2km and a cluster 
size of 7 whereas the hexagonal HAP cells are of a radius of 
6km and also a cluster size of 7. We assume that each user 
makes 1 call per hour with an average duration of 3 minutes. 

Fig. 5 and Fig. 6 show the probabilities of blocking and 
delay respectively. Fig.5 shows the probability of blocking as 
functions of the number of channels and traffic intensity in 
Erlang in different channels including those dedicated for 
LAP and HAP. 𝑃𝐵 means that a new call arriving is rejected 
because all servers (channels) are busy. This measures traffic 
congestion in the telephone network in cases of lost calls. 𝑃𝐵 
in the case of LAP is higher than that of HAP due to the 
smaller number of cells. The number of LAP and HAP cells 
are approximately 9360, and 84,240 respectively. LAP cells 
are distributed evenly over Orlando in Florida over a total area 
of 1497km2 and population of around 300,000. HAP cells are 
distributed over 65% of Florida state over a total area of 
121,213km2 and a population of 13 million as Fig. 7 shows. 

The maximum traffic carried, 𝐴𝑐, is higher with HAPs in 
comparison to LAPs by 160% due to the huge capacity 
(number of channels and cells). Furthermore, the total number 
of users, 𝑈𝑆𝑒𝑟 , which can be served at 2% GOS is 155,520 for 
LAP and 1,399,680 for HAP. The percentage of users who can 
subscribe to the aerial platform service 𝑈𝑆𝑢𝑏 in the covered 
area are 51%, for LAP and 10% for HAP. Fig.6 shows the 
probability of a call being delayed, as a function of the 
number of channels and traffic intensity in Erlang. The 
probability of delay in both LAP and HAP is quite similar 
with an average delay of 0.81 seconds. 

The 3D RF tool has been used to understand the ad hoc 
structure for disaster relief, and measure the performance of 
five rescue teams, as Fig. 8 shows. In this figure, one single 
aerial platform, and five rescue teams have been considered in 
an ad hoc scenario of a typical urban city in US. This 
architecture aims to measure and demonstrate the propagation 
power and RSS predictions of five rescue teams for both LAP 
and HAP. In this scenario, a MIMO antenna specification is 
considered and an elevation angle of 60 degrees to obtain more 
LoS connectivity. Rescue teams can obtain more resilient 
communications and effective responses. Due to the high 
elevation angle and thus less coverage area, the aerial platform 
is placed at the edge to also act as a relay between inter-
departmental, headquarters and rescue teams. 

Fig. 9 and Fig. 10 show RSS predictions for LAP and HAP 
respectively. As PL increases with distance and/or 
geomorphology due to multipath, RSS decreases. Fig. 9 and 
Fig. 10 demonstrate the RSS predictions for rescue teams in 
and ad hoc network over an urban environment. Keeping the 
transmission power constant at different transmitter altitudes 
yields varying levels of RSS. LoS connectivity is the main 
reason why RSS prediction results float within the same levels, 
which give rescue teams reliable communication links. 
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Overall, RSS yields a reasonably good average across all 
five rescue teams. The best RSS float between -45 dBm and -
70dBm due to their antenna gains. The ATG model for HAPs 
achieves better predictions in comparison to the Okumura 
model for LAPs. The reason for that is the increase in PL for 
LAPs due to shadowing from obstacles such as high buildings, 
while the high altitude of HAPs helps to prevent this. RSS 
decreases with distance and/or shadowing appear as blue dots. 

 

 
Figure 3: Link budget predictions – LAP 

 
Figure 4: Link budget predictions – HAP 

 
 Figure 5: The Erlang B probability of blocking 

 
Figure 6: The Erlang C probability of delay 

 

Figure 7: Coverage of Orlando by LAP and 65% of Florida state by HAP 

 

Figure 8: 3D Ad Hoc network architecture 

 
Figure 9: RSS prediction of Ad Hoc network architecture – LAP  
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Figure 10: RSS prediction of Ad Hoc network architecture – HAP 

 

V. CONCLUSION  

When disaster strikes, the channels that make up our 

communications networks often become congested. This is 

due to an exceptionally high level of data traffic, and 

emergency calls. RF channel modelling and link budget 

management of aerial-based communications for disaster 

recovery has been considered to improve performance and 

enhance QoS requirements. Our proposed architecture has 

considered both the Okumura and ATG propagation models 

with respect to path loss, RSS, frequency, transmitter and 

receiver height, and coverage. LAP shows improved 

performance in terms of PL, RSS, and 𝑃𝐵,. HAP offers wider 

coverage, larger number of users that can be served within the 

footprint, and higher LoS connectivity to rescue teams. 
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Abstract— In this paper we investigate the performance of 

various mobile ad hoc network routing protocols. We use AODV 

and DSDV as our baseline as these are two of the most 

commonly used protocols in reactive and proactive routing, 

respectively. We compare these with the performance of an ant 

colony optimization implementation AntHocNet. This protocol 

works as a hybrid protocol, using both reactive and proactive 

elements. We implement the simulations across a variety of 

scenarios using the NS2 network simulator and present our 

findings. 

Keywords-MANET; wireless sensor network; routing  

I.  INTRODUCTION 

Mobile ad hoc networks (MANET's) are networks 
comprised of mobile nodes, which are connected in a flexible 
manner, allowing dynamic changes. Completely lacking any 
kind of infrastructure and dedicated router, each node acts as 
its own router in these wireless mobile networks. Applications 
for MANETs include emergency search-and-rescue and 
military data acquisition operations in rough terrain, among 
others. 

For nodes to be able to communicate with each other, 
routing protocols are necessary to discover connections 
between each node. MANET protocols fall into two general 
categories: table-driven (proactive) and source-initiated 
(reactive). Proactive protocols work to preserve the most up-
to-date routing information in tables on each node. Changes 
in the network topology are propagated through the network 
to update each of the tables. In this paper, we focus on the 
destination-sequenced distance-vector (DSDV) routing 
protocol. Source-initiated routing creates routes only when 
demanded by the source node, hence the name. A route 
discovery process finds a route and maintains the route until 
the destination is inaccessible or the route is no longer desired. 
The ad-hoc on-demand distance vector (AODV) routing 
protocol is the reactive protocol examined in this paper [1]. 

 
Research has been conducted in creating new MANET 

routing protocols which incorporate machine learning (ML) 
techniques. Using a variety of methods and approaches, the 
eclectic mix of protocols have produced mixed results and 
each have their own benefits and drawbacks. Whether it be 
changes in memory or computational requirements, each 
technique is distributable and aims to outperform traditional 
methods. We have chosen to examine the AntHocNet protocol 
which makes use of swarm intelligence. This method has 

potential for innovation and fine-tuning with different metrics 
used by the agents. 

The organization of the paper is as follows. Section II 
describes the related work and provides a description of 
machine learning approaches to MANET routing. Section III 
covers the specific algorithms implemented in this paper.  The 
methodology for conducting simulations is described in 
Section IV and results of previous simulations from related 
work is described in Section V. The results of our simulations 
are presented in Section VI and discussed in Section VII. 
Conclusions and future work are covered in Section VIII. 

II. RELATED WORK 

MANET routing protocols have traditionally fallen into 

the two categories outlined above: proactive and reactive. We 

will discuss the properties of the protocols examined in this 

paper in further detail in Section III. Moving beyond reactive 

and proactive routing, further work has been done to 

investigate the role of ML in such routing. Förster [2] covers 

a wide range of ML techniques including reinforcement 

learning, swarm intelligence, heuristics, and mobile agents. 

The paper assesses each of the techniques across a variety of 

metrics including but not limited memory and computational 

requirements, tolerance to topology changes, and initial costs. 

Swarm intelligence and reinforcement learning are found to 

be the most favorable for achieving optimal results. 

AntHocNet [3] is one such ML protocol which implements a 

swarm intelligence approach to achieve improved MANET 

routing. It will be discussed in more detail in the next section. 

To further investigate and understand the inner workings, 

software which can simulate the connections and network 

activity amongst nodes is a valuable tool. Tuteja et al. [4] use 

the ns-2 network simulator for comparing protocols AODV 

and DSDV. This discrete, event-driven simulator allows 

packets to be sent at specified times in addition to the creation 

of defined networks with designated connections. Statistics 

such as packet delivery, end-to-end delay and throughput can 

be gathered from the output of the simulation. 

III. MANET ROUTING PROTOCOLS 

DSDV is a proactive routing protocol which makes use of 

the Bellman-Ford algorithm and builds upon it by eliminating 

loops in the routing table. The protocol works by sharing a 

single table across every node in the network. This table 

includes the number of hops to reach each destination along 

with sequence numbers used to identify the age of the record. 
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This table is updated on a regular basis by either sending 

either "full dumps" which include all of the available routing 

information or only the changes in the network structure [1]. 

AODV is a reactive protocol which actually builds on the 

DSDV protocol by minimizing the number of broadcasts as 

routes are only created when demanded. When a node wishes 

to communicate with a node but does not know the route to 

it, a path discovery is initiated. The route request is sent to 

the requesting node's neighbors which then forward the 

request to their neighbors. This process is repeated until the 

destination node or a node which a route to the destination 

node is found. Reverse paths are generated as each node 

tracks from which node it received the route request. When 

the destination node receives the request, it sends a reply to 

the source through this path, incorporating the information 

discovered [1]. 

AntHocNet [3], drawing inspiration from the machine 

learning approach known as ant colony optimization (ACO), 

is considered a hybrid protocol as it contains both proactive 

and reactive elements. Routing information is not maintained 

between all nodes in the network but rather held between the 

two communicating nodes, in a reactive fashion, and attempts 

to improve these routes are made while communication 

occurs, in a proactive fashion. ACO works by reactively 

sending out “ants”, agents looking for paths from the source 

node to the destination. Each ant collects information about 

the quality of the path on its way to the destination and upon 

arrival traverses the path in reverse and updates the routing 

table. Included in the table is a measure of path’s quality, 

called a pheromone. This pheromone value is used to decide 

the next hop from a given node. This value is important for 

the proactive ants, which not only monitor the path being 

used, but also adds probability to the ants being broadcasted 

to finding new paths. 

Both the reactive ants and the proactive ants in 

AntHocNet work under different guiding mechanisms which 

make the protocol a powerful one. The reactive forward ants 

are sent out in a foraging pattern, allowing them to find 

different path to the destination should the route information 

be stale or the pheromone table being empty. The proactive 

ants are sent along paths in a similar fashion to data packets, 

where they are capable of reinforcing or degrading the 

strength of the pheromone, and have a small chance to be 

broadcaster from a node so that they are capable of finding 

new paths. A third form of ant, the repair and, is capable of 

detecting failed nodes and notifies the surrounding neighbor 

nodes of such a failure.  

 

IV. SIMULATION METHODOLOGY 

A number of network simulation tools exist, including but 

not limited to ns-2, ns-3, QualNet, and OpNet. For the 

purpose of this paper, we have chosen to use the ns-2 

simulator due to availability of resources and support for 

MANET routing protocols. Ns-2 supports other applications 

such as the network animator nam which is used to visualize 

the movement of nodes. We found an implementation of 

AntHocNet in ns-2.35, but some modifications were needed 

to make it fully usable, as it was not completely functional, 

and lacked the ability to send the necessary proactive back 

ants. We then created a custom awk script to calculate several 

values from the large trace files, gathering metrics such as 

packet delivery ratio, protocol overhead, energy consumption 

and end to end delay. 

With these changes made, the three chosen MANET 

routing protocols are ready to be simulated. The ns-2 

simulations are run using scripts written in OTcl, an object-

oriented extension of Tcl, capable of simulating TCP 

protocols, routers and other network objects. These Tcl 

scripts establish nodes and their positions as well as 

movement and connections between the nodes. There were 

provided simulation scenarios, but we incorporated changes 

which included an energy model which allowed the tracking 

of energy usage. Further adjustments were made to 

transmission and receiving power of nodes to create 

impactful changes in each packet which passes through a 

node. The output of the simulations is a trace file which 

contains detailed information of network activity along with 

timestamps. The information is then read line at a time and 

grouped into time windows with length of 5 seconds. In 

addition to the trace files, network animator (.nam) files are 

created which show the topology and movement of nodes and 

traffic. Using the command-line tool gnuplot, graphs are 

made of the collected statistics. 

V. RESULTS 

Simulations were run using DSDV, AODV and 

AntHocNet in a defined space of 3km x 1km with 100 mobile 

nodes for a total time of 900 seconds, or fifteen minutes. A 

total of 10 iterations of the scenario were run and the results 

were averaged to gather statistics on total packets sent, packet 

delivery ratio and energy consumption.  

 

 
Figure 1. Nam simulation of DSDV 

Fig. 1 shows a screenshot of the nam simulation for DSDV 

from the first iteration. Nodes are in green and move 

throughout the space over the time window. When a node 

broadcasts a message, the broadcast range is illustrated with 
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an expanding circle centered on the sending node, expanding 

to the maximum range of the broadcasting node. 

Fig. 2 shows the average number of packets sent by each 

protocol during the simulations with each protocol labeled 

appropriately. Packets sent are counted in five second 

windows and averaged across all simulations. For this 

measurement, only application layer "AGT" sends are 

counted. The results show that AntHocNet sends the fewest 

number of packets and AODV and DSDV sends considerably 

more packets over time. 

Fig. 3 shows the average packet delivery ratio for each 

protocol. This measurement is calculated by counting the 

number of packets that reach each "RTR" destination. We see 

that AODV and AntHocNet send a comparable number of 

packets which reach their destination, but DSDV has a 

significantly lower delivery ratio across the simulations. 

Fig. 4 shows the average energy remaining energy across 

the nodes for each protocol. The results indicate that 

AntHocNet leaves the system with the lowest remaining 

energy while AODV consumes the least amount of energy. 

 
Figure 2. Average number of packets sent by all protocols 

 
Figure 3. Average packet delivery ratio for all protocols 

 
Figure 4. Average energy remaining for all protocoals 

VI. DISCUSSION 

The findings of the simulations align with the previous 

findings [4] of similar studies with AODV and DSDV. Due 

to AODV's reactive nature, it is much more energy efficient 

as packets are only sent when a route needs to be established. 

The lower sending and receiving rate keeps traffic low and 

energy levels high.  

The simulations show that AntHocNet is the largest 

consumer of energy, though. The ACO approach is not only 

reactively sending out ants like in AODV, but proactively 

broadcasting ants across the network with greater frequency 

than DSDV. The protocol does redeem itself with its superior 

packet delivery ratio, surpassing both AODV and DSDV. 

VII. CONCLUSION 

In this paper, we conducted network simulations using 

varied approaches of MANET routing protocols. Our 

simulations were carried out using the ns-2 network simulator 

and compared our findings against previous results from the 

other existing work. 

We focused on two predominant protocols in MANET 

routing, AODV and DSDV, and looked to an advanced 

approach in the form of AntHocNet. We attempted to 

improve the pheromone calculation used in AntHocNet to 

make it energy-aware, but complications with the 

implementations found stymied this work. Once these 

hurdles are overcome, we can implement our method to make 

AntHocNet account for energy levels of nodes along the path. 

Future work will include a similar analysis of other ML 

MANET routing protocols in hopes of improving the 

respective metrics. More extensive ranges of scenarios are 

vital to understanding and testing the effects of changes to 

objective functions. 
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Abstract—The advancement in mobile technologies and wireless 

communications has led to a rapidly growing number of users 

benefiting from mobile banking services. SMS banking offers a 

convenient mobile banking solution which is easy to implement 

and frequently used in many parts of the world. However, it is only 

viable under the assumption of secure SMS services. In this paper, 

a novel secure SMS banking protocol is proposed. The approach 

is based on a multi-channel security protocol combining low and 

high entropy steganography. One of the distinct advantages of this 

protocol is its confidentiality property against the mobile phone 

operator which, to our knowledge, is a novel feature. Furthermore, 

the required architecture is simple and only involves GSM services 

and one additional internet connection which can be insecure.  As 

such it offers security, low deployment costs and would be suitable 

for example in rural areas or countries without individual secure 

home internet connections. 

Keywords—Cryptography, Steganography Encryption, SMS-

Banking,  Multi-channel Security Protocols 

I. INTRODUCTION 

Though traditionally, goods and services have been paid for 

using physical currency, this has steadily been replaced by 

electronic payment systems. The ubiquity of mobile phones and 

wireless technologies such as GPRS (General Packet Radio 

Service), EDGE (Enhanced Data rates for GSM Evolution) and 

3G (Third Generation) have led to the emergence of mobile 

banking [6], [24] which has been widely accepted by customers 

and is gradually becoming preferred over traditional electronic 

banking ([24] and [37]). In some countries, affordable mobile 

network services such as SMS (Short Message Service) are 

currently used in mobile banking [25], [5], [12]. SMS is a GSM 

(Global System for Mobile Communications) that transmits and 

receives plain text messages up to 160 characters of 7 bit 

encoding [11]. However the nature of wireless communication 

leads to a number of issues regarding performance and 

transaction security; for example SMS messages transmitted 

over wireless networks are easily eavesdropped, intercepted or 

modified [32] and the A5 symmetric stream cipher utilized to 

provide security is vulnerable to attacks [26]. In 3g networks, 

the International Mobile Subscriber Identity (IMSI) is not 

encrypted and authenticated. In 4g, the LTE architecture is 

more IP-centric and flatter, meaning with few steps, an 

adversary could have access to the core network. The cost of 

attacking the network infrastructure is < 1000 USD with open 

software and hardware (e.g. USRP, Osmocom, OpenBTS and 

OpenLTE). Additionally, the radio access component home 

eNode B (HeNB) can easily affordable by adversaries [8], [14] 

and [36]. 

In this paper, we are motivated by the following scenario: 

Amara wants to implement a secure SMS banking in order to 

pay money into Ebere’s account. However, she is within an 

insecure and poor infrastructure area, were there is no Internet 

connection in people’s homes. There are public cybercafés in 

the neighbourhood town which offer access to the Internet. 

Amara has a (dual-SIM) mobile phone which however is a low 

powered device, not connected to the Internet, so she cannot 

install mobile banking apps. 

The bank is considered to be trusted. On the other-hand, the 

cybercafé and the mobile operator environments are not– there 

could be a range of passive or active attacks such as 

eavesdropping, spoofing, delay, and replay or man-in-the-

middle attacks carried out by adversaries external or internal to 

the system. Furthermore, steganalysis by passive or active 

wardens also needs to be considered. Attacks could be done by 

one individual adversary, or adversaries could conspire together 

(collaborative attack). The security analysis in this paper will 

highlight the security properties of our protocol with respect to 

the most realistic ones among these different attacks. 

The main research contribution of this paper is the design of 

a novel cryptographic protocol based on steganography, 

achieving covert communication using multiple channels. The 

steganographic technique of the protocol could be considered 

as hybrid, as it combines both steganography by cover synthesis 

and cover modification. When used in a mobile banking setting, 

compared to previous proposed secure SMS banking protocols, 

one of its main advantages is that the need for key exchange or 

trusted third parties does not arise. Another advantage of this 

protocol is its confidentiality property against the mobile phone 

operator which, to our knowledge, is a novel feature. An 

extended version of the protocol could easily allow for 

additional integrity verification of the SMS transaction. 

 

This paper is organised as follows: Section II presents the 

security technology relevant for this paper. Section III reviews 
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related work, and Section IV describes our main contribution, 

the security protocol. The following section analyses its 

security, and Section VI concludes with a brief summary and 

items for future research.  

II. SECURITY TERMINOLOGY AND SETTING 

In this section, essential terminologies related to 

steganography and encryption, are described with a distinction 

between the two methods. In addition, two steganographic 

models presented in [7] are examined and adopted. The 

description of these terminologies sets the foundation for this 

paper. 

A. Security Goals 

In cryptography, the purpose of achieving data 

confidentiality is to ensure that private information is not 

disclosed to unauthorized persons. Data integrity is to ensure 

that a private message transmitted between two participating 

entities has not been altered, and validation is issued by the 

sender (e.g. message digest). When an intended recipient is able 

to identify that a private data is coming from an expected 

claimant (i.e. the sender) and the private data has not been 

modified by an adversary, this is known as origin integrity. In 

this paper, the focus will mainly be on confidentiality.  

B. Encryption and Steganography 

Encryption and steganography are cryptographic concepts 

that are used to protect sensitive information. However, their 

techniques of data protection are distinct from each other. 

Encryption is a technique that converts a plain-text to cipher-

text with a secret key. This technique scrambles or encodes the 

message from attackers but not the existence of the message. 

Encryption techniques can be considered in two main 

categories: “symmetric encryption” and “asymmetric 

encryption” [35]. 

Steganography on the other hand, is a cryptographic 

technique that hides (or “camouflages” the existence of a 

payload (secret message) 𝑚 within an unsuspicious cover 

medium c. Both message and the cover medium can take 

various formats. These include text, image audio and video files 

for example [19]. Once a secret message has been embedded 

into a cover medium, it is referred to as a carrier object 𝑜 

(sometimes called a stegogram).  

A principle objective of steganography is that the act of 

sending and receiving a hidden payload is only known to 

participating senders and recipients. Additionally, a hidden 

payload should only be accessible and detectable by legitimate 

parties. Unintended parties should not be aware that secret 

communications are taking place and ideally a carrier medium 

should be able to withstand steganalysis (i.e. detailed scrutiny, 

detection and analysis for a payload or carrier-medium traits). 

The key point to note on encryption and steganography, is 

that each technique has its own advantages and limitations; 

especially in their effectiveness and utilisation in certain 

situations. No cryptographic technique is a perfect solution as 

one technique may be more useful than another for certain 

reasons. In the following subsection, descriptions of two 

steganographic models presented in [7] are described. 

1) High Entropy Model: When using steganography, the 

cover-medium must have enough entropy to contain a payload 

([13], [15], [2]). This is expressed in the following definition of 

a high-entropy stego-system:   

Definition 1: A high-entropy steganographic-system SH 

consists of three efficient algorithms: a probabilistic key 

generator 𝐺(·), a probabilistic encoding function E(·,·,·) and a 

deterministic decoding function D(·,·). 

• 𝐺 takes as input a security parameter and returns a 

(symmetric in most cases) key k – in the simplified 

preliminary architecture of this paper, encryption is not 

actually required although its use would make access to a 

payload more difficult, and hence further increase the 

security of the protocol. 

• 𝐸 is the steganographic hiding (or embedding) method that 

receives the secret message 𝑚  (payload) and a cover 

medium 𝑐 , returning a carrier-object 𝑜. 

• 𝐷 is a deterministic algorithm that returns the embedded 

message (payload) 𝑚 by extracting it from the carrier 

medium. 

 
For all messages 𝑚 of a size bounded by a polynomial in the 

size of the cover medium, the following condition holds: 

𝐷(𝑘, 𝐸(𝑘, 𝑐, 𝑚)) = 𝑚 

 

Definition 1 follows the traditional steganographic system 

where an encoding function 𝐸 is used to conceal a private 

message 𝑚 within a specific plausible cover-object 𝑜. The result 

is a stego-object 𝑠 which may or may not require a stego-key 𝑘. 

It also relates to the ineffectiveness of an adversary to detect the 

concealed message 𝑚. 

 

2) Low Entropy Model: We now define a low-entropy 

steganographic system. 

Definition 2: A low-entropy steganographic system SL 

consists of three efficient algorithms as in the high-entropy 

model but with a few differences: 

• The embedding function 𝐸 returns a carrier object 𝑜 and 

additionally a secret message 𝑚ʹ (which may be identical 

to 𝑚). 

• Consequentially, 𝐷 has 𝑚ʹ as an additional input 

parameter.  

 

The following property now holds for all messages 𝑚 

irrespective of their size: if (𝑜, 𝑚 ́) = 𝐸(𝑘, 𝑐, 𝑚), then 

𝐷(𝑘, 𝑜, 𝑚 ́)) = 𝑚. 
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The low entropy model can be utilized if the cover-object 

lacks enough entropy to conceal the private message. Rather 

than encoding a private message in a cover object, a fake 

unsuspicious text, disguised as cover object could be published 

on a socially constrained channel. The real private message is 

concealed by transmission over an out of band channel (OOB). 

This process might not require a stego-key. 

 

C. Adversary Model 

An adversary model is considered as a set of expectations 

that explains the aims and limitations of an adversary’s 

computational knowledge and ability. An adversary can be 

considered as any entity that wishes to hinder, detect or modify 

concealed content transmitted over covert communication. To 

identity in totality, the security goal against omnipotent 

adversaries is impossible. Therefore, particularizing adversary 

models is essential [30]. For example, if an adversary knows a 

cover-object 𝑜(0) (an image) for a specific communication 

channel 𝓒, a secret message 𝑚 ∈ 𝓜 can be detectable with 

probability 𝘗𝘳𝘰𝘣(𝑚 ≠ 0)by comparing objects 𝑜(0) and 𝑜(𝑚). 

𝑜(𝑚) is a stego-object that contains a secret message 𝑚. 

In this paper, it is essential to define two realistic and strong 

adversary models. The two types of adversaries are based on 

the amount of information they could have access to. 

 

1) Passive warden: A passive warden is a steganalyst who 

has read only access to a communication 𝓒 only. The goal of 

the passive warden is to use a detection function DF
 to identify 

the existence of a secret message 𝑚 and decides if a message is 

to considered a stego object 𝑜. This could be used to prove to a 

third party that steganography has been used. 

 

2) Active warden: A passive warden is a steganalyst that has the 

capability to both read and write access to a communication 

channel 𝓒. The warden’s goal is to hinder covert 

communication by reducing the covert channel’s capacity with 

a distortion function 𝐷∗. Corrupting stego-objects with a 

distortion might affect legitimate use of a communication 

channel adversely (e.g noise). 

III. RELATED WORKS 

The initial idea behind our work was to adapt members of a 

protocol family initially devised for confidential 

communication through various social media channels [7], [16], 

[18] and [29] to a mobile banking setting. In this section, we 

briefly review these papers and in addition, various works more 

broadly within the context of SMS based secure mobile 

banking. This is an emerging area of research and to our 

knowledge the relevant literature base is still quite small. 

Short Messages Services (SMS) messages transmitted over 

mobile networks are transmitted in plain text and therefore, 

vulnerable to attacks. The paper [32] described an easy SMS 

protocol that uses MAES (Modified Advanced Encryption 

Standard) symmetric encryption for secure transmission of 

SMS messages. The symmetric keys used are stored at an 

authentication server (AS) while all information of mobile 

subscribers is stored at a Certified Authority/Registration 

Authority (CA/RA). The efficiency and security of a symmetric 

block cipher depends on the length of the key. A larger key size 

compared to a smaller key size results to a slower encryption 

[27]. MAES has a key length of 256 bit key length compared to 

the 128 bit key length of AES. Some researchers have found 

vulnerability in AES as explained in [9] and [28]. 

Most publications on securing SMS banking transactions 

focus on the use of encryption with third parties as explained in 

[22], [17], [1] and [10]. However, the idea of using 

steganography to improve the security of SMS mobile banking 

was first presented in [33]. Subsequently, a text based 

steganographic protocol was proposed in [31]. The SMS 

containing the transaction details is “watermarked” using a” 

dummy text file” (DTF). However, if the DTF size increases, 

the covert information is vulnerable to attacks. Further 

watermarking SMS payment method described in [3] uses text 

based steganography, using sequences of white-space to encode 

positions in a shared look-up table which needs to be exchanged 

secretly. 

Security protocols for systematic use of several channels 

have already been published in early works by [4], [21] and [34] 

in the context of ad-hoc networks. A new approach was initiated 

by [23] and later [7] is to disguise user generated content such 

as posts to an online social networks through a specific form of 

steganography, which makes it ”socially indistinguishable” and 

hence undetectable (under certain assumptions). The paper 

gives the formal definition of the communication models 

already presented in Section II-B the high-entropy model using 

traditional steganography techniques for cover modification, 

selection or synthesis and the low-entropy model, based on 

specialised techniques for the usage in OSNs. In the 

corresponding protocol, an unsuspicious” fake” short textual 

message 𝑡 is published on a socially constrained channel, 

scrutinized by the OSN provider, while the secret message is 

encrypted with a secret key derived from the seed 𝑡. This 

protocol is further explored in [16] where two-channel 

protocols are proposed, that enable users to authenticate 

messages on ad-hoc Social Media Platforms (SMPs). In the first 

protocol, a message is transmitted to a receiver on the socially 

constrained channel, while the message digest used for 

authentication must be published in a contextually relevant 

manner through an out-of-band (OOB) channel. The second 

protocol requires a commitment scheme that needs 

communicating parties to have a shared Authentication 

Transaction Account (ATA) and password for authenticating 

transactions. A limitation is that, the use of an ATA may violate 

the terms and conditions of some SMPs. 

The protocols used for OSN security described in this 

section is closely related to the one presented in this paper. The 

combination of both low and high steganography in this 

protocol is a novel feature. 
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IV. PROTOCOL DESIGN 

In this section, we design our multi-channel SMS banking 

protocol. Our approach is, to our knowledge, the first work that 

achieves secure transaction using a combination of low and 

high-entropy steganography. Neither a symmetric nor an 

asymmetric key infrastructure is required, and no trusted third 

party will be used. The protocol described in this section is 

inspired by the publications [16] and [7] with a significant 

difference: the protocol uses three channels. 

A. System Architecture 

The system architecture consists of the core participant 

customers (in our example, Amara and Ebere), the mobile 

network operators and the bank. Users may act as payers or 

payees and are required to register with the SMS banking 

service through their bank. 

The sim cards and phone numbers should be associated with 

their bank account during banking registration. Customers are 

also required to subscribe to the GSM network through the 

mobile network operator, providing customers with the SMS 

services. In order to authenticate customers, the bank should 

provide customers with an interactive Point-to-Point Mobile 

Originated SMS consisting of a four to five digit number [20]. 

All SMS payment requests are transmitted to the bank 

through two mobile phones, operated by two distinct mobile 

service providers. The third channel requires the issuer bank 

and customer to have a public Internet connection. Our 

proposed protocol does not require specific software to be 

installed on the mobile phone, or an expensive mobile phone 

(smartphone) to be available. In order to be able to use our 

mobile banking protocol, customers only need access to an 

affordable dual SIM phone capable of sending SMS. For 

example, the Nokia 105 DUAL SIM is such a device, available 

for a reasonable price. 

 

B. Protocol Description 

Let Amara be a sender wanting to transfer money to Ebere’s 

account through the Bank. Let 𝓜 be the set of all possible 

messages, 𝓑 a set of bit strings and 𝓒 the set of all channels. 

The functions 𝐸 and 𝐷 are encoding and decoding functions 

respectively. Let 𝑚 ∈ 𝓜 be an SMS message and 𝑏 ∈ 𝓑 be a 

binary value used for the protocol. 

The channels 𝐶𝑖 ∈ 𝓒(𝑖 = 𝟏, 𝟐) denote two independent 

mobile wireless channels, implemented through suitable 

Mobile Network Services. The channel  𝐶3 ∈ 𝓒 is a (not 

necessarily secure) internet connection.  

The messages 𝑚1 and 𝑚2 are fake, unsuspicious SMS 

messages and 𝑚3 is a stego-object (e.g. image), using a suitable 

high-entropy stego-system, e.g. LSB hiding. We may use 

different mechanisms to implement 𝐶3, we propose the use of a 

picture-upload facility on the bank’s public website, where 

users can share pictures of “happy customers”. This does not 

require a secure connection and would not raise suspicion. 

If a payer Amara, wishes to transfer money to a payee Ebere 

via her Bank, the following steps of our multi-channel protocol 

are executed: 

1) She creates an SMS banking instruction message m. 

2) She also generates two fake unsuspicious banking 

 instructions  𝑚1 and 𝑚2. 

3) m1 and m2 are transmitted to the bank over two 

 independent mobile carrier channels C1 and 𝐶2 

 respectively. 

4) Amara computes 𝑏 = 𝑚 ⊕ 𝑚1 ⊕ 𝑚2. 

5) The binary value 𝑏 is concealed in a stego object 

 (image) using an LSB hiding map 𝑏 ⟼ 𝑚3. 

6) Then, m3 is sent to the bank as an HTTP post request on 

 channel C3. 

7) On receiving m3 and extracting 𝑏, the bank can recover 

 𝑚 by computing b ⊕ m1 ⊕ m2. 

8) The bank can now transfer Amara’s requested amount 

 to Ebere’s account. 

 

The following sequence diagram illustrates the protocol: 

 

 
 

Fig. 1 A Multi-Channel Steganographic Protocol Architecture. 

V. SECURITY ANALYSIS 

In this section, we analyse the security of our protocol 

against various adversaries that would be to be expected in a 

real world scenario. The fundamental security assumptions of 

the protocol are that the bank is considered to be trusted, and 

we exclude attacks by its customers as well. On the other hand, 

the cybercafé, the mobile operator(s) and potentially even the 

government cannot be trusted as they might wish to access 

communication records. They could carry out passive or active 

attacks such as eavesdropping, man-in-the-middle attacks or 

steganalysis. Attacks could be perpetrated by one individual 
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adversary, or adversaries could conspire together (collaborative 

attack). 

 

A. External SMS Interceptor 

We consider this adversary as a passive or active warden 

that could intercept or modify our SMS banking instruction in 

an insecure GSM network. Due to the genuine format of the 

message, he will not suspect its content to be fake, and is led to 

believe the intercepted information. However, if this adversary 

pretends to be a legitimate sender and modifies m1 to m̂1, he will 

at the worst interrupt the scheme. This attack will be detected 

by the bank, as the reconstructed real message m will not make 

sense. 

 

B. Mobile Network Operators – Employees and Management 

We describe these adversaries as passive and active 

attackers. If the management of the mobile network operators 

are genuine and not aware of the malicious activities that could 

be committed by an employee, then unauthorized modification 

and interception of transmitted data could be achieved. 

However, if both adversaries intercept  𝑚1 and 𝑚2 

independently or even when colluding, m3 still remains secret, 

only causing a (detectable) interruption of the protocol. 

 

C. Cybercafé Users and Owner 

Both passive and active attacks could be carried out by other 

users of the cybercafé, or potentially its owner. Negligence 

could potentially contribute to various threats. These threats 

could be a malware that could lead to unauthorized disclose in 

public cybercafés. Amara could be monitored by a malware or 

hardware device such as a key-logger. However, the impact of 

these attacks is the same as that of the SMS interceptor attack. 

 

D. ISP of Cybercafe and Government 

The most powerful attackers however, are the ISP of the 

Cybercafé or even the Government, who might use suitable 

legislation, have access to connection details and traffic 

information. If all three channels C1, C2 and C3 can be 

intercepted simultaneously, the message 𝑚 can be 

reconstructed or altered, and the protocol is compromised. 

VI. CONCLUSION 

In this paper, we have proposed a novel secure SMS 

banking protocol that combines low and high entropy 

steganography. This approach has been influenced by utilizing 

OSN multichannel security protocols and protocols that are 

used in ad-hoc networks. One of the key features of this 

protocol is its steganographic confidentiality property against 

the mobile phone operator, malicious employee at the mobile 

network operators and external SMS interceptor which, to our 

knowledge, is a novel feature. The advantages and limitations 

of this protocol are summarised as follows. 

 

A. Advantages 

• Our steganographic protocol does not use encryption and 

hence does not require the bank to exchange a secret key 

with customers. The need for a security infrastructure such 

as Trusted Third Parties or Public key Infrastructures does 

not arise. 

• The architecture is very simple and cheap to implement, 

and could be deployed very rapidly. In terms of 

infrastructure it only requires GSM (2G) services and one 

additional internet connection which can be insecure. It 

would be suitable for example in rural areas or countries 

without individual secure home internet connections, for 

users who do not have access to modern smart-phones and 

more sophisticated secure banking mobile apps.  

• Short message service is still in use by billions of people 

around the world especially in developing countries. 

B. Limitations 

• For this protocol to be successful, users require a dual SIM 

phone (or two mobile devices). 

• If only one or two channels are attacked, then the 

confidential SMS banking instruction m remains secret. 

However, if adversaries could collude and intercept or 

modify all three channels  C1, C2 and C3 , then the secret 

message 𝑚 can be reconstructed or altered and the protocol 

is compromised. 

• The protocol can be interrupted by modification attacks on 

the individual channels; however this interruption will be 

detected by the bank. 

Items of immediate next research would be to add message 
integrity verification to the different channels. This could be 
achieved relatively easily by using secure hash functions. 

In addition, the protocol needs to be strengthened against 
typical network attacks such as delay or replay. 
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Abstract—In a world, as complex and constantly changing as ours 
cloud computing is a driving force for shaping the IT landscape 
and changing the way we do business. Current trends show a 
world of people, things and services all digitally interconnected 
via the Internet of Things (IoT). This applies in particular to an 
industrial environment where smart devices and intelligent 
services pave the way for smart factories and smart businesses. 
This paper investigates in a use case driven study the potential of 
making use of smart devices to enable direct, automated and 
voice-controlled smart businesses. Furthermore, the paper 
presents an initial investigation on methodologies for measuring 
costs of cyber security controls for cloud services. 

Keywords—cloud-services; security controls; cost estimation  

I.  INTRODUCTION 
The internet boom in the late 90s opened the gates to a new 

era of the information age [1]. In this era software applications 
were shaped in world-wide connectivity, look and feel and the 
time to market [2] decreased significantly. On top of the world 
wide web, mobile devices along with app stores expanded the 
boundaries of personal computers (PC). Instead of being bound 
to the stationary PCs at home, these devices enabled users to 
operate globally. In addition to that the app stores invited 
everybody with a computer to professionally develop and sell 
apps. The latest “game changer” in information technology 
(IT) transformed the landscape of infrastructure by declaring 
on premise installations as obsolete in a nearby future. Cloud 
computing, as Armbrust et al. [3] stated, offers a diverse 
variety of services, allocates the necessary infrastructure 
resources and charges in a pay-as-you-go manner. As a result, 
many of today’s big companies were built on good ideas 
implemented as apps or services and operated in the cloud.  

Besides cloud computing the IoT and Industry 4.0 were 
among the latest IT trends [4]. IoT in combination with cloud 
computing promises to turn our computers and automated 
machines into Cyber Physical Systems (CPS) [5] which leads 
to Industry 4.0 [4]. In an Industry 4.0 “smart factory“ [6], CPS 
are communicating with other CPS and with human beings in 
real time over the IoT. Even though these two trends are very 
promising there are a lot of challenges to overcome before an 
Industry 4.0 becomes reality. One of them is to guarantee a 
secure communication in CPS [7] and to measure the effort it 
takes (cost) in order to do so. Another challenge is the simple 
lack of prototypes to demonstrate a functioning IoT based, 
secure and cost-efficient “smart business”.  

In this paper, we evaluate whether a smart device could be 
introduced to a company to communicate via a cloud services 
and to automate manually performed tasks. Building on this we 
present a business-model and its architectural design in a use 
case driven study including security considerations. In a final 
step, we apply security controls suggested by ISO 27017 [8] in 

combination with Six Sigma [9] to first, eliminate security risks 
in the presented use cases and to second, measure additional 
expenses resulting from them. Our contribution in this paper 
towards applying an established security standard and a quality 
management method in a use case driven study is twofold:  

• firstly, we derive its business need and the required 
technical design including security considerations and  

• secondly, we present an initial approach to eliminate 
security risks and measure the effort it takes to do so. 

 

The rest of the paper is organized as follows: Section II 
summarizes the related work in the field, followed by the 
presentation of a use case study in Section III. Finally, in 
Section IV we introduce a high-level process flow based on Six 
Sigma for identifying, categorizing, analyzing, eliminating 
security risks and measuring the resulting costs. 

II. RELATED WORK 
Guaranteeing security and measuring the resulting costs of 

cloud services faces considerable difficulties. Related work in 
[10] and [11] has developed research results about improving 
the service quality using Six Sigma. In contrast to that the work 
in [12] presented a management process for “Security Policy 
Management” within the Six Sigma framework. In [13] Chen 
& Sion present solutions of how to protect data and guarantee 
security in the public cloud. However, none of these works 
presented solutions of how to apply ISO 27017 controls to 
secure cloud services and how to measure the effort it takes to 
guarantee security of a cloud service. This paper presents an 
approach for applying an established standard to secure a cloud 
service and to use an established quality management method 
to measure resulting costs. In this regard, this papers approach 
offers a method for guaranteeing security of cloud services and 
quantifying the implementation expenses. 

III. BUSINESS-MODEL & USE CASE 
Amazon Echo and the Amazon Web Services (AWS) meet 

all requirements needed in the following business-model and 
Use Cases I and II. Figure 1 shows the basic concept of 
Amazon Echo communicating with the AWS via Amazon 
Voice Service (AVS) including the processing of the user 
commands via Alexa service, the Spoken Language 
Understanding (SLU) and the Amazon Skill Kit (ASK) [14]: 

 

Figure 1.  Amazon Echo & AWS Technology. (adapted from Soper, 2016) 
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We use Amazon Echo and AWS to develop a smart-business 
case for a fictive company with branches in two cities (City-A 
and City-B). The company’s core business is delivering 
packages to customers. At first, an ordered package is delivered 
to one of the two branches and then transported by delivery 
trucks to the customers. Usually, the truck is loaded in the 
morning in City-A before the driver departs to City-B 
delivering packets on the way. Typically, on the following day, 
the same truck departs in City-B and heads back to City-A 
supplying customers on its way, and so on. The key to success 
for the business model is the organization and direct 
communication between the two branches and their delivery 
truck drivers. To save time and costs, voice controlled 
messaging (active and passive) is considered for automated 
routine jobs via Amazon Echo. Three deployed devices use 
AWS for computation (i.e.: convert natural language in 
computer understandable language, vice versa) and as a 
dispatching service (i.e.: sending voice mails). For the use case 
(Figure 2) we also consider ISO 27017 and Six Sigma. 

 

Figure 2.  Use Case – Architecture, based on use case description below 

A. Use Case I 
The finance manager in City-A is planning to improve some 
accounting tasks, especially the accounting process at the end 
of a month. Usually, each employee is committed to daily time 
recording which must be released at the end of the month. Only 
when the time recordings of an employee have been released 
the employees of the finance department can start with the 
accounting process. Unfortunately, it repeatedly happens, that 
employees forget to release their time recordings in time. This 
mistake leads to a delay of accounting which means increased 
costs of administration and effort to finally finish the 
accounting process. The following sequence diagram shows the 
Use Case I as described in the next paragraphs: 

 

Figure 3.  Use Case I – Automated “End-of-Month” Reminder. 

So, to fix this issue once and for all the finance manager 
dictates a voice message to Alexa with the condition that his 
message should be played to the Chief of Department in City-B 
at the end of each month. The dictated message is meant to 
remember the colleague from the other branch to remind the 
employees to release their time recordings in time. 

Use Case I in Figure 3 shows the entire “Reminder 
Process” starting with the message dictated by the Finance 
Manager to the message being played to the Chief of 
Department in City-B. The Use Case I does not show, that the 
process above is created one time and then repeatedly executed 
at the end of every month. All the commands necessary to 
understand and execute the Finance Managers requests are 
provided by the AWS. 

B. Use Case II 
The Chief of Department in City-B plans to invite the 

Finance Manager and a Truck Driver to talk about a customer 
complaint. Instead of using his email client and wasting time 
on searching for a date where all three attendees were free, he 
decides to ask Alexa for help. He uses the key word “Alexa 
Calendar” to organize an appointment on the next possible date 
for all attendees. Alexa sends the request to the AWS which 
combs through all calendars until a date is found and finally 
sends an invitation to all attendees. The following sequence 
diagram shows the described Use Case II: 

 

Figure 4.  Use Case II – Automated Appointment Scheduling. 

Figure 4 shows how the additional features of the business-
model can be used to combine the AWS with i.e.: a mail 
server. In this scenario manually performed tasks like “creating 
a new appointment”, “searching for free dates in calendars” 
and “sending an invitation to a meeting” become obsolete. It is 
another nice example of how simple it is to use cloud services 
as a building block system to improve working routines or even 
entire processes. 

IV. EVALUATION 
After presenting the business-model architecture and the 

two use cases in the previous chapter, the evaluation in the 
following is three-fold. First, the Open Web Application 
Security Project (OWASP) top ten cloud security risks are 
categorized by their importance to the presented use cases 
(Section A). Based on that ranking, the ISO 27017 is used then 
to eliminate the top three risks (Section B). In this step, it is 
demonstrated how the security controls as proposed by the ISO 
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standard are applied to eliminate the risks in the use cases. 
Finally, an adapted version of the Six Sigma method, is 
proposed to identify, categorize, analyze, eliminate and 
measure security risks (Section C). 

A. Cloud Security Risks 
The OWASP is a non-profit organization operating world-

wide with the main goal to improve the security of software. 
This organization is on a mission to point out security risks to 
individuals and organizations to create a base for informed 
decision making about security. In order to achieve this goal, 
the OWASP community started many projects focusing on 
different issues. One of these projects is the “OWASP Cloud – 
10 Project” with the goal to maintain a list of top 10 security 
risks faced with cloud computing. The following list shows the 
top 10 cloud computing risks according to OWASP (detailed 
description of risks in [15]): 

• R1 – Accountability and Data Ownership 

• R2 – User Identity Federation 

• R3 – Regulatory Compliance 

• R4 – Business Continuity and Resiliency 

• R5 – User Privacy and Secondary Usage of Data 

• R6 – Service and Data Integration 

• R7 – Multi Tenancy and Physical Security 

• R8 – Incidence Analysis and Forensic Support 

• R9 – Infrastructure Security 

• R10 – Non-Production Environment Exposure 
 

Generally, all ten risks should be analyzed and eliminated 
to guarantee maximum security for a cloud service. 
Unfortunately, that would be beyond the scope of this paper. 
Therefore, a risk analysis [16] [17] [18] was carried out to 
categorize the top ten risks by their relevance to the use cases 
and their severity of consequences. Figure 5 shows a risk 
matrix including the results of the risk analysis:  

 

Figure 5.  Risk Analysis of OWASP Top 10. 

In the presented use cases the smart devices (Amazon 
Echo) and cloud services (AWS) are mainly used to automate 
tasks which are usually performed manually. So, the cloud 
service uses input (voice commands) to either inform/remind 
other users or create appointments automatically. Because all 
these tasks could be performed manually by the user without 
creating additional risks (caused by cloud computing) R1 & R5 

were categorized as “very low” (relevance) / “high” (severity 
of consequences). R2 can be left out of the discussion, because 
only one cloud provider (AWS) was used in the use cases. The 
next three risks (R3, R7 and R8) would have been significant if 
almost all cloud providers did not enable the option to choose 
the location of your data. But, they are still very serious risks 
which should not be handled carelessly. Just as much prudence 
is needed with R10, because security is as much important to 
productivity systems as it is to development environments. 
Although, in the presented use cases, there is no need to 
constantly redevelop the services. So, R10 is an important risk, 
but not the most important one in the given use cases. 

The most important issues in Use Case I and II are R4, R6 
and R9. The highest ranked issue is R6, because all information 
transferred from smart device to smart device (Amazon Echo 
to Amazon Echo, end-to-end) via cloud services (AWS) must 
be encrypted. Next on the list is infrastructure security (R9) 
which means that the smart devices need to be physically 
secured from theft and/or misuse. Finally, the business must go 
on no matter what. This does not mean that the cloud services 
need extra treatment. It means that it is important to have 
backup devices in case of dysfunction to keep the users (and 
therefore the business) non-stop available. 

B. ISO 27017 
The ISO 27017 is a code of practice for information 

security controls for cloud services based on the standards ISO 
27001 and ISO 27002 [19]. In this regard, ISO 27017 provides 
guidance on information security aspects of cloud computing, 
recommending and assisting with the implementation of cloud-
specific information security controls [19]. The standard was 
published in 2015 [19] and provides cloud-based guidance on 
37 of the controls in ISO 27002 [20]. In addition to that it 
addresses the following seven cloud controls [20]:  

• WHO is responsible FOR WHAT (customer/provider) 

• removal/return of assets on terminated contracts  

• protection and separation of the customer’s virtual 
environment 

• virtual machine configuration 

• administrative operations and procedures associated 
with the cloud environment 

• cloud customer monitoring of activity (in the cloud) 

•  virtual and cloud network environment alignment  
 

When using ISO 27017 in combination with ISO 27001 
both the cloud service provider and the cloud service customer 
benefit of the standards. For instance, when looking at section 
A.9.4.1 of ISO 27001 in regard of restricting access, the 
guidance suggests the following controls [19]:  

• The cloud service customer should ensure that access 
to information in the cloud service can be restricted in 
accordance with its access control policy and that 
such restrictions are realized.  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• The cloud service provider should provide access 
controls that allow the cloud service customer to 
restrict access to its cloud services, its cloud service 
functions and the cloud service customer data 
maintained in the service.  

 

The following table shows the suggested changes by ISO 
27017 to the established standards ISO 27001 / 27002 [21]:   

TABLE I.  COMPARISON OF CHANGES IN ISO STANDARDS  (ADVISERA, 
2015) 

Section ISO 27001 / ISO 27002 
Control Section 

Level of Change in  
ISO 27017 

S5 Information Security Policy MODERATE 

S6 Organization of Information 
Security MODERATE 

S7 Human Resource Security LOW-MODERATE 
S8 Asset Management LOW-MODERATE 
S9 Access Control HIGH 

S10 Cryptography MODERATE 

S11 Physical and Environmental 
Security LOW-MODERATE 

S12 Operations Security MODERATE-HIGH 
S13 Communications Security MODERATE-HIGH 

S14 System Acquisition, Development 
and Maintenance MODERATE 

S15 Supplier Relationships MODERATE-HIGH 

S16 Information Security Incident 
Management MODERATE 

S17 Information Security Aspects of 
Business Continuity LOW 

S18 Compliance MODERATE-HIGH 
 

To eliminate the risks R4, R6 and R9 the following security 
controls as suggested by ISO 27017 should be applied: 

• S17 – Information Security Aspects of Business 
Continuity (to eliminate R4) 

• S10 – Cryptography (to eliminate R6) 

• S9 – Access Control (to eliminate R9) 
 

There are two security controls in the ISO standard to 
eliminate R4. To implement the first, control the continuity of 
information security must be planned, implemented and 
reviewed. This control is realized by the proposed Six Sigma 
process in section C. The second control suggests having 
sufficient redundancies to satisfy availability requirements. In 
both use cases the availability of the cloud services is 
guaranteed by the fault tolerance and high availability of AWS 
[22]. But, it is also important to have enough hardware reserves 
in case of smart device failure. So, the delivery trucks and the 
two offices should each at least have one backup smart device 
(Amazon Echo) and a process to order a replacement. 

To guarantee service and data integration (R6) in cloud 
services the ISO standard suggests implementing cryptographic 
controls. These controls take care of secure data transferring 

and authentication, so that the messages can neither be 
intercepted nor sent/received by unauthorized users/devices. 
Especially the control to ensure that the person who uses the 
smart device is really who she/he claims to be is a major 
requirement for both use cases. Although, user biometric 
authentication can be achieved by available products like 
ArmorVox [23], they go hand in hand with high expenses. 

The last risk (R9) can be eliminated by the access controls. 
As suggested by the ISO standard the smart devices need 
physical security controls, as well as authentication controls for 
the voice control functionality. To ensure physical security the 
devices should be locked with i.e.: Kensington desk mount 
cables. This control provides security against theft in the 
offices and/or the delivery trucks. Additionally, it is important 
to implement user management processes to take care of 
creation of users and password policies, as well as allocation of 
access rights and special restrictions for privileged access 
rights. The process must include regular reviews and updates of 
access rights to continuously verify and improve access 
controls. Furthermore, the implemented access controls should 
take effect each time the smart device is used. In this regard, it 
is important to prohibit the usage of a smart device (especially 
with the AWS skill to access user mail and calendar data) 
without an authorized user and a password. So, before a user is 
permitted to use the smart device she/he must authenticate 
herself/himself with a code or a password or i.e.: the finger 
scan sensor on a mobile phone. 

C. Six Sigma 
Six Sigma was developed in 1986 by Motorola and is a 

method providing tools for organizations to improve their 
business processes. The idea behind Six Sigma was to remove 
causes of errors when detected before they lead to defects in a 
product or service. This is accomplished by setting up a 
management system that identifies errors and provides 
methods for eliminating them. There are two methodologies 
used within Six Sigma. First the DMAIC (Define, Measure, 
Analyze, Improve, and Control) method, which is used for 
improving existing business processes and second the 
DMADV (Define, Measure, Analyze, Design, and Verify) 
method for create new processes and new products or services. 
There are also many different management tools used within 
Six Sigma [23]. For the sake of completeness, the DMADV 
method is mentioned here, but will not be discussed in the 
proposed Six Sigma process.  

In the following proposal, the established and well 
documented DMAIC method is adapted to create a new 
process. This process includes steps to identify cloud security 
risks, categorize them, search for a solution, create an 
implementation plan and finally measure how much effort it 
would take to apply the elaborated security controls. The 
DMAIC methodology perfectly suits the task, because of its 
problem-solving nature and its process-step structure. Figure 6 
shows the proposed high-level process flow of the DMAIC 
method through its five steps [24]. 
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Figure 6.  High-Level DMAIC Process Flow. (adapted from Hambleton, 2007)

As previously mentioned the proposed process in Figure 6 
makes use of the DMAIC steps which are adapted to serve the 
purpose of this paper. The entire process, which is designed to 
take care of security risks from identifying them to preparing a 
solution including a cost measurement, is a never-ending 
process. This process should be executed at regular intervals 
to guarantee that security risks are identified as early as 
possible. The following list describes the proposed process 
steps in detail: 

1) Define: the process starts by identifying and defining 
security risks for a cloud service. This can be achieved either 
by implementing a monitoring system [25] or by using any 
other method to identify security issues. In our use case the 
OWASP top 10 cloud security risks list was used and 
categorized by relevance and severity of consequences. Even 
though this paper only examined the top three risks (R4, R6 
and R9) this method can be used to identify all risks as listed 
by the OWASP. 

2) Measure: if the risks from the define phase are still 
present in the current cloud service, the next step would be to 
categorize them and check whether there were existing security 
controls to fix the issues. The categorization could be done by a 
risk analysis as described in Section A and shown in Figure 5. 
The output of this step is a list of risks grouped by their 
relevance to the current cloud service / process and the 
resulting damage, if the issue is not resolved. If there are 
existing security controls which could be applied the Analyze 
step can be skipped.  

3) Analyze: in this step, the main goal is to find solutions to 
eliminate all identified and categorized security risks which 
cannot be solved with current security controls. As described in 
Section B, we used security controls (S17, S10 and S9) as 
proposed by an established standard (ISO 27017) to solve the 
top three issues (R4, R6 and R9) identified and categorized in 
the previous Section A. The output of the Analyze phase is a 
list of security controls, which can be applied to eliminate the 
identified issues. 

4) Improve: so far, we found out WHAT the security risks 
are, IN WHAT ORDER they need to be solved and WHAT 
controls could be used to do so. Based on that, the next step is 
to create a security control implementation plan and to verify 
whether the control eliminates the risks or not. The plan 
includes the implementation steps and a list of all resources 

(i.e.: all expenses like personnel, software, hardware, etc.) 
required. Next, these steps are prioritized and tested to see if 
the solutions resolve the problem.  

5) Control: in the final step a comparative cost analysis 
shows how much it would cost to implement the security 
controls (S17, S10 and S9) to eliminate the risks (R4, R6 and 
R9). In the following cost analysis software-, hardware-, 
process-, and operational-factors are considered to calculate the 
implementation expenses. These factors are based on the 
presented use cases, the resulting security risks and security 
controls. Software- and hardware-costs are represented by 
monetary costs, while process- and operational-costs are 
measured by man-days (MD). In this regard, an MD is defined 
as an eight-hour day with an assumed hourly rate of EUR 100. 
This simplified cost metric will be enhanced in future work by 
investigating more generic cost metrics. The following table 
shows the cost analysis measuring the resulting implementation 
costs: 

TABLE II.    COST ANALYSIS 

Costs 
Security Controls / Risks 

S17 / R4 S10 / R6 S9 / R9 
Software, 

Cloud Service 
17 €a 17 €a + 230 €d 17 €a + 230 €d 

Hardware 360 €b - 90 €e + 570 €f 

Process 400 €c 800 €c 800 €c 

Operation 400 €c 800 €c 800 €c 

monthly 1.177 € 1.847 € 2.507 € 

a. Amazon Lambda Pricing. (AWS: Development & Compute Time) 

b. Amazon Echo Pricing. (3 x Amazon Echo + 3 x Amazon Echo reserves) 

c. Process-/Operation-Costs. (1 MD = 8 hours * 100 € = 800 €) 

d. Voice Biometrics. (VoiceIt: 10.000 API Calls per Month) 

e. Kensington Desktop Lock for Amazon Echo. (3 x Desktop Lock) 

f. Motorola G5 with Finger Scan Sensor. (3 x Mobile Phone) 

 

V. CONCLUSION AND FUTURE WORK 
In this paper, we introduced a use case of for smart business 

by using smart devices and cloud services. We explored the 
technical specifications and services of Amazon Echo and 
explained the ASK. In this regard, we pointed out that the 
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built-in skills of Alexa could be extended by custom built 
skills. Furthermore, we have proposed an architectural design 
to illustrate two points. First, to show how simple it is today to 
use smart devices and cloud services to build powerful smart 
businesses with little effort. Second, we have illustrated that 
IoT can have a big impact both on your business and on 
security. In the end of section III we presented two use cases 
showing how Amazon Echo and Alexa can be combined to 
enable direct, automated and voice-based communication to 
automate routine tasks.  

Finally, in Section IV we proposed a high-level DMAIC 
process to identify and categorize security risks, analyse and 
prepare security controls, plan their implementation and in the 
end, measure the cost involved when implementing them. In 
this regard, we first presented a method to identify (Define: 
OWASP) the top ten security risks and label them by their 
relevance to the use cases and the impact they would have, if 
the risks were not eliminated (Measure: Risk Analysis). Next, 
we presented an established standard (ISO 27017) which 
provides security controls for securing cloud services. Then, 
we presented solutions according to ISO 27017 to the top 3 
security risks from the risk analysis (Analyze). In addition to 
that we presented how these security controls could be 
implemented and what resources would be needed to do so 
(Improve). In the last step, we evaluated the resulting expenses 
when applying the presented security controls to eliminated 
the analysed security risks (Control: Cost Analysis). 

In summary, we explored the possibilities of smart devices 
and cloud services to enable smart businesses. In addition to 
that we proposed methods to identify and categorize security 
risks, to analyze solutions, plan implementation steps and to 
measure the costs to do so. The main contribution of this paper 
is the initial investigation on an approach for how to measure 
the cost of security in smart business by a combination of the 
above methods in a simple process. This will be enhanced in 
future work by considering multiple other use cases and hence 
more security requirements including a more generic metric 
for cost calculation. We will furthermore also investigate 
alternatives to the OWASP, the ISO standard and Six Sigma to 
verify a broader application of our work. 
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Abstract—The rapid growing trend of mobile devices continues
to soar causing massive increase in cyber security threats.
Most pervasive threats include ransom-ware, banking malware,
premium SMS fraud. The solitary hackers use tailored techniques
to avoid detection by the traditional antivirus. The emerging need
is to detect these threats by any flow-based network solution.
Therefore, we propose and evaluate a network based model
which uses ensemble Machine Learning (ML) methods in order
to identify the mobile threats, by analyzing the network flows
of the malware communication. The ensemble ML methods not
only protect over-fitting of the model but also cope with the issues
related to the changing behavior of the attackers. The focus of this
study is on android based mobile malwares due to its popularity
among users. We have used ensemble methods to combine output
of 5 supervised ML algorithms such as RF, PART, JRIP, J.48 and
Ridor. Based on the evaluation results, the proposed model was
found efficient at detecting known and unknown threats with the
accuracy of 98.2%.

Index Terms—Intrusion Detection, Machine Learning, Ensem-
ble Methods, Supervised Machine Learning, Mobile Threats,
Anomaly Detection

I. INTRODUCTION

According to research by Sophos [1], by 2020 more than 6
billion users will be using mobile devices. Mobile devices are
rapidly overtaking personal computers from web surfing to
mobile banking, due to their portability and smart features.
Therefore, the potential usage has caught the attention of
cybercriminals who maximize their efforts to obtain user
information. Most of the users do not care about the security
measure of their devices and thus become the victim of these
threats. These applications could lead to several mobile threats,
such as theft of financial information, ransom-ware, misuse of
premium SMS and theft of personal information. A traditional
anti-virus can detect only 50% of the threats and on the other
hand around 71% of the smart-phone users do not use any
kind of anti-virus [2]. Thus there is a need for an extra layer of
security at the network side to protect the users from advanced
threats, which a traditional anti-virus could not detect.

Most of the NIDS use signatures to detect attacks and
therefore capable of detecting only known attacks [3]. A minor
modification in attack can bypass a signature based NIDS
and could generate up to 90% of false alarms [4]. Deep
packet inspection is also difficult when the traffic is encrypted
and computationally expensive [5]. Flow based techniques
are useful in combating several issues caused by encrypted

traffic [6]. Machine learning methods are getting popular in
the detection of advanced threats. This transition is supported
by Arp et al [7].

To build a ML classifier, a dataset is required. The well-
known datasets available in the field of intrusion detection,
which uses network traffic features are KDD99, DARPA
1998/1999 and ISCX 2012 IDS dataset. However, some short-
comings were observed in these datasets by [8] and [9]. These
datasets are quite old and not applicable to mobile attacks.
Due to non-availability of public datasets in this domain,
we have used a dataset which was created in our previous
research [10] for evaluation purpose. This dataset was build
using the traffic generated by several benign and malicious
samples. The dataset is based on bidirectional flows extracted
from real malware traffic, which makes it unique. The dataset
contains several threats such as unauthorized premium SMS
sender, Spam sender, bots, back-door, root exploit, fake anti-
virus, ransom-ware and information theft. These datasets were
used to train and build the ML classifiers using several ML
algorithms. The classifier is used to make predictions on new
data to detect normal or malicious patterns in the traffic. A
signature-based NIDS could miss the threats in the traffic, for
which the signature is not yet known. However, ML classifiers
can detect known and unknown threats by analyzing traffic
patterns.

The main focus of this paper is the performance evaluation
of ensemble ML techniques that combines output of several
ML algorithms. The benefit of using ensemble method is not
only to increase the efficiency of the classifier but also to
reduce the risk of over-fitting the model. This can also address
the problem caused by minor changes in the attack pattern,
in order to avoid concept drift situation. The concept drift
situation occurs in machine learning methods when the relation
between the features used to train the model and target to
be predicted changes over an interval of time. The concept
drift causes decrease in accuracy when prediction is made on
unseen data.

The structure of this paper is as follows. Section 2 focuses
on previous research conducted in this area. Section 3 de-
scribes the machine learning algorithms used in this study. Sec-
tion 4 focuses methodology of this research. Section 5 is based
on the performance evaluation of ensemble machine learning
classifiers using different datasets. Several experiments that are
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performed for evaluation purposes are also explained. Finally,
in Section 6, conclusion and future work of this research are
outlined.

II. RELATED WORK

Recently, a lot of research has been done in the area of
machine learning to solve many cybersecurity issues. Most of
the research done in the field of using ML techniques to detect
Android-based malware is based on features such as system or
API calls. There are only a few studies which have focused on
network-based intrusion detection for android malwares [10]
[11]. In some of the studies [12] [7] [13] [14], the detection
engine or model need to be installed on the mobile phone
to detect e.g. intrusions or malicious applications. However,
most of the smartphone users do not install security solutions
in their phones.

Arp et al. [7] developed Drebin which uses Support Vector
Machine (SVM) to detect malicious android applications.
Drebin is based on the features such as permissions, API calls
and Network addresses. The detection of Drebin is limited
when the malwares uses dynamic code or any obfuscation
technique. Many researchers [12] [13] used malwares from
MalGenome [15] dataset to generate traffic and build classi-
fiers on various traffic based features. The concept drift has
been seen in some studies [12] where the classifiers produced
significant decrease in the TPR when evaluated on the unseen
traffic. Input features used to train the model play important
role in the field of machine learning as the attackers change
their behavior with time to avoid detection. Features like IP
address could lead to produce concept drift in the model. In
some of the studies [13] [11], the classifiers were not tested
on unseen data which is crucial part in the evaluation of ML
classifiers.

Many researchers [16] [17] [6] used flow-based mod-
els for network traffic classification. Furthermore, the flow-
based techniques to detect botnets were studied by several
researchers [18] [19] [20]. Most of network traffic in the
malware communication is encrypted [5] and therefore flow-
based features seems to be efficient in detecting these threats
[6].

III. MACHINE LEARNING ALGORITHMS

In this research work, we have used the ensemble of several
machine learning algorithms such as Random Forest, J48,
RIDOR, JRIP and PART. The performance evaluation of these
algorithms was already performed individually in our previous
work [10]. In this study, we have used ensemble methods
to combine the output of these ML algorithms to increase
the effectiveness of the ML classifiers.The combination meth-
ods used in our study such as majority voting, maximum
probability and product of probabilities were adopted from
[21] [22]. ML classifiers used in the network traffic analysis
becomes less efficient with time as the attackers change their
behavior and this situation is known as concept drift. During
the model building, each algorithm has different weight-age
for each feature. Some of the algorithms have built-in feature

selection algorithms and they make the decisions on limited
features. If there is any change in traffic pattern, each algorithm
behaves differently. Combining the output of these individual
algorithms not only increases the efficiency but also the
stability in case of minor changes in the traffic pattern.

J48 is the WEKA Implementation of C4.5 [23] algorithm
which was developed by Ross Quinlan in 1993. C4.5 is a
decision tree based algorithm, which works on the ”divide
and conquer” rule. C4.5 first divides the training dataset with
highest single class instances, then it checks the feature with
the highest information gain in the subset and splits it into
further subsets according to that feature. It repeats these steps
for each subset [23].

The Random Forest(RF) [24] is one of the most popular
ML algorithms used for classification, developed in 2011 by
Leo Breimen. Random forest is the collection of decision trees
built from random subsets of dataset (bootstraps) with random
features selected in each subset. Each tree is trained by 2/3
of the dataset and remaining 1/3 is used to estimate error
rate. This 1/3 of the dataset is same as the validation set in
other ML algorithms, therefore there is no need for a separate
validation dataset. The output of the random forest is based
on the majority vote by each decision tree output.

Ridor is the WEKA implementation of Ripple-Down Rule
Learner [25], which was developed by Gaines and Compton
in 1995. Ridor uses Incremental reduced error pruning (IREP)
algorithm [26] to build its rules. Pseudo code for IREP is
mentioned in Figure 1 of [27]. Ridor generates its first rule
as a default rule for one class and then builds the rules for
other classes depending on the weighted error rate known as
exception rules. Let’s suppose there are two classes ”Deny”
and ”Allow”. First, it makes a default rule for ”Deny” and
then it builds up the rules for ”Allow” [25].

JRIP is a WEKA implementation of RIPPER, which was
proposed by William Cohen in 1995, as an optimized version
of IREP [26], [27]. JRIP divides the training set into two
subsets in the ratio of 2:1 in the form of grow:prune.

PART is a partial decision tree algorithm developed by
Frank [28] in 1998. This algorithm works on the separate-
and-conquer rule and is a combination of C4.5 rules and
RIPPER algorithm, excluding the global optimization feature.
This algorithm produces rules in ordered sets, which makes a
decision list. The rules are based on ”Best” leaf of the partial
C4.5 decision tree [28].

J48 and Random Forest are the tree based algorithms while
RIDOR, JRIP and PART are rule based algorithms. All of
these ML algorithms have some internal validation function
for tuning to avoid over-fitting e.g Random forest [24] uses
1/3 of the dataset for estimating the error rate. JRIP [27] and
RIDOR [25] both use IREP which selects 2/3 of the dataset
for training and 1/3 of the dataset for the pruning of the model.
J48 [23] has an internal mechanism of pre-pruning and post-
pruning to avoid over-fitting and PART [28] is the combination
of J48 and JRIP.

Random Forest has several advantages, such as high accu-
racy and effectiveness on large datasets [29]. Random Forest
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Fig. 1: Ensemble Machine Learning model for Intrusion Detection
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is an ensemble of multiple decision trees. Although the output
of Random Forest is hard to understand, the performance of
this classifier makes it outstanding. J48 provides speed over
Random Forest, but the accuracy is not as high as that of
Random Forest. J48 is a decision tree so it is easy to under-
stand. RIDOR, PART and JRIP are rule-based algorithms, so
the rules generated by these algorithms can be used in any
knowledge-based expert system.

IV. METHODOLOGY AND IMPLEMENTATION

In this research, an ensemble ML based Network intrusion
detection system is proposed and evaluated, shown in Fig. 1.
The first step was traffic generation, followed by filtration,
feature extraction and labeling of the dataset. The dataset was
used to build the ML Classifiers using WEKA [30]. In this
study, the focus is only on the evaluation of ensemble ML
classification model, as the evaluation of individual classifiers
is already done in our previous work [10].

The overall implementation and evaluation of this model
performed in four main phases, as shown in Fig. 1, comprised
of Traffic generation, preprocessing, model building and eval-
uation of the ML model.

TABLE I: Feature List

Feature No. Feature Description Value
1 Duration Connection Duration Real
2 DP Destination Port Real
3 PktSent Packet Sent Real
4 PktRcv Packets Received Real
5 PLBytesSent Payload bytes sent Real
6 PLBytesRcv Payload bytes received Real
7 IFlagF Initial Flags in Forward Direction Nominal
8 IFlagR Initial Flags in Reverse Direction Nominal
9 UFlagsF Union of Flags in Forward Direction Nominal
10 UFlagR Union of Flags in Reverse Direction Nominal

Traffic was generated for both benign and malicious appli-
cations using the method mentioned in our previous research
[10]. A number of benign applications were used to generate
real traffic which were installed from Google playstore. These
applications were executed at a different interval of time. Wire-
shark was used to capture the packets on the interface of the
virtual machines. The samples of malware families (FakeAV,
DroidKungFu, OPFake, GinMaster, FakeInst and Anserver)
were downloaded from Virustotal using several conditions.
The number of samples completed for the study was around
600. Traffic was generated through a public sandbox ”Anubis
(Andrubis)” [31] and ”Cuckoo” [32].

During Processing feature extraction and labeling of traffic
flows was done. The features were extracted using RFC-5103
BiFlow export method [33]. The following features (see Table
I) were extracted from the flows of the traffic of benign and
malicious applications. Instances were then labeled as normal
or malicious respectively.

A. Machine learning classifiers

In this study, we have evaluated the combination of 5
decision tree and rule based algorithms. Output of these
algorithms can be easily interpreted by security experts and

can be integrated with the traditional NIDS. The classifiers
build from these ML algorithms produce rules and trees which
can be used to make predictions on new traffic to identify
threats. By using ensemble methods, the combination of these
ML classifiers was used to increase the efficiency of the
classification model as shown in Fig. 1.

V. PERFORMANCE EVALUATION AND RESULTS

Several well-known parameters were used to evaluate en-
semble ML classifiers.

TABLE II: Confusion Matrix

Predicted
Malicious Normal

Actual Malicious TruePositive FalseNegative
Normal FalsePositive TrueNegative

True Positive (TP): Malicious instance classified as Malicious.
False Positive (FP): Benign instance classified as Malicious.
False Negative (FN): Malicious instance classified as Normal.
True Negative (TN): Benign Instance classified as Normal.

TPR = TP
TP+FN

FPR = FP
FP+TN

TNR = TN
TN+FP

FNR = FN
TP+FN

Accuracy = TP+TN
TP+FP+TN+FN

ROC (Receiver Operating Characteristic) curve is a plot
between TPR and FPR at various threshold settings [34]. Area
under ROC Curve (AUC) is also an important parameter in
evaluating the ML classifier, this value is derived from the
ROC curve and it can tell which model makes best predictions.
A higher AUC value shows a better ML Classifier. Accuracy
is also an important parameter to consider as it is based on
both TPR and FPR.

A. Evaluation of Classification Model

We have performed two experiments in order to evaluate the
performance of the ML classifiers using ensemble methods. In
the first experiment, we have tested the classifiers using cross
validation and percentage split of the same data. In the second
experiment the evaluation was performed using the new unseen
dataset.

1) Experiment 1 - Ensemble Methods : Ensemble methods
combine output of several ML classifiers by different tech-
niques such as weighted voting or measuring probability as
shown in Fig 1. In this experiment, we combined the output
of several classifiers by 3 combination rules as shown in the
Table III - IV.

These tables show the detailed performance evaluation of
ensemble methods using different combination. In Experiment
1a, we have used 10 fold cross validation method which
is most widely used validation method. This method splits
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TABLE III: Experiment 1a (Ensemble Methods) using Cross Validation

Performance Evaluation by combining J48, RF, JRIP, RIDOR and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.995 0.030 0.970 0.005 0.991 0.984
Maximum Probability 0.983 0.005 0.995 0.017 0.985 0.999
Product of Probabilities 0.999 0.005 0.995 0.001 0.998 0.999

Performance Evaluation by combining J48, Random Forest, JRIP and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.996 0.041 0.959 0.004 0.990 0.978
Maximum Probability 0.993 0.030 0.970 0.007 0.989 0.999
Product of Probabilities 0.994 0.025 0.975 0.006 0.991 0.987

Performance Evaluation by combining J48, RF and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.996 0.023 0.977 0.004 0.993 0.986
Maximum Probability 0.993 0.043 0.957 0.007 0.987 0.999
Product of Probabilities 0.994 0.039 0.961 0.006 0.989 0.993

TABLE IV: Experiment 1b (Ensemble Methods) using Percentage Split Validation

Performance Evaluation by combining J48, RF, JRIP, RIDOR and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.995 0.030 0.970 0.005 0.991 0.982
Maximum Probability 0.983 0.005 0.995 0.017 0.985 0.999
Product of Probabilities 0.999 0.005 0.995 0.001 0.998 0.981

Performance Evaluation by combining J48, Random Forest, JRIP and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.996 0.041 0.959 0.004 0.990 0.982
Maximum Probability 0.993 0.030 0.970 0.007 0.989 0.999
Product of Probabilities 0.994 0.025 0.975 0.006 0.991 0.978

Performance Evaluation by combining J48, Random Forest and PART

Combination Rule TPR FPR TNR FNR Accuracy AUC

Majority Voting 0.996 0.023 0.977 0.004 0.993 0.982
Maximum Probability 0.993 0.043 0.957 0.007 0.987 0.999
Product of Probabilities 0.994 0.039 0.961 0.006 0.989 0.981

the original dataset into ten pieces and repeats the training
and testing for ten times using holdout technique. Cross
validation method reduce the chances of over-fitting the model.
In experiment 2a, percentage split was used to divide the
dataset into two pieces and 70% of the data was used for

training while the remaining 30% was used for testing. This
method is very useful when the model needs to be used for
predictions. The best results were obtained by the majority
voting of output by Random Forest, PART and J48 classifiers.
The TPR of 99.5% was observed using ensemble methods
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TABLE V: Performance Evaluation of Experiment 2a - Detecting Unknowns

Evaluation on ML classifiers on unknown dataset
ML Algorithm TPR FPR TNR FNR Accuracy AUC
Random Forest 1.000 0.029 0.971 0.000 0.975 0.998
PART 1.000 0.117 0.883 0.000 0.900 0.917
JRIP 1.000 0.043 0.957 0.000 0.964 0.979
Ensemble Methods 1.000 0.021 0.979 0.000 0.982 0.989

TABLE VI: Performance Evaluation of Experiment 2b - Detecting Unknowns

Evaluation on ML classifiers on unknown dataset after interval of time
ML Algorithm TPR FPR TNR FNR Accuracy AUC
Random Forest 0.932 0.038 0.962 0.068 0.955 0.947
PART 0.926 0.112 0.888 0.074 0.897 0.893
JRIP 0.919 0.047 0.953 0.081 0.945 0.937
Ensemble Method 0.939 0.025 0.975 0.061 0.966 0.957

which was better than that of Random Forest. However, the
FPR of 4.1% observed which is higher than Random Forest. It
can also be seen that the best accuracy is seen by combining
output of the five classifiers using the product of probabilities.

2) Experiment 2 - Detecting Unknown: This experiment
was performed to evaluate the performance of ensemble ML
classifiers on a new dataset that contains unknown instances
from malicious samples and contains new traffic from different
benign applications. We have limit this experiment to 3 ML
Algorithms (Random Forest, PART and JRIP) as these ML
algorithms produced the best results in individual evaluation.
We have combined the output of these ML algorithms by
majority vote method as shown in the Table V.

In Table V, performance evaluation of different classifiers
can be seen. The RF performed best in individual classifiers
with the highest TPR and lower FPR. The FPR produced by
PART was significantly high. However, the ensemble classifier
outperformed all the individual classifiers. In Table V, it can
be seen that ensemble method performed better than RF in
detecting unknown threats with the accuracy of 98.2% and
the FPR was reduced to 2.1%.

This experiment showed that the ensemble methods are not
only able to detect unknown threats but they are also good at
identifying benign traffic. True Negative Rate (TNR) produced
by these ensemble classifiers is also high which shows the
efficiency of the classifier in distinguishing between normal
and malicious instances.

Another experiment 2b (see Table V) was performed to
check the performance of the classifiers after an interval of
time. For that purpose, unseen traffic from some new malicious
and benign applications was added to the test dataset. The
performance of the individual classifiers decreased a bit with
time due to the changes in the traffic patterns generated by
the new malware samples. The ensemble methods increased
the performance by combining the output of these individual
classifiers. It can be clearly seen that the ensemble methods

produced the highest accuracy and AUC value by combining
the output of these classifiers.

VI. CONCLUSION

The ensemble methods used in this study were able to
detect known and unknown threats. This study is the first
step towards a more advanced ML based intrusion detection
system. Ensemble methods not only produce better results but
also reduce the chance of concept drift. Intrusion detection
systems which rely only on ML techniques need frequent
retraining. Otherwise, the decrease in TPR could be seen.
In our previous studies, several experiments were performed
to compare the ML model with antivirus vendors and we
observed that ML classifiers were more efficient than some
of the traditional antivirus. Furthermore, the efficiency of the
ML classifiers was enhanced by using ensemble methods and
these methods also helped with concept drift. Moreover, we
have observed that the feature extraction and selection play an
important role in the output of the classifier. Wrong features
such as ”IP Address” could over-fit the model and produce
concept drift condition in the system.

The ensemble ML classifiers built were able to detect
malicious traffic with a TPR of 99.9%, while the output from
individual classifiers was observed between 94%-99.6%. As
the ML classifiers are built for predictions, it is also important
to evaluate the performance of the ML classifiers on new
data. In this research, we have evaluated ML classifiers on
unseen data and the accuracy of 98.2% was observed by
ensemble methods while the accuracy observed by individual
classifiers was between 90% - 97.5%. These results showed
that the ensemble methods are more efficient than individual
classifiers. Future work in progress aims to integrate the
ML classifiers with traditional NIDS and to introduce some
innovative methods in order to reduce the chance of concept
drift.
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Abstract— Countering the proliferation of malware has been for 

recent years one of the top priorities for governments, businesses, 

critical infrastructure, and end users. Despite the apparent 

evolvement of anti-virus (AV) systems, malicious authors have 

managed to create a sense of insecurity amongst computer users. 

Security controls do not appear to be sufficiently strong to stop 

malware proliferating. There seems to be a disconnect between 

public reports on AV tests and what people are experiencing on 

the daily basis. In this research, we are testing the efficiency of 

AV products and their ability to detect malicious files commonly 

known as malware.  We manually generated payloads from five 

malware frameworks freely available to download and use. We 

use two modes of tests during our experiments. We manually 

installed a selection of AV systems in one first instance. We also 

use an online framework for testing malicious files. The findings 

in this study show that many antivirus systems were not able to 

achieve a higher score than 80% detection rate. Certain attack 

frameworks were much more successful in generating payloads 

that were not detectable by AV systems. We conclude that AV 

systems have their roles to play as they are the most common first 

line of defense, but more work is needed to successfully detect 

most malware the first day of their release.    

Keywords-component; Malware, AV bypass, Antivirus Systems, 

Detection Techniques, Payloads, Antivirus Evaluation 

I.  INTRODUCTION 

Arguably, one of the most dominant threats to computer 
systems, networks and devices come from malware. Malicious 
software, known as Malware, can be a software, script used to 
gather information, damage data, interrupt systems’ operation, 
access sensitive information or other malicious purposes [1]. 

According to AV-Comparatives, an independent antivirus 
evaluating organisation stated that detection rate of well-known 
commercial antivirus system ranges from 99.0% to 99.8% [2]. 
However, [3] has evaluated 10 common anti-virus systems 
against a set of ten thousand malware samples and the 
percentage of detection ranges from around 40% to 80%. The 
research will select five antivirus systems to manually test the 
payloads and will use an independent scanning platform known 
as NoDistribute to scan the payloads with over 35 antivirus 
systems and choose an attack method that represents the attack 
surface of recent attack. The objective of this paper is to 
evaluate the effectiveness of antivirus systems against modern 
malware using some attack methods commonly known to be 
used by either malicious actors or pen-testers. In this work, we 
have focused on Microsoft Windows Operating System.  

  

II. THE STATE OF ANTIVIRUS SYSTEMS 

A. Signature-based Detection 

In signature-based detection, the antivirus scans files and 
compares files’ signature against the known malware 
signatures in its database. If a malicious signature is found in 
any file, the file is either deleted, quarantined or cleaned 
depending on the antivirus system [4]. In signature-based 
detection, the antivirus software maintains a database of known 
traits that is keep up-to-date. Most AV companies now used a 
cloud model to keep their endpoints up-to-date. Several hours 
can be needed to create an effective signature when dealing 
with complex malware [5]; [6]. Manual processing of malware 
carries the risk of human error in signature creation [7]. 
Moreover, [8] argues that signature-based detection is 
becoming ineffective because AV companies are slow in 
extracting latest malware signatures given the increasing large 
number of malware sample available daily. Additionally, latest 
malware generation tools used to create new malware employ 
methods to avoid signature-based detection. 

B. Behaviour-based Detection 

As opposed to signature-based detection, where the AV 
system detects a malicious code based on the byte patterns 
extracted from it by a malware researcher, the behaviour-based 
detection observes different programs for any malicious 
behaviour. In this detection technique, the AV systems look 
closely at various factors such as file creation patterns, 
malware hooking techniques, service creations, monitoring 
keystrokes, modification of hosts file in Windows system, 
creating autorun.inf files on network drives or removable 
media, or unpacking malicious code [9]; The malicious 
behaviours include disabling security controls, calling system 
APIs, changing Windows registry files, installing rootkits and 
others [10]. A significant advantage of behavioural based 
detection over signature based is that the level of packing, 
encryption, polymorphism or metamorphism employed by the 
malware does not, in most cases change its behaviour [9, 11]. 

Behaviour-based detection proves effective in detecting the 
different variations of a malware or possible detection of new 
malware; however, it comes with a drawback of increased 
false-positives. As compared to signature-based detection 
where known malware are detected with very little possibility 
of false-positives, due to the known signatures of the malware, 
the behaviour-based detection falls short because this technique 
searches for anomalous behaviour and can sometimes avoid a 
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benign application from execution. Furthermore, another 
drawback of behaviour-based detection is that malware can 
evade detection by behaving like a normal application to 
appear legitimate [7]. Behaviour-based detection is a rather 
broad concept that consists of different techniques including 
heuristic detection.  

C. Heuristic Detection 

Heuristic detection employs several techniques to analyse 
the characteristics and behaviour of files. Heuristic analysis 
tends to combine both static and dynamic analysis. Whilst there 
is potential to detect more malware, heuristic analysis can 
generate false positives when using static heuristic. The 
dynamic heuristic analysis, on the other hand, proves to 
generate less false positives compared to the static analysis 
because in dynamic analysis the file performs its intended 
action in virtual or isolated environment. 

III. TEST METHODOLOGY 

The tools used to generate payloads during our experiments 
are found in the popular Kali distribution namely the 
Metasploit framework, Veil, Shellter and FatRat. 

In this study, we aim to achieve few objectives. Public 
program or frameworks such as av-test.org use malware that 
are up to 4 weeks old to test detection rates of antivirus. These 
tests show that the detections rates are very high, indicating 
that most virus are detected. Motivated by the number of 
security breaches observed in recent months and years, we use 
free to download and use software widely available to anyone 
on the Internet to challenge the claim by av-test.org. Are 
antivirus systems able to achieve 90% of detection if they are 
tested with malware freshly compiled?  

A secondary objective of this study is to raise awareness 
that whilst antivirus have an important role to play in 
protecting endpoints, they can also be bypassed.  

The difference between signature based and heuristic 
detection is theoretically interesting. However, in this study, we 
manually scan malicious files at rest to simulate signature and 
static heuristic detection; we then execute the files to simulate 
the dynamic heuristic detection. Our results show that some 
malware were only detected when executed. At rest, whilst 
some malware were able to bypass detection but this does not 
necessarily translate to a successful compromise of the 
endpoint if the malware is executed.  

Our experiments are executed in three phases. We use the 
NODISTRIBUTE malware platform to access a wide range of 
antivirus. During the test, we have noticed the number of 
antivirus changing from 37 to 38. This change was out of our 
control. In the second phase of our test, we manually create 
malware to test them at rest. In the last round of test, we use 
execute our malware to test heuristic detection. 

A. Metasploit 

Metasploit is one of the most common and well-known 
frameworks in information security community. It is also very 
well-reputed and is considered a must have a weapon in a 
penetration tester’s arsenal.   

B. Veil 

Veil is a framework that consists of two tools namely Veil-
Evasion and Veil-Ordnance that generates payloads. The 
creators of this framework argue that payloads generated by 
this framework bypass common antivirus systems [12]. The 
whole project is currently under support by Christopher 
Truncer. In a recent update of February 2016, Christopher 
Truncer states that other functionalities such as obfuscation and 
random key generation have been added to the framework to 
avoid antivirus systems. Veil-Evasion has a tool called 
PyInstaller, that is used to convert the Python code into an 
executable file. The new PyInstaller or Pysinstaller 3.1 has an 
added ability of encrypting the bytecode that this installer 
outputs [13]. 

C. TheFatRat 

TheFatRat is another tool in penetration tester’s arsenal that 
generates back-doors and post-exploitation attacks. It compiles 
malware with payloads that can be executed on Windows, Mac 
or Android platforms. This tool is created by Edo Maland 
(Screetsec). 

D. AVOIDS 

Avoidz is a tool that is used to generate encoded 

PowerShell with Metasploit payload and convert C and C# 

templates to EXE files. This tool is dependent on the 

Metasploit framework, Xtrem, MinGW32 and MonoDevelop. 

The tool was created by Mascerano Bachir. This tool is a utility 

that wraps other tools into one. For instance, the generation of 

payload is achieved through MSFvenom found in Metasploit. 

One of the encoder implements a polymorphic XOR additive 

feedback encoder. The decoder stub is generated based on 

dynamic instruction substitution and dynamic block ordering. 

The tool was created by Mascerano Bachir. 

E. Shellter 

Shellter is a dynamic shellcode injection tool. It is claimed 

that this tool is probably the first dynamic PE infector to be 

ever created. It can inject shellcode into the native applications 

of Windows platform. The shellcode used with this framework 

can be either user-generated or generated by a framework. To 

prevent antivirus detection, this tool does not infect or modify 

the PE file in a way, which will seem suspicious to the 

antivirus systems, for example, changing memory access 

permissions. Shellter is compatible with both 64-bit and 32-bit 

Windows operating systems. This tool is not dependent on 

other dependencies such as python and .NET [14]. 

Furthermore, the automatic mode of Shellter makes the 

process easier for anyone who is using it [15].  

IV. ANTIVIRUS SYSTEMS 

During our experiments, we used two sets of antivirus (AV) 

systems. We manually installed and configured 5 AVs and 

we also use the NODISTRIBUTE online platform to access 

over 35 AVs already configured with the lasted signatures. 

The antivirus were selected as a result of a quick survey 

amongst students to understand what AV systems they use.  
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A. Manually Configured Antivirus 

The following AV products were manually installed and 

configure for testing using their latest version as of July 

2017. The table below show the results for the test 

performed by av-test.org in July 2017. However, Panda 

AV scores are from the tests performed in October 2016.  

 

AntiVirus 

0-day protection 

rate 

Widespread / prevalent 

malware rate  

Kaspersky  100% 100% 

Panda 100%  99.5% 

Avast 100% 99.9% 

AVG  100% 99.9% 

McAfee 99% 100% 

 

B. NODISTRIBUTE 

Nodistribute is public website that offers to scan files using 

over 30 antivirus products with their latest signatures. This 

platform was used to allow us to compare more than 30 AV 

products.  

V. EVALUATION AND RESULTS 

A. Lab set up  

 

Our experimental lab was made of one physical machine 

(the host) and two virtual machines, one for the attacker and 

one for the victim. We used 6 snapshots for our victim system. 

On 5 snapshots we installed one AV each. One snapshot did 

not have AV installed to validate the malicious files.   

 
HOST SYSTEM ATTACKER’S SYSTEM VICTIM’S SYSTEM 

Computer 

System 

Dell 

Inspiron 

5459 

Computer 

System 

Virtual 

System 

Computer 

System 

Virtual 

System 

Operating 

System 

Windows 10 

x64 

Operating 

System 

Kali Linux 

x32 

Operating 

System 

Windows 7 

x32 

Processor Core i7 – 

2.50 GHz (4 

CPUs) 

Processor 2 

processors, 

2 cores (4 

cores) 

Processor 2 

processors, 

2 cores (4 

cores) 

RAM 12 GB RAM 4 GB RAM 2 GB 

Storage 1000 GB Storage 60 GB Storage 40 GB 

IP 

Address 

Not 

Applicable* 

IP 

Address 

192.168.0.2 IP 

Address 

192.168.0.3 

Table 1: Testbed 

B. Test methodology 

1) Method 1 – Nodistribute platform 

Using the NODISTRIBUTE platform, we have generated 

15 malicious files on our attacker systems. We then uploaded 

the files one by one to the online platform and recorded the 

results. The advantage of this method is that the malicious 

files that we generated were tested by an independent, public 

and well known-platform to security professionals.  

2) Method 2 – manual testing 

We started by building the payloads. We used the 

reverse_tcp and the reverse_https during our test. Once the 

payload generated, we tested them by executing on the victim 

machine to confirm that the files were malicious. We then 

proceeded with scanning the files against the different 

antivirus. The process is summarized in figure 1.  

 

C. Results  

1) NODISTRIBUTE – detection rate per testing option 

In the first set of results, we present how often a malicious 

file was detected. From the results, the malicious file 

generated by Shellter has the least detections followed by 

Vernom and FatRat Powershell Batch. Results are shown in 

table 2 and figure 2.  

 

Malicious file AV 
detection 

AV used Detection 
rate 

FatRat Powershell Batch 2  37 5.4% 

Simple FatRat Payload 23 37 62.2% 

FatRat DOC Macro 12 38 31.6% 

FatRat Powerstager 12 38 31.6% 

Metasploit PDF 21 38 55.3% 

Metasploit DOC Macro 15 38 39.5% 

Shellter File 1 38 2.6% 

Veil XLS Macro 8 38 21.1% 

Veil and MSF file 5 38 13.2% 

Veil Ordnance AES Encrypt 5 38 13.2% 

Veil Rev HTTPS Payload 12 38 31.6% 

Veil Simple Payload 24 38 63.2% 

Venom File 1 37 2.7% 

WinPayloads File 15 37 40.5% 

AvoidZ Payload 18 37 48.6% 

Table 2: AV scanning results for NODISTRIBUTE 

 

NODISTRIBUTE detection rate per tool option used.  

 
Figure 1: Manual test procedure 

 

 
Figure 2: Detection rate per testing option 
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2) NODISTRIBUTE Antivirus detection rate results  

We generated 15 files which were uploaded to the 

NODISTRIBUTE platform. The results show how many files 

each antivirus was able to detect as malicious. We manually 

confirmed that all files were malicious.  

 
Antivirus Files Detected 

/ 15 
Detection 

rate 

A-Squared 7  46.7% 

AVG Free 9  60.0% 

Ad-Aware 9 60.0% 

AhnLab V3 Internet 
Security 

4 26.7% 

Arcavir Antivirus 2014 1 6.7% 

Avast 12 80.0% 

Avira 6 40.0% 

BitDefender 10 66.7% 

BullGuard 11 73.3% 

Clam Antivirus 1 6.7% 

Comodo Internet 
Security 

1 6.7% 

SET NOD32 6 40.0% 

F-PROT Antiviurs 3 20.0% 

F-Secure Internet 
Security 

6 40.0% 

FortiClient 8 53.3% 

G Data 9 60.0% 

IKARUS Security 10 66.7% 

Jiangmin Antivirus 2011 4 26.7% 

K7 Ultimate 4 26.7% 

Kaspersky Antivirus 11 73.3% 

MS Security Essentials 6 40.0% 

Malwarebytes Anti-
Malware 

0 0.0% 

McAfee 3 20.0% 

NANO Antivirus 2 13.3% 

Norton Antivirus 2 13.3% 

Outpost Antivirus Pro 0 0.0% 

Panda Security 1 6.7% 

Quick Heal Antivirus 2 13.3% 

SUPERAntiSpyware 0 0.0% 

Solo Antivirus 0 0.0% 

Sophos 0 0.0% 

TrustPort Antivirus 10 66.7% 

Twister Antivirus 1 6.7% 

VBA32 Antivirus 1 6.7% 

VirIT eXplorer 1 6.7% 

Zillya! Internet Security 2 13.3% 

eScan Antivirus 7 46.7% 

Table 3: Performance evaluation of tools against antivirus 

 

Our results are significantly different from those achieved 

during the tests by av-test.org. One of the major reasons 

behind the difference is that av-test.org used malware that 

have been in circulation four weeks prior to the test date. 

There is a higher chance for a malicious file to be detected 

during that period as compare to a file that is a newly created. 

The average detection rate form av-test.org is higher than 99% 

whilst our detection rate is just over 30%.  

 

3) Manual scanning – detection rates  

In our test, we have used 5 antiviruses as shown in the table 

below. Each of the antivirus was installed in each system. The 

15 files were loaded using a share folder between the host and 

the virtual environment.  

 
List of antiviruses manually tested Version 

Avast Internet Security 17.6.2310 

Avast Internet Security 18.0.0.405 

Kaspersky Total Security 14.0.9029 

McAfee Antivirus LiveSafe 17.6.3029 

Panda Global Protection 17.0.1 

 
Table 4: List of antiviruses 

 

   In this test, we observed that heuristic detection has an 

impact of the detection of malicious files.   

 
Antivirus Detection 

during 
scanning / 

15 

Additional 
detection at 
Execution / 

15 

Total 
detection 

/ 15 

rate 

Avast  12 0 12 80.0 

Kaspersky  12 2 14 93.3 

AVG  12 0 12 80.0 

McAfee  5 1 6 40.0 

Panda  4 5 9 60.0 

Table 5: Manual testing results 

 

The results in table 5 show a clear distinction between statistic 

detection and dynamic detection. 
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Panda antivirus has shown great capabilities in detecting files 

when they are executed. This would translate to Panda AV 

potentially having a good dynamic heuristic detection when 

compared to other antivirus systems tested. AVG, despite 

being a free AV was able to detect 80% of the malware. 

Hypothetically, Panda would have detected more malware if it 

had incorporated the free AVG engine.  

It was also interesting to note that paid antivirus does not 

necessarily translate to better protection.  

 

Some of the AV did not detect the malicious files until they 

were executed.  In order to read Table 6, we use the following 

legend: D=detected; BaE=Blocked at execution; B=bypassed 

 
Files Avast Kasp McAf AVG Panda 

FatRat Powershell Batch D BaE B D B 

Simple FatRat Payload D D D D D 

FatRat DOC Macro D D BaE D D 

FatRat Powerstager D BaE B D BaE 

Metasploit PDF D D D D B 

Metasploit DOC Macro D D D D B 

Shellter File B D B B BaE 

Veil XLS Macro D D B D B 

Veil and MSF file D BaE B D BaE 

Veil Ordnance AES Encryp D B B D BaE 

Veil Rev HTTPS Payload D D B D B 

Veil Simple Payload D D D D BaE 

Venom File B D B B B 

WinPayloads File B D B B D 

AvoidZ Payload D D D D D 

Table 6: static and heuristic detection analysis 

 

 

This research has referenced previous evaluation of antivirus 

systems. However, there is not much details about the depth of 

the tests. Two categories are generally considered: detection 

against zero days and detection of know malware. Also, there 

is much talk in security communities that antivirus systems are 

not efficient enough in detecting new malware. This research 

as allowed us to set simple but efficient criteria to evaluate 

antivirus systems. There are few lessons learnt from these 

experiments: 

• The heuristic analysis claimed by AV companies can 

be challenged. The detection rate of some AV 

remained the same whether the file was analysed at 

rest or dynamically. 

•  In some cases, the detection rate was better when the 

files were executed. At rest, the detection rate of 

manual analysis was 60% compared to 70.7% when 

executed.  

• The average detection rate using the NoDistribute 

platform was very low. Only 30.6% 

• The method or tools used to test antivirus can greatly 

influence the final results. If the tests performed by 

only using Shellter or Venom, the conclusion would 

that antivirus can only detect less than 5% of attacks. 

It is therefore important that any statistics reveals the 

full extent of the method used so that results can be 

considered in their original context.  
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Abstract— Establishing a secure connection is a must nowadays 
since a lot of transactions are being done online. For instance, it can 

vary from buying items from small shops into buying extremely 

expensive equipment online. Hence, the need for securing the 

sessions and e-commerce is highly required. Furthermore, any 
government entity will require its communication to be secured from 

eavesdropping and Man in The Middle (MITM) attacks. Web Threats 

are spreading around the world and becoming more aggressive every 

year. Secure Socket Layer (SSL) and Transport Layer Security (TLS) 

were established as a standard to encrypt the communication 
between the client and the server. Everyday new vulnerabilities and 

loopholes in the internet protocols are being discovered. Hence an 

enhancement to the TLS protocol is a must. This need rises since 

most transactions and confidential communication is done through 

the network. Then information security researchers and developers 
have to test, develop, verify and enhance the security of the network. 

Throughout this report a study of the TLS protocol will be 

highlighted and its relative security. Later, a proposed method to test 

different TLS protocols will be explained. Future work will include 

developing a prototype that will be used to test different TLS protocol 
versions.    

Keywords—TLS, SSL, Privacy, Security, TLS Handshake, 

Renegotiaition attack, BEAST attack, CRIME and BREACH 

attack, Heartbleed Attack  

I.  INTRODUCTION  

Public key infrastructure (PKI) was designed to relate certain 

public keys with the corresponding user. It also allows another 

user to trust that certificate which was issued and included in 

the SSL certificate. PKI includes the certificate authorities 

(CA) that can verify the identity of user or server and whether 

their certificate is valid or not [1] [2] [3]. 

Secure Socket Layer (SSL) was established as a standard to 

encrypt the communication between the client and the server 

[1] [2]. Further, Transport Layer Security (TLS) protocol was 

established to secure the communication between the clients' 

browser and the web-server. Additionally, the server's public-

key is being used to initiate symmetric session keys. This is 

done so that the client browser can verify the web-server 

public-key. These keys must be certified by a Certificate 

Authority (CA). Nowadays, the focus of attacks to breach the 

system is by exploiting the weakness in creating and verifying 

the certificates [4] [5] [6].  

Any web browser can trust a huge number of root CAs. As an 

example, if a certificate Authority was compromised then it can 

help the attackers to create multiple fake certificates and can 

cause a breach for certain data depending on the type of 

certificate that was compromised. Additionally, if a web server 

was affected it can also lead to lowering the trust of the public-

key infrastructure (PKI) [7]. 

CIA is an acronym used in information security world that 

stands for confidentiality, integrity and availability of the data 

at any time.  Confidentiality is making sure that data are 

secured and protected against eavesdroppers in addition to 

encrypting the whole session, so it is harder for attacker to 

understand. While the integrity deals with making sure that 

data can't be altered, and no modification of data is occurring. 

Finally, Availability means making data available to the user 

all time.  

There are many ways that can be used to provide security by 

adding the cryptography concept in the system. RSA (Rivest -

Shamir-Adleman) crypto-system which is a public key 

encryption mechanism. It is being used to secure sensitive data 

over insecure network. Some of the applications that require 

security to be applied are the following:[8][9][10] 

1- encryption of the e-mail in high sensitive areas such as 

governmental agencies. 

2- web-site encryption to secure financial transactions as an 

example. 

3- Encryption of Applications that are used to communicate 

securely. 

4- Digital Signatures to preserve the right of the person who 

wrote certain document, app, website ... etc. 

5- Using the latest version of SSL/TLS in communication to 

prevent attackers from being able to access and eavesdrop the 

session. 

Accordingly, the main motivation of this paper is to suggest 

some security enhancements to the TLS protocol for improved 

national control. Where we seek to find and build a prototype 

of an automatic monitoring tool which could identify the major 

and minor versions of the TLS protocol used by an external 

physical machine or even a virtual one, coupled with a 

mechanism to test and notify the vendor or the owner of web 

server with the security problems in their system. Section II of 

the paper will be highlighting related work and literature 

review of the SSL/TLS protocol.  Later on in section III an 

analysis of different TLS upgrades used in different web 

browsers was done. Finally, section IV will have a conclusion 

of the work discussed in this paper and the possible future 

work that will be done. 
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II. RELATED WORK 

A. The need for secure channel of communication 

The TLS protocol has been in active use since 1999. Since then 

the protocol underwent several changes in implementation. The 

latest of these was TLS 1.3 published in April 2017. The 

current state of the protocol is described and explored in this 

report. It has played a major role in the current internet 

protocols infrastructure. However, as recent breaches such as 

the following: Freak attack, Poodle attack, Breach attack, 

Heartbleed attack and Beast attack have shown that the 

protocol itself leaves much to be desired [10][11]. 

As more of the critical services of governments and major 

companies become largely internet-based, ensuring the security 

of servers relying on the TLS protocol and its varied 

implementations become more important. Many companies are 

still using the older versions of TLS that has been considered as 

broken due to the legacy devices that they currently using. 

Hence the issue is exacerbated by the multitude of older 

versions still in use and many known vulnerabilities each of 

which is relevant for a subset of versions and implementations. 

Netscape formed the SSL protocol in order for it to be used in 

e-commerce and allows having security while doing financial 

transactions. This was critically needed to protect consumer’s 

personal data and their credit cards information. In order for 

this to be establish SSL protocol was implemented at the 

application layer of the OSI model. Then the IETF 

standardization entity named it as TLS which is the transport 

layer security once the SSL protocol was considered as a 

standard [12][13]. Figure 1 illustrates how SSL/TLS protocol 

can be found in the OSI model. 

 

 
Figure 1: SSL and TLS protocols in the OSI model [1] 

 

At the beginning, SSL v2.0 was the released version of the 

protocol to the public in 1994. Later on, it was replaced by SSL 

v3.0 because of the newly discovered flaws in the protocol. 

Some of the flaws that existed in SSL v2.0 are that it has a 

weak MAC construction in addition it can force parties to use 

weaker encryption and there was no protection for the 

handshakes. Then in 1999 the IETF worked hard in making the 

protocol as a standard and as a result they formed RFC 2246 

that was published and became known as TLS 1.0. the work of 

IETF to make the TLS as better security protocol continued 

and in 2006 they have published TLS 1.1 which is RFC 2246 

as the new version of the protocol. Whenever a new flaw or a 

need to add more capabilities to the protocol arises a new 

version is published. After two years, a new version of TLS 

which is TLS 1.2 was introduced to be used [14] [15] [16]. 

 

Further, TLS protocol as stated earlier was mainly configured 

to provide the CIA triad. The existing handshake in the TLS 

protocol allows the users to authenticate their identities. Each 

party in the communication channel can verify the other. This 

kind of verification is based on chain of trust. So, in this case 

both the client and the server can authenticate each other and 

make sure that they are who they claim to be. TLS protocol 

signs each message being sent with a message authentication 

code called (MAC). Once a TLS record is being sent it 

automatically have a MAC code generated and added on the 

message. If the receiver wants to check the integrity and 

authenticity of the received message it can compute and verify  

the MAC address of it. The more dependency on the internet 

means more increase of the need to secure the communication. 

People can range from regular users into application developers 

who need to make sure that they are protecting themselves by 

enabling HTTPS everywhere [17] [18].  

The SSL/TLS comprises of four fundamental protocols which 

are: 

1- Handshake 

It has the negotiation sessions, Cryptographic methods 

and authentication (One way or two ways)  

2- Record  

It provides the other party with an optional payload 

compression in addition to shared transaction layer. 

Finally, it also makes sure that confidentiality of data 

is kept and checks the integrity of the payload being 

transmitted. 

3- Cipher Spec 

Tells the server/client to use the parameters specified 

previously 

4- Alert 

It reports any error occurring during the 

communication. 

At the beginning the client and the server has to agree on the 

version of TLS protocol, cipher suite and check if the 

certificates are valid and then it will be used to initiate and 

encrypt the communication tunnel. After that the client and the 

server can start exchanging application data over the TLS link.  

Then the TLS handshake will initiate and start the 

communication between the client “Sender” and the server 

“Receiver” as it can be seen in the next Figure [18] [19] [20]. 

Next an overview of how SSL or TLS handshake can happen 

will be shown in Figure 2. 
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Figure 2: SSL/TLS handshake [20][21] 

 

The following steps are a summary of how the SSL/TLS 

handshake happens: 

Step 1: The SSL/TLS client sends “Client Hello” message that 

includes the information about TLS/SSL version and the cipher 

suites that are supported by the client. 

Step 2: The SSL/TLS server responds with a “server Hello” 

that has the cipher suite selected by the server. It also contains 

session ID in addition to that the server sends its digital 

certificate to the client. 

Step 3: The SSL/TLS client verify the servers’ digital 

certificate by the server public key. 

Step 4: The SSL/TLS client then will send a randomly 

generated byte that will be used to find the secret key which 

will be used to encrypt the coming conversations. This 

randomly generated byte will be encrypted by the public key of 

the server and the server can decrypt it using its private key. 

Step 5: if the SSL/TLS server requested from the client a 

certificate request. Step 4 will be done in addition to the 

clients’ digital certificate that will be sent to the server. And in 

this stage the server can be able to verify the identity of the 

client. 

Step 6: The SSL/TLS server will verify the client certificate. 

Step 7: The SSL/TLS client sends “client finished” that is 
encrypted by the previously generated secret key. This will be 

an indication to the server that the client finished its part in the 
handshake. 

Step 8: The SSL/TLS server sends “server finished” message 

to indicate that the server handshake is finished as well. 

Step 9: Throughout the session that was initiated once the 

handshake started both the server and client were able to send 
and receive messages that uses symmetric encryption 

mechanism. 

Despite that there were major hacks and known vulnerabilities. 

The knowledge of these issues is important as the 

implementation of new protocol versions can take time on 
different operating systems and not all web-connected servers 

will or can upgrade their version of TLS. The next section goes 
into some details of the known vulnerabilities of each of the 

versions of TLS that have been released so far [22] [23]. 

Additionally, the main objective of my project is to design and 

build an automatic monitoring tool which could identify the 

major and minor versions of the TLS protocol used by an 

external physical machine or even a virtual one. This tool could 

be offered as a subscription service for subscribers to know the 

vulnerabilities their system has and proactively upgrade their 

system or otherwise work to mitigate the influence of the 

vulnerabilities. Further this tool will try to identify the person 

of charge of the domain and maybe be able to send them a 

notification that they have a security problem in their site. 

 

A secondary objective of the project is the testing of the latest 

TLS version using current and perhaps soon-to-be-released test 

suites. Any vulnerability found that way would be added to the 

documented list. 

B. The Vulnerabilities and upgrades of TLS 

Figure 3 illustrates a timeline of the SSL/TLS vulnerabilities 

and attacks related to it. 

 

Figure 3: TLS timeline and Vulnerabilities [17][18] 

In this paper, I will illustrate more on some of the major attacks 
shown in the previous figure. 

1- Renegotiation Attack 

The following steps can be used by the attacker to hijack the 

session and pretend to be a legitimate client [26] [11] [9]. 

Step 1: The attacker initiates a session with the server. 

Step 2: It hijacks the connection between the server and the 

client and collects the TLS handshake packets sent from the 

client-side. 

Step 3: Attacker sends its own TLS handshake packets to the 

server. 

Step 4: Then the attacker initiate the renegotiation request with 

the server. 

Step 5: Attacker now uses the client initial handshake to start 

communicating with the server. 

Step 6: At this stage, the attacker can start attacks on the 

application layer protocol and aim to attack the HTTPS 

protocol when it acts as a proxy in the system. 
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Figure 4 will show how this attack can happen: 

 
Figure 4: Renegotiation Attack on TLS 

2- BEAST Attack 

It is an abbreviation of (Browser Exploit against SSL/TLS). 

It was using a vulnerability found in the Cipher Block 
chaining (CBC) mode that was used the TLS 1.0. A chosen 

plaintext attack can be established since the attacker can 

predict the IV (initialization vector) easily and eventually 
he/she will be able to decrypt the information [24] [25] 

[26].  

BEAST Attack scenario can be summarized in the 

following steps: 

a- Charlie tries to force Alice to send NULL [0-14] L [0] 

to Bob. 

b- It eavesdrops the communication between Alice and 

Bob after that it gained the ciphertext CL = E(key,CL-

1  NULL[0-14] L[0]) 

c- It assumes H as a guess of L[0] 

d- Then it forces Alice to send the plain text Ci-1  CL-1 

 NULL[0-14] H 

e- Alice is being forced to send Ci = E(key, Ci-1 Ci-1  

CL-1   NULL[0-14] H) 

The result will be Ci = E (key, CL-1  NULL [0-14] H) 

f- Then it will be able to check if the value of Ci is 

equivalent to CL then L[0]==H 

Next Figure 5 will illustrate how BEAST attack can 

happen: 

 

Figure 5: BEAST attack scenario [27][28] 

 

 

3- Heartbleed Attack 

It exists as vulnerability in the openSSL cryptographic 

library. It allows the attacker to steal confidential data 

despite the usage of SSL/TLS protocol. It provides anyone 

the power to have access to the memory of the system that 

was protected previously by the openSSL. This 

vulnerability breaks the confidentiality of the secret keys 

used to encrypt the entire traffic. Additionally, the attacker 

will be able to eavesdrop the entire communication between 

the server and the client and might have the ability to 

impersonate the user and get high confidential data [26] 

[27] [28]. 

      Heartbeat Normal usage will be illustrated in Figure 6: 

 

Figure 6 : Heartbeat normal usage 

While Heartbeat Malicious usage (Heartbleed Attack) can 

happen as illustrated in Figure 7: 

 
Figure 7: Malicious usage of Heartbeat that lead to discovery of SSL/TLS 

Heartbleed attack 

III. ANALYSIS OF DIFFERENT VERSIONS OF TLS UPGRADES 

A. Cipher Security against possible known attacks on 

different TLS versions 

The following table illustrates the Cipher Security against 

possible known attacks on different TLS versions  

 
Table 1: Cipher security Against possible known attacks on different TLS 
versions [20] [21] [22] [23] [24] [25] [26] 
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B. TLS/SSL support history of web browsers 

The following table is  showing the TLS/SSL support of 

different web browsers with respect to different parameters : 

 
Table 2: SSL/TLS support in different web browsers [29][30][31][32][33][34] 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In Table 2; I have presented the recent versions of different 
browsers with respect to the support of different TLS versions. 

In addition, whether an associated vulnerability with that it 
version is present or not. 

IV. CONCLUSION AND FUTURE WORK 

An analysis of the SSL/TLS protocol was made throughout the 

project. Limitations were shown in every version of TLS since 
it was developed. This raises the need to make sure that the 

recent version of TLS is secure and can tailor and prevent any 

hijack on the secure sessions.  

The primary objective of my project is to design an automatic 

monitoring tool that have the capability to identify the major 
and minor TLS versions used by a remote physical or even 

virtual machine. In the long run the tool will be able to notify 
the person of charge of the domain and send them a 

notification that a security problem exists in their site and 
needs to be fixed. Additionally, a test of the latest TLS version 

will be done in the next phase of my project. Any vulnerability 

will be found would be added to the documented list. This tool 
will help in making the transactions more secure by checking 

the website or domain beforehand. Finally, testing any new 
protocol or enhancement of a protocol will make companies, 

domain owners aware of the problems that exist in their 

network and hence give them the opportunity to fix it before 

any critical situation can occur. A lot of businesses could be 
saved, and confidential data kept secret. 
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Abstract—Botnet Detection has been an active research area over 

the last decades. Researchers have been working hard to develop 

effective techniques to detect Botnets. From reviewing existing 

approaches it can be noticed that many of them target specific 

Botnets. Also, many approaches try to identify any Botnet activity 

by analysing network traffic. They achieve this by concatenating 

existing Botnet datasets to obtain larger datasets, building 

predictive models using these datasets and then employing these 

models to predict whether network traffic is safe or harmful. The 

problem with the first approaches is that data is usually scarce and 

costly to obtain. By using small amounts of data, the quality of 

predictive models will always be questionable. On the other hand, 

the problem with the second approaches is that it is not always 

correct to concatenate datasets containing network traffic from 

different Botnets. Datasets can have different distributions which 

means they can downgrade the predictive performance of machine 

learning models. Our idea is instead of concatenating datasets, we 

propose using transfer learning approaches to carefully decide 

what data to use. Our hypothesis is “Predictive Performance can 

be improved by using transfer learning techniques across datasets 

containing network traffic from different Botnets”. 

Keywords-component; Botnet-Detection; Transfer-Learning; 

data-distribution; improve-predictive-performance; network-traffic-

analysis) 

 

I.  INTRODUCTION 

Traditional machine learning algorithms use datasets 
separately to create predictive models. In transfer learning, 
which is a subfield of machine learning, a group of datasets are 
used together to enhance the quality of such predictive models 
[1]. In more detail, transfer learning attempts to learn one or 
more tasks (known as the source tasks) and use the knowledge 
learnt to improve learning in another task (known as the target 
task). The source and target tasks are usually related. 

We can summarise our contributions in the following two 
points: 1) We demonstrate that the distribution of data that 
belong to different Botnet types is different, which means 
concatenating such data without care is not always the right 
decision. 2) We demonstrate that using Transfer Learning, 
instead of traditional machine learning, can enhance the 
performance of predictive models, which leads to more accurate 
Botnet detection. 

II. THE DATA 

A. Obtaining the Data 

We have downloaded the data that was used in [2]. The data 
is in Packet Capture (PCAP) format. Details of this data can 
found in [3]. We have mainly worked with the Testing Dataset 
because it has more Botnets than the Training Dataset. Because 
the data is in PCAP format, we needed to transform it into a 
format that machine learning platforms such as WEKA [7] or 
SciKit Learn [8] understand (i.e. into Character Separated 
Values, or CSV, format). Therefore, we have downloaded and 
used FlowGenerator [4] which reads in a directory that contains 
one or more PCAP files and transforms them into CSV files. It 
generates several attributes (features) such as Source Port, 
Destination Port, Protocol, Flow Duration, Flow Bytes per 
second and Flow Packets per second. The original number of 
features generated by FlowGenerator is 26 and the total number 
of instances we obtained is ~309000. 

B. Labelling the Data 

After obtaining the CSV file, we have labelled the data using 
the source and destination IP address fields as explained in [3]. 
The distribution of the Botnet and Normal traffic in the data 
varies. For example, the number of instances that belong to 
Botnet Osx_trojan was as little as 28. Also, the number of 
instances that belong to Botnet Weasel Botmaster was 40. On 
the other hand, the number of instances that belong to Botnet 
Virut was 42254 and the number of instances that belong to 
Botnet Neris was 24071. Furthermore, the number of instances 
that belong to Normal traffic was 149727. 

C. Data PreProcessing 

All features generated by FlowGenerator are Numeric 

which makes it easy to process data. The fields Source Port, 

Destination Port and Protocol are essentially categorical so we 

have used the one hot encoding technique to transform these 

into Dummy Variables. This has resulted in a very large dataset 

with > 60000 features. 

 

D. Outlier Removal 

In order to obtain clean data, we have used the One-class 

SVM [9] method for outlier and novelty detection on the large 
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dataset we obtained from the previous step. We have removed 

all the instances that were deemed Outliers. 

 

III. PRINCIPAL COMPONENT ANALYSIS (PCA) 

In data exploration and analysis, Principal Components 
Analysis [5] is a technique used to identify a smaller number of 
uncorrelated features (i.e. attributes or variables). These 
uncorrelated variables are usually known as the “principal 
components”. Its main objective is to explain the highest 
possible amount of variance with the smallest possible number 
of principal components. It is commonly used as a 
dimensionality reduction procedure as well as an exploratory 
procedure to examine whether there is separation amongst 
instances that belong to different classes.  

We have Run the PCA algorithm on the dataset we obtained 
after performing all the preprocessing steps we explained. Fig. 1 
shows a scatter plot of the first and second principal components. 
To preserve display space, we only show points (i.e. instances) 
that belong to Botnets: TBot, Zero access and Zeus. 

 

 

Figure 1: PCA Plot 

 

It can be seen in the Fig.1 that there is separation between 
instances that belong to different Botnet types. Instances 
belonging to the same Botnet type tend to form a cluster and this 
solidifies the argument of this work. 

 

IV. TRANSFER LEARNING PLAN: IMPLEMENTATION AND 

EVALUATION 

Since transfer learning uses related but separate datasets, we 
have split the dataset resulting from the steps explained above 
into smaller datasets. The split is based on the Botnet label. This 
means the split resulted in a separate dataset for each Botnet. We 
have split the Normal data (i.e. instances that belong to Normal 
traffic) into non-overlapping chunks and added one chunk to 
each Botnet dataset so that we have positive and negative 

examples in each dataset (we made sure that the classes in the 
resulting datasets are balanced). We are currently evaluating the 
performance of several machine learning models on these 
datasets and we will choose the best classifier to use in our 
proposed Transfer Learning experiments. For transfer learning 
itself, we will use the TrAdaBoost algorithm that can be found 
in [6]. TrAdaBoost is based on the classical AdaBoost algorithm. 
It works when the source and target tasks have the same set of 
features, but different data distributions. In addition, 
TrAdaBoost assumes that some of the data in the source task can 
be useful (i.e. leads to positive transfer) and some can be harmful 
(i.e. leads to negative transfer). The idea is to assign weights to 
data from the source task in such a way that useful data can have 
more effect than harmful data. The author has made the java 
implementation of this approach publicly available. As the java 
source code of TrAdaBoost is freely available on the internet, 
we have already downloaded and integrated it into WEKA [7]. 
We are currently setting up the environment for running 
experiments with relatively large Botnet datasets as source tasks 
and smaller Botnet datasets as target tasks. 

V. CONCLUSION 

Datasets that contain network traffic data belonging to 
different types of Botnets should not always be concatenated. In 
this work we have demonstrated that such data can have different 
distribution. Therefore, our suggestion to use transfer learning, 
instead of traditional machine learning, seems to be a reasonable 
method to enhance the performance of models used for Botnet 
identification and detection. 
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Abstract—There has been exponential growth in the use of 

wearable technologies in the last decade with smart watches 

having a large share of the market. Smart watches were 

primarily used for health and fitness purposes but recent years 

have seen a rise in their deployment in other areas. Recent smart 

watches are fitted with sensors with enhanced functionality and 

capabilities. For example, some function as standalone device 

with the ability to create activity logs and transmit data to a 

secondary device. The capability has contributed to their 

increased usage in recent years with researchers focusing on their 

potential. This paper explores the ability to extract physiological 

data from smart watch technology to achieve user authentication. 

The approach is suitable not only because of the capacity for data 

capture but also easy connectivity with other devices – 

principally the Smartphone. For the purpose of this study, heart 

rate data is captured and extracted from 30 subjects continually 

over an hour. While security is the ultimate goal, usability should 

also be key consideration. Most bioelectrical signals like heart 

rate are non-stationary time-dependent signals therefore Discrete 

Wavelet Transform (DWT) is employed. DWT decomposes the 

bioelectrical signal into n level sub-bands of detail coefficients 

and approximation coefficients. Biorthogonal Wavelet (bior 4.4) 

is applied to extract features from the four levels of detail 

coefficents. Ten statistical features are extracted from each level 

of the coffecient sub-band.  Classification of each sub-band levels 

are done using a Feedforward neural Network (FF-NN). The 1st, 

2nd, 3rd and 4th levels had an Equal Error Rate (EER) of 17.20%, 

18.17%, 20.93% and 21.83% respectively. To improve the EER, 

fusion of the four level sub-band is applied at the feature level. 

The proposed fusion showed an improved result over the initial 

result with an EER of 11.25%. As a one-off authentication 

decision, an 11% EER is not ideal, its use on a continuous basis 

makes this more than feasible in practice. 

Keywords—User Authentication, Bioelectrical Signals, Discrete 

Wavelet Transform, Smart Watch, Smart Phone. 

I. INTRODUCTION 

      Authentication is the process of accurately authorizing 

a person to access secured information but it comes with 

some 

inconvenience on the part of the subject because the subject 

will need to provide the correct credentials to access the 

information [1-4]. Transparent authentication has been 

proposed as a possible improvement over these inconveniences 

by applying biometric modalities in a non-intrusive manner 

(i.e. the user does not explicitly provide the sample, rather the 

sample is captured during a user’s normal device interactions) 

[5-8]. These emerging biometric modalities include gait, body 

odour, ear resonance, lip print and bioelectrical signals [9-12]. 

The use of emerging biometric modalities is on the increase 

because of their advantages with respect to reliability, usability 

and accuracy in a transparent capture mode [13]. Recent 

research on emerging biometrics applying bioelectrical signals 

have focussed more on the use of Electrocardiogram (ECG), 

Electroencephalogram (EEG), Electromyogram (EMG), 

Mechanomyogram (MMG) and Electrooculography (EOG) 

with more emphases on EEG and ECG as shown in the work of 

Faust [14], Mporas [15], Borghini [16], Thomas [17], Suja 

Priyadharsini [18],  Sabow [19], Miramontes [20] and Ito [21]. 

The direct involvement of a subject in the authentication 

process brings about usability issues at the point of entry. As 

stated earlier, in as much as security is the major concern in 

designing an authentication system, usability still plays an 

important role in the use of the of the system [3, 4, 22] but it 

comes with its own issues too [6]. The level of trade-off 

between security and usability plays a role in the choice of 

authentication system, a factor worth considering [4, 23, 24]. It 

is also expected that the security mechanism of a computing 

device should be robust and adapt to different environment 

[25]. The application of bioelectrical signals extracted via a 

smart watch for user authentication should improve usability as 

well as convenience due to the non-intrusive nature of the 

technique [26, 27]. In this paper, the authentication system 

builds the subject’s profile by extracting the heart rate through 

a smart watch. Two experiments were conducted; the first 

experiment determined the persistency of the signal pattern of 

Transparent Authentication: Utilising Heart 

Rate for User Authentication 
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the heart rate while the second experiment determined the 

viability of using the signal to authenticate a subject.  

II. BACKGROUND

Much of the previous research has used bioelectrical signals 

obtained from ECG’s where the signals were extracted from the 

heart beat using specialized devices that were often intrusive in 

nature. Table 1 presents a summary of the studies on ECG 

bioelectrical signals, their methods for feature extraction, 

classification and results. 

Table I. Study showing the use of Electrocardiogram (ECG) for authentication  

(MF: Morphological Features; LDA: Linear Discriminant Analysis; QDM: 

Quartile Discriminant Measurement; QRS :QRS Detection; MD; Mahalanobis 

Distance; PCA :Principal Component Analysis; KNN; K-nearest Neighbor; 

LDA; Linear Discriminant Analysis; WT: Wavelet Transform; CC; 

Correlation Coefficient; ICA: Independent Component Analysis; SVM: 

Support Vector Machine ; LZ: Lempel-Zil; RBF: Radian Basis Function) 

Author Feature 

Extractor 

Classification No of 

Subj. 

Length Success rate 

[28] MF LDA 29 2 mins. 97 & 98% 

[29] MF QDM 100% 

[30] QRS MD 10 30 sec. 

[31] QRS MF 

& PCA 

KNN 

and LDA 

20 94.47% & 

97.8% 

[32] MF MD 16 2 min. 100% 

[33] WT CC 50 32-51 ms 89% - 95%, 

[34] QRS CC 10 99% 

[35] ICA 

And WT 

SVM 47 20 mins. 98.11 -99.33% 

[36] MF LZ 19 10 mins. 100% 

[37] WT RBF 16 91% 

[38] QRS SVM 99.52% 

Isreal [28] used the fiducial points from 29 subjects as the 

feature for authentication. The fiducial collection point 

includes the neck and the chest. The neck achieved a result of 

82% while chest achieved 79%. [29] investigated the 

possibility of using the normalized time-domain features of 

Electrocardiogram (ECG) for improving of identification. The 

ECG signal is measured and extracted between the right and 

left arm using a Biopack MP-150. The first was to measure the 

ECG during rest and the second measurement was when the 

individual is active. The recording is done in 30 seconds on 10 

male subjects in two sequences. The reading at a normal heart 

rate using ECG at a slow rate is 60 ~ 80 and 120 ~ 140 at a 

fast rate. For Feature Extraction and Classification, after 

analyzing the sampled data sequence of the ECG beat by beat, 

the characteristic points of its waveform of P-wave, QRS 

complex and T-wave are computed as the features for 

classification of the subjects. 

Morphological Features, QRS Detection and Wavelet 

Transform are among the most used feature extraction methods 

listed in Table 1. Each of the methods has advantages and 

disadvantages depending on the type of signal and condition of 

the features were extracted. The morphological features 

method is suitable for ECG feature extraction and is suitable 

for heart rate because this rate varies from one heartbeat to the 

next [39]. This can show variable fiducial points for feature 

extraction which will affect the morphological features. QRS 

Detection has the advantage of efficient extraction of beat-to-

beat intervals (RR) from long electrocardiogram (ECG) 

recordings, it is also suitable for real-time analysis of large 

datasets but has a disadvantage with regards to its of 

implementation in software as it is difficult to operate it in real 

time [40]. Wavelet Transform is chosen for the feature 

extraction because it has a varying window size, being broad at 

low frequencies and narrow at high frequencies. It is better 

suited for analysis of sudden, transient signal changes [41] and 

irregular data patterns, that is, impulses existing at different 

time instances [42].  From the works discussed earlier, it shows 

that the most used classification method is Neural Network and 

SVM. The two methods have thier own advantage depending 

on the type of bioelectrical signal. Research suggest that neural 

networks can perform better in nonlinear statistical modeling 

and is an alternative to logical regression [43] while SVM 

performs better classification on emotional features which is 

prevalent in EEG signals [44]. 

III. EXPERIMENTAL METHODOLOGY

A. Data Collection and Experimental Design

Most of the data samples from the previous experiments are

control samples [28, 30, 34]. While this is ideal some 

experimental studies, a typically highly controlled lab 

environment fails to understand the variance that would be 

exhibited from a real-life data capture. This study investigates 

several areas, the viability of the underlying technology to 

measure the signals successfully, a small-scale study to 

investigate the nature of the signal given a variety of tasks (e.g. 

walking, sitting) and also to determine the feasibility of the 

approach using real-life activity data. This led to the 

development of three experiments: 

1. A technology evaluation of smart watches

2. An activity based experiment to examine the

variability in the underlying signal

3. A real-life data capture to determine the feasibility of

the approach.

The technology evaluation used three smartwatches Mio 

Fuse, Fitbit, Microsoft Band. A chest-band Polar H7 heart rate 
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monitor was used as a reference signal against which the 

smartwatches were compared. To appraise the accuracy of the 

signals extracted from the watches, the extracted heart rate 

signal from a subject wearing all the smart watches and the 

chest band were capture and analyzed. The signal extracted 

was compared again the chest band which is more accurate 

around the chest compared with other parts of the body [40]. 

An android smart phone with a third party application was 

installed on the phone to enable it to store the heart rate signals. 

The extraction from the smartwatch to the phone was via a 

Bluetooth connection. Taking usability into consideration, the 

mobile application and the smartwatch communicates without 

the intervention of the subject when extracting the bioelectrical 

signal. The application starts as the phone comes on and 

establishes a connection with the watch. The heart rate is 

extracted in beat per minute at a rate of 8 samples per second.  

To study the variation of signals from one subject to 

another using the Microsoft band, the heart rate signal was 

extracted from five subjects. A predefined task was given to the 

five subjects to be repeated three times. These tasks included a 

combination of both low and high speed of walking, climbing 

up and down stairs, standing and sitting. The time between the 

three tasks ranged from a day to two days between tasks.  

In the real-life data capture experiment, the aim was to 

develop a unique identifier for each of the 30 subjects by 

extracting features from the heart rate. The subjects were 

recorded for one hour without a predefined task to make it as 

natural as possible. As expected in a real life scenario, the 

possibility of environmental interference like noise (i.e. 

wireless and other Bluetooth connection) is expected. The data 

collected through the Microsoft band faced a number of issues 

including:  

 Disconnection: The Microsoft band sometimes loses

connection with the phone but with the application

setting, it can re-establish connection without the

intervention of the subject. To make up for this, the

data collection time frame is increased makes room

for any disconnection gap. The disconnection

duration is indicated with a ‘Null’ which is deleted in

processing the data.

 Heart rate acquisition: the heart rate sensor takes

some time to start recording the heart rate. At this

stage the heart rate output remains constant and it is

indicated as “Acquiring” until the band is locked to

the app. The same remedy for the disconnection is

applied to this too.

 Sampling Rate: the sampling can be set at 16 Hz,

32Hz and 64Hz. Due to android issues, the sampling

rate setting can return to the default rate at the start of

each extraction, it can be monitored to make sure the

sampling rate is right at the beginning of each

extraction. To solve this, after extraction all signals

are down-sampled to 8 samples per second.

B. Feature extraction

The feature extraction algorithm converts bioelectrical

signal information into sets of feature vectors. The feature 

extraction method should be good enough and should meet 

some properties like repeatability, distinctiveness, quantity, 

accuracy, and efficiency [45]. However, the extraction 

technique will need to be carefully considered taking note of 

the nonstationary nature of bioelectrical signals. There are 

different types of techniques as earlier discussed which include 

Wavelet Transform [46,47,48], Independent Component 

Analysis [49], Morphological Features [31] , Discrete Cosine 

Transform [50]. After investigating the properties of the heart 

rate signals, the Wavelet feature extraction technique is 

adopted using discreet wavelet transforms. 

The use of discreet wavelet transforms is becoming popular 

in the measurement and analysis of time-frequency 

nonstationary signals and the spectral component variation 

[51,52]. It is widely used in feature extraction as in the case of 

Mallat [51], Subasi [53] and Jahankhani [48]. Wavelet 

transform is also useful in processing different types of 

transient signal analysis [54]. It decomposes a signal into a sub-

band of wavelet signals which can be implemented with 

several wavelet families. The wavelet families include 

Biorthogonal, Morlet, Symlets, Mexican Hat, Haar, 

Daubechies, Coiflets, Meyer  [55, 56]. Wavelet transform is 

classified into two types, continuous wavelet and discrete 

wavelet transform. Existing literature has shown that noise is 

an issue when processing a signal; this also applies to 

bioelectrical signals. To achieve an acceptable noise level in a 

signal, a filter is applied to increase the SNR. As stated earlier, 

the use of wavelet transform eliminates the direct application of 

a filter in this work because wavelet transform decomposition 

is used to implement noise reduction [57, 58]. Discreet wavelet 

transform decomposition splits the input signal into 

approximation of coefficients and detail coefficients [59,54]. 

This depends on the type of wavelet family used as a suitable 

wavelet can concentrate 90% of the signal energy on the 

decomposed coefficient [58]. The decomposition enables the 

signal to be analyzed at the different n levels  [60]. Each n level 

is further decomposed into a high and low frequency signal 

component using a filter bank [54, 61]. 
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Ten statistical features are extracted from each level of the 

sub-band levels are the Variance, Maximum, Amplitude 

Minimum Amplitude, Maximum Energy, Minimum Energy, 

Standard deviation, Peak2peak, Root mean square level(RMS), 

Mean or Median absolute deviation and Peak magnitude to 

RMS ratio. 

C. Classification

To classify the features extracted, a Nueral Network (NN)

is used. The classification evaluation metric calculates the 

Equal Error Rate (EER) using False Acceptance Rate (FAR) 

and False Rejection Rate (FRR). 

 The Equal Error Rate (EER) is the point at which the

False Acceptance Rate (FAR) and False Rejection Rate

(FRR) meets also known as Receiver

operating characteristic (ROC)

 The False Acceptance Rate (FAR) is the rate at which

a subject that is legitimate is falsely refuse access to

the system and

 The False Rejection Rate (FRR) is the rate at which an

impostor is accepted as a legitimate subject.

IV. RESULTS

From Fig. 1 it is observed that the Fitbit, Mio Fuse and 

the Microsoft Band perform consistently with the Polar H7 in 

sequence as shown in Table 2.  

Figure 1.Bioelectrical recording from the Microsoft Band, Fitbit, 

Polar HR & Mio Fuse 

Table II. Fitbit, Mio Fuse and Microsoft Band sensor comparison 

Sensors Microsoft 

Band 

Mio 

Fuse 

Fitbit Polar 

H7monitor 

Heart Rate 

Accelerometer 

Pedometer 

Walking Speed 

Calories 

Distance 

Gyroscope 

Magnetometer 
Altimeter 

Ambient Light 

Thermometer 

Ultraviolet 

Light Sensor 

Galvanometer 

Microphone 

X 

X 

X 

X 

X 

X 

X 

X 
- 

X 

X 

X 

X 

X 

X 

X 

- 

X 

- 

X 

X 

- 

- 
- 

- 

- 

- 

- 

- 

- 

X 

X 

- 

X 

- 

X 

- 

- 
X 

- 

- 

- 

- 

- 

X 

X 

- 

- 

- 

- 

- 

- 

- 
- 

- 

- 

- 

- 

- 

- 

The result of the variability of subjects as illustrated in 

Fig. 2 shows that the five subjects have different signals 

amplitude that are not close and subjects can be differentiated 

and shows a potential to use this approach for authentication. 

There are changes depending on the activity carried out by the 

subjects. This shows that different activities affect the heart 

rate pattern therefore there is a need to categories the activities 

into high and low activities for effectivity analyzing the 

bioelectrical signals that will be extracted from the subjects.    

Figure 2. Bioelectrical signal of 5 subjects showing the pattern variance among the subject 

The result from the 30 subjects applying the four sub-band 

classifications are encouraging as illustrated in Fig. 3. The 

use of a Nueral Network (NN) feed forward classifier 

achieved 17.2% EER at the first level which is the best result 

and 21.8 % at the fourth level as the worst. Level 1 and 2 sub-

bands have a higher score compared to level 3 and 4. This 

means that level 1 with the lowest score has 82.8% of all 

subjects accurately identified. The continuous reduction as the 

level increases does not mean that all subjects performed 

badly at the individual rate. 
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Figure 3. The EER sub-band classifications of subjects from level 1 to 4. 

From Fig. 4 the EER of individual results across the four 

levels of sub-band shows that individual’s performance varies 

depending on the levels therefore fusion of the feature is 

undertaken to improve the result. The fusion is done after 

extracting the feature at various levels. The features are first 

normalized at each level before the fusion is done. The result 

at the fusion level has shown an improved EER of 11.25%. 

Figure 4. Showing result of individually performance 

V. DISCUSSION

A close look at the Table 3 shows the performance between 

subjects at the different levels of the sub-band. The best 

individual performance at the first level is subject 5 with an 

EER of 0.6%, best at the second level is subject 4 with EER of 

4.1%. Subject 20 has the best performance at the third and 

fourth levels with EER’s of 7.9% and 10.6% respectively. This 

mean performance cuts across difference sub-band levels.  

It will be ideal to achieve a system performance of EER 

below 10% for the system which some subjects achieved. The 

performance of individual subjects achieving below the EER 

of 10 % cut across all levels.  In level one, subject 1 (9.3%), 5 

(0.6%), 12 (8.9%), 17 (9.2%), 19 (8.3%) and 29 (7.4%) 

achieved less than 10%. Level two results below 10% are 

recorded for subject 4 (4.1%), 10 (8.5%), 28 (9.4%) and 30 

(7.9%). Level three shows subject 4 scoring 8.8% and 10 

scoring 7.9% and level four has none though subject 20 

achieved 10.6% which is closest to the expected mark.   

Table III. Results of EER of Subjects at different levels of the sub-band 

Subject’s EER result at different levels (%) 

ID Level ID Level 

1 2 3 4 1 2 3 4 

1 9.3 24.0 24.6 25.9 16 20.1 12.1 17.9 15.6 

2 20.5 15.7 11.0 14.8 17 9.2 23.0 14.7 16.0 

3 14.0 21.6 15.5 12.9 18 18.6 32.9 21.0 15.4 

4 14.1 4.1 8.8 11.8 19 8.3 20.8 21.1 24.8 

5 0.6 11.0 25.4 12.6 20 15.2 12.2 7.9 10.6 

6 16.3 13.7 20.6 22.8 21 21.4 28.7 26.4 26.9 

7 23.7 16.7 16.4 21.5 22 31.8 20.9 40.7 30.1 

8 16.6 11.8 11.8 17.0 23 39.4 25.1 30.3 36.1 

9 25.8 31.7 40.8 29.0 24 27.7 10.4 14.5 14.8 

10 17.2 8.5 18.3 31.2 25 12.8 17.6 28.3 24.1 

11 22.6 12.4 20.6 25.1 26 12.5 31.0 21.0 25.6 

12 8.9 24.6 29.9 32.3 27 15.5 16.6 19.7 19.1 

13 16.3 22.5 21.8 21.6 28 14.9 9.4 18.5 46.6 

14 23.0 23.0 24.2 17.0 29 7.4 17.7 23.9 22.4 

15 15.6 17.7 19.6 19.2 30 16.7 7.9 12.3 12.1 

The use of multiple instance of a biometric can add value 

to the result but it can also have implications depending on the 

dataset [62]. Fusion of biometric is done at different levels, the 

feature extraction level, match score level; and the decision 

level. The fusion of all level sub-bands is done at the feature 

level and the results showed an improved EER of 11.25%. 

This is an improvement of 5.95% which mean 88.75% of all 

subjects were accurately identified as shown in Fig. 5. 

Figure 5. Showing classification result of all 4 levels individually 

The experiment showed different subjects performed 

differently depending on the sub-band levels and the sub-band 

fusion classifications. Some subjects performed well on both 

while others on only one of the classification. It is expected 

that with the fusion of the sub-band, there should be 

improvement across all subjects but that is not the case. From 

the result of the sub-band fusion, it shows more subjects 

perform better while some unexpectedly did not improve in 

performance. This is seen in subject 3’s performance, there is 

little change in the sub-band fusion classification where they 

scored 15.02% which is almost the same on the 3 level sub-

band results at 15.50%. It has a better result at level 4 scoring 

12.9% compared to the sub-band fusion with 15.02%. The 

same is for subject 10 with the best result on level 1 at 8.5% 

compared to the sub-band fusion at 11.11%. Other subjects 
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scoring the best result at level 1 of the sub-band level include 

subject 12 scoring 8.90% compared to sub-band fusion scoring 

18.13%, subject 13 at 16.3% (sub-band fusion 17.1%), subject 

17 at 9.2% (sub-band fusion 14.18%), subject 19 at 8.3% (sub-

band fusion 10.73%), subject 21 at 21.4% (sub-band fusion 

24.36%) and subject 26 at 12.5% (sub-band fusion 14.52 %). 

The best results at the sub-band level 2 include subject 24 at 

10.4% and subject 28 at 9.4% compared to the scoring at the 

sub-band fusion at 11.91% and 9.5% respectively. At Level 4, 

only subject 18 recorded their best performances at 15.4% 

compare to sub-band fusion at 15.59%. In term of individual 

performance, the fusion of all levels has shown to be effective 

in discrimination of subjects. 60% of individual results 

improved with the fusion introduced. While 40% of the 

subjects scored a better EER at the sub-band level. The best 

for each of them showed that subject 4 scored 8.8%, 12 

(8.9%), 17 (9.2%), 19 (8.3%) at the 1
st
 level, 2

nd
 level have 

subject 10 scoring 8.5%, 28 (9.4%). These subjects 

individually performed below the expected 10% of EER. This 

brings to a total of subjects scoring below 10% of EER across 

the sub-band and the fusion classification to about 66%. 

VI. CONCLUSION

    Over 66% of individuals achieved an EER below 10% 

across the fusion of sub-bands; the performance is promising 

noting that the overall EER performance of the fusion was 

11.25%. The use of one bioelectrical signal is a limitation to 

the fact that it is affected by aging, emotional factors [63]. 

Therefore, the use of multi-instance, multi-modal or multi-

bioelectrical signals is expected to enhance the performance 

and overcome these limitations. The use of the Microsoft band 

will be beneficial in this regard because as stated earlier, the 

sensors in the Microsoft band 2 can extract other bioelectrical 

signals like skin temperature, Galvanize Skin Response 

(GSR), Heart Rate Variability (HRV) and gyroscope and 

accelerometer for orientation. With these available signals on 

the Microsoft band, the system can be improved upon by 

applying multi-bioelectrical signals for Transparent User 

Authentication.  
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Abstract—Maintaining transactional history is crucial to 

unraveling the changes any unauthorized user makes to a system, 

and this logging database is often a prime target for attackers. 

One common approach to maintaining this security is through an 

immutable database. There are many ways to implement such a 

database which maintains appropriate security requirements, 

each ranging in the complexity and effort required to configure. 

What remains constant amongst all the methods is that the 

database is available only to a restricted, defined set of users and 

that records may only be inserted and not updated or deleted to 

maintain a proper history. We demonstrate two of these methods 

in the MySQL database system and compare performance and 

capabilities amongst them.  

Keywords- Immutable databases; security  

I. INTRODUCTION 

Immutable databases, also known as "insert-only" 

databases, are a secure approach to logging. These databases 

can provide higher levels of security by not allowing updates 

to records to occur, thus preserving the full history. Instead, 

databases create a new tuple every time an update is made to a 

record as opposed to updating it. Additional columns are 

needed to flag whether a record is active or not and to keep 

track of the time window in which the record was active with 

the associated attributes. While there is additional storage 

overhead, it comes without a significant reduction in 

performance. 

For this work, we examine how to create such a database in 

a widely available relational database management system 

(RDBMS). We have chosen to use MySQL due to its 

popularity and multiple possibilities for a solution. MySQL 

presents at least two possible avenues for implementing an 

immutable database: through restrictions on the default storage 

engine InnoDB and through an alternative storage engine 

ARCHIVE. We will cover the specifics of each approach later 

in Section IV. 

The organization of the paper is as follows. Section 2 

describes the related work and how we look to make use of or 

expand upon each of the cited articles. In Section 3 we give a 

motivating example where such a database could be of use. 

Section 4 details the implementations and provides 

performance comparisons in addition to commentary on each 

of the solutions. We conclude our findings and discuss future 

work in Section 5. 

II. RELATED WORK 

Duncan and Whittington [1] motivate the idea of immutable 

databases in MySQL as a use case for cloud service audit 

logging. They identify immutable databases as a secure 

method to tracking activities in cloud services. They propose a 

few approaches to how to implement such a database by using 

available constraints in MySQL, namely removing all user 

access to modify/delete records, removing the commands from 

the software or using an archive database. We will expand on 

their work by implementing the first and third approach to 

creating an immutable database. 

Platner [2] covers insert-only databases in the broader 

context of OLTP and OLAP operations. The authors identify 

some benefits of using these databases, notably the reduced 

number of locks required as records are only inserted. 

Additionally, the database can be easily horizontally 

distributed due to the absence of updates. This paper provides 

a deeper understanding of the underlying mechanics of 

immutable database and provides insights into the 

performance gains. 

Waters et al. [3] cover the details of secure audit logging 

with an implementation in SQL. One of the key attributes of a 

secure audit log is tamper resistant, that is only the creator can 

create entries, and they cannot be altered. Second, individual 

records should be created in such a way that the detection of 

missing records is possible. We use this paper as a basis for 

the components required for audit logging and how they are 

used in real-world scenarios. 

III. MOTIVATING EXAMPLE 

The idea of an immutable database motivated in [1] for audit 

logging as described in [3] is one of the most relevant 

applications. Given the current usage of MySQL in the widely 

prevalent LAMP architecture, being able to make 

modifications to the existing backend is essential. Logging 

databases are often the target of intruders as they can be erased 

or modified to cover their actions. The ability to easily 

configure a database which protects the log integrity can be 

critical to identifying and tracing the actions of a nefarious 

party. As seen in [3], there can be additional security built on 

top of the immutable database to provide confidentiality. 
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IV. IMPLEMENTATION 

We believe that it is possible to create an immutable 

database using the default MySQL storage engine InnoDB 

which is comparable in performance and usability to the 

default InnoDB engine and the ARCHIVE alternative storage 

engine. The ARCHIVE engine provides immutability out of 

the box as its DML does not support DELETE or UPDATE. 

To test this hypothesis, we create three databases: one using 

the default InnoDB storage engine, one which is built on 

InnoDB but is given immutability through configuration 

changes and has some storage enhancements, and one using 

the default ARCHIVE storage engine. 

To achieve immutability, we remove all non-root users' 

ability to perform operations other than SELECT and 

INSERT. To attempt to increase storage capabilities, we also 

set the ROW_FORMAT to be compressed as seen in Figure 1. 

 

 
Figure 1. Table DDL 

 

We test the performance of each database by performing 

measures of reading and write times as well as storage 

requirements on each for a defined number of tuples. Figure 2 

shows the results of these tests for trickle inserts of 1,000,000 

rows and a SELECT query against the table which involves 

sorting all 1,000,000 rows on EventMessage which was set to 

be a random string of 108 characters. 

While switching to use the ARCHIVE storage engine 

appears to be the most efficient both in INSERT and SELECT 

times as well as storage requirements, there are some 

hindrances. The most significant of which is that ARCHIVE 

engine does not permit indexing [4], therefore searches over 

time can be quite lengthy as the logs grow. Using the default 

InnoDB engine is by far the worst performer, but the simple 

addition of row compression makes a significant difference in 

selection times 

 
TABLE 1. Performance metrics of each table 

Measure InnoDB 
Immutable 

InnoDB 
ARCHIVE 

Storage size 232 MB 103 MB 26 MB 

SELECT time 75.891s 11.485s 9.735s 

INSERT time 2355.266s 2416.406s 41.343s 

 

V. CONCLUSIONS AND FUTURE WORK 

In this work, we provide an implementation of an immutable 

database table built using the InnoDB storage engine in 

MySQL and compare it with a table created with default 

settings and one created with the ARCHIVE storage engine. 

Immutability is easily achieved in readily available software 

through multiple approaches, but each comes with its 

advantages and drawbacks. It is up to the administrator to 

decide the level of security they wish to obtain at what cost. 

Removing the ability to run certain commands certainly, limits 

functionality on the server but provides the highest level of 

security. Simply using a different storage engine is the next 

step down in security, but privilege escalation can allow users 

to simply change the storage engine and gain access to other 

DML commands. The results indicate that using the 

ARCHIVE engine provides the best performance at the base 

level, but limits user ability to effectively search logs as they 

grow. Simply removing privileges on the default storage 

engine is not enough, but can achieve the desired effects of 

security and similar storage and read performance to the 

archive with simple table modifications. 

In future work, we will examine more in-depth 

modifications to the RDBMS software itself to remove any 

ability to run the UPDATE or DELETE commands which can 

modify existing records. 
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Abstract—Increasing numbers of Small and Medium Enterprises 

(SME) are outsourcing or hosting their services on different Cloud 

Service Providers (CSP). They are also using different security 

services from these CSPs such as firewalls, intrusion 

detection/prevention systems and anti-malware. Although for the 

SMEs the main purpose of using these security services is to 

protect their cyber assets, either physical or virtual, from security 

threats and compromises, a very useful and valuable by-product 

of these security services is the wealth of Cyber Threat 

Information (CTI) that is collected over time. However, a common 

problem faced by SMEs is that they lack the resources and 

expertise for monitoring, analysing and reacting to any security 

notifications, alerts or events generated by the security services 

they have subscribed to. An obvious solution to this problem is that 

the SMEs outsource this problem to a cloud based service as well, 

by sharing their CTI with this service and allowing it to analyse 

the information and generate actionable reports or patches. The 

more CTI obtained from different SMEs, the better the analysis 

result. In this paper, we try to address some of the privacy and 

confidentiality issues that arise as a result of different SMEs 

sharing their CTI with such a third party analysis service for the 

aggregate analysis scenario we just described. We present the 

design and architecture of our solution that aims to allow SMEs to 

perform policy-based sharing of CTI, while also offering them 

flexible privacy and confidentiality controls. 

Keywords: data privacy and confidentiality, cyber threat 

information, analysis services, infrastructure architecture, policy 

based sharing 

I.  INTRODUCTION 

According to a recent survey commissioned by the UK Cabinet 

Office [6], the annual expense in the UK for cyber-crime is £27 

billion (1.8% of GDP). This also states an estimate for UK 

cybercrime losses: £3 billion for citizens and the government, up 

to £21 billion for companies. Another report by the European 

Union Agency for Network and Information Security (ENISA) 

[3] states: “three-quarters of the businesses have seen cyber 

security as a concern for some time. The majority of respondents 

believed that their organisation has been the victim of a targeted 

attack. And almost a third of them reported a significant business 

impact.”  

Information security is also becoming a serious matter to 

consider for Small and Medium Enterprises (SME). They often 

wish to host their services on different Cloud Service Providers 

(CSP), increasingly deciding to provide their services over the 

Internet, exposing the services themselves to potential 

malicious users who attempt to disrupt those services. For this 

reason SMEs need security services at several layers, such as 

application (e.g., login portal of their service), network and 

infrastructure layers (e.g., the servers proving the service, the 

enterprise network and so on). Thus, for SMEs security is a 

complex issue to deal with, which often requires cyber security 

professionals, more expensive facilities and additional costs.  

 

For enterprise customers there are a range of security services 

available from 3rd parties, typically referred to as Managed 

Security Services (MSS). Depending on the MSS provider 

(MSSP), the MSS can offer several security capabilities. 

Examples of MSSPs include BT Assure Threat Monitoring 

[19], SAP Enterprise Threat Detection [20], HPE SIEM 

Solutions [21], McAfee Enterprise Security Manager [22] and 

AlienVault Unified Security Management [23]. 

 

The Intelligent Protection Service [1] is an MSS developed by 

British Telecom which is aimed more towards SME customers. 

It provides services, such as firewalls, intrusion 

detection/prevention systems, anti-malware analysis, web 

reputation protection, log inspection and integrity monitoring. 

This solution can be managed by the SME itself, if they have 

sufficient capability and skills, or could in principle be 

outsourced to a 3rd party. 

 

A very useful and valuable by-product of these security services 

is the wealth of Cyber Threat Information (CTI) collected over 

time by the MSS. CTI is defined by the National Institute of 

Standard and Technology (NIST) as any valuable information 

that can be used to identify, assess, monitor and respond to 

cyber threats [15]. As cyber threats are increasing considerably, 

SMEs have to be aware of potential risks, to deal with them in 

a timely and appropriate manner. This often represents a 

difficult challenge, due to SMEs’ lack of resources, knowledge 

and expertise, firstly for handling the large amount of CTI data 

gathered by an MSS without being overwhelmed by it and 

secondly for monitoring, analysing and responding to any 

security notifications, alerts or events generated by the MSS.  
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An obvious solution for this concern might consist of 

outsourcing the analysis process to a cloud-based service by 

sharing the CTI data itself with the service, allowing it to 

generate actionable reports and/or patches. It is clear that in 

order to achieve a better, effective and timely analysis outcome 

the analysis service requires as much CTI data as possible, 

ideally from different SMEs. In this paper, we aim to introduce 

a capability for SMEs to be able to allow policy controlled 

sharing of CTI gathered from an MSS, while preserving privacy 

and confidentiality of that information. This aggregated CTI 

from different SMEs will be analysed by a cloud-based third 

party analysis service and the results will be shared among the 

SMEs. In our scenario, the above mentioned third party analysis 

service will be C3ISP [24], which is a flexible framework for 

carrying out secure data analytics being developed as part of a 

Horizon 2020 collaborative R&D project. 

In the remainder of this paper we discuss related work in section 

II, the motivation for SME information sharing in section III, 

and the system architecture in section IV, followed by an 

analysis of the architecture in section V. Our conclusions are 

then presented in section VI. 

II. RELATED WORK 

Although we are presenting an original proposal for managing 

collaborative collection, sharing and analysis of CTI, several 

cyber security solutions exist that are related to our effort. As 

noted earlier, existing MSS are aimed towards larger 

enterprises, rather than SMEs. An example is BT Assure Threat 

Monitoring (ATM), which is a BT security solution oriented to 

enterprise customers. It is a security event monitoring service 

running 24x7x365. It operates by re-directing enterprise device 

data to a central BT Repository, where analysts examine and 

filter millions of messages from many devices, to discern the 

irrelevant ones from the suspicious and critical ones, and 

eventually notify the enterprise of any security concerns. 

Currently it is not possible to derive additional intelligence and 

more accurate analysis by sharing/combining the data 

belonging to different enterprises, since this data is stored in a 

strictly isolated manner (as it contains sensitive and confidential 

information). 

 

Coco Cloud [13, 14] was a project that enabled cloud users to 

securely and privately share their information in the cloud 

environment. It provided mechanisms to raise trust in cloud 

services and therefore raise their widespread adoption with 

consequent benefits for users and for the digital economy in 

general. The main objectives consisted of: 

• facilitating the writing, understanding, analysis, 

management, enforcement and dissolution of data sharing 

agreements (DSAs);  

• considering the most appropriate enforcement mechanisms 

depending on the underlying infrastructure and context for 

enforcing data usage policies; 

• addressing key challenges for legally compliant data sharing 

in the cloud.  

By taking a “compliance by design” approach, the project placed 

an early emphasis on understanding and incorporating legal and 

regulatory requirements into the DSAs. We are using DSA 

mechanisms such as these within our framework [5]. 

III. MOTIVATION 

We allow SMEs to set up federations of information 

providers/consumers (called prosumers) in order both to obtain 

the information from other SMEs and to exploit the capacity of 

analysis of an amount of data such as might be available to a 

larger enterprise today. The overarching goal is that SMEs 

should be able to benefit from the MSS, in much the same way 

that a larger enterprise does. The barrier of the small size of an 

SME is overcome by allowing SMEs to share and combine 

security and threat information, so that its value will 

approximate to that available to a larger enterprise. 

 

The need to share information between SMEs of course brings 

its own challenges [2-4]. In particular, the information might be 

considered to contain commercially sensitive or confidential 

data. Therefore our framework protects the information shared 

by the SMEs by using a DSA that can be attached to the 

information and will be enforced to protect such information. 

Options are provided to pre-process information in order to 

allow some analytics and, at the same time, to preserve the 

privacy and confidentiality of the data.  

 

Some other features of our solution include:  

• SMEs are able to choose the type of privacy and 

confidentiality controls that are appropriate for safeguarding 

their CTI data on the cloud-based analysis service, e.g. to 

select open access, or to apply data anonymisation 

techniques or even to use homomorphic encryption based 

techniques for very sensitive data. 

• Through the availability of different data confidentiality and 

access options, SMEs can confidently share specific types 

of their CTI data via a gateway platform, even with non-

trusted third parties. 

• The framework can incorporate diverse techniques for 

supporting the protection of CTI data, as SMEs do not have 

to be aware of the inner workings of these techniques. 

• The framework can also incorporate diverse techniques for 

analysing the shared CTI without the SMEs worrying about 

issues like information leakage, as this process is transparent 

for the SMEs. 

IV. SYSTEM ARCHITECTURE 

The scenario consists of extending the use of a multi-tenant and 

cloud-based MSS that can be deployed and configured for 

either public or private cloud environments. SMEs can 

subscribe to this MSS to enable it to protect their cloud-hosted 

assets. As SMEs may host their data and applications on cloud 

platforms different from the one operating the MSS, the MSS 

can be configured and allowed to acquire the relevant CTI 

directly from the applications, services, or virtual machines that 

are being protected by it. 
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Figure 1 shows a high level view of the system architecture. The 

SMEs communicate with the MSS to manage the security of the 

applications and services running on their VMs deployed on 

different cloud platforms. The MSS enforces the security 

policies set by SMEs directly on the VMs, which is usually done 

via a security agent deployed in the VMs. The SMEs delegate 

the C3ISP framework to collect and process the CTI to a 

middleware called the C3ISP Gateway, which has the capability 

of collecting, processing and sending the CTI in a standardised 

format to the cloud-based C3ISP Service. The SME also 

delegates the enforcing of the DSA to the C3ISP Gateway, 

which will process the CTI according to the DSA, before 

sending it to the C3ISP Service. 

 

 
 

Figure 1. High level view of the system architecture 

 

In the following sections, we discuss the detailed design of the 

main components of the system architecture using the FMC 

notation [7], which is a semi-formal but customised framework 

for describing the concepts and structures of complex 

informational systems. 

A. Managed Security Service 

SMEs subscribe to the MSS in order to configure, deploy and 

protect their assets. The process is illustrated below in Figure 2. 

The SME, by means of a browser, establishes a secure 

connection with the management portal of the MSS. Thereafter, 

the SME can subscribe to the MSS, register and customize VM 

protection and configure the MSS itself according to its 

requirements. Once the subscription is completed, credentials 

are issued to the SME to login to the Security Portal, enabling 

it to configure and activate/enable individual security services 

(anti-malware, IDS/IPS, firewalls, etc.) on its virtual machines. 

 

The MSS deploys and enforces the security services and their 

policies by controlling an MSS Agent installed in the SME 

VMs. The MSS stores the CTI gathered by the agents on each 

virtual machine into a CTI database, accessible only from the 

C3ISP Gateway. 

B. C3ISP Gateway  

The C3ISP Gateway is the core component of the system 

architecture, which collects, processes and shares the CTI with 

the external C3ISP Service. It is illustrated in detail in Figure 3. 

 

 
 Figure 2. Managed Security Service architecture 

 

The C3ISP Gateway retrieves the raw CTI from the MSS using 

the Tenant Manager. Once received, the raw CTI has to be 

formatted and processed by the C3ISP Gateway in accordance 

with the DSA [8-10] set by the SME. This is where the DSA 

Manager comes in, by letting the SMEs select DSAs by either 

configuring a set of pre-formulated policy templates [11,12], or 

even creating a completely new DSA. The DSA includes details 

regarding how the data can and cannot be used by the C3ISP 

Gateway and the C3ISP Service. For example, according to 

confidentiality levels specified in the DSA, the C3ISP Gateway 

is able to transform the CTI from raw format into plaintext 

STIX [15] format, and apply anonymisation [18] or 

homomorphic encryption techniques [17] on some of the raw 

CTI before its transformation. Once the DSA has been 

enforced, the C3ISP Gateway sends the CTI to the C3ISP 

Service. 

 

 
 

Figure 3. Information Processing Middleware architecture 
 

Once the analysis is completed by the C3ISP Service, SMEs 

can retrieve the analysis results and outcomes, via the C3ISP 

Gateway. 
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V. ARCHITECTURE ANALYSIS 

The C3ISP Gateway acts on behalf of the SMEs and essentially 

takes care of all the security C3ISP Services for collecting, 

converting and submitting the CTI to the C3ISP Service. It also 

provides SMEs with capabilities for defining and customising 

DSA policies in a user-friendly manner, via a web interface, and 

provides a front-end for retrieving the analysis outcomes. The 

C3ISP Service communicates strictly only with the C3ISP 

Gateway, to make it more difficult for attackers to compromise 

it. 

 

The MSS also takes care of SME needs, not only for deploying 

new services and applications but also, and more importantly 

for security matters. According to our architecture, only the 

MSS is allowed to handle the security services installed and 

configured in the VMs, thus avoiding misconfigurations. It also 

provides CTI to the C3ISP Gateway in a secure way which is 

transparent to the SMEs.  

 

These platforms are designed according to a modular 

idea/concept, bringing many advantages. From a security point 

of view, if the C3ISP Gateway were compromised by attackers, 

the anonymised and encrypted CTI would not be compromised 

and the overall damage would be mitigated. Having a modular 

architecture is also more suitable if the technology regarding 

specific modules changes in the future, for example regarding 

how CTI is stored and converted. If the encryption or the 

anonymisation technique changes, there is no need to change the 

entire architecture and platform, but only the modules involved. 

VI. CONCLUSION 

We have presented an original architectural model aiming to 

address the current limits of cyber security solutions. The 

proposal lets SMEs benefit from the same level of security that 

enterprises do today, via a Managed Security Services (MSS) 

solution. Our solution for SMEs employs three different 

platforms, the Gateway, the MSS and the Analytics service. 

There are several benefits in information sharing for cyber 

security (including incident notification) as well as several 

barriers to be removed. The benefits include, earlier detection 

of attacks, and that the analysis becomes collaborative, which 

should lead to more precise and informative outcomes. The 

information of one party can be of benefit to many others (thus 

leading to an increase of public good). Organisations fear the 

risk related to business reputation loss if the shared information 

reveals cyber security incidents which will be reported on 

public platforms. There are also other concerns related to the 

compliance with legislation (e.g., sharing of data involving 

personal information). Barriers of information sharing therefore 

include lack of trust in sharing data and lack of control over the 

data which has been shared, so it is important to provide 

privacy-preserving mechanisms of the type that we have 

proposed.  
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Abstract—On the inception of the third millennium, there is 

much evidence that cloud technologies have become the 

strategic trend for many governments, not only for 

developed countries (e.g. the UK, Japan and the USA), but 

also developing countries (e.g. Malaysia and countries in 

the Middle East region). These countries have launched 

cloud computing movements for enhanced standardization 

of IT resources, cost reduction and more efficient public 

services. Cloud-based e-government services are 

considered to be one of the high priorities for government 

agencies in Jordan. Although experiencing phenomenal 

evolution, government cloud-services are still suffering 

from the adoption challenges of e-government initiatives 

(e.g. technological, human, social and financial aspects) 

which need to be considered carefully by governments 

contemplating their implementation. While e-government 

adoption from the citizens’ perspective has been 

extensively investigated using different theoretical models, 

these models have not paid adequate attention to security 

issues. This paper presents a pilot study to investigate 

citizens’ perceptions of the extent to which these challenges 

inhibit the acceptance and use of cloud computing in the 

Jordanian public sector and examine the effect of these 

challenges on the security perceptions of citizens. Based on 

the analysis of data collected from online surveys, some 

important challenges were identified. The results can help 

to guide successful acceptance of cloud-based e-

government services in Jordan. 

Keywords- Acceptance, Challenges, Cloud Computing, E-

government, Jordan 

I.  INTRODUCTION  

One of the significant characteristics of this era is 

Information Communication Technology (ICT) and, like any 

new innovation, it has an important influence in terms of 

changing people’s lives to some extent. The evolution of ICT 

has dramatically changed citizen-government interactions, 

developing their expectations in this regard [1]. With the 

advent of e-government systems, many governments 

worldwide have moved to an electronic form of public 

administration to deliver high quality and more efficient 

services to its citizens [2]. However, with further use of e-

government services more adoption challenges have emerged 

(e.g. technological and financial issues) [2]. Innovative ICTs, 

such as cloud computing, can contribute to solving these 

challenges; cloud technology represents a profound change in 

the technological construction of the whole public sector and 

the ways that governments conduct their business [3]. In the 

last two decades, the government sector focused 

predominantly on traditional web-based services to improve 

transparency, accountability and accessibility to public 

services and information. Guided by the pioneering initiatives 

of many developed countries, such as the UK, the EU, the 

USA and Japan [4], cloud computing has successfully 

progressed towards being the next generation of e-government 

services. The idea is to use highly scalable, ubiquitous, 

location-independent IT resources to improve organizational 

processes and reinvent the services that meet citizens’ 

expectations, to improve collaboration between government 

agencies with more open, flexible, low-cost and unified 

computing. However, cloud-based e-government is considered 

a fundamental change within governments, it also represents a 

user-centric services platform aiming to increase citizens’ 

participation. Recently, public sectors in the Middle East and 

other developing countries have started to gear toward cloud 

computing to achieve increased levels of performance and 

efficiency while offering cost-effective outcomes [5]. 

However, a number of these governments are still at a 

rudimentary stage. The Hashemite Kingdom of Jordan (HKJ), 

a country at the heart of the Middle East region, is in the 

process of making a complete transformation to cloud-

government. Jordan recognised the fundamental role of cloud 
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computing in the e-government environment and launched the 

“National Cloud Platform”, designed to enable continued 

improvements and growth within e-government applications 

[6]. Currently, a number of ministries and government entities 

use cloud-based solutions to deliver improved public services 

to their citizens; however, a high-percentage of Jordanian 

people do not yet use cloud-based e-government services and 

still depend on paper printouts of their official transactions. 

Therefore, services provided using cloud technology, such as 

“Issuing Certificate of Non-Criminal Record”, are not 

exploited effectively. A number of models and theories of 

IT/IS acceptance, such as the Technology Acceptance Model 

(TAM), the Theory of Planned Behaviour (TPB) and the most 

recently developed model, the second version of the Unified 

Theory of Acceptance and Use of Technology (UTAUT2), 

have been largely used to examine individuals’ low adoption 

or reluctance to use new e-government services [7]. These 

models are criticised for not considering the constructs 

representing the specific perspectives of e-government (e.g. 

security). This paper takes a step toward answer the question: 

“Do the barriers and challenges of e-government adoption 

influence the use of cloud-based e-government services from 

the Jordanian citizens’ perspective?” This research identified 

that some e-government challenges still affect the acceptance 

of cloud-based public services, such as lack of awareness and 

security. In addition, to determine some of the security 

concerns relevant to the research context, these can be taken 

into account when formulating a new theoretical model. 

 

II. CHALLENGES OF E-GOVERNMENT  

E-government initiatives aim to achieve a high level of 

government performance and provide citizens with improved 

public services. However, a number of researchers indicate the 

many difficulties faced by government organizations that 

obstruct the realization of e-government promised goals and 

degrade its successful adoption [4]. Therefore, the public 

sector has a responsibility to overcome these barriers. In spite 

of government efforts in this regard, the success of e-

government initiatives are based significantly on citizens’ 

willingness to use and accept e-government services utilizing 

new ICT . One of the major determinants to using e-

government services is security [8]. 

 

The challenges of e-government adoption experienced 

most often can be categorised as illustrated in Table 1. 

 

Compared to a large number of studies that address e-

government challenges from a citizens’ perspective, relatively   

limited research exists regarding the influence of these 

challenges on the adoption and acceptance of cloud-based 

services in the public sector. Also, the extent to which such 

challenges are relevant to the security of cloud-based e-

government services. Thus, there is a concurrent need to gain 

empirical investigation for the impact of these challenges on 

 

 

TABLE I.  CATEGORIES OF E-GOVERNMENT ADOPTION CHALLENGES  

Challenges Examples  Ref. 

Technological    

• IT infrastructure 

 

• Insufficient networking capacity 

• Inadequate integration across 

systems 

• Poorly updated hardware and 

software  

• Incompatibility and complexity of 

the existing systems 

[9] 

• Security • Lack of transaction protection 

• Lack of trust in online and 

government e-services 

• Lack of security hardware in public 

sector 

[9-11] 

• Availability  • Inability to deliver services and 

information upon request 

• Slow response to citizens 

expectations, making unsuccessful 

delivery of e-services. 

[9, 12] 

• Accessibility  • Difficulty accessing the system for 

people with disabilities 

• Internet coverage is limited 

[9, 13] 

• Website design • Limited languages to present the 

website content 

• Perceived ease of use 

• Perceived usefulness 

[10, 12] 

Human-aspects   

• Lack of 

awareness 

• Lack of knowledge about e-

government services and its benefits 

• Lack of orientation campaigns to 

promote e-government 

[10, 12] 

• ICT skills  • Lack of IT skills among users of e-

government (i.e. citizens, employees, IT 
staff) 
• Lack of baseline knowledge related 

to secure online practices 

[9, 14] 

Social   

• Culture  • Religious and tribal beliefs 

• Language problems 

• Change resistance  

[13, 15] 

Financial   

• Lack of budget / 

high cost  

• High maintenance and operational 

cost 

• High budget for security solutions  

[11] 

 

the acceptance and security of cloud computing applications in 

the public sector. For this paper, an online survey was 

developed to achieve this aim. 

 

III. CLOUD COMPUTING  

Cloud computing, which provides a highly scalable 

computing resource, has become a salient milestone in the 

development of information systems (IS) architecture and, 

more importantly, IT strategies for governments. According to 

the National Institute of Standards and Technology (NIST), 

cloud computing is an emerging model “for enabling 

ubiquitous, convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g. networks, 

servers, storage, applications and services) that can be 
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rapidly provisioned and released with minimal management 

effort or service provider interaction” [16].  

 

Cloud technology, perceived as one of the most promising 

information technologies today, has a number of inherent 

distinguishing characteristics including broad network access, 

pooled resources, on-demand self-service, rapid elasticity and 

measured service [16]. Wang et al. (2016) defined cloud 

computing as “the delivery of computing as a service rather 

than a product” [17]. This service is delivered to individuals, 
businesses and government agencies on three different 

levels, including Software as a Service (SaaS), Platform as a 

Service (PaaS) and Infrastructure as a Service (IaaS). In 

addition, based on the usage range, cloud technology can be 

classified into four deployment models, namely private cloud, 

public cloud, community cloud and hybrid cloud [16, 17]. 

Security concerns become crucial during service delivery and 

affect users’ acceptance for those services . 

 

IV. CLOUD COMPUTING IN THE E-GOVERNMENT CONTEXT 

Evidence from the prior literature shows that cloud 

technology is adopted as a novel delivery channel for public 

services [18]. It can contribute to significant improvements in 

the performance of government sectors, also creating novel 

public services worldwide . Around the world, governments 

have begun to deliver their services depending on cloud 

computing applications and platforms to develop the service 

quality, reduce costs and realize efficiency [19].  Adopting 

cloud technologies to deliver public services provides several 

benefits, such as dynamic scalability, security management, 

distributed storage, accountability, and green IT [20]. 

However, there are a number of risks associated with 
cloud-based e-government services, including tangible risk 
(e.g. availability and infrastructure) and intangible risk 
(e.g. security) [3]. Security concerns are the main source of 
risk [21]. Therefore, it is necessary to identify and address 
such concerns for cloud-based e-government services 
along with other risks. Thus, government sectors will 
require the ability to undertake cloud risk-management, 
which is deemed as the main determinant of cloud 
computing success and acceptance.     

 

V. ACCEPTANCE AND ADOPTION OF NEW TECHNOLOGY: 

THEORIES AND MODELS 

Research on individuals’ IT acceptance covers one of 
the well-established streams in the field of information 
systems (IS) [22]. So far various competing models have 
been developed to understand IT/IS acceptance behaviour. 
Among these models are the TAM, TPB, the theory of 
reasoned action and so forth [23]. A comprehensive model 
that offers a more complete picture of the IT acceptance 
process of users was needed. Venkatesh et al. (2003) 
developed the new UTAUT model through integration and 
consolidation of eight dominant technology acceptance 
theoretical models [23]. The UTAUT model includes four 

core determinants (performance expectancy, effort 
expectancy, social influence and facilitating conditions) of 
behavioural intention and actual usage behaviour. While 
gender, age, experience, and voluntariness have been 
constructed as moderators to the key relationships (see 
Fig.1) [23]. 

 

 
Figure 1.  UTAUT [23] 

Since its inception, the unified theory’s (UTAUT) 

relationships have been extensively confirmed in the context 

of e-government acceptance and use [7]. Hence, the UTAUT 

model is proper for understanding the acceptance of e-

government services using cloud technology. According to 

Venkatesh et al. (2012), the UTAUT2 model, the extended 

version of the UTAUT model, is geared towards the consumer 

use and acceptance of IT [24]. This can serve the aims of this 

study better as the citizen is the main consumer of e-

government cloud-based services . Moreover, compared to the 

original model, UTAUT2 provides a notable improvement 

with respect to explained variance (R2) up to 74 percent in 

behavioural intention (BI) to use technology. However, the 

unified theory tends to be limited to not taking into account 

security concerns and trust, which represents one of the 

specific constructs associated with the e-government context 

[2].  

VI. RESEARCH METHODOLOGY 

In this study, a quantitative research method using an 

online questionnaire survey was selected to meet the aims of 

the research. A survey questionnaire was employed as it is low 

cost with respect to both money and time, participants’ 

anonymity can be guaranteed and it has the ability to provide 

an inflow of data from a large study sample with minimum 

researcher bias [25]. After the initial design for the 

questionnaire, a pre-test was done by PhD researchers, 

academic staff and some of the Jordanian public. This was 

important to enhance questions and check participant 

comprehension before the distribution of the actual survey 

[26]. This resulted in some amendments to the wording of a 

few questions. The questionnaire was employed to determine 

what Jordanian citizens perceived to be challenges facing the 

acceptance of cloud-based e-government services, and the 

effect of these challenges on the perceived security. Because 

cloud computing is a relatively new concept in developing 
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countries, the researchers provided a definition of this new 

technology on the first page of the online survey. The online 

survey link was advertised to targeted respondents through 

various communication channels (e.g. personal emails, social 

media groups and university mailing lists). In general, the 

research sample can be classified as Jordanian citizens who 

are internet users and have a basic understanding of CC and e-

government services. The questionnaire includes four sections: 

(1) general respondent information; (2) respondents’ 

perceptions about challenges and barriers facing acceptance of 

cloud-based public services; (3) respondents’ perceptions of 

the security of cloud-based public services; (4) respondents’ 

experience in internet and e-government usage. The 

questionnaire was carried out following the University of 

Bradford human research ethics. 

VII. DATA ANALYSIS AND FINDINGS  

The next sections highlight the key results and provide 

indications to the answer to the research question, drawing on 

the survey findings. An overview of the online survey is 

presented in the first section. Then, illustration of the 

implications of the study question with more details is 

presented in the second section. 

 

A. Overview of the Online Survey 

As outlined above, the online survey consisted of four 

parts. It was presented in Arabic for better understanding of its 

questions, as Arabic is the native spoken language for 

Jordanian citizens. However, an English survey was also 

designed for the purpose of the research. Involvement in the 

questionnaire was entirely voluntarily and informed consent 

was obtained through the first question in the cover sheet 

indicating that consent is explicit by the “yes” response to the 

question. The survey could be accessed through the online 

survey website eSurveyCreator.com. It was available “online” 

for one month to all Jordanian people worldwide. During that 

time, 187 responses were received. However, 23 were 

discarded because of missing or incorrect answers. Thus, a 

total of 164 responses were valid for the data analysis process, 

in order to identify the extent to which e-government 

challenges affect the acceptance of cloud services in the public 

sector from the Jordanian perspective and its influence on 

perceived security. People who understood cloud-based 

services (e.g. university students, ICT sector employees) were 

qualified participants. This stems from the fact that they are 

among the adult groups for whom the use of the internet has 

become an essential part of their daily life, and they have the 

required knowledge about CC services. Furthermore, since the 

development of cloud-based services in Jordan is in the early 

stages, the respondents will be the main potential users. So, 

knowledge of their understanding and perceptions is crucial to 

improving cloud-based e-government services. The analysis 

results are described below. 

B. General (Demographic) Information: 

Table 2 shows the respondent sample who answered the first 

section of the questionnaire by providing personal 

information. The majority of respondents were male (108), 

with 56 female respondents. The bias towards males is due to 

the fact that Jordan is considered a male-dominated society 

where the majority of elements of women’s lives are at the 

mercy and authority their male relatives, this could affect 

various aspects such as conducting government transactions. 

TABLE II.  GENERAL (DEMOGRAPHIC) INFORMATION FROM THE 

SURVEY  

Characteristics   Percentage(%) 

Gender    

Male  66% 

Female   34% 

Age   

18-20  3% 

21-30  68% 

31-40  16% 

41-50  11% 

50+  2% 

Education Level    

Secondary school or 

below 

 7% 

Diploma  8% 

Bachelor  63% 

Postgraduate  22% 

Residency Country   

Jordan or   developing 
countries 

 78% 

Developed countries  22% 

Security Awareness Level   

Beginner  57% 

Medium  32% 

Advanced    11% 

 

 

The subjects’ ages mainly ranged between 21 and 30 years old 

(68%), consistent with the highest majority of internet users in 

Jordan. Most subjects had Bachelor’s degrees (63%) which 

lies in agreement with the general distribution of Jordanian 

internet users. Seventy-eight percent of all subjects lived in 

Jordan or other developing countries, while 22% lived in 

developing countries such as the UK or USA. This overview 

of participants’ general information will help in the results 

interpretation and answering the research question in the 

following sections. 

 

C. Challenges to Cloud-Based E-Government Services 

Acceptance: Interpretation of the Study Question 

According to the results, there are many barriers and 

challenges  to   e-government  adoption  and  acceptance  (e.g. 

technological, human, social and financial aspects). These 

inhibit the acceptance and use of cloud computing in the 

public sector from the Jordanian citizens’ perspective (see Fig. 
2). Table 3 lists these barriers, ranked based on the percentage 

of respondents who consider the challenge as either important 

or very important. 

 

TABLE III.  BARRIERS TO ACCEPTING CLOUD-BASED SERVICES 

Rank  Barrier Percentage of respondents  
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1 Lack of awareness 63.4% 

2 Security 61.2% 

3 Culture 53.7% 

4 IT infrastructure 44% 

5 Website design 41% 

6 Accessibility 31.8% 

7 IT skills  27.6% 

8 Availability 25% 

9 Lack of budget / high 

cost 

17% 

 

Promotion is one of the most important factors for 

successful initiatives in the e-government context. For any 

new technology (e.g. cloud computing) there are a number of 

steps to encourage and convince citizens to use and accept it. 

Therefore, government’s promotional activities will contribute 

significantly to accomplishing this aim.  From the above table, 

it is evident that more than 63% of respondents cited the lack 

of awareness of cloud services and its advantages in the e-

government context, as the number one barrier to the use and 

acceptance of cloud-based e-government services. 

 

Security concerns are a serious technical obstacle 

identified in this study and are a well-documented issue for e-

government systems adoption and implementation worldwide 

[8, 19, 27]. More than 61% of the participants in this research 

indicated security to be a significant concern, making it the 

second-ranked challenge to cloud-based e-government use and 

acceptance. 

 

 
 

Figure 2.  Challenges of Cloud Computing in the Public Sector  

D. Security Perceptions of Cloud-Based E-Government 

Services 

A number of e-government challenges noted in the 

survey influence the security perception of citizens towards 

cloud services. These were ranked based on the percentage of 

responses that indicated either strongly agree or agree (see 

Table 4). 

 

TABLE IV.  SECURITY BARRIERS TO ACCEPT CLOUD-BASED SERVICES 

Rank  Barrier Agreement 

1 High level of security concerns regarding “cloud-

based e-government” services are inspired by 

non-technical aspects (e.g. culture and awareness) 

83.6% 

2 Social relations and culture have a significant 
influence on the security of “cloud-based e-

government” services 

81.1% 

3 Lack of security awareness is one of the main 

determinants of the user’s perception regarding 
the security of “cloud-based e-government” 

services. 

76.3% 

4 Perceived security is a significant resource for 
public users’ trust of “cloud-based e-government” 

services. 

70.6% 

5 The design of the “cloud-based e-government” 

website influences the users’ perception of its 
security. 

60.1% 

6 There is a lack of security guidelines for using 

“cloud-based e-government” services, on the 
government website, social media or other media 

channels. 

56.8% 

7 There is a lack of regulations and policies to use 

cloud public services. 

44.9% 

 

Succeeding cultural inertia is one of the major difficulties 

of e-government use and adoption in developing countries 

[15]. This cultural issue has a different effect in developing 

and developed nations. Illustrating this, the percentage of 

respondents in Jordan and other developing countries “who 

prefer to conduct online transactions” is unequal to those in 

developed nations (see Fig. 3). The responses indicate that the 

primary reason is cultural differences, one of the participants 

living in Jordan commented: “I’ve heard about many people 

whose money was stolen when they tried to buy online” while 

a second said: “Electronic transactions are not guaranteed, I 

prefer to contact the other person face-to-face and have a 

chance of discussion”. Therefore, it is important to train and 

educate citizens and draw their attention to the advantages, 

benefits and the facts about online transactions, in particular, 

cloud-based services for the government sector, through many 

promotional ways.  

 

 
 

Figure 3.  Preference for Using Online Transactions  

VIII. CONCLUSION AND FUTURE WORK  

Cloud-based service use is a current trend for e-

government systems around the world. Governments, 

particularly in developing countries, can refer to the findings 

of this research to design and promote their services. For 

example, they can design various promotional programs for 

various users. 
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It is suggested to invest money in attractive and 

widespread awareness campaigns to encourage effective 

acceptance of cloud services. Also, people who conduct 

governmental transactions using cloud-services would have a 

discount on the transaction fees. This will help to increase the 

usage rate, especially for those who still refuse to use e-

government services in general. The main objective of this 

paper is to draw upon the current perspectives of Jordanian 

citizens regarding the way in which e-government challenges 

affect the acceptance of cloud services in the public sector and 

to what extent these challenges influence the perceived 

security. This was conducted to support the decision-making 

process by the stakeholders of e-government, and to enhance 

cloud-based e-government services outcomes for Jordanian 

society. The challenges were identified through a relevant 

literature review and investigated by carrying out a survey. 

One of the significant findings is that security concerns play 

an important role in the acceptance of cloud-services in the 

government context (second rank), and hence an acceptance 

model would be required to take this into account. In addition, 

the non-technical aspects have a prominent importance among 

other security issues in the context of the study. Therefore, 

consideration of these challenges and their integration into the 

technology acceptance model is required for future research 

work. Due to its high explanatory power compared to the 

previous models and theories of IT acceptance, and also its 

appropriateness to e-government cloud-based services, the 

UTAUT2 model would be a superior selection as the base for 

the future proposed theoretical model to address the 

acceptance of these services. 
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Abstract—The new European General Data Protection 

Regulation GDPR requires that organisations placing personal 

data on cloud services can protect certain rights of data subjects, 

such as their right to access, demand erasure and rectification of 

their data. Due to the technical complexity and shared 

environment of cloud services, the flow of personal data in the 

cloud must be secured and controlled from its initial collection, 

via processing, to final erasure. This has proved to be both 

organisationally and technically challenging. This study identifies 

the related challenges and outlines potential solutions for 

organisations who need to be able to adequately demonstrate 

compliance with the regulation as well as to respond to rights 

requests from data subjects. The study is based on interviews 

with ten data protection experts. The semi-structured interviews 

were qualitatively analysed, using an approach informed by 

Grounded Theory. The contribution of this study is a refined 

model depicting stages of a personal information life-cycle. 

Additionally, twelve challenges and fourteen recommendations 

were identified and presented to the various stages of the model. 

Both clients and providers of cloud services are expected to 

benefit from these results, as well as the data subjects, whose 

rights are protected. 

Keywords; Data Protection, Cloud Services, Privacy, 

Information Security.  

I.  INTRODUCTION  

Along with the irrevocable development of information 
technology and the immense amount of personal data 
processed in today’s interconnected world, legal changes are 
taking place within the European Union. On 25 May 2018, the 
European Union’s General Data Protection Regulation enters 
force [1], overriding the current Directive 95/46/EC [2]. The 
repeal holds a more rigorous approach to the safeguard of 
personal data, to ensure that technical and organisational 
measures are implemented in an efficient and adequate manner. 
The approach holds the controller of the data (the organisation 
which determines the purposes and means of the processing of 
personal data) accountable for demonstrating compliance with 
the Regulation. Non-compliance with the Regulation may 
result in an administrative fine reaching up to EUR 20 000 000 
or 4% of the total global annual turnover, whichever is highest 
[1, Article 83(5)]. In parallel, businesses that experience an 
increasing demand for constant availability and accessibility, 
are increasingly adopting the cloud computing technology as 
an alternative to traditional outsourcing models, to enjoy 

advantages such as broad access, elasticity and lower total cost 
of services [3]. However, the adoption of cloud services for the 
processing of personal data comes with additional data 
protection risks. With significant business processes 
transitioned to a third party, the risk of declined control over 
the data flow becomes substantial [4]. With technical solutions 
facilitating the outsourcing of data storage and new legal 
requirements for data controllers to demonstrate protection of 
data subject rights, organisations relying on the cloud 
computing technology are put into a challenging situation. On 
the one hand, the control over data is increasingly transferred to 
a third party. On the other hand, the controller is increasingly 
accountable for ensuring that the data subjects are in control of 
their personal data, from collection to deletion. Through all 
stages of a personal information lifecycle, from collection 
through storage, deployment, use and finally deletion of 
information, the control over data shall remain intact. However, 
cloud computing can be viewed as one of the greatest threats to 
privacy. By outsourcing the personal data to a cloud service 
provider (CSP), the physical control of the hosted data will 
reside with the CSP, but the accountability for non-compliance 
will fall on the CSP client [4, p. 14]. 

Previous research has highlighted the data protection risks 

tied to outsourcing personal data to the technically complex 

cloud computing environments (e.g. [4]-[6]). As the GDPR 

introduces new rights and requirements on organisations, new 

challenges are introduced to organisations deploying cloud 

computing as a business model for the processing of personal 

data. While there is an abundance of research on privacy in 

relation to the cloud in general [4]-[11], there is a lack of 

knowledge regarding what organisations in practice find 

challenging and how they plan to solve issues emerging when 

trying to achieve compliance with the new Regulation in a 

cloud computing environment. 

The purpose of this paper is to provide organisations with 

basic guidelines on how to ensure that data subject rights 

requests are effectively handled in a cloud computing 

environment so that they can adequately demonstrate 

compliance with the General Data Protection Regulation. In 

other words, the research question is “How should data subject 

rights be managed in a cloud computing environment to 

comply with the General Data Protection Regulation?” 
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II. BACKGROUND 

A. Data protection principles and goals 

The GDPR aims to reinforce the protection of personal data 

across all countries of the European Union (EU). The objective 

is to strengthen the fundamental human rights to self-

determination and protection in relation to the processing of 

personal data, corresponding to the right to respect for private 

life mentioned in Article 8 of the European Convention on 

Human Rights (ECHR) [12]. Such an approach will to ensure 

that the data subjects remain in control over their personal data 

[1, Article 4(7)]. To achieve data protection of individuals, the 

regulation emphasizes the following core data protection 

principles: ‘lawfulness, fairness and transparency’ of 

processing; ‘purpose and storage limitation’, ‘data 

minimisation’, ensured ‘data quality and accuracy’, and; 

‘integrity and confidentiality’ presented in [1, Article 5-7]. To 

enhance the EU resident’s data protection rights, third country 

transfers are restricted to countries fulfilling an adequate level 

of data protection, allowing only for a few well-specified 

deviations [1, Article 44-49]. 

 As a cross-cutting principle, ‘accountability’ expresses that 

the controller is responsible for demonstrating compliance with 

the principles mentioned previously. Moreover, this implies 

that controllers are obliged to only contract processors 

(organisation that processes data on behalf of data controller) 

providing sufficient guarantees to implement appropriate 

technical and organisational measures as declared in [1, Article 

29]. In return, the processor is obliged to act only upon the 

documented instructions of the controller, reflecting [1, Article 

28 (3)(a)]. Consequently, engagement of sub-contracted 

processors should be governed by the written authorisation of 

the controller. Thus, although the controller is responsible for 

demonstrating compliance with the principles mentioned 

above, the processor remains responsible for providing security 

and data protection safeguards throughout the processing 

activities.  Moreover, while GDPR adheres to the traditional 

security goals of confidentiality, integrity and availability [5], 

these goals do not entail the protection of the data subjects’ 

ability to exercise their right of control over their data, 

regarding e.g. notification, portability and erasure. Therefore, 

three complementary data protection goals were added 

unlinkability, transparency and intervenability. [13] 

B. Personal Information Lifecycle 

The GDPR gives rise to the need for information lifecycle 

management, by asserting the right of the data subject to 

control what personal data is processed about him or her, in a 

transparent and accessible manner [1, Article 12]. In sum, the 

data subjects are the owners of their personal data and shall be 

granted the right to remain in control of their information from 

collection to deletion. The personal information lifecycle was 

defined by [5] as a comprehensive model, including all 

components “throughout the entire lifecycle of the 

information, from birth until death, [covering] its path from 

the source entity of information to diverse destination entities” 

[5, p. 388].  In Table I, we suggest an adjusted taxonomy in 

the column presented as Personal Information Lifecycle (PIL). 

The suggested PIL in the far-right column synthesises the 

“Information Lifecycle” [16] and fits it to the essentials of the 

processing of personal data as found in the GDPR: Collection, 

Storage, Disclosure and Distribution, Use and Retention, and 

Destruction. 

TABLE I.  THE PERSONAL INFORMATION LIFECYCLE 

PERSONAL DATA PROCESSING MAPPING 

Information Lifecycle Processing in GDPR Personal Information 

Lifecycle (PIL) 

Collection and Receipt Collection, Recording Collection 

Storage Organisation, 
Structuring, Storage 

Storage 

Distribution and 

Transmittal 

Consultation, Disclosure 

of Transmission, 

Dissemination 

Disclosure & 

Distribution 

Access and Use Use, Alignment/ 

Combination 

Use and Retention 

Maintenance Adaptation/Alteration, 

Retrieval, Restriction 

Disposition and 

Destruction 

Erasure/Destruction Destruction 

 

C. Cloud Service Providers as Processors 

Cloud computing can be divided into different deployment 

and delivery models [9]. According to Article 29 Working 

Party [14], in all the delivery models; IaaS, PaaS and SaaS, the 

cloud service provider (CSP) is considered a data processor as 

defined in the GDPR. From a data protection perspective, the 

CSP serves as a processor when it processes personal data for 

and under the authority of the cloud service customer’s 

instructions (ISO/IEC 27018: 2014) [15]. In many 

organisations, cloud computing services are delivered through 

a third-party provider, which, to a varying extent, owns the 

entire infrastructure. Regardless of the cost, time and market 

benefits received from the on-demand computing service, the 

cloud has been recognised as tied to numerous data protection 

risks [8]. 

III. METHODOLOGY 

A. Research Approach 

The study undertakes a qualitative approach to address the 

full complexity of the research aim and to generate exploratory, 

descriptive knowledge on the data protection challenges 

controllers face, as well as suggested management efforts when 

ensuring individual rights in a cloud environment. Due to the 

new character of the studied issue, and an absence of a solid 

scheme on how to handle the upcoming regulatory challenges, 

most notably the subjects’ rights under the regulation, 

Grounded Theory was found to be most appropriate approach 

for data gathering and analysis, particularly adhering to the 

Straussian strand of grounded theory [19], [20].  
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B. Data Collection and Analysis 

Data was collected through Semi-Structured Interviews. 

For a Grounded Theory study, open-ended questions are 

advised, as they focus the interview questions on inviting a 

detailed discussion, allowing the researchers to attain in-depth, 

personalised information [18]. The interview questions were 

designed to first capture the context of the interview subject, 

through broad questions, such as what role and relation to 

cloud services the interviewee had. These were followed by 

questions specified for four roles: controller, processor, 

consultant and data protection authority. In total there were ten 

experts interviewed. The questions were continuously reflected 

upon, and throughout the project adjusted, based on answers. 

Theoretical sampling directed the data collection process 

where participants were selected to include as many members 

associated with the situation, to maximise the 

representativeness of the sample.  

The sample included five controller representatives from 

organisations in different sectors (retail, airline, tele-

communication), as well as three processor representatives, a 

cloud consultant and representatives from a national Data 

Protection Authority (DPA). We reached saturation when new 

data no longer added or improved the overall “theory”. [19]. To 

achieve a systematic analysis, without interfering with the 

rigour of the data, data collection and analysis proceeded 

concurrently involving a constant comparative analysis. The 

data analysis followed the steps defined by Strauss and Corbin 

[20], where data was manually coded through open, axial and 

selective coding. 

C. Ethical Considerations 

This study was designed to include pseudonymity, 

confidentiality and informed consent into standpoint through 

the collection up to reporting. Participation relied upon the 

participant’s willingness and awareness of the research’s 

purpose, the researchers involved and their role in it. 

IV. FINDINGS 

The outcome of our study highlights twelve challenges and 

fourteen recommendations, acknowledged by the interviewed 

experts, to fit into the Personal Information Lifecycle phases 

(See Figure 1). 

A. Prior to Processing  

Certain aspects need to be taken into consideration already 

before the controller undertakes the responsibility for 

processing someone else's data. Still, controllers are faced with 

a few of challenges, which include: 

C.1 Understanding and Engagement: To be able to grant the 
data subject's rights to data protection, a prerequisite is to be 
aware of that the rights exist, what they mean, and what risks 
non-compliance imply. Although most rights to the data 
subject are not new, several of the respondents emphasised 
that, for those who did not adhere to the data protection 

principles under the current legislation, the journey towards 
compliance would be extensive. Organisations not adhering to 
similar regulations may thus face larger compliance challenges, 
due to lacking understanding and awareness regarding data 
protection rights. 

C.2 Legacy and Unstructured Data: When the GDPR enters 
force, the Regulation applies to personal data also collected 
before its enforcement, implying that data subject right shall be 
performed on all personal data, regardless of when it was 
collected. Therefore, it is recommended prior to processing to 
ensure the following are in place: 

R.1 Effective Privacy Governance: To successfully respond 

to data subject requests, several changes across the 

organisational structure are needed. Prior to addressing those 

updates, the controller must maintain an effective Privacy 

Governance Framework embedded within their existing 

processes and procedure.  Such governance will contribute to 

administering and managing all privacy activities required to 

achieve and maintain compliance successfully. Additionally, 

an ownership model can be developed tied to a purpose, helps 

to ensure that the responsibility for data protection spans 

beyond the Data Protection Officer to be mainstreamed into 

the organisation. 

R.2 Overview and Control: To make sure that the data rights 
are adequately adhered to, it was further emphasized that, if 
data was collected before an existing data protection 
governance structure, this data should be mapped to enable 
overview and control over all personal data. Structured as well 
as unstructured data, should be incorporated into the data 
protection governance structure. If large volumes of 
unstructured data were collected without legitimate purposes, 
the drastic action of starting from scratch, in some cases, might 
be required as the most effective option. 

R.3 Awareness: Operational decisions taken on a day-to-day 
basis may jeopardise the rights of the data subject if they are 
not adhering to the data protection principles. Therefore, it is 
imperative that whoever comes into contact with personal data 
are aware of what the requirements are and that employees 
adhere to data protection policies. 

B. Collection and Storage 

While the importance of structures and strategies applies to all 

states of the lifecycle, certain aspects become imperative 

during the collection phase, as well as for the decision on 

where to store personal data. During these stages, companies 

are generally faced with the following challenges: 

C.3 Consent and Opt-out Rights: When storing the data in 

the cloud, one of the key issues is the communication between 

the controller, the processor and the data subject when 

intervening with processing. Although the data subject 

approves to data processing, consent may be withdrawn at any 

time, adding another layer of difficulty especially when 

processing is outsourced for instance, to a cloud service 

provider. A related concern is how to design the consent forms 

for customers to adequately be informed and satisfied with the 
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conditions, as withdrawal of consent implies deletion when 

consent constitutes the legal ground for processing. 

C.4 Service Availability and Storage Location: To achieve 

service availability, cloud service business continuity depends 

heavily on continuous data copy and backup, which may entail 

personal data. While the cloud service does so to provide 

integrity and availability, backups add complexity to the 

request process, as the change must reflect on all copies – in 

every location. 

Regardless of the designated challenges, the collection and 

storage phase are requiring following recommendations: 

R.4 Data Protection Risk Assessments: In the context of 

cloud computing, the first question to consider is whether to 

embrace the cloud as service storage or not. The decision 

should depart from a risk-based approach concerning the 

potential impact for the data subject.  For instance, the 

possible privacy impact and sensitivity of the data are assessed 

when considering data storage. The sensitivity of the data and 

the consequences for the data subject if the rights are not 

granted should be attentively assessed.  

R.5 Data Minimization: A key practice explicitly stated as a 

data protection principle in the GDPR is to minimize data. 

Simply put, all data that is not necessary is not to be collected, 

and if it is already collected, it is required to be erased.  

R.6 Granularity: As affirmed by several respondents, the 

data subject is granted the right to repetitively opt-in and opt-

out to processing. If consent conducts the legal ground for 

processing, deletion of personal data shall consequently occur 

as soon as a person opt-out to processing. If processing is 

based on consent, the consent forms are therefore suggested to 

be designed in such a manner that the data subject can allow 

processing for very specific purposes while objecting to 

processing for other purposes. Therefore, all processed data 

needs to be tagged and consented with an elevated level of 

granularity. 

R.7 Anonymization: Due to the scalability of the cloud, 

questions regarding big data and profiling tend to emerge. If 

making use of cloud services for analytical or profiling 

purposes, an important question to ask is whether the data, on 

which the analysis is conducted, needs to be personal. In many 

situations, organisations are not interested in the individual 

behaviour when performing big data analysis. Therefore, it 

might be advisable to perform anonymization right from the 

start to avoid profiling personal information. 

R.8 Choosing the Right Service Model and Location: When 

deciding to store data in the cloud, it is imperative to choose 

the right model for the data. For instance, while the control 

over the infrastructure is distributed to the cloud provider if 

deploying an IaaS solution, the control over the platform layer 

and the application layer is also transferred in a SaaS solution. 

On the other hand, the more control is distributed to the cloud 

provider the more support can be expected from the cloud 

provider, if constituted by a trustworthy and competent entity. 

Eventually, it’s important to note is that the controller remains 

accountable for granting the data subject's rights regardless of 

what solution is chosen. 

C. Disclosure and Distribution  

If the decision to process personal data in the cloud is taken, 

certain risks and challenges materialise and should be taken 

into consideration, to ensure that data subject rights can be 

responded to in an accurate manner. The bellow are the 

reported challenges: 

C.5 Flexibility and Standard Agreements: A key concern 

when migrating to the cloud, is that the cloud service, unlike 

traditional outsourcing, cannot be tailored to specific needs.  

An additional concern related to the large CSPs standard 

agreements is a tendency to lack the degree of details 

necessary for getting insight in how personal data is 

processed. 

C.6 Trust, Transparency and Verification: To prove 

compliance, controllers should deploy mechanisms for 

verification and reporting requests performed by data subjects. 

However, demonstrating compliance, especially with negative 

rights, such as deletion, may be obstructed by the lack of 

transparency of the CSP. 

C.7 Roles, Responsibilities and Expectations: All digital 

processing of data relies on the interaction between hardware, 

middleware and software. However, the responsibility for 

securing the components is shared in the cloud. While the 

responsibility for securing the hardware relies upon the cloud 

provider, the responsibility for the application layer remains at 

the controller. Unfortunately, the relationship between the 

processor and the controller are recognised as ambiguous. 

C.8 Maturity: Stated by several controllers, the data 

protection maturity may vary between the cloud providers. 

Some Cloud providers don’t understand what efforts are 

required to comply with the GDPR or it isn’t of their concern. 

R.9 Due Diligence, Clear Instructions and Audit Rights: If 

deciding to migrate to the cloud, transparency between the 

controller and processor requires detailed control mechanisms. 

Efforts, such as communicating findings from external audits 

and the location of data centres are further suggested as 

relevant for enhancing the transparency and trust between the 

CSP and the customer on how personal data is processed. 

Making sure that clauses exist regarding the processing 

conditions (limitations), auditing terms, liabilities and terms of 

confidentiality, along with a detailed description of data 

location, data control, safeguards, guarantees and expectations 

are essential. 

R.10 Confirm Responsibilities and Expectations: As certain 

anomalies in the interpretation between where the 

responsibilities of the processor and the controller meet or 

overlap are noted, ensuring that expectations, roles and 

responsibilities are consolidated and agreed upon from both 

the controller side and the processor side can facilitate the 

execution of data subject rights and mitigate the risk of 

negligence. 
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D. Use and Retention  

When deploying a cloud solution for the processing of 

personal data, challenges specific to the cloud emerge. 

C.9 Conflicting Interests of Usage: When deploying a cloud 
solution for the processing of personal data, it becomes 
imperative to understand how the data will be used in the 
cloud, either by the CSP or by its subcontractors. Processor 
state that data is processed only under the instructions of the 
controller. However, the DPA stated that, what might be an 
issue when using cloud services for the processing of personal 
data, is that CSPs “tend to be eager to make use of the data they 
store to develop their services”. While CSP lacks the 
motivation to illicitly process data for purposes other than those 
requested by the controller, the CSP may seek legal grounds 
for secondary use, for instance, in its standard agreements. 

C.10 Big Data and Profiling: One of the main advantages of 
using the cloud environment is that it offers businesses the 
opportunity to store significant amounts of data for analysing it 
through big data queries, leading eventually to profiling. To 
perform big data analysis, organisations need to address the 
technical feasibility of ‘tagging’ every unit of personal data in 
the big volume of accumulated data to remove it subsequently. 

To ensure usage of personal data does not result in non-
compliance with the GDPR. Controllers are advised to: 

R.11 Specify Access Rights and Instructions for Processing: 
Despite that CSPs presumably lack incentive to illicitly process 
personal data, the cloud provider may seek legal grounds for 
secondary use of data in its contractual agreements. Controllers 
must provide the CSP with clear instructions on the acceptable 
use of data and who should have access to it. Seeing that the 
data subject is entitled to know for what purposes, where, how 
and by whom the processing will be performed. Ensuring 
transparency is vital by regarding how and by whom, for 
instance, which sub-contractors are used and how they are 
entitled to use and process data was. If the cloud provider or 
the subcontractor(s) of the CSP is entitled to use the data for 
other purposes that the original purpose, make sure to 
communicate for what purposes the data is used and that the 
purpose rests upon legal grounds, such as consent. 

R.12 Ensure that Profiling is ‘Done Right’: Principles such as 

data minimisation and transparency of processing also apply 

to big data pools. One way of circumventing issues emerging 

when collecting extensive amounts of data is to provide 

anonymization. If the data loses its value when no longer 

personal, other measures should be put in place. Encrypting 

data stored in the cloud is one solution, which however puts 

requirements on adherence to the current state of the art of 

cryptography.  

E. Destruction 

As the last stage of the Personal Information Lifecycle, 

personal data should be deleted. This stage may, in a cloud 

computing environment occur for multiple reasons, such as 

part of an exit strategy or the lack of legitimacy of processing. 

While data destruction is a crucial part of maintaining 

compliance, it comes with several challenges, including: 

C.11 Technical Complexity: Different platforms require 
different data erasure actions towards different types of 
requests. If no legal ground remains for the processing of 
personal data, deletion is required. In a simple case, delinking 
data subject information can be sufficient to fulfil the request. 
In other situations, a complete wipe out is legally required, 
especially in cases where the data was unlawfully processed or 
collected. Regardless, adhering to data erasure requests 
demands track of each instance of personal data collected at 
distributed locations. Interconnectivity of systems if further 
seen as a challenge, as deletion of data in one system may 
cause ripple effects in other systems. 

C.12 The Right to Erasure: It has been established that the 
term ‘erasure’ is ambiguous.  Some companies are not sure 
what erasure means or what it entails. It was also emphasized 
by the DPA that the right to erasure is a right, which may add 
inconsistency to what it implies: “the right to erasure is a right, 
implying that it’ll depend somewhat on what the data subject 
requests.” Furthermore, verifying deletion to demonstrate 
compliance may become even more challenging in the cloud, 
much relating to transparency issues. Organisations collecting 
personal information need to be able to handle constant 
requests to maintain compliance. The following is suggested: 

R.13 Automation: Data deletion can be performed in two 

ways. Either manually, which requires extensive allocation 

time and human resources, or automatically. The latter, is 

recommended using a rule-based deletion process and with as 

little human interaction with the data as possible. This will 

allow organisations to handle constant requests to maintain 

compliance in a much efficient manner. 

R.14 Redundancy: to be aware that an automation requires 

tagging, data mapping, testing and monitoring to achieve a 

structured process where appropriate policy rules are applied 

and followed. Furthermore, as deletion should be an 

irrevocable action, redundancy was acknowledged as a vital 

principle. 

V. CONCLUDING REMARKS 

This paper, address key themes acknowledged when ensuring 

data protection rights required by the GDPR in a cloud 

computing environment.  The study contributes to a better 

understanding of the current situation, by outlining challenges 

as well as recommendations that can be utilised mainly by 

controller organisations as well as data protection experts, 

authorities and consultants. Moreover, we assemble 

suggestions on how to overcome the challenges and provide an 

updated view of what data protection professionals assess as 

important best practices throughout the personal information 

lifecycle. From our results, we furthermore conclude that there 

appears to be a gap regarding responsibilities, expectations, 

perceived capabilities and trust between the processor's role 

and the role of the controller. Although the regulation states 

what the roles and responsibilities are when granting the data 
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subject rights and comply with the regulation, a tendency of 

conflicting interpretations are noted. 
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R.11 Specify Access Rights and Instructions for Processing, R.12 Ensure that

Profiling is ‘Done Right’

C.9 Conflicting Interests of Usage, C.10 Big Data and Profiling

C.11 Technical Complexity, C.12 The Right to Erasure

R.13 Automation, R.14 Redundancy

Figure 1.  Challenges and recommendations throughout the lifecycle 

With less than a year left before the GDPR enters force, this 

could increase the risk of noncompliance. The results suggest 

that there is a need for closer communication between the CSPs 

and their clients. Moreover, there appears to be an urge for the 

Data Protection Agencies community or the advisory bodies, 

such as the Article 29 Working Party, to state more clear 

guidelines on how the responsibilities are shared between the 

controller and the processor operating in the cloud, especially 

when it comes to what responsibilities the controller has 

towards the processor in terms of transparency.  
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Abstract—Cloud computing has garnered increasing attention
from researchers who have presented much work on performing
massive computing tasks efficiently. Many security
vulnerabilities have simultaneously occurred; therefore dealing
with security problems in cloud computing has become an urgent
issue. The purpose of this paper is to create a cloud computing
framework based on the Map Reduce platform, a Google cloud-
computing platform, and solve some security problems in the
process of distributed computation.

Inspired by SMC (Secure Multi-Party Computation), a
protocol naturally suitable for distributed computation, we
adopted homomorphic encryption, which could be used for
processing a large amount of data securely in cloud computation.
We also find that order preserving encryption(OPE), an
encryption algorithm put forward in 2004, can be used in our
secure framework. Cognizant of the applicability of SMC and
OPE in cloud computing, we combine them with Map Reduce to
design a security framework of distributed computation.

Our major contributions consist of designing an innovative
cloud computation framework in security based on Map Reduce,
applying the order preserving encryption(OPE) algorithm,
homomorphic encryption, and constructing a real distributed
computation platform.

Keywords-homomorphic encryption, Map Reduce, order
preserving encryption, SMC.

I. INTRODUCTION
Cloud computing is a calculation model that was designed

to deal with a large amount of data and resources. Our research
mainly focused on how to calculate data in distributed
circumstances more efficiently and effectively in the early
stages of cloud computing without considering security
problems in the computation. Unfortunately, some malicious
attackers could easily get input information and data from the
insecure distributed computing model. Even the data that is
calculated during the process of computation can be monitored
or stolen by some hackers. For example, we have a pool of
private data, such as salary data, examination grades, or
passwords, to be processed in the insecure cloud computation
model. Whenever we submit our data to the cloud sever, the
attackers who want to spy on our privacy could monitor the

submission and get data from the channel used to transmit the
data from our computer to the cloud sever as the data is
transmitted in plaintext. Moreover, the hackers could also get
the data from the cloud sever since the model has not provided
us any kind of security mechanism. There is no need for us to
list all the circumstances in which the insecure model can be
attacked by malicious attackers.

As more and more attention is paid to the security problems,
some security mechanisms have been put forward. However,
many of the theories merely solve part of the problems. Some
traditional approaches to deal with the data privacy are based
on randomization (1) (3).

However randomization has been proven to provide little
privacy protection in most conditions, barring the introduction
of a large amount of input noise, which can sacrifice the
accuracy of the processing result. Others use cryptographic
techniques (2) (4) (5) to deal with the privacy problem.

Though all previous work has its own merits, they all have
certain caveats. Some security models cannot guarantee the
accuracy of data, such as the model we discussed above, which
others cannot provide strong privacy protection. What’s more,
some of the models pale in efficiency when compared with
other secure models, making them unusable in real
circumstances.

Considering such circumstances, our work focuses on
creating an effective cloud computation framework that can be
used in practice. The contributions of our work can be
summarized as follows:

 We create an new, efficient, and pragmatic cloud
computing model based on the Map Reduce platform,
a prevailing distributed computation model, aimed at
two particular issues.

Specifically, we make contributions as follows:

 We employ the order preserving encryption algorithm
in the Map Reduce platform to solve one type of data
processing problem. The algorithm can provide some
kind of privacy protection for cloud computing.
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 We employ the Paillier encryption algorithm to the
Map Reduce platform. This algorithm can be used to
solve the other type of security problem.

Particularly, we apply two simple and basic examples to
verify the correctness and capability of our security
framework. One is sorting a large number of integers, and
the other is calculating the sum of a large pool of integers.
Moreover, we use some particular methods to do
measurements.

II. RELATED WORK

With the development of cloud computing, people
increasingly focus on the security of the distributed
computation. Some work related to Map Reduce security
has been done. Citiation (6)presented a prototype
concentrating on demonstrating the flexibility of their
security framework based on Map Reduce, and avoids using
fully homomorphic encryption.

There is also research focusing on some security issues
for cloud computing (7). What`s more, there is a research
that proposes introducing a Trusted Third Party (8).

There is some research that aims to provide a security
framework for Map Reduce as well. One methods provides
a decentralized replication-based integrity verification
scheme to ensure the integrity of Map Reduce in open
systems (9). The work, whose method differs from our
method by mainly using encryption, designs five security
components and uses the connections and interactions
among the five modules to achieve the goal of security.
There is also work that uses an encryption method to add
security to Map Reduce. However, the main achievement of
this work is combining the public key cryptography with
identity authentication for the security target (10). In
comparison, our work uses the idiosyncrasy of the
homomorphic encryption algorithm to protect the privacy of
calculating data. We also find work in which the method is
similar to ours. They use the OPE algorithm and
homomorphic encryption to gain the security in DBMS
(Database Management System). In contrast to this model
(11), we apply the two algorithms to cloud computing and
put forward a new framework. We also found work that
applies the RSA cryptosystem and the Paillier cryptosystem
to guarantee the security of cloud computing (12). However,
they do not consider the tasks required to sort the data.

Different from some related works, our work introduces
the OPE algorithm and Paillier cryptosystem into the Map
Reduce platform. What’s more, we designed a model that
prevents the servers from knowing what they are calculating.

III. PROBLEMS & ASSUMPTIONS

A. Problem Raised
Initially, we tried to design an unprecedented security

interface based on Map Reduce. That means we desire to

combine a specific SMC protocol with Map Reduce to
create a brand new cloud-computing interface in security. If
such work could be done, the users could merely do a little
programming with our interface based on Map Reduce in
order to do some calculations on security.

The convenience of the work in creating a security
interface is self-evident. For example, suppose there is a
task that aims to calculate the average grade of one
particular subject for all the students. On the one hand, the
amount of data is so enormous that we could only use cloud
computing to achieve our goal without wasting a large
amount of time. On the other hand, the grade of every single
student should not be leaked, which means we want to
protect the privacy of the data. Under these circumstances, a
programmer can apply the security interface. All he or she
needs to do is inherit the security interface and add the
calculation function to the Map Reduce platform.
Accordingly, we could finish our task conveniently and
securely. The advantage of the interface is that whatever
type of calculation we want to do, we can just use the single
interface to achiever privacy protection.

However, ignoring some details in parallel programming
based on the Map Reduce model, we find that it is almost
impossible to create such a secure interface. In the following
paragraph, we will clarify what the problems of creating
such an interface are, and how we solve them and change
our work to create a framework.

We came to the conclusion that such an interface is
almost impossible according to certain conditions that
confine us. Firstly, we want to make full use of the existing
Map Reduce framework rather than changing it drastically
or creating a new distributed computation framework. The
main purpose of our work is to introduce the security
features without modifying the existing cloud-computing
framework. Secondly, we find that a single security
interface cannot deal with all types of calculation tasks. The
reason for this is obvious. If we design a function that could
do the arithmetic operations securely, the function cannot
complete operations like sorting data securely. As we are
interested in designing an efficient framework, we do not
want to use fully-homomorphic encryption that is not
currently efficient.

Admittedly, there are surely some methods to create a
single security interface based on Map Reduce, such as
changing numerous details in Map Reduce like DFS
(distributed file system), or using fully-homomorphic
encryption. However, almost all of the approaches are
contradictory to the rules and conditions confining us.
Because of this, we need to find a solution and create a
framework that includes the two programming models by
analyzing how the problem is generated.

We find that it is difficult to use a single security
interface to deal with different types of data processing in
cloud computing. We distinguish two types of data
processing as follows. One is called DRP (data-related
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processing), and the other is called DNP (data-unrelated
processing). The definitions of the two types are as follows:

 DRP: Whenever the data processing of cloud
computing is related to the content of the input data, or
the meaning of input data is indispensable for the
processing, we call it DRP.

Data sorting is a typical example of DRP. It means we can
only sort the input data correctly until we know the real content
of the input data or we know size relations of the input data.
Accordingly, we cannot simply choose an encryption algorithm
to deal with this type of problem.

 DNP: Whenever the data processing of cloud
computing is not related to the content of the input data,
or the meaning of input data is not essential to the
processing, we call it DNP.

Calculating the sum of the input data, such as the average
grade of a class’s examination, or multiplying the input data
are simple but compelling examples of this type.

The two definitions we give above can cover most of the
types of data processing issues. Thus, we design two secure
cloud-computing models for the two types. One is aimed at
DRP and the other is aimed at DNP. The final distributed
computing framework in security includes the two models. For
clarification, the framework is more like a scheme for the
secure cloud computing based on Map Reduce. The core of our
work is the scheme for security that we put forward for each
type.

B. Assumptions Raised
Briefly, we assume that all nodes in computing clusters are

unconvincing, and the client can be trusted. That means we
cannot trust every single node in the cloud cluster. We can only
trust the client and the user that owns the data. Under these
circumstances, the data that the cloud servers process cannot be
shown in plaintext, or we come up with an approach to
randomize the data saved in the nodes in cloud clusters to make
it less meaningful for attackers. We make these assumptions
based on the possibility that the cloud servers may be taken
advantage of by some malicious attackers attempting to leak
the data and private information to the public.

Our work is based on what we assume so that the models
we design cannot violate the assumptions that we have made
above. We finally select two traditional but representative
examples to test the correctness and capability of our models.
As for DRP, we choose data sorting as our test example. For
DNP, we select the process of calculating the sum of input data
as our example. Admittedly, the model we design for each type
cannot satisfy all the examples belonging to it because of the
differences among all kinds of calculations, such as addition,
division, multiplication, and subtraction, have something to do
with the security model. However, it also makes an
improvement in the security of cloud computing.

IV. DEFINITIONS

A. General Clarification
According to findings that we have analyzed above, on

balance, our work design two security models. (One is for
DRP, and the other is for DNP). Specifically, we find that
OPE is really suitable for some examples of DRP, especially
for the data sorting process. Additionally, we find that
homomorphic encryption is naturally apt to create a privacy
protection as for cloud computing. The latter is the idea that
we get from the thoughts of SMC protocols, and particularly
we choose Paillier encryption algorithm, which has additive
privacy homomorphism property. We combine each the
encryption algorithm with Map Reduce platform based on
the assumptions that we have put forward in the preceding
part. Before I clarify the details of our secure framework,
we will show the definitions of three basic constitutions of
our work: order preserving encryption algorithm, Paillier
encryption algorithm, and Map Reduce. In detail, we will
clarify the rationale of each constitution in this part to help
establish the verification of correctness and capability about
our work.

B. Order Preserving Encryption
The algorithm presents an encryption technique called OPE

that makes some kinds of comparison operations be possible.
The operations can be directly used on encrypted data, with no
need of decrypting the operands. Basically, OPE works in
three phases as follows. Essentially, the OPE encryption is an
injective mapping from plaintext to ciphertext.
Let

m≤n, P={i|1≤i≤m} (1)
is the set of plaintext.

C={i|1≤i≤n} (2)
is the set of ciphertext.

BE=(KI, ENCR, DNCR) (3)
KI is a key generation algorithm, ENCR is a encryption

algorithm, and DNCR is a decryption algorithm. The scheme
BE applies the three algorithms to help do the function (13).

C. Paillier Cryptosystem
The Paillier cryptosystem consists of three stages as follows.
Key generation:
1) Choose two large Prime numbers p and q.

Note that p and q must meet the command that
(4)

2) Define a number n
n=p×q (5)

3) Define a number m
(6)

4) Choose a random number g.
(7)

5) Do the calculation

(8)
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(9)
The public key is (n,g), and the private key is (m,u)

Encryption:
Definitions: “m” is the plaintext, “ r” is a random
number, and“c” is the ciphertext.

(10)
Decryption:

(11)
The additive homomorphic property of Paillier

cryptosystem can be proved as follows.(m1, m2 are two
different plaintexts. r1, r2 are two random numbers, the
remainders have been defined above)

(12)
(13)
(14)

From the three formulas we can see that after decrypting the
sum of two ciphertexts, the result is equal to the sum of
corresponding plaintexts (14).

D. Map Reduce
Map Reduce is a programming model and a practical

tool which could be used for processing and calculating a
large amount of data. It uses parallel and distributed
algorithm. Although the purpose of Map Reduce framework
does not accord with their initial forms, this model is
encouraged by map and reduce functions which are always
used in functional programming. The Map Reduce
framework`s key contributions are scalability and fault-
tolerance. In general, the effectiveness and improvement
can usually merely be seen with multi-threaded
implementations. It is essential to optimizes the
communication cost for a good Map Reduce algorithm. Map
Reduce libraries have been written in many programming
languages. Apache Hadoop is a popular open-source
platform that roots for the distributed computing Apache
Hadoop. The name Map Reduce traditionally referred to the
exclusive technology of Google.

The general details of working process in Map Reduce
are shown in Figure 1. JobTracker is responsible for
dividing the original data into several input splits and
communicate with TaskTrackers. TaskTracker is
responsible for coordinating some several specific phases
such as Map phase, shuffle, and Reduce phase.

Figure 1. General working principle of Map Reduce

V. DESIGN & IMPLEMENTATION

Based on the theoretical foundation of the two
encryption algorithms that we will apply in our work and
the technical details in the Map Reduce platform on which
our work is based, we will discuss the concrete process of
the secure cloud computing models we designed in this
section. Specifically, we will illustrate how we combine the
encryption algorithm with the existing distributed
computing platform. Moreover, we will display how the
data are shown when they are calculated in the cloud servers.

We have assumed that none of the nodes in the cloud
cluster can be trusted, and the client who owns the data is
the only one that is convincing. Accordingly, to achieve our
goal of privacy protection, we make full use of the
properties of Paillier cryptosystem and OPE (refer to
homomorphism and order preservation) and make little
change to the details of Map Reduce. Generally, the core of
our work is dealing with input data, focusing on making it
more secure when calculated in the servers.

A. DRP Design
For the DRP type, we use the OPE algorithm to encrypt

the input data. HDFS (Hadoop Distributed File System) is a
type of file system that is specifically designed for Hadoop,
a basic framework for a distributed system. Map Reduce is a
part of the Hadoop framework. Since we do not want to
change the basic framework of Map Reduce when
considering the efficiency of our framework, we take fully
advantages of the Map Reduce programming interface. Our
work inserts the encryption codes and decryption codes into
the main function. Since we never trust the calculation
nodes in the cloud cluster, we have found that the best way
to protect the private data is to not allow the JobTracker and
TaskTracker to know what the real data is from the start.
Accordingly, we encrypt the original input data and make
the nodes read and calculate the encrypted data. We divide
the main function into three stages.
1) Encryption Stage
We first read the input data from the original files that the

user wants to process, to the memory buffer. Then we use
the OPE algorithm to encrypt the data that has been read to
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the buffer. We apply the encrypt function of OPE to encrypt
the data. Finally, we write the encrypted data to the output
file. We need to stress the point here that since Map Reduce
needs to read the data from the HDFS, that means it reads
the data from a fixed position in the system, so that we need
to write our encrypted data to a position where the
JobTracker can find.
2) Configuration Stage
This stage is like most of the existing Map Reduce

programming examples. We configure some basic
information of the job we will make the nodes do, such as
setting the name of a job, setting the Mapper class, setting
the Reduce class, and setting the input and output path. We
have to note that the input path must be the path to which
we write our encryption data.
3) Decryption Stage
Following the configuration stage is the decryption stage

in the main function. We read the calculated encrypted data
from the file according to the output path to the memory
buffer, and use the key to decrypt the data. The OPE
algorithm we use is a symmetric encryption algorithm so
that the decrypt key is the same as the encrypt key. Finally,
we write the decrypted data to another file that we have
created before we process the job.

B. DNP Design
As for the DNP type, though the process is similar to the

process of DRP, there are surely some differences.
 The DRP type uses the OPE algorithm to keep the

original order of the input type, otherwise the cloud
computing severs could not finish the job successfully.
However, as for the DNP type, all we need to do is
finish a type of calculation operation, such as adding,
dividing, so that we find the Paillier cryptosystem to
satisfy our needs. Having the additive homomorphism
property, the algorithm can make the cloud computing
servers calculate the data without knowing the real
type and whenever we decrypt the result, we can get
the correct result.

 Since the Paillier cryptosystem is an asymmetric
encryption system, the decrypt key is different from
the encrypt key.DRP: Whenever the data processing of
cloud computing is related to the content of the input
data, or the meaning of input data is indispensable for
the processing, we call it DRP.

 Whenever we do the process in Map Function for DNP,
we need to invoke the add function of the Paillier
algorithm to calculate the sum of the input data.
However, with regard to DRP, we usually do a job
such as sorting or finding, and we do not need to
calculate the input data, meaning the function is not
related to the encryption algorithm.

VI. ANALYSIS

In this section, we will analyze the distributed computing
framework in security we created in three respects: security,
capability, and expandability.

A. Security
For the DRP type, the cloud-computing servers deal with

the encrypted data so that they do not know the real
meaning of the data. However, hackers may attempt some
data mining and attempt a statistical attack on the encrypted
data since the size relations of the data have been preserved
even though we have encrypted it. Let us look an example.
Our input data is a set of students’ grades for a subject as
well as their names. Though we encrypt both the name and
the grade, hackers can still compare this input file with
another input file in order find which students performed
best in which subject. However, the attackers can only
obtain limited information about the input data because we
have protected the users` privacy to the best degree. In the
worst case scenario, the attackers may use some advanced
technique in which they could find about who got the best
grade from one single encrypted input file, but they can not
know what score she or he has received. We should say that
the users decide on the level of security. Different users
have different needs in terms of the security level. For most
of the distributed computing jobs, preventing the attackers
from knowing the actual content of the data could meet
many users` needs, although the attackers may get some
peripheral information. We may also note the less security
the framework has, the higher the capability and efficiency
of the framework.

A specific example for the DRP type is shown in Figure
2. The first column in the left diagram shows some student
IDs, and the second column shows the corresponding grades.
The right diagram shows the results of the encrypted data in
the left diagram.

Figure 2. Test case of an example

As for DNP type, the cloud-computing servers are only
responsible for calculating input data without knowledge of
the data type or which data they are calculating. What`s
more, the additive homomorphism guarantees the
correctness of the calculated result. A specific example of
DNP type is shown in Figure 3. The Map Phase deals with
the encrypted grades, and the Reduce Phase adds all the
encrypted grades and writes the sum to the output file.
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Figure 3. Test case in the working process of Map Reduce

B. Capability
Since the encryption stage and the decryption stage are

merely doing the work of encrypting and decrypting the
data of a file and writing them to another file, they have
nothing to do with the process of Map Reduce. Accordingly,
these two stages are not necessary for obtaining privacy
protection. They can be done in an independent program.
However, considering the integrity of the security
framework we have to create, we insert these two stages
into the main function. Under these circumstances, the
capability can be analyzed from two different perspectives.
The two perspectives can be summarized as follows:

 The first perspective does not consider the time cost of
the encryption and decryption processes. We only test
the time consumption when the data is calculated in the
Map Reduce platform since the distributed computing
process is the core of our work.

 The second perspective calculates all the time
consumed, including the three stages we have
discussed above.

We will discuss each perspective in detail in the next
section and use specific examples to test the real capability of
the security framework.

C. Expandability
With regard to the DNP type, the users can apply our model

to do a host of calculation jobs. However, because of the
limitation of the Paillier algorithm, since it only has the
additive homomorphism, users could only use our model to
jobs that only involve the add operation. However, our model
provides the possibility for future researchers to use a more
powerful encryption algorithm that could do all the arithmetic
operations to complete a job. The fully homomorphic

algorithm is a typical example of such an algorithm.
Nevertheless, the reason that we do not use this fully
homomorphic algorithm is because it has a low efficiency.

As for the DRP type, our work can not only complete data
sorting but also return a maximum or minimum number for all
the input data. What`s more, the model can also perform
number counting as well. So, it is shown that the DRP type
model can expand to meet other requirements of different jobs.

VII. EVALUATIONS
In this section, we test our work using two examples, data

sorting and calculating a sum, to test the correctness and
capability of our work from different perspectives. Since we
concentrate more on the difference in capability between the
secure model and original Map Reduce, the number of
nodes in cloud computing is not important. Therefore, we
tested our work on a single computer. The computer
configuration has an Intel i5-3210M 4 core with 4GB RAM.
Capability Comparison Test 1: In this experiment we test

the speed difference between our security model and the
normal Map Reduce program. The encryption and
decryption time are measured in our model in this test. The
results are shown in Table 1 and Table 2.

TABLE I. DNP TYPE TEST(USING SUM EXAMPLE)

Data(MB) Encrypted Time consuming(s)
1 yes 352
1 no 5
2 yes 637
2 no 8
4 yes 1209
4 no 10

TABLE II. DRP TYPE TEST(USING DATA SORTING EXAMPLE)

Data(KB) Encrypted Time consuming(ms)
1 yes 91738
1 no 3113
2 yes 384582
2 no 2238
4 yes 722142
4 no 2105
Capability Comparison Test 2: In this experiment, we test

the speed difference between our security model and the
normal Map Reduce program. Note that the encryption and
decryption time are measured in our model in this test. The
results are shown in Table 3 and Table 4.

TABLE III. DNP TYPE TEST(USING SUM EXAMPLE)

Data(MB) Encrypted Time consuming(s)
1 yes 6 (without E&D)
1 no 7
2 yes 8 (without E&D)
2 no 7
4 yes 9 (without E&D)
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TABLE IV. DRP TYPE TEST(USING DATA SORTING EXAMPLE)

Data(KB) Encrypted Time consuming(ms)
1 yes 2228 (without E&D)
1 no 3113
2 yes 3004 (without E&D)
2 no 2238
4 yes 2689 (without E&D)
4 no 2105
In Figure 4, we compare the capability of our model,

which uses the Paillier cryptosystem, with the original Map
Reduce framework. They have the same original input data.
We can see that the time consumption of our model
increases as the size of input data increases. Compared with
the original Map Reduce framework, our model needs more
time because of the encryption and decryption phases that
guarantee the security.

Figure 4. Comparison of capability for Paillier cryptosystem

In Figure 5, we compare the capability of our model,
which uses the OPE algorithm, with the original Map
Reduce framework. We can see from the figure that the time
consumption has notably increased with the increasing size
of the input file. Combined with the observation about the
comparison of the capability of our model, which does not
include the encryption and decryption phases, and normal
Map Reduce work, which is similar, we find that the
efficiency of the OPE algorithm is low. This is one of the
disadvantages of our security model.

Figure 5. Comparison of capability for OPE cryptosystem

VIII. CONCLUSION
Our work presents an extensible, applicable distributed

computing framework, with two models aimed at two
different types of issues. From the tests based on two simple,
but compelling, examples, we can see that the efficiency of
the OPE algorithm is low and may cost clients a lot of time
to encrypt and decrypt the data. Time is the main factor in
evaluating the efficiency and applicability of a model. Thus,
we need to consider whether the time used to encrypt and
decrypt the data is more than the time that is saved using
Map Reduce to do calculations on the large amount of the
data. From the figure above, we can see that the time
consumption, including encryption and decryption, is
approximately exponential. We can conclude that the OPE
algorithm can only be used in processing large amounts of
data, such as 5 MB. If you are eager to calculate data limited
to only 1 MB, you need to bear the low efficiency of the
algorithm. However, you do need to waste time to gain
security. Most importantly, we need to find a balance
between time consumption and security.

As for the DNP type, we found that the efficiency of
Paillier is better than the OPE algorithm. With the amount
of data becoming larger, the increase in time is directly
proportional in our model. Thus, the additional time
consumption of encryption and decryption is bearable
considering the security we could gain.

Accordingly, we suggest that the users could directly use
the model for the DNP type, as there is little efficiency loss.
As for the DRP type, we recommend putting the encryption
and decryption stages as an independent program and using
the Map Reduce platform to process the encrypted data.

There is a lot of work that can be done based on our
framework. Other researchers can improve our model using
a more pragmatic and effective model, as our work can only
deal with some particular types of operations. Another
direction to take the research is to come up with a revised
fully homomorphic algorithm that is highly efficient so that
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it can be combined with Map Reduce and used
commercially.
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Abstract—The main purpose of this proposed study is to 

understand the relationship between doctoral students' Internet 

self-efficacy and their affections when seeking academic 

information on the Internet. A structured questionnaire will be 

designed and conducted for 300 doctoral students. Participants’ 

demographic information, information seeking behavior, Internet 

self-efficacy, and emotions will be measured in this questionnaire 

by using Information-Seeking Behavior Scale (ISBS), Internet 

Self-efficacy Scale (ISS), and the Positive and Negative Affect 

Schedule (PANAS). For the predicted outcomes, doctoral 

students’ academic information seeking behaviors will be 

analyzed. Moreover, the interventions among doctoral students’ 

Internet self-efficacy, emotions, and their information seeking 

behaviors will be analyzed and addressed. In the future, this 

proposed study will be conducted practically. The expected 

findings will be proposed for doctoral students so that they can 

based on the provided information to build up their suitable in-

formation seeking styles. Furthermore, the expected findings can 

also be presented for professionals, scholars, or even doctoral 

students’ academic advisors who mainly do research and seek 

academic information online to have a better understanding of 

doctoral students’ mental and psychical statuses on conducting 

academic information seeking activity on the Internet. To sum up, 

the results will not only reflect doctoral students’ information 

seeking behaviors but also provide helpful suggestions for further 

researches.  

Keywords-Information seeking behavior; Internet self-efficacy; 

Emotions 

I.  INTRODUCTION 

In the digital society, seeking academic resources such as e-
books, journal articles, or conference proceedings on the 
Internet has become a crucial activity for scholars (including 
professionals, faculties, and postdoc fellows) to review 
previous studies and relevant research [11, 19, 23]. On the 
same trajectory, in terms of doctoral students, finding academic 
resources on the Internet is also essential work in their 
academic life [5, 6]. Moreover, doctoral students’ information 
seeking behaviors are more sophisticated and complex than 
masters and undergraduate students [6]. Specifically, doctoral 
students are often faced with tasks that require them to identify 

information needs, locate corresponding sources, extract and 
organize relevant information, and synthesize information from 
different kinds of sources [5]. Thus, what kind of behaviors 
doctoral students perform during the information seeking 
process and how they apply these behaviors to solve problems 
they encounter on the Internet are worth investigating 
separately from masters and undergraduate students [6]. 

There are many factors can influence individuals’ 
information seeking behaviors, including prior Internet 
experiences, emotions and feelings (joy, pleasant, fear, anxiety, 
bad memory, etc.), and Internet Self-efficacy [2]. People who 
have more Internet experience have more knowledge of 
information seeking strategies used in databases or e-journals 
and less seeking barriers such as “face problems to retrieve 
records of good quality and relevant to the information need”  
[6, 16]. Moreover, not only does prior Internet experience 
affect people’s information seeking behaviors, but emotions, 
feelings, and Internet self-efficacy can also motivate 
individuals to start, expand, limit, terminate, or avoid 
information seeking (How does it do so?)   [21, 22].  

There is little information about how information seeking 
behaviors impact doctoral students since most studies of 
information seeking behaviors and Internet Self-efficacy have 
focused on undergraduate students [10, 15, 20, 21, 25, 26, 27]. 
Even though some research mainly addresses graduate 
students’ academic information seeking behaviors, they seldom 
demonstrate masters and doctoral students separately [7, 16, 18, 
27]. Thus, doctoral students are selected as the main population 
in this study because this specific group are in the minority 
status in the previous research. More importantly, though there 
are studies critically putting efforts in investigating doctoral 
students’ information seeking behaviors, they rarely address 
students’ self-perceptions, emotions, and feelings at the same 
time [5].   

In this vein, based on the critical thoughts mentioned above, 
the proposed study will investigate doctoral students’ academic 
information seeking behaviors and how their Internet Self-
efficacy and emotions correlate with the behaviors. For the next 
section, relevant research work and studies will be addressed. 
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II. LITERATURE RVIEW 

A. User’s Information Seeking Behaviors and Internet 

Experiences 

With the rapid evolution of the technology, using the 
Internet becomes the first priority for people to begin their 
information seeking behavior [6]. Though the Internet is 
popularly used in seeking information, different prier Internet 
experiences can arouse different kind of behaviors. In Korobili, 
Malliari, and Zapounidou’s research [16], they investigate 235 
people’s information seeking behaviors and find that when 
Internet experience increased, lack of knowledge of search 
techniques decreased. That is, individuals with higher Inter-net 
experience in retrieving information from databases or e-
journals tend to have less difficulties when seeking information 
on the Internet. Catalano [6] also support this findings that 
users those who had more Internet experience had more 
knowledge of search strategies used in Internet resources. 
Moreover, in the study conducted by Aula, Jhaveri, and Käki, 
[1], they conclude that there was a specific information seeking 
behavior from 236 experienced Internet participants that 
individuals with higher Internet experience prefer to use 
multiple browser windows or tabs in parallel while seeking 
information on the Internet. Further-more, Thatcher [28] not 
only has the same conclusion with Aula, Jhaveri, and Käki [1] 
that experienced Internet people are likely to use the parallel 
information seeking style, but also demonstrates that 
individuals with lower Internet web experience are likely to 
find information by using sequential information seeking style. 
For example, people with lower Internet experience would not 
open a new website to find more information until they 
completely read the in-formation they found from the previous 
website. 

On the other hand, though people prefer to rely on the 
Internet to seek their initial information; in the Liyana and 
Noorhidawati [18] research, they recruited 217 participants to 
study their information seeking behaviors and noticed that even 
though the Internet search engine was the first information 
resource used by users, they tended to apply more reliable 
information resources such as digital libraries and online 
databases to evaluate the trustworthiness of the information. 
Liyana and Noorhidawati stated that more than 94.3 percent 
users (n=132) evaluated the reliability of the information they 
found by using other re-sources once they were acquainted 
with the subject matter. Liyana and Noorhidawati also 
described some interesting information seeking behaviors in 
their study. They concluded that people tended to use different 
information re-sources when they could not find the 
information that they obtained at the first time and would 
follow up by conducting a new seeking activity using another 
different combination of keywords. Thus, people’s information 
seeking behaviors are diverse and correlated with their previous 
Internet experiences.  

Several behaviors people have when seek information on 
the Internet are ad-dressed above. However, there are other 
important factors which may affect people’s information 
seeking behaviors, but researchers seldom discussed about in 
the past. For instance, in Liyana and Noorhidawati’s [18] study, 
they mention that although people indicate that they can find 

the information easily, but they are having problem with 
information excessive, as well as having difficulties to ensure 
the trustworthiness of the information and difficulties in 
understanding the information contents. People feel frustrated 
and insecure when they face problems during the information 
seeking process, but no assistants or guides can support their 
needs. Thus, how people’s perceptions and emotions interact 
with the information seeking behaviors can be a crucial issue 
for researchers to take into consideration.  

For the next section, related work about people’s self-
perceptions/self-efficacy when seeking information on the 
Internet will be discussed. 

B. User’s Internet Self-efficacy and Information Seeking 

Behaviors 

People’s perceptions of how they believe or judge about 
their capabilities to complete a specific performance can be 
defined as an individual’s Self-efficacy [3]. A core theoretical 
property of self-efficacy is that it is concerned not the skills an 
individual has; instead, it reflects what persons believe they can 
do with the skills they possess [13]. Based on the concept of 
Self-efficacy demonstrated by the social scientist Albert 
Bandura, Eastin and LaRose [10] and Torkzadeh and Van 
Dyke [26] extend the thoughts and address that the concept of 
the Internet Self-efficacy is individual’s self-perception and 
self-competency in interacting with the Internet. Internet Self-
efficacy does not refer to a person's skill at performing specific 
Internet-relevant tasks, such as writing HTML, using a browser, 
or transferring files. On the contrary, it assesses a person's 
judgment of his or her ability to apply Internet skills in a more 
encompassing mode, such as finding information or 
troubleshooting search problems. Moreover, Internet Self-
efficacy may be distinguished from computer Self-efficacy as 
the belief that one can successfully perform a distinct set of 
behaviors required to establish, maintain and utilize effectively 
the Internet over and above basic personal computer skills [10]. 

Furthermore, in the practical approach, several factors, such 
as individuals’ prior Internet experience, emotions, and 
anticipated performance outcomes or actual information 
seeking behaviors are correlated with a person’s Internet Self-
efficacy. First of all, previous Internet experience can be an 
important element interacted with people’s Internet Self-
efficacy [14]. Users having more prior engagement in the 
Internet-based context display more positive Internet self-
efficacy [7, 14, 28]. Secondly, people also rely partly on their 
motional states in judging their capabilities. Bandura [3] 
mentions that positive mood enhances perceived self-efficacy, 
while despondent mood diminishes it. Also, a third possible 
factor is the anticipated performance outcomes and individual’s 
Internet Self-efficacy. The outcomes people expect depend 
largely on their beliefs of how well they can perform in given 
situations. Bandura [4] addresses that those of high efficacy 
expect to gain favorable outcomes through good performance, 
but those who anticipate poor performances of themselves 
conjure up negative outcomes. Lastly, Internet Self-efficacy 
can influence web users’ Internet behaviors [4, 21]. People who 
with lower confidence about their browsing skills tend to 
perform more verbal aggression to others on the Internet or 
social media [21]. People’s information seeking behaviors can 
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be changed according to the interaction happens between the 
Internet Self-efficacy and the external factors. Thus, the 
relationship between the Internet Self-efficacy and different 
kind of external factors is a critical issue for researchers to 
discuss. 

C. User’s emotions and and information seeking behaviors 

In this section, because both cognitive and affective needs 
are important as the factors of the information seeking behavior, 
people’s emotions related to their behaviors will be addressed 
[16]. 

Affective factors of information seeking behavior are 
important for motivating people’s ways of accessing, seeking 
and using information sources in different contexts such as 
academic task performance and learning. However, affective 
factors so far still play a residual role in the information 
seeking research [22]. 

In Savolainen’s [22] research, how positive and negative 
emotions and feelings such as joy, anxiety and fear encourage 
or discourage an individual's at-tempts to seek information are 
discussed. Savolainen concludes that emotions and feelings 
motivate individuals to start, expand, limit, terminate, or avoid 
in-formation seeking. Savolainen mentions that a positive 
emotional valence is mainly related to start and expand 
information seeking. Furthermore, some emotions, such as 
anxiety, may motivate in multiple ways, including starting 
information seeking to information avoidance. In contrast, 
some positive emotions, such as joy, are typically experienced 
when starting or expanding information seeking.  

On the other hand, emotions not only simply have 
interactions with people’s information seeking behaviors, but 
also have interventions with individuals’ prior Internet 
experiences and Internet self-efficacy during the seeking 
process [7]. Specifically, people who have more Internet 
experiences, tended to express more positive feeling, lower 
anxiety and independent control toward the usage of Internet 
[28]. Moreover, when Internet self-efficacy increases, 
individuals’ Internet stress will decrease [10]. Thus, Internet 
experiences, Internet self-efficacy, and emotions are essential 
factors to influence people’s information seeking behaviors. 

III. THEORETICAL APPROACHES 

In this proposed research, a specific group, doctoral 
students, will be investigated of their Internet Self-efficacy and 
emotions when seeking academic information on the Internet. 
To support the research purpose, the Social Cognitive Theory – 
Self-efficacy addressed by Albert Bandura [3] and the 
Affective Load Theory proposed by Diane Nahl [12] will be 
applied for demonstrating the theoretical foundation. 

In Bandura’s Self-efficacy Theory, he addressed that people 
not only apply their prior experiences to judge their abilities but 
also use mental status such as emotions, moods, and feelings to 
support their believes. A person’s behaviors or performances 
will be influenced by different degrees of believing on the 
capabilities. On the other hand, Diane Nahl mentions that 
positive and negative emotions can support and motivate 
people’s cognitive activities. Moreover, individual’s affective 

load is dominated by time pressures and the feeling of 
uncertainty such as irritation, frustration, anxiety and rag. 
People who with higher affective load will have more 
ineffective information behaviors, while those who with lower 
effective load when having information behaviors tend to have 
better performances. Based on these two theory concepts, we 
can infer that different-level Self-efficacy and different 
emotions can affect people’s information behaviors. Thus, with 
previous related work review and theories support, three crucial 
elements are embedded in the proposed study, including 
Internet Self-efficacy, emotions when seeking on the Internet, 
and the third one, information seeking behaviors, see the 
proposed theoretical framework on the Fig. 1 Specific research 
questions are addressed as following: 

 RQ1: What academic information seeking behaviors 
performed by different web-experience doctoral 
students? 

 RQ2: What is the relationship between Information 
seeking behaviors and Internet Self-efficacy when 
doctoral students seek academic information on the 
Inter-net?  

 RQ3: What is the relationship between Information 
seeking behaviors and emotions when doctoral 
students seek academic information on the Internet?  

 RQ4: With in the same Internet experience, does 
doctoral students’ Internet Self-efficacy correlate with 
their emotions when seeking academic information on 
the Internet? 

Figure 1.  The proposed theoretical framework 

IV. METHODOLOGY 

A. Research Design 

The practical conduction of the proposed study will follow 
the theoretical framework and research questions illustrated in 
the previous section. Detailed methodology information are 
provided as following. 

B. Participants 

1) Sample size: In this study, 300 doctoral students will be 

surveyed in this study. Estimate 150-200 responders answer 

the questionnaire completely. 
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2) Sampling method: Convenient sampling method will be 

used [9]. Participants will be informed to complete the survey 

by E-mail and social media. 

C. Data collection 

In the proposed study, a quantitative research method will 

be applied in the data collection process. A structured survey 

will be designed for doctoral students to measure their 

academic information seeking behaviors, Internet self-efficacy, 

and emotions. Different kind of scales, including the 

Information-Seeking Behavior Scale (ISBS), the Internet Self-

efficacy Scale (ISS), and the Positive and Negative Affect 

Schedule (PANAS) Scale, will be used. Also, doctoral 

students’ basic demographic information will be recorded. See 

more detailed information below. 

1) Measurement Instruments: The data collection 

instrument will be a structured questionnaire. The question-

naire is shaped by four sections (A-D): demographics, 

Information-Seeking Behavior, Internet Self-efficacy, and 

emotions. All the items in the questionnaire were adapted from 

related previous studies. 

a) Section A: Demographical Information: In the 

Demographical Information section, partici-pants’ fields of 

study, grade levels, gender, the frequency of searching 

academic information on the Internet such as years of Internet 

experience, and the place they use the Internet to search 

academic information are asked [14, 17]. 

b) Section B: Information-Seeking Behavior Scale (ISBS): 

In this section, a Information Seek-ing Behavior Scale 

adjusted from Timmers and Glas [25] are used. Including ten-

item scale for applying search strategies (alpha= 0.68), 

fourteen-item scale for evaluating information (alpha= 0.74), 

and six-item scale for referring to in-formation (alpha= 0.81). 

c) Section C: The Internet Self-efficacy Scale (ISS): For 

the C section, the Internet Self-efficacy scale (ISS) is modified 

from Chuang, S. C., Lin, F. M., and Tsai, C. C. [7] study. 

Total 36 items involved in this scale. The Cronbach’s alpha of 

ISS was 0.92, including eight items for usage, six items for 

information sharing, four items for communication, eight 

items for verification, six items for metacognition, and four 

items for application. 

d) Section D: The Positive and Negative Affect Schedule 

(PANAS) Scale: In the section D, The Positive and Negative 

Affect Schedule (PANAS) Scale is used [8]. 

D. Data Analysis 

Analysis tool, a statistic measurement software, SPSS, will 
be applied to analysis the data. Based on the four research 
questions to demonstrate the results.  

V. EXPECTED OUTCOMES 

There are two expected outcomes being addressed in this 
section. First of all, the study outcome will describe doctoral 
students’ academic information seeking behaviors, and how 
their Internet Self-efficacy and emotions correlate with the 

behaviors. Secondly, Suggestions based on the results will 
provide for doctoral students and faculties (scholars or advisors) 
as references to help them find more efficient and meaningful 
way when seeking academic information on the Internet. 

VI. WORK SCHEDULE AND RESEARCH PLANNING 

For the timeline of conducting the proposed study, four 
stages are included in the plan. Firstly, a critical research 
questions and gaps are addressed by reviewing previous related 
studies. Secondly, a theoretical framework is shaped to support 
the study purpose. In the third stage, a concise research design 
involved the data collection procedure, data measuring 
instruments, and data analysis methods are decided in this stage. 
Lastly, expected outcomes and the follow-up practical con-
ducting schedule are planned. See the proposed timeline 
illustrated on Fig. 2. 

Figure 2.  The proposed research timeline and schedule 
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Abstract— Customer churn creates a huge anxiety in highly 

competitive service sectors especially the telecommunications 

sector. The objective of this research was to develop a predictive 

churn model to predict the customers that will be to churn; this is 

the first step to construct a retention management plan. The 

dataset was extracted from the data warehouse of the mobile 

telecommunication company in Thailand. The system generated 

the customer list, to implement a retention campaign to manage 

the customers with tendency to leave the company. WEKA 

software was used to implement the followings techniques: C4.5 

decision trees algorithm, the logistic regression algorithm and the 

neural network algorithm. The C4.5 algorithm of decision trees 

proved optimal among the models. The findings are 

unequivocally beneficial to industry and other partners. 

Keywords-component; churn prediction; telecommunication 

industry; data mining; CRM; decision trees 

I.  INTRODUCTION  

Nowadays, the telecommunications industry is facing 
dramatic changes due to the influence of information 
technology and global competition. As the telecommunications 
market grows increasingly competitive, customer expectation 
is increasing as well. Today’s customers can exercise their 
purchase power by choosing from many carriers or product 
providers to satisfy their communication needs. Accordingly, 
the major task facing the telecommunications industry is how 
to provide better services and better quality at a lower cost. 
There is a high competitive market; nevertheless, the 
companies have been working aggressively with, promotions, 
marketing plans or other approaches to obtain the highest and 
deepest marketing immersion. For that reason, it is valuable to 
know which customers are likely to switch to a competitor in 
the near future. Those customers are so called churned 
customers. Churn is caused by several common reasons such as 
dissatisfaction with the services and high bills. Moreover, 
customers often receive attractive offers when signing up with 
a new mobile service provider. Customer churn is a crucial 
activity in rapidly growing and competitive telecommunication 
sector, due to the high cost of acquiring new customers [1]. 
Previous research points out that there is a higher churn rate of 
customers in Asia than in the US and Europe.  

Telecommunication companies in Thailand are operating in 
a highly competitive and challenging market environment. 

With the introduction of the Mobile Network Portability 
(MNP), a number of voice and data subscribers had the 
leverage of churning from one subscriber to the other. 
Customers regularly port their mobile numbers from one 
telecommunication service provider to the other thereby 
making the companies lose large amount of revenue. 
Telecommunication companies in Thailand have had a 
herculean task in predicting expected churn customers using 
modern computing statistical tools.  

The retention of customers is key in any business. This is 
because, the cost of retaining existing customers is much 
cheaper than the acquisition of new customers [2, 3]. The 
concept of identifying new customers as a marketing strategy 
by telecommunication companies in Thailand is much hectic 
than the retention of existing ones. However, it has also 
become quite a challenge for these companies to identify 
potential churn customers to respond to their needs for 
retention. Modeling customer lifetime value is therefore one 
way to detect, compute customer value and predict potential 
customer churn. One of the best’s solutions is to use the 
preventive methods when customers are close to churn. The 
telecommunications industry produces huge amounts of data 
and is bedeviled with a vast array of imperfect customer 
information that decision makers need to deal with. High 
performance data warehouses and powerful business 
intelligence solutions enable experts to access, extract and 
manipulate a huge amount of data needed for churn prediction 
modeling. By applying data mining methods and techniques, 
meaningful patterns and decision supportive information can 
be discovered in this huge amount of data. There are many data 
mining techniques to predict when customers are churn, for 
example: support vector machines, logistic regression models, 
decision tree and neural network. This simulator will help the 
company to have the better variables for monitoring or predict 
customer behavior to get future customers to churn.  

 

The research employs some algorithms of data mining, 

based on machine learning and statistical computing; to 

develop a predictive model for customer churn in the 

telecommunication industry in Thailand. The purpose of this 

research is to develop an accurate methodology to predict 

when the customers are going to churn in telecommunications 

companies (postpaid customers). These detected customers are 

will be using to generate to retention campaigns. 
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II. LITERATURE REVIEW  

A. Theoretical Foundation of Data Mining  

Data mining represents a multifaceted range of 
technologies that are rooted in disciplines like statistics, 
mathematics, computer science and engineering among others 
[4, 5, 6]. Data mining comprises the process of exploring and 
modeling large datasets to elicit useful results and patterns [7]. 
Data mining is rooted in three sections: classical statistics, 
machine learning and artificial intelligence (AI) [8]. Data 
mining uses algorithms like artificial neural networks, time 
series analysis, association rules, clustering, regression, 
classification, and many others to mine relevant information for 
decision making and prediction [9, 10]. Classification is 
defined as the way to discover various characteristics in 
management, association is defined as rules of affinity among 
collected data and clustering is defined as a process of 
segmentation. Data mining techniques mostly used in customer 
relationship management (CRM) are decision trees, neural 
networks, association rules, sequence discovery among others. 
The tools and methodologies of data mining are designed 
primarily to discover hidden patterns to aid in decision making. 

There are mainly two types of data mining techniques that 
are used in practice: supervised learning and unsupervised 
learning [11]. Supervised learning requires that the dataset 
should contain target variables that represent the classes of data 
items or the behaviors that are going to be predicted. The most 
important decision in customer churn management is the 
separation of churners from non-churners. This task is quite 
capably handled by supervised learning techniques. Data 
mining can be analyzed in two forms: predictive and 
descriptive. Descriptive analysis deals with classification data 
into sequence, patterns and trends for decision making. 
Predictive mining uses classified data to forecast for the future 
using various algorithms. 

The process of building models using data mining 
techniques for predictive output is known as predictive 
modeling. It is a process for transforming data into meaningful 
output that can affect business decisions. This is accomplished 
by analyzing and modeling the stored information or data. In 
its stored form, information is mostly used for reporting the 
events occurred and observations made. Once the data is used 
to build a model it becomes a vital tool to recognize patterns 
and predicting future actions or behavior. Various steps are 
involved in building such a model: 

 The data is collected from various sources in the 

business process. 

 Data is then analyzed for patterns and relationships. 

 A statistical technique is chosen that best suits the data 

and output desired. 

 A model is built based on the technique chosen. 

 The model is validated for usability and accuracy. 

B. Customer Churn Prediction Modeling 

Customer churn refers to when the customer cancels the 

contract. When the customer leaves the company prematurely, 

cancels one contract, two contracts or cancels the full account. 

The companies can divide the churn in two categories: 

voluntary and involuntary. The involuntary churn is when 

happen involuntary situations with the customer like move to 

other location, not paid the bill or customer dies. When the 

companies use data mining for analyze the churn, the 

involuntary churn is excluded, because in these types of 

cancellation the companies not have control. The voluntary 

churn is when the customer cancels the contract but the 

reasons are based on company customer relations. This type of 

churn has the probability of retention. The companies have 

many strategies to fight it, but sometimes they use their capital 

and efforts for gain more customers.  

Churn in the telecommunication industry has also defined 

as an action that leads to the cancellation of a consumer’s 

telecommunication services. Churn can be classified into two 

categories such as, service provider initiate churn which is 

when the service provider deliberately suspends a consumer’s 

account due to payment default, the other type of churn is, 

consumer initiated churn. Consumer initiated churn is often 

more complicated than company initiated churn. Consumer 

may switch or choose to cancel their subscription due to 

multiple reasons. 

A number of researchers have used varied techniques to 

address churn in various fields. In the churn analysis and 

modeling of the telecommunication industry, common 

algorithms deployed include decision trees (DT), logistic 

regression (LR), neural networks (NN), Naïve Bayesian 

classifiers (NBC), support vector machine (SVM), linear 

discriminant analysis (LDA), self-organizing maps (SOM), 

among others. These techniques are applied in predicting both 

qualitative and quantitative data and the interpretation of the 

predictive models created. 

Hung, Yen and Wang [12] employed decision tree and 
multilayer perception neural networks techniques to build a 
predictive churn model. In order to evaluate the techniques, the 
researchers used dataset from a telecommunication company in 
Taiwan using several groups of attributes including customer 
demographics, call detail records, billing information, service 
change log, and contract/service status. The research revealed 
that the attributes that are substantial to differentiate between 
churners and non-churners are age, gender, tenure, billing 
amount, number of overdue payment, in-net call duration, and 
number of changes in account information. The researchers 
also used K-means clustering technique to segment the 
customers according to their billing amount, tenure and usage. 
One decision tree is created for each cluster. A base decision 
tree is also created for all customers without any segmentation. 
The finding showed no significant difference between the 
performances of decision trees with and without customer 
segmentation. Comparison of decision tree and multilayer 
perception neural networks verifies that neural networks 
perform better on this particular dataset. Findings from this 
study indicated that data mining techniques were useful in 
accurately determining possible churners.  

Owczarczuk [2] evaluated different data mining techniques 
for chum prediction model including decision trees, Fisher 
linear discriminant analysis, and logistic regression. The 
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dataset of this study consisted of 85,274 customer records from 
pre-paid customers. Overall, all techniques returned similar 
results for low quantiles, but for medium and high quantiles, it 
was shown that logistic regression outperformed the other 
techniques [2]. Oseman, Mond, Haris and Abu [13] used the 
ID3 (Iterative Dichotomiser 3) algorithm to create a churn 
prediction model. ID3 is an algorithm invented by Ross 
Quinlan. There are two steps in classification of decision trees; 
first step, use the training set to establish decision trees and 
second step, use the decision trees to make classification to 
input record [14]. The dataset that they used has the following 
variables: the length of service, area and total of more than 10 
minutes customer engaged. The results suggested that area was 
the main factor for customer to churn, apart from two minor 
causes for customer to churn [13].  

Jin, Meng, Fan, Peng and Chen [15] created predictive 
models using decision trees C4.5 and back propagation neural 
network (BPN). For this study, the dataset that was used were 
extracted from data warehouse of mobile services providers 
including churner/non churner, billing, call records details, 
customer service detail and customer care data. The research 
used the following variables: gender, age, area, tenure, inbound 
call, outbound call, domestic call, bill amount, payment, 
overdue payment, monthly fee, inquire, phone no changed, and 
bar/suspend. Neural network was used to calculate the 
propensity for a customer to churn while the decision trees 
describe the behavior of the churners 

The literature shows that various data mining techniques for 
churn prediction in the telecommunication industry has been 
used such as neural network, regression analysis, decision tree, 
SVM, Naïve Bayes and Bayesian network, evolutionary 
approach and neuro-fuzzy [16, 17, 18, 19]. However, conflicts 
arise when studying results and comparing the conclusion of 
few of these published researches in the area of churn 
prediction. It is also observed that most of the studies have only 
evaluated a limited number of data mining techniques with 
small sample’s size. Therefore, the most important problem of 
which classification technique could use to approach the 
customer churn prediction in a more appropriate fashion, still 
remains an open research problem. 

III. METHODOLOGY  

The main research objective is to develop an accurate 

methodology to predict when the customers are going to churn 

in telecommunications companies, developing strategies to 

retain customers. The churn indicator is very important and 

powerful in the company business and if it is accurate the 

results campaign will be having better results and 

consequently a few loss of money. In order to achieve the 

research objectives, the work performed can be divided into 

the following steps.  

A. Business and Data Understanding 

This phase start with the business perspective and data 

understanding. The research objective is translated into a 

realistic data mining problem which is possibly solvable with 

respect to foreseen limitations. In this phase, the researcher 

gets to know which data are available and how to collect them. 

Exploration of data gives a basic understanding. In the 

business context, it is essential that the researcher gain her 

knowledge not only from the data itself but also from the 

domain experts. The telecommunication company provides the 

author of this research full access to their data warehouse and 

initially a sample of available data such as customer 

demographics, subscribers history, billing history, account 

customer details, retention history, customer consume 

information and others. Time and effort also spent on studying 

the architecture of the data warehouse and how to query the 

data from different sources. This step also include identifying 

data problems like null values or fields that not have value or 

the values are not significant. The different fields’ values or 

combination was identified for make the cross matching 

information. 

B. Data Collection and Preparation 

The pre-processing step involves transferring the raw data 

from the data warehouse to the analysis platform. This was the 

most difficult and time-consuming phase in data mining. In 

this phase when the data is collected, integrated and cleaned. 

The first step in data collection, this phase has random 

customer that is selected with filters. The final table should be 

cleaned of ambiguities or bad records. The pre-processing or 

data preparation phase could be basic steps like organizing 

data and structuring it into required format. The structured 

data is then to be checked for missing values in critical 

attributes, as presence of these will hamper the results of the 

modeling. This usually involves changing the format or type 

of the data into a specific manner to suit the usage of mining 

tools to be used. 

The second part was prepared the calculate variables such 

as average billing, number of calling customer services with 

problems, number of data purchase, total internet charge, total 

day minutes and customer age. These calculated fields are 

necessary for predict the churn; normally it was very difficult 

to obtain the necessary data to prepare these calculations. Not 

all fields are obtained in the same source or database, they 

needed a computing process or for example wait to closed 

cycle period to obtain the information.  

The dataset was extracted from the data warehouse of the 
mobile telecommunication company in Thailand. To protect 
customer privacy, the data source randomly selected based on 
their telephone numbers from January 2016 to December 2016. 
The whole dataset consists of 262,500 customer records: 
106,800 churners and 155,700 non-churners. The dataset was 
randomly split into 3 parts: training 157,500 records (60%), 
validation 52,500 records (20%) and testing 52,500 records 
(20%). Missing data were treated using listwise deletion by 
deleting any case that had a missing value on any of the 
variables included in each test. The attributes mainly consist of 
the following information: 

Demographic profiles: describes the demographic 
information, including age, gender, etc. 
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Account information: all information about customer 
accounts, e.g., account number/type, fees, payment type, 
account balance, call information, etc. 

Call details: this group of information describes many 
aspects related to different types of calls (e.g., international or 
local calls), number of calls, call duration, costs, etc. 

Table 1 has a details description of the dataset. 

TABLE I.  LIST OF ATTRIBUTES 

Attribute name Description 

 Age Customer age 

Gender  Account customer gender 

Area Customer area 

Tenure Length of time a customer has been with the 
organization 

Internet plan Boolean field, that has if the customer has 

internet plan contract 

International plan Boolean field, that has if the customer has 

international plan contract 

Voice mail plan Boolean field, indicate if the customer has 

voice mail plan 

Num vmail messages Number of daily voice mail message 

Avg bill amount Average bill amount, calculate in 12 months 

Total day minutes Total number of minutes that the customer 

used on the day 

Total eve calls  Total number of calls that the customer made 

on the evening 

Total eve charge Calculation of evening charge is based in plan 

evening minutes charge 

Total night minutes Total number of minutes that the customer 

used on the night 

Total night calls Total number of calls that the customer made 
on the night 

Total night charge Calculation of night charge is based in plan 

night minutes charge 

Total intl minutes Total number of minutes that the customer 
used to made international calls 

Total intl calls Total number of calls that the customer made 

on international plan 

Total intl charge Calculation of internet charge is based in 

international plan minutes charge 

Credit purchase  Total amount used to purchase airtime a month 

Num credit purchase Number of times, that the customer used to 

purchase airtime a month 

Data purchase 
amount 

Total amount used to purchase a data package 
a month  

Num data package 

purchase 

Number of times, that the customer used to 

purchase data a month 

Total internet charge Calculation of internet charge is based in 

internet plan data charge 

Num customer 
service calls 

Total of monthly calls that the customer made 
to spoke with customer service. 

Num retention  Number of times, that the customer received a 

retention package 

Churn Represents if the customer is no longer with 
the company, (Churn/Not Churn) 

C. Attributes Selection  

Feature selection are important steps in the knowledge 

discovery process, to identify those relevant variables or 

attributes from the large number of attributes in a dataset 

which are too relevant and that can reduce the computational 

cost. The selection of most appropriate attributes from the 

dataset in hands, was carried out using feature ranking method 

titled as “Information Gain Attribute Evaluator”, using an 

WEKA toolkit. It evaluates the attributes worth through the 

information gain measurement procedure as per the class 

value. It’s diverse the selection and ranking of attributes that 

significantly improves the computational efficiency and 

classification. After feature ranking, it includes most relevant 

and ranked attributes in the decision table. Table 2 shows the 

results of selected attributes. 

TABLE II.  SELECTED ATTRIBUTES RESULTS 

Attribute Evaluator Results 

Information Gain 

Ranking Filter 

Internet plan 

Num data package purchase  

Num customer service calls  
Tenure 

Age 

Num retention 
Avg bill amount  

Total day minutes 

Data purchase amount 
Total internet charge 

Churn 

D. Modeling 

In this step, the different techniques were tested, 

implemented with different options. WEKA was used as data 

mining software to implement different techniques and select 

the better technique according to the dataset provided. 

1) Decision Trees Analysis 

Decision trees are classification techniques that partition 
data in a recursive manner into smaller divisions based on 
some algorithms. One advantage of decision trees analysis is 
that they are nonparametric and no assumptions are used in 
relation to input data [20]. Decision trees are able to handle 
nonlinear data, missing values, numeric and categorical data 
that makes it idyllic for predictive modeling for churn 
management since primary data from customers are used. 
Decision trees are formulated using key variables related to 
previous variables in training models to predict future 
outcomes, churn intentions of customers.  

C4.5 is an algorithm developed by Ross Quinlan in 1993 to 
generate decision trees. It is an extension of an earlier version 
called ID3. C4.5 known in WEKA as J48 is an algorithm used 
to generate decision trees. After a J48 fully grown decision tree 
is constructed, pruning is carried out using 10 folds cross-
validation on training sets. C4.5 builds decision trees from a set 
of training data using the concept of information entropy. C4.5 
examines the normalized information gain (difference in 
entropy), which is also called gain ratio, that results from 
choosing an attribute for splitting the data. Gain ratio is a 
modification of the information gain that reduces its bias on 
high-branch attributes. Suppose S represents a dataset and A is 
an attribute. Values A is the set of all possible values for 
attribute A, and Sv is the subset of S for which attribute A has 
value v. Intrinsic information measures how much information 
we need to tell which branch an instance belongs to. It is 
defined as: 
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   (1)    
 

The information gain is defined as: 

 

 (2) 

Gain Ratio normalizes information gain by: 

 

 (3) 
 

Gain ratio takes the number and size of branches into 
account when choosing an attribute; thus, it overcomes the bias 
of the information gain measure, which favors attributes with 
many values over those with few values. The attribute with the 
highest normalized information gain is the one used to make 
the decision. The algorithm then recurs on the smaller lists. 
C4.5 handles missing data by assigning a probability to each 
possible value of the related attribute. The assigned probability 
is estimated by the observed frequency of the attribute value 
among the instances at the tree node. C4.5 handles continuous-
valued attributes by dynamically defining a best cut point of 
the attribute. After sorting the instances according to the 
attribute values, C4.5 discretizes values with midpoints as 
candidate thresholds; the value of the threshold that maximizes 
information gain must always lie at the boundaries, so the best 
cut point is the one that maximizes information gain. 

2) Logistic Regression 

Logistic regression is a predictive modeling technique 

where there is a correlation between the probability of a result 

and its predictor variables as seen in equation (4).  
 

 

 (4) 

where  

πi is the probability of the outcome,  

β1, …, βk are coefficients,  

X1, …, Xik are predictor variables. 
 

The β coefficients are transformed into odds ratios with the 

degree of importance of predictors well known. The Hosmer-

Lemeshow statistic is accepted extensively in assessing the 

goodness of fit of developed models in logistic regression with 

a dichotomous outcome [21]. In a specific manner, logistic 

regression details the linear function of observed attributes for 

endogenous variables as the fitted probability of event. The 

fitted probability, logit (πi), is defined as: 

  
 

  (5)  

 

 

3) Neural Networks 

Neural networks are used for descriptive and predictive 

data mining. Neural network is the linking of neurons 

(computed units) with respect to their weights [22]. Artificial 

neural networks computes based on input signals and 

importance weight just as the brain does computations. The 

input signals conduct a combination function with the weights 

and threshold value, and activated by the activation function to 

produce an output signal as seen in equation (6). 
 

 (6) 

Where j is a generic neuron, x is the input signals, wj are 

the weights, Pj is the potential and yj is the output signal.  

Neural networks fit non-linear functions very well in 

addition to recognizing patterns. The algorithm is used in a 

wide range of fields such as aerospace, automotive, banking, 

defense, electronics, entertainment, financial, insurance, 

manufacturing, oil and gas, robotics, telecommunications, and 

transportation industries [22]. 

IV. EXPERIMENTAL RESULTS  

A. Classifiers Results and Performance Evaluation 

In order to assess the developed model and compare it with 

different data mining techniques used for churn analysis, this 

research use the confusion matrix shown in Table 3 which is 

the primary source for evaluating classification models. A 

correctly classified instance is counted as a true positive (TP) 

or a true negative (TN) if its actual class is positive or negative 

respectively. A positive instance which is misclassified as 

negative is counted as a false negative (FN) and a negative 

instance which is misclassified as positive is counted as a false 

positive (FP).  

The research compare 3 techniques: decision trees C4.5, 

logistic regression and neural networks. The best result is the 

decision trees C4.5 with 93.71% of correctly classifiers and 

6.29% of incorrectly classifiers. This 93.71% is the result of 

all class classification includes when the customers churn and 

not churn. To compute this number are summarized the true 

positives values and the false positives values, then the 

correctly classified instance are the true positives divided 

between the sum of all the instances, the incorrectly classified 

is the sum of the false positives divided between the sum of all 

instances. The confusion matrix gives the correct classification 

and the incorrect classification. The accuracy and error rate of 

the predicted results are shown in Table 3. The accuracy rate 

and error rate are computed as shown in the following 

equations. 
 

  (7)          

 

     (8)    
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TABLE III.  CLASSIFER RESULTS 

 Classified Instances Confusion Matrix Actual 

Class Technique Accuracy  Error 

rate 

Not Churn Churn 

Decision 

Trees C4.5  

93.71% 6.29% 29,180 1,794 Not Churn 

   1,510 20,016 Churn 

Logistic 

regression 

90.88% 9.12% 28,629 2,344 Not Churn 

   2,442 19,085 Churn 

Neural 
networks 

86.13% 13.87% 26,678 4,296 Not Churn 

   2,988 18,539 Churn 

 

B. Churn and Not Churn Detection Rules 

This step applies the C4.5 (J48) rules directly to the dataset 

and analysis the result to create the rules. These rules are used 

to detect correlated information with churn detection. The 

following are the example rules detection churn information: 

 If (internet plan) = 1 and 20 >= (age) <= 25 and (data 

purchase amount > 1,000) then the tendency is to churn. 

 If (internet plan) = 1 and (total internet charge) > 1,500 

and (num retention) > 3 then the tendency is to churn. 

 If (internet plan) = 1 and (num customer service calls) > 5 

and (num data package purchase) > 7 then the tendency is 

to churn. 

 If (tenure) < 2 and 26 >= (age) <= 30 and (avg bill 

amount) > 2,000 then the tendency is to churn. 

 If (internet plan) = 0 and (avg bill amount) < 100 and 

(total day minutes) < 2 and then the tendency is to churn. 

C. Rules Analysis 

The churn detection is a very complex process and is very 

difficult to detect the behavior of churn with one attribute, but 

when data mining techniques are used, the technique apply the 

predictions. Data mining systems are the solutions for 

detection and to create the better and useful campaigns, which 

will help the companies to decrease the churn. Taking all this 

information in mind, these are the example tendencies: 

 If the customer has internet plan and the customer age is 

between 20-25 and the total amount used to purchase a 

data package a month are more than 1,000 Thai baht 

(THB)  the tendency is to churn. 

 If the customer has internet plan and the total internet 

charge are more than 1,500 THB and the total number of 

times that the customer received a retention package are 

more than 3 times the tendency is to churn. 

 If the customer has internet plan and the customer calls to 

customer services are more than 5 times and the total 

number of times that the customer used to purchase a data 

package a month are more than 7 times the tendency is to 

churn. 

 If the customer tenure is less than 2 years and the 

customer age is between 26-30 and the average bill 

amount are more than 2,000 THB the tendency is to 

churn. 

 If the customer has no internet plan and the customer’s 

average monthly payment for the past 12 months are less 

than 100 THB and the total day minutes used are less than 

2 minutes the tendency is to churn. 

V. CONCLUSION 

In the mobile telecommunication industry, customers are 

able to choose among multiple service providers and actively 

exercise their rights of switching from one service provider to 

another. In this fiercely competitive market, customers 

demand tailored products and better services at lower prices, 

while service providers constantly focus on acquisitions as 

their business goals. In the telecommunication market, 

competition is very high and the products and offerings are 

more and more comparable. This leads to reduced customer 

loyalty. Losing an existing high-volume customer means 

losing lots of revenue. It is more expensive to gain a new 

customer than to retain an existing one. It is necessary to 

identify customers that are willing to move to a competitor 

before they do so. Developing solutions to model and 

understand chum before the customer cancels is critical to the 

success of the telecommunications service providers.  

To model the solution, the beginning process was to 

prepare and analyze the company dataset. All simulations 

were done with WEKA software. Then, the second step was to 

select the most significant dataset attributes. The third step 

was to classify several techniques that were tested, the 

techniques are the following: decision trees C4.5, logistic 

regression and neural networks, where the better percent of 

classified churn was decision trees C4.5 with 93.71% of 

classified correctly the churn and not churn. This is a great 

percent and will be enough to create a good predicted system 

and working together with proactive retention campaigns, will 

be represent revenues to companies.  

Data mining is a significant tool in the telecommunication 

industry that can utilize the large volume of data generated for 

pattern analysis. The recent increasing embrace of predictive 

algorithm of data mining has given room for companies to 

assess their future success, challenges and targets. The study 

brings to fore the relevant untapped customer data and 

knowledge for churn prediction and customer classification for 

better decision making and customer management in Thailand. 

Even though the telecommunication industry is applied in this 

research, the quality/value relationship obtained is quite 

suggestive of results that can be derived for more sectors, 

hence the model can be used by companies in the service 

sector for customer churn analysis with same predictor 

variables. Applying this technique in predicting the behavior 

of the most valuable asset (customers) in the 

telecommunication industry in Thailand and the 

implementation of the developed model, guarantees a higher 

level of customer assessment, customer management and 

customer profiling for continuous growth in the sector. 
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One important research, not investigate in this research are 

prepaid, combined services and others. Each service is 

individual and the characteristics are not the same, this means 

that the datasets are different. Each research needs individual 

time and preparation and maybe the select technique in 

postpaid is not the same for prepaid customers. In facts, all the 

classifiers tested have a good percent of accuracy and could be 

used to calculate customer churn, this is important to know 

because maybe in other research depending of the data the 

selected technique is different. The important point for future 

research is to make simulations with several techniques; 

because the dataset structure and information will change all 

the results.  

 

REFERENCES 

 
[1] Hong, T.-P., Horng, C.-Y., Wu, C.-H., and Wang, S.-L.: ‘An improved 

data mining approach using predictive itemsets’, Expert Systems with 
Applications, 2009, 36, (1), pp. 72-80 

[2] Owczarczuk, M.: ‘Churn models for prepaid customers in the cellular 
telecommunication industry using large data marts’, Expert Systems 
with Applications, 2010, 37, (6), pp. 4710-4712 

[3] Ngai, E.W., Xiu, L., and Chau, D.C.: ‘Application of data mining 
techniques in customer relationship management: A literature review 
and classification’, Expert systems with applications, 2009, 36, (2), pp. 
2592-2602 

[4] Wu, X., Zhu, X., Wu, G.-Q., and Ding, W.: ‘Data mining with big data’, 
IEEE transactions on knowledge and data engineering, 2014, 26, (1), pp. 
97-107 

[5] Li, D., Wang, S., and Li, D.: ‘Spatial Data Mining: Theory and 
Application’ (Springer, 2016.) 

[6] Shmueli, G., and Lichtendahl Jr, K.C.: ‘Data Mining for Business 
Analytics: Concepts, Techniques, and Applications in R’ (John Wiley & 
Sons, 2017.) 

[7] Peng, Y., Kou, G., Shi, Y., and Chen, Z.: ‘A descriptive framework for 
the field of data mining and knowledge discovery’, International Journal 
of Information Technology & Decision Making, 2008, 7, (04), pp. 639-
682 

[8] Han, J., Pei, J., and Kamber, M.: ‘Data mining: concepts and techniques’ 
(Elsevier, 2011.) 

[9] Chattamvelli, R.: ‘Data mining algorithms’ (Alpha science international, 
2011.) 

[10] Linoff, G.S., and Berry, M.J.: ‘Data mining techniques: for marketing, 
sales, and customer relationship management’ (John Wiley & Sons, 
2011.) 

[11] Coussement, K., and Van den Poel, D.: ‘Churn prediction in subscription 
services: An application of support vector machines while comparing 
two parameter-selection techniques’, Expert systems with applications, 
2008, 34, (1), pp. 313-327 

[12] Hung, S.-Y., Yen, D.C., and Wang, H.-Y.: ‘Applying data mining to 
telecom churn management’, Expert Systems with Applications, 2006, 
31, (3), pp. 515-524 

[13] Oseman, K., Haris, N.A., and Abu Bakar, F.: ‘Data Mining in Churn 
Analysis Model for Telecommunication Industry’, Journal of Statistical 
Modeling and Analytics Vol, 2010, 1, (19-27) 

[14] Danwa, S., Ning, H., and Dandan, L.: ‘Construction of Forestry 
Resource Classification Rule Decision Tree Based on ID3 Algorithm’, 
in Editor: ‘Book Construction of Forestry Resource Classification Rule 
Decision Tree Based on ID3 Algorithm’ (IEEE, 2009, edn.), pp. 867-870 

[15] Jin, S., Meng, Y., Fan, C., Peng, F., and Chen, Q.: ‘The Research on 
Applying Data Mining to Telecom Churn Management’, in Editor: 
‘Book The Research on Applying Data Mining to Telecom Churn 
Management’ (2012, edn.) 

[16] Shaaban, E., Helmy, Y., Khedr, A., and Nasr, M.: ‘A proposed churn 
prediction model’, International Journal of Engineering Research and 
Applications, 2012, 2, (4), pp. 693-697 

[17] Kirui, C., Hong, L., Cheruiyot, W., and Kirui, H.: ‘Predicting customer 
churn in mobile telephony industry using probabilistic classifiers in data 
mining’, IJCSI International Journal of Computer Science Issues, 2013, 
10, (2), pp. 1694-0814 

[18] Farquad, M.A.H., Ravi, V., and Raju, S.B.: ‘Churn prediction using 
comprehensible support vector machine: An analytical CRM 
application’, Applied Soft Computing, 2014, 19, pp. 31-40 

[19] Abbasimehr, H., Setak, M., and Tarokh, M.: ‘A neuro-fuzzy classifier 
for customer churn prediction’, Int J Comput Appl, 2011, 19, (8), pp. 35-
41 

[20] Nabareseh, S., and Klímek, E.A.D.a.P.: ‘Security on Electronic 
Transactions in Developing Countries: A Cluster and Decision Tree 
Mining Approach’, in Editor: ‘Book Security on Electronic Transactions 
in Developing Countries: A Cluster and Decision Tree Mining 
Approach’ (Academic Conferences Limited, 2015, edn.), pp. 85 

[21] Hosmer Jr, D.W., Lemeshow, S., and Sturdivant, R.X.: ‘Applied logistic 
regression’ (John Wiley & Sons, 2013. 2013) 

[22] Pham, V.-T., Volos, C., Jafari, S., Wang, X., and Vaidyanathan, S.: 
‘Hidden hyperchaotic attractor in a novel simple memristive neural 
network’, Optoelectronics and Advanced Materials, Rapid 
Communications, 2014, 8, (11-12), pp. 1157-1163 

 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 331



The Influence of Advanced and Secure E-Commerce 

Environments on Customers Behaviour: The Case of Saudis 

in the UK 

Haya Alshehri 
School of Computing, Science and Engineering 

University of Salford 

Salford, UK 

h.alshehri1@edu.salford.ac.uk

Farid Meziane 
School of Computing, Science and Engineering 

University of Salford 

Salford, UK 

f.meziane@salford.ac.uk

Abstract - The work reported in this paper is part of a larger study 

comparing the online activities of Saudi citizens living in Saudi 

Arabia and those living in the United Kingdom. That study aims to 

answer the question of whether the environment plays a key role in 

influencing the activities of Saudis when purchasing goods and 

services online. This paper considers only that part of the research 

conducted in the United Kingdom. It attempts to understand the 

activities and perception of Business to Customer E-Commerce 

among Saudis living in the UK, and hence what impact being away 

from their home environment actually has on their online shopping 

behaviour. Quantitative data was collected from 169 Saudis living 

in the United Kingdom. Trust in both security and payment were 

tested, with the result that a high number of Saudis resident in the 

UK show trust in the security and payment systems associated with 

online transactions in the United Kingdom. These primary 

outcomes suggest that the environment plays an important role in 

changing the shopping behaviours of online customers.  

Key words - E-Commerce; Security; Saudi citizens; Payment; 

Behaviour  

I. INTRODUCTION

Currently, E-Commerce is one of the most discussed themes 

in business, and much research has been conducted on 

various issues related to it. E-Commerce allows companies to 

access new customers, as items and services can be offered 

to more geographically-dispersed buyers [7]. Zhu [15] 

identified many risks associated with the expansion and 

development of E-Commerce, and emphasised the impacts of 

this phenomenon on economies, politics, and the law. However, 

having developed in the Western world, E-Commerce struggles 

to achieve the same success in developing countries, and an 

examination of the success realised in Western countries is, 

therefore, useful in understanding what criteria must be 

fulfilled for that achievement. The United Kingdom is one of 

the most developed countries in Western Europe in its use of 

Business to Commerce (B2C) E-Commerce, and consequently 

represents a pertinent case for exploring how success is 

achieved in this respect. Kamalabadi et al. [8] have observed 

that many companies in developing countries are in the initial 

phases of implementing E-Commerce. In this connection, it 

is known that the poor security of the online environment 

with respect to personal information being illegally accessed 

is a major challenge to E-Commerce [6], and the optimal use 

of security measures is essential if the trustworthiness 

needed to assist the growth of B2C E-Commerce is to be 

generated [2]. Hence, steps must be taken by online retailers to 

prevent security breaches and fraud,

and this means that all potential security problems should be 

recognised, identified, controlled, and effectively 

managed/prevented [5]. 

This study therefore, aims to investigate whether and how Saudi 

citizens are influenced in their B2C E-Commerce behaviour by 

their perspectives on security and payment when residing in an 

Advanced E-Commerce Environment such as the United 

Kingdom. We endeavour to answer the questions posed by 

referring to the outcomes of previous studies and the data 

gathered during the empirical study.  

This particular data set comes from a questionnaire survey of 

169 Saudi citizens living in the United Kingdom. The key 

variables tested are the influences of security, and the online 

payment system, and these were explored via nine statements 

which respondents were asked to indicate their levels of 

agreement with. The following nine statements were presented, 

each one labelled as Security and Payment (SP). 

 I do not mind providing my payment details to the UK

companies (SP-statement 1)

 I do not mind providing my payment details to

overseas companies (SP- statement 2)

 I prefer companies that provide different payment

methods (SP- statement 3)

 Companies must have a secure payment system (SP- 

statement 4)

 Companies should make the security of the payments

clear on their websites (SP- statement 5)

 The technology used to protect online payments is

very important (SP- statement 6)

 I do not mind my payment details being stored by the

company for future transactions (SP- statement 7)

 It is important that companies’ websites include

guidance explaining the payment method (SP- 

statement 8)

 I will buy online if my bank guarantees my

transaction to be safe (SP- statement 9)

The rest of the paper is structured as follows. In section 2 we 

provide the background to the study in the form of a literature 

review, and in section 3 the research methodology is described. 

The analysis of the data and the subsequent findings are reported 

in section 4, and a discussion of these follows in section 5. 

Finally, in section 6, a conclusion is provided. 
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II. LITERATURE REVIEW

A. Background

    In this age of technological growth, E-Commerce represents 

one of the important developments worldwide in the 

field of business and commerce. Through such growth, E-

Commerce is essentially changing countries’ economies, and 

the commercial methods by which they are managed [8]. 

Online companies that are effective in their conduct of business, promote satisfaction 

and loyalty amongst their customers, who return to them in the 

sound knowledge that their purchasing will be trouble-free [7], 

and who, therefore, recognise a distinct benefit of this 

purchasing platform. Mostafaeipour [1] stated that one benefit 

associated with E-Commerce is the savings which it is possible 

for parties to a purchase/sale transaction to realise, since 

transportation, paperwork, and time-wasting are all reduced. 

However, in many developing countries, the Information and 

Communication Technology (ICT) infrastructures are still in 

their infancy and therefore, do not support the development of 

E-Commerce [13]. Al Ghamdi et al. [10] note that with respect 
to E-Commerce, the initial prediction of its growth in Saudi 
Arabia has not been met, and this this is contrary to what is 
expected of a nation with Saudi Arabia’s importance in the 
global economy. In addition, companies in Saudi Arabia do not 
appear to be following the developed countries’ rapid growth in 
E-Commerce [10]. Alshehri and Meziane [3] have reported the 
absence of research that demonstrates any robust understanding 
of how Saudi customers behave in connection with online 
shopping when they are removed from their home country, and 
live instead in a developed environment. Nor has there been any 
research seeking to determine how to recreate the E-Commerce 
environment encountered in the advanced countries, in the 
Saudi context – an effort that would clearly assist the growth of 
E-Commerce in Saudi Arabia.

B. B. TRUST 

    Trust is an important factor in buyer behaviour, and it plays 

a key role in E-Commerce activities because customers 

and vendors do not actually see each other. This 

marks a fundamental difference between E-Commerce and 

traditional business [13], in which the buyer and seller come 

into closer contact, and it is, therefore, essential to generate 

trust for E-Commerce efforts to be successful. Indeed, it is 

confirmed that one of the major obstacles to the adoption and 

development of E-Commerce is the lack of trust [13] felt by 

buyers in the ability of the seller to offer appropriate protection. 

Specifically in the Saudi context, it is known that over 50% of 

the Saudi population use the Internet between one to ten hours 

per day, and about 70%use it more than once a day [4].  In 

terms of the reluctance for this large slice of the Saudi 

population to engage in online purchasing, AlGhamdi et al. 

[10] reported the anxiety about ‘stolen credit cards numbers’ 

being common, as is the worry about companies’ inability 

to provide “a secure payment platform”. Indeed, these are 

the main reasons why Saudis tend not to engage in E-

Commerce, as indicated by two of the interviewees in that 
study, who said respectively that  “buying from outside Saudi 
Arabia is safer than buying from an e-retailer inside Saudi 
Arabia” and  “people have perceptions that Arab e-retailers are 
not trustworthy’’.  

C. Security and Payment System

    Many studies have shown that payment systems are the 
main obstacles to the development of E-Commerce. Malhotra 
et al. [9] for example, found that information privacy features 
as one of the main obstacles to the development of E-
Commerce, and this was confirmed by the study conducted by 
Belanger et al. [2]. Likewise, online payment systems have 
been acknowledged as a key trust concern by customers [12]. 
In this connection, it is recommended that payment methods, 
all associated information, and a comprehensive explanation of 
all the steps that customers should follow in order to make a 
payment should be included on the website [11]. In this 
respect, Zhu [15] suggests the implementation of various 
strategies to increase security awareness among businesses, 
including educational and training initiatives in respect of E-
Commerce, efforts to support the development of techniques 
for E-Commerce security, and to build environments for the 
promotion of effective E-Commerce [15]. The method of 
payment is the foremost problem which must be solved [1]. It 
has been shown that security and online payment are among 
the key factors that impact on Saudis living overseas when 
they make their decisions as to whether to buy online or not 
[3]. This stems from the fact that they come from Saudi Arabia 
where they perceive the several issues that are currently 
causing the slow development of E-Commerce, and they are 
programmed to look for these in the new environment. The 
lack of effective payment systems, and the difficulties 
encountered in transacting with banks are among these issues 
[14].

III. RESEARCH METHODOLOGY 

   In designing this study, a quantitative approach was used, 
and a questionnaire designed to establish opinion among Saudi 
nationals living in the UK.  This questionnaire was piloted as a 
means of gaining further information and of ensuring the 
validity and reliability of the instrument. The pilot involved 
distributing the questionnaire to Saudi nationals in different 
cities of the UK (Manchester, Liverpool, London, Norwich, 
Cardiff, and Bangor). The instrument was constructed in a 
logical order, initially asking for respondents’ demographic 
data, and progressing to establish actual Internet usage, the 
experiences of the respondents in engaging with E-Commerce. 
It then considered the independent factors - “ICT 
infrastructure, Culture, Payment, Security, Privacy, Integrity, 
Personal Information, and Fulfillment of Transactions”.  
Respondents were requested to indicate their level of 
agreement with each statement provided, using a five-point 
Likert scale ranging from 1 - “strongly disagree” to 5 - 
“strongly agree. The Statistical Package for the Social 
Sciences (SPSS) software was used to analyse the data 
obtained from the questionnaires.  

B. TRUST
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IV. FINDINGS

A. Demographic Information

   The demographic information relating to the Saudi 

citizens living in the UK and who responded is as follows: 80 

were males (47.3%) and 89 females (52.7%); the age group 

25-34 was the largest, containing 79 respondents (46.7%), and 

the age group over 55 was the smallest with just one 

respondent (6%).  

    With respect to the level of education possessed by 
the respondent, the largest group comprised individuals 
with a Bachelor’s degree, and they totalled 65, thereby 
representing 38.5% of the sample. In terms of location, the 
respondents were spread throughout the UK. The middle 

region attracted the highest number of respondents with 

67.5%, followed by the west with 27.8%. With respect to 
income, 31.4% of the respondents earned between 
4,000RS (Saudi Riyal) and 8,000RS, and 5.3% earned 
over 20,000RS. In terms of occupation, 39.1% of the 
sample were students, 37.9% were in employment, and 17.8% 
were the spouses of Saudis [5]. 

B. Analysis of Security and Payment (SP)

   The following Figures show the analysis of all 

statements indicated in the Introduction section. The results are 

reported in percentages.  

Figure 1:  SP- statement 1 

Fig. 1 concerning whether Saudis have any psychological 

problem with the idea of providing their payment details to UK 

companies shows that 3.5% agree strongly with the statement 

that this is not an issue for them, 16.5% disagree strongly, 28.9% 

agree, and 13.6% disagree. Hence, there was a fairly balanced 

response with 32.4% of respondents being in agreement and 

30.1% not. A very large percentage (37.2%), however, did not 

give their opinion and recorded a neutral answer, possibly 

indicating that they had never been presented with that particular 

decision to make. 

Figure 2: SP- statement 2 

Fig. 2 relates to whether respondents were concerned about 

providing their payment details to overseas companies. The 

results obtained are as follows: 11.8% agree strongly with the 

statement that they are not bothered by this, 4.7% disagree 

strongly, 49.7% agree, and 10% disagree. Hence, 61.5% agree 

that they do not object to providing their payment details to 

overseas companies, while 14.7% disagree with the statement 

and clearly are apprehensive in this respect. However, almost 

one quarter (23.6%) of the population were not sure what they 

felt and recorded a neutral answer, again potentially because 

they had not engaged in E-Commerce and had never really had 

to think about this issue. 

Figure 3: SP- statement 3 

Fig. 3 refers to the statement that people prefer companies that 

provide different payment methods, and from this we can see 

that 33.1% agree strongly, 1.7% disagree, 49.1% agree, and 

1.7% disagree. Overwhelmingly, a majority of 82.2% agree with 

this statement and only 3.4% disagree, so it is clear that most 

people prefer the opportunity to choose from different payment 

methods. However, 14.2% provided a neutral response, again 

signifying a small percentage of the research sample that 

probably had never given this issue much thought. 
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Figure 4: SP- statement 4 

Fig. 4 relates to the statement that people believe companies 

must have a secure payment system, and in the reported 

answers, there was overwhelming agreement that this should in 

fact, be the case, as 86.3% of respondents recorded their strong 

agreement with the statement 10% reported their agreement, and 

only 0.5 % disagreed. Hence, the vast majority of the sample 

(96.3%) believed it to be necessary for online sellers to have a 

secure payment system. Again a very small percentage (2.9%) 

gave a neutral answer, which can be interpreted as representing 

that proportion of the sample who had either not engaged with 

online purchasing, or never thought about the issue of payment 

systems.  

Figure 5: SP- statement 5 

Fig. 5 indicates whether people believe that companies should 

be clear on their websites about their security arrangements in 

terms of customer payments, such that they confirm to 

customers that all payments are in fact secure, and therefore, 

allay their fears in this respect. In this respect 82.2% agree 

strongly that online companies should do this, a further 13% 

agreed with the statement, only 0.5% disagree strongly, and a 

further 0.5% disagreed. Therefore, overall, 95.2% of the 

population were in agreement that companies should be clear in 

this respect, and only 1% disagreed with this idea. Again, a 

small percentage (3.5%) gave a neutral answer. These results 

point to the definite need for companies to give proper attention 

to publicising their operational details in respect of payment 

security so that customers can make an educated judgement on 

whether they are prepared to make purchases online. 

Figure 6: SP- statement 6 

Fig. 6 presents the results of the statement that the technology 

used to protect online payment is very important, indicating 

whether respondents believe companies should pay due 

attention to their use of technology in their online activities. The 

responses to this statement show that: 79.2% agree strongly, 

with this statement, 14.7% agree, only 0.5% disagree strongly, 

and 1.1% disagree, thereby revealing that a huge majority of 

participants (93.9%) believe that companies should capitalise 

upon their technological ability to protect their online payments. 

A small percentage (4.1%) of the sample did not give an 

opinion, again indicating that this tiny proportion of people were 

not really engaged in online purchasing. 

Figure 7:  SP- statement 7 

 Fig. 7 provides the outcome of the statement that individuals 

are not disturbed by the fact that companies may store their 

details for future transactions. From the results it is seen that 

21.8% were in strong agreement that they were happy for their 

payment details to be stored by the company for future 

transactions, and a further 26% agreed. However, 15.9% 

disagreed strongly, and 14.2% disagreed, thereby showing that 

whilst 47.8% do not mind that their payment details might be 

stored for future transactions, almost one third (30.1%) do find 

this an unacceptable situation. Moreover, almost one quarter of 

the sample (21.8%) gave a neutral answer, signifying not only 

that the usual small group in that category had never had to think 
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about this, but also that some people who did have opinions 

about other issues had not actually made up their minds about 

the benefits and/or disadvantages of this practice. 

Figure 8: SP- statement 8 

Fig. 8 concerns the statement that people believe it is important 

for companies’ websites to include guidance about the payment 

method, and in respect of this statement, there was good 

agreement among respondents that this was good practice and 

should be the case. Specifically, 57.3% agreed strongly, 34.9% 

agreed, and only 0.5% disagreed strongly, and a further 1.7% 

disagreed. Therefore, a large majority of 92.2% are of the belief 

that it is important for companies to provide comprehensive 

instructions regarding the payment method. Clearly, 

apprehension and uncertainty about how to pay is a major cause 

of reluctance to make online purchases. Again a small number 

of respondents (5.3%) did not offer an opinion and simply 

recorded a neutral answer. 

Figure 9: SP- statement 9 

Fig. 9 reveals whether people will buy online if their bank 

guarantees their transactions to be safe. In this respect, 63.3% 

agreed strongly that they would do so in this situation, and a 

further 26.6% agreed. Only a very small percentage (2.3%) 

disagreed. Consequently, it can be seen that the participation of 

the banks is a major factor in allaying fears among the online 

buying community, since a majority of 89.9% of the sample 

signaled their willingness to buy online if they are supported in 

this way by their bank, and only 2.3% indicated that this support 

would not be enough for them. A small percentage (7.6%) were 

not sure either way and gave a neutral answer. 

V. DISCUSSION

   The literature has outlined that E-Commerce usage, security 

and payment arrangements represent the dominant issues 

considered by Saudis when they are deciding whether or not to 

engage in E-Commerce, and that online sellers must direct their 

attention towards satisfying the concerns potential buyers 

have in this direction. The results from this study are similar to, 

and support the study conducted by [2, 9], that found 

information privacy to feature as one of the main obstacles to 

the development of E-Commerce.

   The development of trust depends on the levels of trust 

already existing, and in the case of the Saudi population, these 

are low. According to our finding, 86.4% of customers strongly 

agreed that companies must have a secure payment system 

supporting the results reported in [10], as they indicated their  

anxiety about ‘stolen credit cards numbers’ and  companies’ 

failure to provide ‘a secure payment platform’.  

    Clearly, these worries about payment over the Internet must 
be addressed and dissolved if the integrity of the entire system 
is not to be challenged. Consequently, online vendors must 
devise solutions and implement certain strategies to avoid 
security breaches and fraud [5], and they must at the same 
time, publicise these to their potential buyers as an 
encouragement and to foster the belief that their payment over 
the Internet is secure, and that buyers are not being jeopardised 
in any way. The poor security of the online environment in 
respect of personal information being illegally accessed is a 
major challenge to E-Commerce [6], and the optimal use of 
security measures is essential to create the trustworthiness 
needed to assist the growth of E-Commerce [2]. In the Saudi 

context, several issues are currently causing the slow 

development of E-Commerce, and the lack of effective 

payment systems, and the difficulties encountered in 

transacting with banks are among these [14]. These 

shortcomings bolster the lack of trust which already exists in in 

Saudi Arabia, and which represents the greatest deterrent to 

customers’ confidence in Internet payment systems. As a result 

there should be access to secure online payment gateways to 

guarantee safety when paying for goods and services online 

[11]. This is particularly important where Web merchants do 

not have real-world equivalents of their Web stores (e.g., 

amazon) since there is no possibility to visit in person in the 

event of a problem.  According to AlGhamdi, [12], access to 

secure online payment platforms is the best way to elevate the 

protection of online payments and this is also confirmed 

by this study. Therefore, Security and Payment are highly 

influential factors in the encouragement of Saudis living in 

the UK, to become participants in E-Commerce. 
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VI. CONCLUSION

This study was undertaken to explore the 

environmental influences brought to bear upon Saudi 

citizens when they contemplate engaging in E-Commerce in 

the UK. Specifically, it aimed to investigate their perspectives 

on issues of security and payment in an Advanced E-

Commerce Environment. 

From the findings presented in the previous section, and 

from the knowledge of how Saudis residing in Saudi Arabia 

behave in this respect, it is seen that in general, there is 

a difference in perception and degrees of willingness to 

engage in online buying. Saudis in the UK are more open 

and/or have greater trust in online stores than their 

counterparts in the Saudi Arabia. They are more willing to 

provide their payment details when shopping online than 

individuals in Saudi Arabia are, and his is an important 

difference which is worth noting, since this could be the key 

to supporting online businesses in Saudi Arabia.  

TABLE 1. Summary of the Results 

*tem SA% A % N % D % SD % 

SP-1 3.6 29.0 37.3 13.6 16.6 

SP-2 11.8 49.7 23.7 10.1 4.7 

SP-3 33.1 49.1 14.2 1.8 1.8 

SP-4 86.4 10.1 3.0 - .6 

SP-5 82.2 13.0 3.6 .6 .6 

SP-6 79.3 14.8 4.1 1.2 .6 

SP-7 21.9 26.0 21.9 14.2 16.0 

SP-8 57.4 34.9 5.3 1.8 .6 

SP-9 63.3 26.6 7.7 2.4 - 

*Strongly Agree (SA), Agree (A), Neutral (N), Disagree (D) and Strongly 

Disagree (SD). 

VII. REFERENCES

[1] A. Mostafaeipour, “Contagion Aspects of Implementing E-

commerce: A Case Study of B2C”. International Journal of

Computer Applications, 29(10):32-40, 2011.

[2] F. Belanger, J.S. Hiller and W. J. Smith, “Trustworthiness in

Electronic Commerce: the Role of Privacy, Security, and Site

Attributes”, The Journal of Strategic Information Systems,

11(3):245-270, 2002.

[3] H. Alshehri and F. Meziane, "An Investigation into Saudi

Online Shoppers' Behaviour Abroad," Sixth International

Conference on Developments in eSystems Engineering (DeSe

2013), Abu Dhabi, pp. 323-327, 2013.

[4] H. Alshehri, and F. Meziane, “Current State of Internet

Growth and Usage in Saudi Arabia and Its Ability to Support E-

Commerce Development”, Journal of Advanced Management

Science, 5(2):127-132, March 2017.

[5] J. K. Shim, A. A. Qureshi, J. G. Siegel and R. M. Siegel,

“The International Handbook of Electronic Commerce”,

Routledge, 2013.

[6] M. Alini, “Identifying application barriers of electronic

commerce regarding agricultural products in Iran using the

Delphi method”, WALIA journal, 30(1):289-295, 2014.

[7] M. Sobihah, M. Mohamad, N. A. M. Ali, & W. Z. W. Ismail,

“E-Commerce Service Quality on Customer Satisfaction, Belief

and Loyalty: A Proposal”, Mediterranean Journal of Social

Sciences, 6(2):260-266, 2015.

[8] N. Kamalabadi, A. Bayat, P. Ahmadi, & A. Ebrahimi,

“Identifying and Prioritization of Challenges and Barriers of EC

Implementation in Iran”, World Applied Sciences Journal,

5(5):590-597, 2008.

[9] N. K. Malhotra, S. S. Kim, & J. Agarwal, “Internet users'

information privacy concerns (IUIPC): The construct, the scale,

and a causal model”. Information Systems Research, 15(4):336-

355, 2004.

[10] R. AlGhamdi, S. Drew and O.AlFaraj, “Issues Influencing

Saudi Customers’ Decision to Purchase from Online Retailers

in the KSA: A Qualitative Analysis” European Journal of

Scientific Research, 55(4):580-593, 2011 (a).

[11] R. AlGhamdi, S. Drew, & W. Al-Ghaith, “Factors

influencing E-Commerce adoption by retailers in Saudi Arabia:

a qualitative analysis”, The Electronic Journal on Information

Systems in Developing Countries, 47(7):1-23, 2011(b)

[12] R. AlGhamdi, S. J. Nguyen, A. Nguyen and S. Drew,

“Factors influencing e-commerce adoption by retailers in Saudi

Arabia: a qualitative analysis”, International Journal of

Electronic Commerce Studies, 3(1):83-100, 2012 (c).

[13] S. A. A. Rajon, Abdullah-Al-Nahid, and A. S. M. Arif, “A

Generic Framework for Implementing Electronic Commerce in

Developing Countries”, Vol. 01, pp. 42-53, 2011.

[14] SOCG (Sacha Orloff Consulting Group). “E-Commerce in

Saudi Arabia: Driving the evolution, adaption and growth of e-

commerce in the retail industry”, 2012, [online] http://sacha-

orloff-group.com, last accessed in 12 March 2017

[15] Y. Zhu, “Research on the Data and Transaction Security of

Enterprise E-Commerce Countermeasure”, International

Journal of Security and Its Applications, 7(6):259-268, 2013.

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society ISBN 978-1-908320-79-7 337

http://sacha-orloff-group.com/
http://sacha-orloff-group.com/


 
 
 
 
 
 
 
 
 
Session 13: Infonomics and e-Technology 
 
 
Title: Effects of Lexicon Size on Solving Bananagrams 
(Authors: Paul Helling, Ahana Roy, Aspen Olmsted) 
 
 
Title: Work in Progress: Nobody Knows Who You Really Are Online/On the World Wide Web – 
Amazon-Recognition-Service based ‘Virtualnet’ Supported Authentication: How certain are you it is 
indeed you in front of a screen?  
(Authors: Anderson Holguin Avila, Brigitte Rodríguez Mendoza, Maria Bohorquez Sotelo, Delgadillo 
Loaiza Juan Sebastián) 
 
 
Title: Considerations for OSV over Linux-based Virtual Machines 
(Authors: Wayne Chen, Aspen Olmsted) 
 
 
Title: Using Analysis of Temporal Variances within a Honeypot Dataset to better predict Attack Type 
Probability 
(Authors: Seamus Dowling, Michael Schukat, Hugh Melvin) 
 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society ISBN 978-1-908320-79-7 338



Effects of Lexicon Size on Solving Bananagrams 

Paul Helling, Ahana Roy, Aspen Olmsted 

Department of Computer Science 
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Abstract— In this paper, we investigate the problem of playing 

Bananagrams with a computer player. Bananagrams is a fast-

paced board game where players compete to place and rearrange 

their letter tiles as quickly as possible. Despite being superficially 

similar Scrabble, Bananagrams is not nearly as well studied. We 

seek to address this knowledge gap by designing a simple program 

that plays Bananagrams by itself. In this paper, we investigate the 

effects of lexicon size on the ability of the program to play 

Bananagrams. We found that using a larger lexicon was slower but 

increased the win rate. 

Keywords-Bananagrams; algorithm performance 

I.  INTRODUCTION 

Bananagrams®, a registered trademark of Bananagrams and 
hereafter referred to as Bananagrams, is a relatively young 
board game where players compete to arrange all their letter 
tiles into connecting and intersecting words. It is estimated to 
have sold more than 5.5 million copies since its international 
debut in 2006 [1]. Despite being superficially similar to 
Scrabble™, a Hasbro trademark hereafter called Scrabble, 
Bananagrams is a distinct in a few ways. First, Bananagrams is 
a game of speed. Once a player has a played all their tiles, all 
players must draw a tile from the shared pile until there are none 
left. The first player to play all their tiles wins. Second, 
Bananagrams players have personal playing spaces and can 
rearrange their tiles at will. Whereas Scrabble players are 
incentivized to play valuable words, occupy strategic bonus 
point squares, and play defensively, Bananagrams players just 
need to place their tiles as quickly as possible. This makes 
solving Bananagrams a different problem from solving 
Scrabble. 

In this work, we will measure the performance of a 
Bananagram solver that uses lexicons of three difference sizes. 
The performance will be measured in terms of both win rate and 
total play time, which will serve as a proxy for the time cost of 
rearranging the tiles after they are played. 

The organization of the paper is as follows. Section II 
describes the related work and the limitations of current 
methods. In Section III we give a motivating example where our 
algorithm is useful. In Section IV we describe the 
implementation of the algorithm. In Section V we show the 
preliminary data. In Section VI we review our conclusions and 
opportunities for future work. In section VII we provide 
references to the works cited. 

II. RELATED WORKS 

Appel and Jacobson wrote what was at the time the world's 
fastest Scrabble program. It worked by storing the lexicon in a 

Directed Acyclic Word Graph (DAWG). This was itself an 
improvement over the trie because the DAWG represented the 
lexicon as a graph instead of a tree, leading to significant 
savings in space. The authors identified four ways in which their 
program could be improved: a two-way DAWG, looking at 
fewer left parts, an adversary search, and heuristics [2]. 

Gordon uses the DAWG for the basis for GADDAG (not a 
known acronym). Whereas a DAWG can only work from right 
to left, a GADDAG words from right to left and left to right, 
which makes it twice as fast but the data structure five times 
larger. Given the advances in computing since Appel and 
Jacobson first implemented the DAWG, this is an acceptable 
trade-off. Gordon didn't test the GADDAG on a full lexicon 
with large words, but a faster algorithm makes it easier to design 
tournament-ready Scrabble AIs and heuristics [3]. 

Chris Piech wrote a Bananagrams solver as a part of a 
handout for a computer science course at Stanford University. 
His algorithm uses heuristics to determine the best possible way 
of placing the first 21 tiles drawn in a game of Bananagrams. 
However, this program does not play through a whole game [4]. 

III. MOTIVATING EXAMPLE 

Maven, one of the most competitive Scrabble programs, 
benefits from having a large corpus of words to choose from. 
Specifically, Maven has a dictionary with nine letter words 
compared to the traditional seven of most Scrabble dictionaries 
[5]. The creator of Maven originally used their own data 
structure to store the lexicon, but ended using the DAWG in 
future versions because it was simpler [5]. In comparison, there 
is little research on Bananagrams, and as of 2016, there is only 
one freely available Bananagrams AI.  

IV. IMPLEMENTATION 

In order to have full control of the testing parameters, we 
chose to write our own Bananagrams solver. The solver 
attempts to place the 21 tiles it starts with on the board. We 
chose to model 21 tiles because this is the number of tiles that 
each player has in a game with 2-4 people. This is a reasonable 
constraint because players don’t draw additional tiles from the 
pile until at least one player plays all their initial tiles and is 
consistent with the number of tiles used in current work in this 
area [4]. 

The program works in cycles during which it attempts to 
place a word on the board. Over the course of a cycle, the 
program attempts to place a word on the board and compares 
the previous board state to the current state. If they are different, 
the program continues to run. If they are the same, all tiles 
returned to the hand and the program tries playing again. The 
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simulation ends when there are no tiles left in the hand, which 
is a win, or it’s played through 500 cycles, which is a loss. 

To find and place words, the program plays the first, best 
word it can find. If the board is empty, it plays the highest 
scoring word it can make in the middle of the board. Otherwise, 
the program checks each tile on the board and tries to make 
words using that tile and the tiles in the hand. After making a 

list of words and sorting by score, the program randomly picks 
the highest scoring word and attempts to place it on the board. 
If no words are played after checking all the tiles, the simulation 
ends. The algorithm is shown in Algorithm 1. 

Word scoring is calculated using the Scrabble values of 
letters. Using word length resulted in a program that would 
never play rare letters like X and Q. Using letter frequency 
resulted in words being too finely separated, so the program 
would create the same board with a given hand every time. 
Because Scrabble rewards both long words and rare letters, this 
results in several words having the same score, in which case 
the program picks from them randomly. This creates choice and 
allows the program to explore several paths in the treespace.  

V. PRELIMINARY DATA 

To measure the effects of lexicon size, we needed different 
wordlists. We found two freely available lexicons on the 
internet, The Online Plain Text English Dictionary (OPTED) 
with 105,715 words after filtering and Jeff Boulter’s Scrabble 
Dictionary with 178,691 words. We obtained a third list with all 
unique words, which is the union of the OPTED and Boulter’s 
dictionary with 223,847 words. 

To test each lexicon, we ran the program 100 times with a 
randomly generated hand each time. At each iteration, we 
recorded time elapsed and the number of tiles of leftover. Since 
having zero tiles leftover is a winning position, we were then 
able to calculate useful statistics such as win rate, average time, 
and average time to win. 

As shown in TABLE 1, using the combined lexicon was the 
most effective in increasing the win rate of the program, with 
the medium length lexicon in the middle. Even though the 
longer lexicons have higher win rates, they take longer to run 
because the program has to check more words in each turn. 

VI. CONCLUSION 

In conclusion, Bananagrams simulations with longer 
lexicons were more likely to be able to play all 21 initial tiles 
than shorter ones. This had a trade off with time because they 
took longer to run than the shortest lexicon. 

There are several possible ways to improve this research. A 
logical next step would be to create randomized subsets of the 
word lists of different lengths and then run the program with 
them to evaluate their performance. Another way would be to 
improve tile rearrangement or word selection. Lastly, an 
algorithm that does a depth-first search through the tree space 
could do a better a job of revealing if a set of 21 tiles can be 
played than waiting for the program to timeout. Additionally, 
adopting a novel data structure such as the DAWG or 
GADDAG could also result in time savings. 

TABLE 1. AVERAGE NUMBER OF TILES 

  
Leftovers Time (s) Wins 

Time-to-

Win (s) 

OPTED 7.81 2831 39 684 

Boulter 4.82 3320 62 1049 

All Words 3.8 3156 70 1064 

 

Algorithm 1 findWord() 

INPUT: hand, board, wordList 

OUTPUT: longest 

   longest = "" 

    boardState = False 
    for y in range(0, len(board)): 

        for x in range(0, len(board)): 

            if board[y][x] != '': 
                tile = board[y][x] 

                words = list of all possible words with the hand the      

                     variable tile 
                longwords = dictionary with word value as key and      

                    the word as the value, derived from words and      

                     wordList 
                length = 0 

                for i in longWords: 

                    if i > length: 
                        length = i 

                longest = random word from the values with the key  

                    of longwords equal to length 
                attachments = [] 

                for i in range(0, length): 

                    if longest[i] == tile: 
                        append i to attachments 

                for i in attachments: 

                    board2 = copyBoard(board) 
                    sub1 = longest[:i] 

                    sub2 = longest[i+1:] 

                    canCheckBoard = True 
                    for j in range(length): 

                        difference = j - i 

                        if board2[y+difference][x] == "": 
                            board2[y+difference][x] = longest[j] 

   elif i == j: 

                            pass 
                        else: 

                            canCheckBoard = False 

                          break 
                    if canCheckBoard: 

                        boardState = checkBoard(board2, dictionary) 

                    if boardState: 
                        return longest 

                    else: 

                        canCheckBoard = True 
                        board2 = copyBoard(board) 

                        for j in range(length): 

                            difference = j - i 
                            if board2[y][x+difference] == "": 

                                board2[y][x+difference] = longest[j] 

       elif i == j: 
                                pass 

                            else: 

                                canCheckBoard = False 
                                break 

                        if canCheckBoard: 
                            boardState = checkBoard(board2, dictionary) 

                        if boardState: 

                            return longest 
    longest = "" 

    return longest 
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Abstract— a specific project on its development phase is recounted 

on this paper which looks to strengthen authenticity, verification 

and validation of student identity levels that perform learning 

processes, mediated by ’Virtualnet’ – an e-learning platform from 

Universidad Manuela Beltrán. To achieve this, a special face-

recognition algorithm inclusion is suggested which in first instance 

is designed and tested to be later implemented as a prototype in 

the testing (exams) module from the online courses offered on this 

LMS. 

Keywords-component; Facial recognition, security e-learning, 

authentication, biometrics. 

INTRODUCTION 

The implementation of new online tools for education has 
brought great learning possibilities and opportunities for 
universities and students alike, in a way that they have 
accomplished leaving rigid distance and schedule barriers 
behind; nevertheless, with each new implementation, come 
greater challenges to face, among these, safety data methods 
that online platforms should provide to guarantee, within what 
the latest technology allows, the correct user identification to 
avoid fraudulent alteration of identity at best. 

Thanks to new worldwide, artificial intelligence 
developments, an advance in people identification methods has 
been achieved, mostly through digital images, known as Facial 
Recognition, where possibilities of using this technique as a 
reliable tool in the process of user identification, has opened 
great possibilities.  

Furthermore, the intention of the present investigation in 
process is to use the new advantages of face recognition 
technology, that are offered as a service to create tools with 
greater reliability in user recognition – process that can aid 
Universidad Manuela Beltrán’s and all its campuses’ Learning 
Management System’ in Colombia. 

I. BACKGROUND 

In the new academic learning modalities, as established in 
[1], the Virtual Formation Systems are acquiring more 

prominence in teaching, hence, Universidad Manuela Beltrán 
(UMB) surfaces in the cyberspace with the Learning 
Management System (LMS), as a necessity to inhabit the 
information and knowledge society with ‘VirtualNet’, a 
academically-taylored platform that suggests following up on 
the relevance of the virtualization processes of the University. 
In this context, VirtualNet suggests activating basic user 
protection mechanisms, performing profile authentication with 
2 tokens: One private and one public. The public token 
references the identification number which cannot be changed, 
although it is a unique assignation per user on the University 
database; the private token relates a pre-determined 
combination of characters that even if it does not have a system-
administrator based requirement to force users to create safe 
passwords, it does recommend the following: 

● Minimal character length. 

● Combination of letters, numbers, and special characters. 

● Upper/lowercase characters. 

Within these characteristics, the platform demands a 
minimum security level, seeking to avoid certain database 
forceful attacks. Once the password is entered in the system, a 
one-way encryption process is carried out as exhibited in [2], 
using the SHA algorithm to proceed and store the 
aforementioned in the database, which allows to state the 
hypothesis that the only person whom will know the content of 
the password is indeed the user. This cryptography standard 
takes the algorithm reduction focus or message summary, 
where [3] confirms that by the usage of bits to amplify its 
encryption information capacity, it will manage to generate in 
coding output between 40 to 60 entry bits (input) to 1024 exit 
bits (output).      

Similarly, taking into account the safety and authentication 
characteristics, VirtualNet uses a password change protocol that 
forces the user to modify their private token, trying to protect 
the information, leaving the access responsibility to the user.  

Finally, under the concept model of VirtualNet, it is 
established that the aforementioned described aspects evidence 
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a unified diagram which defines the main relationships related 
to e-learning standards and the best practices for the UMB 
educational focus, but, from its architecture and security focus 
there are vulnerabilities that might allow false-identity 
alterations when presenting platform-based activities, where, 
even if they are saved in the system, the logs with the log-in 
records that specify IP addresses with which an activity has 
been made, there is no certainty that the user in the platform is 
who really has entered the system.    

After having made the platform security protocol 
description and, acknowledging the central role that users have 
in new technologic resource design and implementation, a 
survey was held with the participation of 22 University 
teachers, and 500 University students enrolled in on-site class 
mode that take virtual optional courses.  

The survey inquires about the perception of safety that 
working on the platform generates and about the importance 
users give to these aspects, from obtained results it can be stated 
that in spite of the identified problems on a technologic level, 
people that interact within the platform feel safe and do not 
perceive any threat or identity-theft risk that could affect their 
academic activities. 

78.8% of polled people have a favorable concept of security 
in the platform and 89.1% feel that their information is safe and 
consider being cyber-attacks victims a remote possibility. It is 
important to highlight that for the 84.8% polled, the system 
vulnerability could affect their performance.  

Additionally, questions are made to identify the users’ 
preferences and opposability from the users to face recognition 
technology and systems and it was found that even though it is 
not the preferred method as can be observed in fig. 1, 87 from 
the 522 people that answered the poll selected the 
aforementioned as the system with the most acceptance. When 
asked about if they would agree with face recognition as an 
identity validation method on virtual exams on the academic 
UMB platform to avoid identity theft, 72,2% of polled people 
express agreement (Agree or Strongly Agree), whilst people 
with reluctance to its implementation were represented with 
20.9% of people polled (Fig. 2). Results that clearly support the 
decision of designing and implementing this authentication 
system on VirtualNet. 

 

Figure 1.  Authentication system preference 

 

Figure 2.  Face recognition acceptance as a validation method 

II. PROJECT FRAMEWORK 

A. Project and objectives Presentation  

E-learning is being positioned worldwide and locally as a 
mode of teaching and learning, UMB as a response, not only for 
its formative processes on a disciplinary level, but given its 
commitment with a quality education for everyone, draws out 
virtualization rules for on-site class courses in response to the 
social demands of current times. Thus, the University offers 
extensive cross-curricular courses for students enrolled in on-
site class, full-time mode, which brings the answer to the 
following question: How can one assure that students obtaining 
their certification in any course are the ones that have taken 
them, given that there does not exist on-site class contact? This 
situation evidences the vulnerability of the system to guarantee 
the trustworthiness in the students’ authentication.  

As a consequence, the project’s objective is to design an 

algorithm to strengthen the authentication mechanisms on 

VirtualNet users, with the purpose of diminishing the error 

margin in certificating students that use the platform. 

B. Project Description 

Within the nature of this work, an algorithm is designed to 
strengthen the authentication mechanisms on VirtualNet users; 
statement that in the future will be oriented towards the 
implementation of face recognition services that allow to 
validate access and presence of the students to this LMS. 

This project’s approach seeks to offer validation processes 
in user authentication to favor security aspects, for which it will 
be based on [4] to propose a system structuring which is more 
solid and that can lessen identity-theft attacks; usability, with a 
quality systematic focused on the user; and legally, taking into 
account the current legislation on cyber safety globally because 
of the possibilities that the cyber space offers that allows to 
consider ethic and legal privacy issues, data handling and 
integrity and respect for people that are involved in teaching and 
learning on virtual platforms.  

Attending to the usability of virtual learning environments 
and in consideration of the student design-centered, results from 
the surveys are taken and the required times for tests and 
implementation of the algorithm to select the face recognition 
as an authentication system to validate the users’ identity on 
VirtualNet.   
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The authentication processes will be implemented randomly 
and during the users’ time of presence in the platform. The login 
register through user and password is kept through the said user 
information therefore adding the face recognition process after. 

C. Project Phases 

The Project is divided in 2 phases, the first is oriented to 

the algorithm’s initial design, where the following stages are 

included: 

1. Current system revision in informatics safety. 
2. Environment analysis and users’ needs. 
3. Methodological questioning on informatics 

security aspects on LMS. 
4. Triangulation of the methodological aspects and 

environment analysis. 
5. Establishing solution alternatives to implement 

methods that allow to enhance the level of 
trustworthiness of the face recognition 
implementation as a tool of identity verification. 

6. Structural algorithm design for the 
implementation.  

 
Subsequently, the second phase will take place, where the 

direct implementation of the algorithm on the LMS VirtualNet 
will be carried out; on this phase the initial prototype will be 
provided under the following environment: 

 
1. LMS evaluation module application. 
2. A specific academic UMB program will be run, 

to evaluate an initial sampling with the adequate 
characteristics for information compiling and 
evaluating. 

D. Environment Description 

On the long run, the management learning system LMS 

VirtualNet, in its second phase, will count with 2 verification 

tools that will look to improve the user authentication on the 

platform, with the purpose of increasing the reliability on 

official certification either from government entities or 

students. 

E. Course Description and how are exams like?  

The Evaluation/Exam module which will be the pilot 
module for this implementation that allows an important part of 
the University’s development of the courses offered by the 
UMB on its online, non-on-site class mode, will offer identity 
verification tools, improving platform security in terms of 
identity-theft, while at the same time allowing the University to 
approach the certainty of ensuring the process of academic 
studies certification.  

F. Resources  

Process summary information statistics were distributed 

through the same communication modules from VirtualNet, e-

mails and other information sources. The strategy planning was 

made on the documents offered by the facial recognition 

services from Amazon Web Services and the previous safety 

study analysis made to VirtualNet. 

 

III. PRELIMINARY RESULTS 

As results of the methodologic inquiry on LMS security 

information aspects, the following possible vulnerabilities 

under the identity-theft mode were found: 

● The identity robber can use a static image of the account 
owner and locate it in front of the devices camera. 

●  The user can be in front of the device’s camera, which 
would give a degree of approved similarity, but could be 
accompanied by a third party that would be answering 
the platform activities.  

● The user can take unfamiliar objects over their face to 
make recognition difficult or impossible.  

● Based on the aforementioned, it is determined that for 
this first version of the algorithm’s initial design the 
following characteristics shall be taken into account: 

●  It is necessary to make different takes of the user on 
different random moments to obtain the best possible 
amount of data per try. 

● The facial recognition system must show a degree of 
similarity between the original document’s photograph 
and the ones capture don different times during the 
exam.  

● The system has to offer a face recognition that is in the 
capacity of identifying the quantity of people on 
different moments throughout the exam. 

● The face recognition service has to supply information 
on the users’ facial patterns, with the intention of 
evaluating the different moments in session and being 
able to dismiss the likelihood of the usage of static 
photography on the camera.  

● The compiled data has to generate silent alerts which 
will be stored for their analysis and later verification on 
its usefulness and truthfulness for this project.  

As a result of this investigation it has been decided to 
implement the following processes to improve the possibilities 
of identifying the user that is active to avoid possible frauds. To 
demarcate this first phase, the specific use on exams proposal 
will be made on the platform, taking into account:  

1) The system has to take the designated time for the 
exam and calculate the average time for it in similar 
evaluations. Having this timeframe, 5 to 10 moments 
must be taken at random for the samples to be taken on 
each exam for each user. This to allow to create unique 
simple intervals for each attempt within the exam. 

2) Each one of these samples (images) are analyzed with 
the face recognition service from Amazon Web 
Service (AWS), obtaining as an answer a series of 
parameters and prospects to be analyzed, taking into 
account the degree of similarity between comparisons 
of current photography taken during the exam and 
pictures from the students identification documents, 
amount of people on the pictures taken randomly, 
unidentified objects in the photographies and facial 
treats for the person taking the exam. These parameters 
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have to be stored to be able to have proof of the results 
after the analysis is made.  

3) With the analyzed data per try, alarms of possible 
attempt of identity-theft will be created based on the 
following statements:  

I. The actual samples have a similarity under 
80% in relation to the identity document. 

II. The user of the platform has unidentified 
objects on their face. 

III. There is more than one person on the scene in 
more than two takes 

IV. There are two samples that are completely the 
same in facial expressions which would 
indicate that there are static photographies in 
use to avoid the authentication measure.  
 

Taking the proposed analysis into consideration, the initial 
design of the algorithm is done to strengthen the user 
authentication mechanisms on VirtualNet (Fig. 3) 

 

Figure 3. General flow diagram. 

IV. ONGOING WORK / FUTURE WORK 

As work in progress, on the investigation team we are 
implementing on the VirtualNet development environments the 
first version of the algorithm herein described. This algorithm 
will have a main controller which will be in charge of receiving 
and processing all requests from and to the Amazon Web 
Service, where the main controller has to be addressed from the 
main module’s class which will be the pilot module.  

As first implementation stage, the functionality of face 
recognition will be applied on the exams from the course 
‘Fundamentos de Investigación’ which currently counts with 

400 students, to be able to compile and analyze the possible 
cases of identity theft on exam presentation.  

CONCLUSIONS 

The work will continue until 2018’s second semester, when 

its complete implementation is fulfilled, therefore only partial 

results are presented on this work, specifically on the exposed 

proposal on the initial phase. 

It is found that VirtualNet users do not notice safety issues 
nor feel vulnerable to cyber-attacks, in spite of the limited levels 
of safety that the platform counts on. Under this fact, it is 
mandatory to maintain this perception of usefulness 
strengthening the safety system in place. 

The platform users acknowledge and consider some 
biometric authentication systems as reliable, the one with the 
most acceptance is the one that is found most frequently on a 
local context, in this case the fingerprint method. 

The majority of VirtualNet users do not consider invasive 
nor reject face recognition usage as a resource of authentication 
to work on virtual courses offered by the UMB. 

To guarantee the accreditation and certification of the 
students that are part of the learning community mediated by 
the LMS, it is necessary to use algorithms and artificial 
intelligence resources of pattern recognition.  
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Abstract— The focus of this research work is to explore the 

operational considerations of using a lightweight operating system 

(OSV) over standard Linux-based operating systems for 

virtualization.  We focus on three aspects: a review of published 

literature in regards to performance; a comparison of 

virtualization footprint for a common application (Apache 

Tomcat), and an analysis of the possible security advantages.  The 

results provide a rationale as to when lightweight operating 

systems may be advantageous for virtualization.  
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I. INTRODUCTION

Cloud computing, where computing resources are available 

at a remote site via high-speed network and consumers pay for 

resources as-needed, is built upon the enabling technology of 

operating system virtualization. The vast majority of 

virtualization solutions in the cloud employ hypervisors such 

Xen or VMWare, and Virtual Machine (VM) operating 

systems are typically conventional, well-known operating 

systems such as Windows or Linux since most applications 

run natively on these systems.  These virtualized, full 

operating systems contain a kernel hosting both primary 

applications as well as secondary services, allowing the virtual 

machine to host a number of end-user applications if so 

desired. This remains a key advantage of using general 

purpose operating systems. 

The drawbacks of these virtualized operating systems stem 

primarily from the fact that these operating systems were not 

designed with virtualization in mind. An example is the 

external load balancers that are often necessary such that VMs 

can be expanded and contracted elastically based on need. 

Furthermore, in recent years it has become so easy and simple 

to deploy virtual machines that now, commonly, VMs have 

become single purpose, hosting a single application. Despite 

this trend, virtualization still overwhelmingly utilizes 

conventional operating systems. 

There have been recent efforts to improve upon 

conventional architectures [1].  One area of improvement is 

the revisiting of the concept of the unikernel. The idea of light 

weight virtualization for custom applications is not new. In 

2002, a group of researchers presented Mate [2], a tiny 

communications-based virtual machine designed specifically 

for sensor networks where the nodes are tens of thousands of 

tiny devices. Mate was written on TinyOS, a minimalist 

operating system because sensor network nodes (at the time) 

had extremely limited hardware resources. Several years later, 

in 2006, a group at Sun Microsystems, is working on a similar 

problem of wireless sensor devices, presented Squawk [3]. 

Squawk was a small Java virtual machine designed to run 

without an operating system altogether. Squawk itself 

provided OS level mechanisms for these small devices. 

Indeed, footprinting of Squawk showed it to be the hundreds 

of kilobytes in size, appropriate for the intended devices. 

Unikernels are specialized operating system kernels written 

in high-level languages for the specific purpose of virtualized 

appliances. Many unikernel implementations have surfaced in 

recent years, including Mirage, Drawbridge, HalVM, 

ErlangOnXen, and OSV [1]. OSV is of particular interest 

because it is written in Java with the specific purpose of 

replacing conventional operating systems for cloud computing 

virtualization. In this paper, we explore the performance, 

footprint, and security implications of using OSV. 

The organization of the paper is as follows. Section II 

refers to published literature where OSV performance is 

compared against that of Linux. Section III provides a brief 

comparison of virtual machine footprint from empirical 

installations performed on a test workstation. Section IV 

provides analysis on security implications of using OSV for 

virtualization. We conclude and discuss possible future work 

in Section V.  

II. OSV PERFORMANCE

   Morabito et al. [4] recently compared the performance of 

hypervisors versus lightweight virtualization.  The lightweight 

virtualization was primarily container-based, where instead of 

an operating system, processes at the host OS level are 

isolated to avoid the overhead of an additional operating 

system. In addition to their primary comparison, OSV over 

KVM was benchmarked against Linux over KVM.   

TABLE I. OSV vs Linux over KVM 

Performance OSV vs Linux over KVM 

CPU Minimal/negligible differences 

Disk I/O Test not supported by OSV 

Memory Memory throughput of OSV was roughly 

50% compared to other solutions 

Network I/O OSV outperformed Linux over KVM 

slightly in both TCP and UDP throughput, 

but both underperformed container 

virtualization by significant margins 
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The results are simplified to qualitative descriptions and 

summarized in Table I.  

Overall, the results showed OSV to have lower memory 

performance, slightly higher network performance, and similar 

CPU performance when compared to Linux virtualization. 

III. OSV FOOTPRINT MEASUREMENT

A simple empirical comparison was performed on our test 

system To assess the footprint impact of using OSV as a 

virtualization operating system.. The following hardware was 

used: 

 Computer: Apple MacBook Pro (15 inch, late 2016)

 Processor: 2.6 GHz quad-core Intel Core i7, Turbo

Boost up to 3.5 GHz, with 6MB shared L3 cache

 Memory: 16GB of 2133 MHz LPDDR3 onboard

 Disk: 256GB PCIe-based onboard SSD

 OS: macOS Sierra 10.12.5

 Hypervisor: Virtual Box 5.1.22 r115126

The following VMs were installed and configured: 

 OSv instance with Apache Tomcat 7.0.47. The disk

space allocated to this VM was 10GB. The virtual

machine begins running Catalina on Apache Tomcat

upon VM start

 CentOS 7 minimal edition. The disk space allocated to

this VM was 10GB. Upon installation, yum was

updated, and Java 1.7 JRE, wget,  and Apache Tomcat

7.0.47 were installed. Catalina OPTS settings were

configured prior to Apache Tomcat start.

For footprinting, the Activity Monitor application native to 

macOS Sierra was used to assess resource usage. Each VM was 

brought up (separately from cold to Apache Tomcat running), 

after which the following information was captured in Table II, 

which also shows the downloaded image size of the respective 

operating systems: 

TABLE II. The downloaded image size of the respective 
operating systems 

VM Image Size Memory Threads Ports 

OSV 89 MB 300 MB 31 284 

CentOS 713 MB 600 MB 36 409 

OSV, even with Apache Tomcat installed, is a much lighter 

operating system in terms of disk image space by an order of 

magnitude (Apache Tomcat and additional downloads were not 

included in CentOS size). While Section II showed that the 

memory performance of OSV was lower of than that of the 

Linux Operating System, footprinting showed that overall 

memory footprint was also lower, by approximately 50%. This 

is unsurprising given that OSV’s focus is only on retaining the 

basic necessities of a host operating system. Finally, the number 

of running threads and mach ports for OSV were slightly less 

than a full Linux operating system. The memory performance 

hit from using OSV is balanced by OSV needing less memory, a 

tradeoff to be considered depending on application and user 

requirements. 

IV. OSV SECURITY CONSIDERATIONS

The basic premise of OSV security versus that of a 

virtualized Linux is that there are likely fewer security 

considerations because there are fewer services for which 

vulnerabilities can be found. If multiple applications were to be 

hosted on a single virtualized Linux machine, this rationale 

would certainly be valid, as every additional application results 

in the additional potential for introducing security 

vulnerabilities. However, as stated earlier, the trend for 

virtualization has been to deploy single purpose virtual 

machines based on conventional operating systems, as is the 

case of our experiment in Section III. Network scanning of both 

the OSV and CentOS instance showed that the CentOS 7 did 

not open any unexpected or additional ports when compared 

with the OSV. This is likely due to the minimal installation of 

CentOS and improved security practices in recent Linux 

distributions. An argument can still be made that Linux 

vulnerabilities are more likely to be exploited than OSV, but that 

argument is based on the rationale that Linux is a more well-

known operating system.  A search of the Rapid 7 vulnerability 

and exploit database shows that in recent years, relatively few 

operating system vulnerabilities have been found in CentOS, 

and those that are found are typically patched in the next release 

of the operating system. Therefore, any security advantage of 

OSV vs. single-purpose Linux virtual machines is likely to be 

minimal.    

V. CONCLUSIONS AND FUTURE WORK

OSV clearly offers an opportunity to reduce disk space and 

memory utilization. Published literature and footprinting has 

shown there is a trade-off between performance and resource 

utilization of memory to be determined by user need. In terms 

of security, it can be argued that OSV offers a slightly more 

secure alternative due to its lack of market penetration and 

smaller vulnerability cross-section; however, improvements in 

Linux operating systems have minimized much of the 

advantage. OSV is still in a fairly early stage of development, 

and future work in improving performance while maintaining 

lower resource utilization could make it an even more 

compelling choice for cloud virtualization. More performance 

benchmarking and security assessment are necessary. 
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Abstract— Honeypots are deployed to capture cyber attack data 
for analysis of attacker behavior. This paper analyses a honeypot 
dataset to establish attack types and corresponding temporal 
patterns. It calculates the probability of each attack type 
occurring at a particular time of day and tests these probabilities 
with a random sample from the honeypot dataset. Attacks can 
take many forms and can come from different geographical 
sources. Temporal patterns in attacks are often observed due to 
the diurnal nature of computer usage and thus attack types 
captured on a honeypot will also reflect these patterns. We 
propose that it is possible to determine the probability of 
differing attack types occurring at certain times of the day. 
Understanding attack behavior informs the implementation of 
more robust security measures. The paper also proposes 
automating this process to create dynamic and adaptive 
honeypots. An adaptive honeypot that can modify its security 
levels, can increase the attack vector at different times of the day. 
This will improve data collection for analysis that ultimately will 
lead to better cyber defenses. 

Keywords: honeypot, temporal, predictive, probability, adaptive 

I.  INTRODUCTION 
A honeypot is an analytical tool first and foremost. It is 

deceptive and its role is to collect attack information. This 
information can be analysed retrospectively to determine the 
modus operandi of attackers. Honeypots can lure an attacker 
from one honeypot to another, forming a Honeynet. A 
honeynet provides the mechanism to detain an attacker for 
longer, gaining more insight into attack behaviour.  
Capturing cyber attacks provides information on malware 
development, propagation methods and global activity 
patterns, for example by analysing source and target IP 
addresses [1]. A honeypot will capture different attack types 
depending on the configuration of the attack vector. Temporal 
patterns will exist for attacks due to the diurnal nature of 
global computer usage [2]. Identifying attack types and 
separating these temporal patterns can indicate the probability 
of different cyber attack activity occurring at particular times 
of the day. A dynamic honeypot can adopt alternative security 
levels during the day to capture more relevant attack data, 
which provides a better insight into cyber attack behaviour. 
The aim of this paper is to present a method of data analytics  

 
 
that can be modelled on a honeypot to capture more relevant 
attack information.  
The rest of this paper is arranged as follows: 
Section 2 presents previous work in honeypot operations, 
adaptive techniques and the analysis of captured data 
demonstrating temporal activity.  
Section 3 outlines the methodology used to capture the cyber 
attack dataset and presents evidence of temporal activity. 
Section 4 analyses the dataset, identifies attack types and 
presents temporal variances for spatially diverse attack 
sources. It then calculates the probabilities of attack types 
occurring at hourly timeslots and tests these probabilities with 
a random sample from the honeypot dataset.  
Section 5 discusses automating the probability calculation 
process to create a dynamic and adaptive honeypot model that 
reacts to attacks and adopts security levels associated with 
attack types. 

II. PREVIOUS CONTRIBUTIONS 

A. History 
Since their introduction in the 1990s, honeypots have 

evolved to meet the changing landscape of cyber threats. 
Recently, Internet of Things (IoT) deployments attract bots 
and malicious code targeting IoT end devices [3]. In 1992, 
Bellovin [4] presented work on captured ‘crackers’ activities 
at the USENIX conference. Dummy machines were deployed 
to lure and monitor the activity of the attackers. In his seminal 
book, Honeypots: Tracking Hackers, Spitzner defined 
‘honeypot’ as being a ‘security resource whose value lies in 
being probed, attacked or compromised’.  Scientific research 
into honeypots and honeynets has increased since then. Provos 
[5] in 2003 presented Honeyd, an easy to deploy, low risk 
honeypot. It details how to deploy virtual honeypots with 
different IPs safely. Honeyd acted as a catalyst for the 
development of further low interaction honeypots. Nepenthes 
[6] and Argos [7] became very popular global honeypot tools. 
As honeypots became more popular, available datasets 
became larger. Cumulative analysis and modelling can be 
performed on entire datasets captured on local honeypots or 
from global projects [8], [9]. The popularity of honeypot 
deployment raised the question of their role. To address this, 
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Zhang [10] introduced honeypot taxonomy. This taxonomy 
identifies security as the role or class of a honeypot, and could 
have prevention, detection, reaction or research as values. 
Deflecting an attacker away from a production network, by 
luring them into a honeypot, has a prevention value. 
Unauthorized activity on a honeypot is red flagged 
immediately providing a detection value. Designing a 
honeypot to maintain an attackers interest, by offering choices 
or tokens [11] has a reaction value. Finally the research value 
provides a crucial value of a honeypot by understanding the 
behaviour and motivation of an attacker. As more devices 
connected and threats evolved on the Internet, Seifert [12] 
introduced a new taxonomy. Faster networking and 
virtualisation technologies presented honeypot developers 
with a means of deploying high interaction honeypots and 
honeynets with low risk [7], isolating attack traffic from 
connected hardware and networks.  

B. Honeypot operations 
High interaction honeypots provide backend databases to 

collect all activity such as IP addresses, timestamp, attempts, 
interactions, commands, downloads and executions [13]. 
Downloaded files can be sandboxed and analysed [14]. 
Sandboxing involves the reverse engineering of malware 
binaries, by allowing their execution in a controlled, isolated 
environment. This analysis is of particular interest to the 
antivirus industry. From this sandboxing activity, they can 
generate updates and fixes to add to dynamic antivirus 
rollouts. After an attacker has compromised a honeypot, it will 
attempt to interact in a structured manner. Ramsbrock models 
this interaction [15]. The initial engagement for an attack, post 
compromise, is to examine the hardware and software to 
determine if progression is relevant. On a live production 
system, this will return the underlying architecture, CPU, 
uptime, operating system, user privileges and further relevant. 
Hardware and software properties are checked, to determine if 
the compromised host has further potential, or if the host is a 
virtualised environment [16].  An attacker may then modify 
the host system, including passwords. On a honeypot, 
engaging the attack sequence at this point prolongs activity. It 
then attempts to download, install and run malware to 
complete the compromise. 

C. Botnet  
The majority of honeynet attacks take the form of bots 

[17]. Botnets provide a mechanism for global propagation of 
cyber attack infection and control. They are defined as large 
networks of compromised machines used to carry out further 
attacks [18]. These botnets are under the control of a single 
command and control (C&C), often referred to as C2. A 
typical botnet attack will consist of 2 sets of IP addresses. The 
first set of IPs are the compromised hosts. These are everyday 
compromised machines that are inadvertently participating in 
an attack. The diurnal characteristic of end users turning on 
their machines in the morning, turning them off in the evening 
can be modelled [2].  The second set of IPs is the C&Cs. 
These are the sources from which the desired malware is 
downloaded.  

There are 3 methods of communications between C&C and 
compromised host [19]: 
• IRC (Internet Relay Chat) based model using push 

commands from C&C 
• HTTP based model using pull commands from hosts 
• P2P based model where bots use peer-to-peer 

communications 
Botmasters obfuscate visibility by changing the C&C 
connection channel. They use Dynamic DNS (DDNS) for 
botnet communication, allowing them to shut down a C&C 
server on discovery and start up a new server for uninterrupted 
attack service.  On a honeypot dataset, tracking botnets is 
possible by examining methods of communication and 
establishing patterns. Freiling et al [20] present results that 
C&C communications with botnets exhibit different 
characteristics from legitimate traffic. A similar but improved 
approach is taken in [21], specifically for IRC bot 
communication. DDNS communication [22] and fuzzy pattern 
algorithms [23] are used to create cluster patterns, whereby 
Francois et al [24] uses Googles PageRank algorithm [25] to 
detect stealthy P2P botnets.  

D. Adaptive Honeypots 
There are often legal and ethical issues associated with 

operating honeypots [26]. In a desire to gather as much 
information as possible on attacker behaviour, a honeypot 
could allow the execution of malicious code [27]. The 
honeypot developer could be liable if their honeypot 
inadvertently becomes involved in further attacks.  
Entrapment could be a mitigating factor when it comes to the 
prosecution of an attacker. This highlights the need for 
creating honeypots that prolong attacker interaction for an 
optimum time period, without breaching legal or ethical 
responsibilities. Using a Markov Decision Process [28], 
Hayatle et al provide a strategy for the optimal response for 
honeypot operators. The model proposed prolongs attack 
activity while minimising legal liability.  Wagener [29] uses 
reinforced learning to extract as much information as possible 
about the intruder.  A honeypot called Heliza was developed 
to use reinforcement learning when engaging an attacker. The 
honeypot implemented behavioural strategies such as blocking 
commands, returning error messages and issuing insults. 
Subsequent to this, he proposes the use of game theory [30] to 
define the reactive action of a honeypot towards attacker’s 
behaviour. A hierarchical probabilistic automaton is presented 
with the purpose of making a honeypot adaptive and 
autonomous. Pauna [31] also presents an adaptive honeypot 
using similar reinforced learning algorithms as seen in Heliza. 
He proposes improvements in scalability, localisation and 
learning capabilities.  

 

E. Temporal and Spatial Analysis 
Relevant data analytics and modelling on the captured 

dataset is key to understanding malware propagation 
behaviour. Dagon et al [2] used time zones and diurnal 
patterns to model six months of honeypot activity. It shows 
very different compromised host activity from distinct global 
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regions of Asia, Americas and Europe. They also demonstrate 
a bias for regional online populations after sandboxing the 
captured malware.  Pouget et al [32] examined time signatures 
to establish similarities of multi-headed attack tools. They 
clarify that the signatures are the time series of a number of 
different sources using a given attack per day. Time signatures 
were also used as a framework for attack pattern discovery in 
a honeypot dataset [33]. Using clique-based analysis, it 
establishes correlation patterns based on temporal, geospatial 
and IP subnets.  Building on the IP subnet pattern, Chen et al 
[1] presents IP address blocks sharing similar attack patterns. 
With this pattern, they establish a method to predict cyber 
attacks in the future.  Analysis of the data can be presented in 
the form of graphs, charts, plots and other visualization 
techniques. These convey the information more efficiently. It 
also presents large datasets in a meaningful way for a target 
audience. Honeypots have backend databases for capturing 
attack information, depending on the interaction level. Some 
honeypots embed their own visualization tools to represents 
the data with basic graphs and charts [13]. 

 

III. METHODOLOGY 
A honeypot is deployed to attract as much malicious traffic as 
possible. Making a honeypot available online attracts a variety 
of attack activity from geo-diverse locations.  Automated 
botnet attacks will endeavour to compromise the machine and 
report back to a C&C. Kippo [13] is a medium interaction 
SSH honeypot designed to log attacks and entire shell 
interaction performed by the attacker. It is available from 
Google Code and GitHub and can be installed on Linux or 
virtual platforms. A file of acceptable username and 
passwords can be created, permitting or denying compromise 
attempts. Modifying this file increases or decreases the 
number of successful attempts. The most beneficial property 
of Kippo is its ability to be modified to simulate other file 
systems and log all interactions with a botnet or human 
attacks. For these reasons, it was chosen for our research to 
allow the maximum level of attack traffic, through SSH. The 
honeypot was deployed on an unfiltered network with port 
forwarding enabled. The honeypot was only accessible via 
SSH on port 22 and located at time zone GMT. The WAN IP 
on this network was static, providing uninterrupted availability 
to the honeypot. Over a period of 3 months, the honeypot 
captured over 6 millions lines of data in 367 log files. For 
every successful compromise, it created a playback file 
showing the entire interaction performed by the attacker. 
Summary information is as follows :  

• 423228 login attempts 
• 413362 unsuccessful logins 
• 9866 successful logins 
• 5297 distinct IP sources (all attempts) 
• 31328 commands 
• 5368 downloads 

 
The IP addresses involved in attacks show a very diverse 
spatial distribution (Fig. 1). 

Figure 1: Geo-spatial distribution of attack IPs 
 

Temporal analysis on the dataset demonstrated a temporal 
pattern as seen in Fig. 2 

Figure 2: Temporal pattern of all attack occurrences on honeypot 
 

Rotating the graph in Fig. 2 and overlaying it on Fig. 1, we 
can visualise this temporal pattern and associated volume of 
attacks (Fig. 3). 

Figure 3: Diurnal pattern of attack sources 
 

IV. ANALYSIS AND RESULTS 
 

Kippo also provides a facility to save, but not execute files 
downloaded to the honeypot. By sandboxing downloaded 
files, observing shell interactions and consulting threat 
advisories, it was possible to distinguish different attack types. 
For the deployment duration, the honeypot observed six major 
attack types, to and from differing IP sources. Other attack 
types also occurred in insignificant numbers. The six major 
attack types were: 
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• XOR DDoS Botnet 
• Recon Scripts  
• BillGates Botnet 
• Failed attempts 
• Launch attack command 
• Dictionary Attack 

The Dictionary attacks were responsible for nearly 94% of all 
honeypot activity as they continuously tried to compromise 
the honeypot with sequential usernames and passwords. They 
were recorded by Kippo but the events do not provide any 
further information for analysis. The pattern of attack for 
dictionary attacks are different from failed attempts and are 
therefore identifiable. They distort the legitimate ‘failed’ 
attack attempts and are removed from the dataset. After 
removing the Dictionary attacks, the IP sources of failed 
attacks still had a wide global distribution.  The remaining 
types were extracted and evaluated. Each attack type was  
allocated a dataset. The global distribution of attack source IP  
addresses was mapped using Batchgeo [34] and appear in Fig. 
4 (a, b, c, d). The log files provided relevant information about 
each attack type: 
• XOR and Recon are linked. The XOR attack tool consists 

of batch files that attempt to compromise the honeypot. 
Exactly 10 minutes after this compromise the Recon 
attack checks for the presence of sftp.pid, which was 
created by the XOR attack. Fig. 4(a) shows both attack 
types, and their IP geolocation.  

• BillGates botnet is an attack tool that runs constantly from 
China and South Korea. It is seen attacking the honeypot  

 
 
• continuously over a 24-hour period. IP sources are seen in 

Fig. 4(b).  
• Failed attacks come from well-dispersed geographic 

locations as seen in Fig. 4(c).  
• Launch commands attempt to connect to a victim IP 

through various attack vectors such as http, ftp and 
occasionally ICMP. The honeypot is configured not to 
allow this connection, yet the action is still recorded. Fig. 
4(d) shows the command source IPs (orange) and the 
victims IPs (green). All launch IP sources were from 
Amazon Web Services (AWS). The orange markers in 
Fig. 4(d) are AWS global sites.  

It is possible to ascertain the date and time stamp of each 
attack type from the log files.  The temporal patterns for the 5 
attack types are displayed in Fig. 5 (a, b, c, d). X axis 
represents hourly timeslots, Y axis represents attack quantity. 
Patterns can be seen that match the geolocation of IP 
addresses in Fig. 4(a,b,c,d). Because XOR and Recon attacks 
originate in North America (Fig. 4(a)), the temporal pattern 
can be seen in Fig. 5(a). As explained, BillGates botnet 
continuously launch attacks from Asian sources (Fig. 4(b)), 
yet it still observes a temporal bias (line) in Fig. 5(b). The 
diverse geographic spread for Failed attacks (Fig. 4(c)) is 
reflected in Fig. 5(c). As the Launch command attack uses 
AWS global locations as IP sources, it produces a temporal 
pattern seen in Fig. 5(d). Both Failed and Launch attacks in 
Fig. 5(c) and (d) respectively, correlate with the overall 
temporal variance seen in Fig. 2. 

 

Figure 4(d): Geo distribution of launch command from IP sources 
(orange) to victim IP (green) 

 

Figure 4(a): Geo distribution of XOR and Recon IP sources 
 

Figure 4(c): Geo distribution of Failed attack IP sources 
 

Figure 4(b): Geo distribution of BillGates IP sources 
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The probability of an occurrence of one attack type against 
others, at a particular hour, is displayed in Table 1. The 
quantity of each attack visible on the Y-axis, on charts in Fig. 
5, is used to calculate this probability. Attacks logged between 
hourly slots are associated with that hour i.e. attacks between 
05:00 and 05:59 are associated with 05:00. The percentages 
are calculated by dividing the attack type quantities per hour, 
by the total number of successful and failed attacks for the 
three month period (9866 and 2807 respectively). Fig. 6 
represents these probabilities on a simple X-Y axis. It presents 
a diverse picture of honeypot activity during individual and 
groups of hourly timeslots. 

TABLE 1: PROBABILITY OF ATTACK TYPE OCCURRENCE PER HOUR 

Figure 6: Probability of attack type occurrence per hour 

          TABLE 2: DEVIATION OF RANDOM SAMPLE FROM TABLE 1 PROBABILITIES 

Time BillGates Fail Launch XOR Recon 
00:00 43% 11% 46% 0% 0% 
01:00 47% 8% 45% 0% 0% 
02:00 51% 19% 30% 0% 0% 
03:00 42% 27% 31% 0% 0% 
04:00 40% 11% 49% 0% 0% 
05:00 30% 28% 43% 0% 0% 
06:00 13% 71% 17% 0% 0% 
07:00 38% 10% 52% 0% 0% 
08:00 31% 24% 46% 0% 0% 
09:00 39% 14% 47% 0% 0% 
10:00 36% 24% 40% 0% 0% 
11:00 34% 15% 51% 0% 0% 
12:00 35% 25% 40% 0% 0% 
13:00 25% 32% 43% 0% 0% 
14:00 17% 45% 35% 1% 2% 
15:00 18% 27% 32% 15% 8% 
16:00 27% 33% 37% 2% 2% 
17:00 27% 36% 37% 0% 0% 
18:00 32% 10% 58% 0% 0% 
19:00 32% 12% 56% 0% 0% 
20:00 12% 65% 23% 0% 0% 
21:00 29% 36% 35% 0% 0% 
22:00 37% 16% 47% 0% 0% 
23:00 40% 21% 40% 0% 0% 

Time BillGates Fail Launch XOR Recon 
00:00 13% -9% -4% 0% 0% 
01:00 7% -12% 5% 0% 0% 
02:00 11% -1% -10% 0% 0% 
03:00 12% 7% -19% 0% 0% 
04:00 0% 1% -1% 0% 0% 
05:00 -10% -2% 13% 0% 0% 
06:00 -7% 11% -3% 0% 0% 
07:00 8% 0% -8% 0% 0% 
08:00 -9% 4% 6% 0% 0% 
09:00 -11% 4% 7% 0% 0% 
10:00 6% -6% 0% 0% 0% 
11:00 14% -5% -9% 0% 0% 
12:00 15% -25% 10% 0% 0% 
13:00 5% 2% -7% 0% 0% 
14:00 -13% -5% 15% 20% 10% 
15:00 -22% -3% 2% -6% -7% 
16:00 -3% -7% 7% -10% 0% 
17:00 17% -14% -3% 0% 0% 
18:00 2% -10% 8% 0% 0% 
19:00 12% 2% -14% 0% 0% 
20:00 2% 15% -17% 0% 0% 
21:00 -1% -4% 5% 0% 0% 
22:00 7% -14% 7% 0% 0% 
23:00 0% -9% 10% 0% 0% 

Figure 5(a): Temporal variation of XOR and Recon 
 

Figure 5(b): Temporal variation of BillGates botnet 
 

Figure 5(c): Temporal variation of failed attacks 
 

Figure 5(d): Temporal variation of Launch command 
 

 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society ISBN 978-1-908320-79-7 353



Testing these probabilities, 240 random attacks were taken 
from the entire dataset, representing 10 samples for each of the 
24 hours. These 240 samples were examined for their attack 
type and collated to create a new dataset of attack type 
probability. This dataset is compared with the probabilities in 
Table 1 and the deviation is presented in Table 2. The table 
demonstrates a favourable correlation of the random sample 
with the overall honeypot probability model and validates the 
use of temporal patterns to establish attack type probability. 

 

V. CONCLUSION 
This paper demonstrates how temporal analysis of a honeypot 
dataset can be used to determine attack type probability. The 
probability model is tested by randomly sampling attack types 
from the entire dataset and comparing this sample with the 
original attack probabilities. The actual attack types 
encountered are not particularly relevant as different 
honeypots can be configured for specific attack vectors.  Prior 
to the calculation of probabilities, it is necessary to perform 
analysis of the current honeypot dataset to determine attack 
types and model behaviour probability. Thereafter, automating 
this process and scheduling the process daily can dynamically 
keep the honeypot relevant. The model can help predict attack 
activity and be utilised to identify activity outside of the norm, 
such as zero day attacks. A honeypot can use this process to 
adopt various security levels for certain times of the day to 
collect more relevant data without compromising itself or 
accidently contributing to further attacks. 
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Abstract—This paper presents an architecture for answering the 

popular ‘bacon number’ game utilizing the IMDB dataset. The 

unique contribution to this well-known game is this paper presents 

implementing a breadth traversal algorithm and rendering of the 

data completely in the client. This paper outlines the architecture 

and presents evidence of comparable speed in the complete client-

side rendering of the computation of large data objects as 

compared to traditional server-side compiled languages. 

Keywords-component; client-side; JavaScript; Node.js; Bacon 

Number 

I.  INTRODUCTION 

Web applications are the dominant way with which 
information is shared across the internet. With the rise of 
dependable open source technology and increasingly powerful 
browsers, the traditional web application framework is 
changing. The traditional, monolithic applications that have 
dominated web applications for the last 20 years are giving way 
to a new trend in web service architecture. With technologies 
like Node.js and ever more powerful browsers, architects and 
developers can leverage these technologies to turn the traditional 
application stack on its side, scaling horizontally instead of 
vertically. Doing so results in a significantly more flexible 
application stack as well as limiting the amount of hardware 
needed to deploy and maintain a web application. 

Until the last 5 years, Web application architecture has 
leverage the well-established LAMP stack. LAMP is an 
acronym representing the traditional tools for Web application 
development: Linux, Apache, MySQL, and PHP. Data 
generated from and retrieved by these applications reside in a 
relational database. These development stacks have proven 
themselves to be reliable. However, times are changing Louridas 
[1] 

In the last two years, mobile applications have come to 
dominate how people consume and create data. This fact 
presents a challenge to the traditional web application stack 
because users must be able to obtain data from a wide range of 
end-user platforms. This need has given rise to client side 
rendering and single page applications. These applications, are 
powered by a more flexible application stack than the traditional 
LAMP stack. In the single page architecture, the client is not a 
dumb consumer of server-side content. Instead, the client is 
where the heavy lifting is done, a role traditionally reserved to 
the server. 

 

II. RELATED WORK 

Abidi presents an argument and methodology for not only 
creating a single page application but creating a single page 
application with the end goal being an analysis of data 
completely in the browser [2]. Similar to this paper's idea, Abidi 
introduces the client as an area for heavy computation and 
decision making. Traditionally, heavy computation has been 
reserved to the server. Abidi presents the browser as the 
universal operating system, with JavaScript being the language 
of this universal operating system. While the proposed paradigm 
is applied to medical data leveraging the RegidsDG framework, 
the authors are keen to the fact that with the increased power of 
the browser, memory, and CPU intensive routines can be 
executed by the client. The authors took the RegidsDG 
framework and replaced the middleware with client-side 
JavaScript, served by Node.js. Their conclusions support this 
paper's premise that JavaScript is powerful for data visualization 
and algorithm processing by the client. 

Ioannis did work comparing different servers and their speed 
at serving content [3] . In his work, he compared Nginx, Node.js, 
and Apache. The purpose of the work was to analyze the 
strengths and weakness of each server when subjected to 
different stresses. Ioannis made an analysis of each server’s 
ability to perform IO operations. Node.js was unquestionably the 
most efficient utilizer of CPU and dominated speed of IO 
operations. The motivation for this work in connection with this 
project is to present other work that supports the idea that 
Node.js is a fully mature server. Ionnis found that by tracking 
memory consumption, IO statistics and CPU usage, Apache was 
the least performing in terms of the three categories mentioned. 
Nginx was a great solution for serving static content. However, 
most web services and applications do not have static content 
anymore. The findings of Ionnais confirm that Node.js is one of 
the most viable options for a back-end server infrastructure for 
serving content. Node.js outperformed each server in terms of 
memory consumption, IO and CPU utilization when a serving 
non-static content. This work confirms that Node.js, a pure 
JavaScript solution can be used as a replacement for traditional 
servers. This paper utilizes Node.js as its language and 
framework of choice for the back end server. 

A very interesting related work to doing big data within a 
pure JavaScript/client-side framework is the work presented by 
Lin [4]. Lin introduces a modified JavaScript engine called 
‘Afterburner’ for doing big data analytics completely within the 
Firefox browser. The authors sought to take the existing 
JavaScript Engine and create stronger typing of the JavaScript 
language to improve the runtime execution. To do this the 
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author’s leveraged asm.js, a low-level JavaScript library that 
allows variable typing. The authors also removed JavaScript’s 
garbage collection and just-in-time compilation features to strip 
the language down. This allowed the authors to have data sent to 
the browser and processed live. This work illustrates an 
experimental idea that some changes to the JavaScript engine 
and the language interpreter can make javascript significantly 
faster and a viable option or large data processing client side. 
Lin’s work connects to this paper because, in this paper, we 
present a similar idea to processing large volumes of data live in 
the client. 

III. MOTIVATING EXAMPLE

As web browsers become more powerful than previous 

versions, more calculations can be performed in the browser. 

This paper seeks to present an example that demonstrates that 

the browser is a sufficient area to perform the computation.  The 

browser is not just a technology for the client-side display. 

While the traditional application stack will always have its 

place, this paper seeks to show that data can be fed directly into 

the client and computations performed live with no 

performance loss client side as compared to the traditional 

application stack. The paper presents an architecture for a client 

side rendition of the oracle of bacon [5]. 

IV. IMPLEMENTATION

This project sought to take a well-known data set, the IMDB 
dataset and implement the n-degrees of Kevin Bacon game 
porting the breadth search algorithm to JavaScript Client-side [6] 
. The difference being that the actual computation of the ‘bacon’ 
number for a given actor would be calculated client side. This 
paper presents a unique architecture to solve for the bacon 
number. Also, this paper outlines a series of language and 
architectural benchmarks in order to demonstrate that JavaScript 
is a mature enough technology to do serious work client side. 

The data was parsed by a Perl program server side due to the 
strength and ease of Perl Regex. The parser is set up to accept an 
arbitrary number of ARGS from the IMDB dataset residing on 
disk.  The result of this parse was two 150 MB JSON objects 
written to disk. Each JSON object consists of multiple 
associative arrays. The first JSON object, actorsToMovies, is a 
mapping of each actor as a key, and their movies as an array. The 
second JSON object called moviesToActors is the same 
structure, but the keys and values are reversed; each key is a 
move, and the value is an array of every actor appearing in that 
movie. This process was timed with actors list only and took 3 
minutes to compute. The bottleneck was CPU. The parser was a 
single process running on a single thread on an Intel i5-320M. In 
the architecture of the web application, the parsing process 
would only need to be executed daily, since the data is pulled 
from the IMDB and only updates daily. 

Next, the two JSON objects are read by the Node.js server 
using the Express framework to expose the JSON objects as a 
REST endpoint. There are two REST endpoints, one for each 
respective JSON object. The JSON objects are read as chunked 
streams to the client for efficiency.  

What is unique to this paper, is instead of computing the 
bacon number server side by first ingesting input from the client, 
sending this data to the server, executing the traversal of the 
JSON objects server side, then sending the result to the client; 
the client on page load, makes two Ajax calls to the Node.js 
server retrieving the JSON objects. This only takes 2-3 
milliseconds. From here, the smart client takes over. The JSON 
objects are stored within the client, and the JavaScript then takes 
in the actor as a pram from the user client side and computes the 
bacon number. The breadth search algorithm is implemented 
completely on the client side. After the initial page load, the 
client no longer needs to retrieve data from the server. The 
algorithm is shown in Algorithm 1.   

This implementation is advantageous because there is 
no guarantee which platform the end user will be using. The 
architecture is chosen so as to be completely agnostic as to the 
device the user chooses to view the web page with. Also, the 
burden of computation is no longer on the server; it lays with the 
client. The browser is capable requesting more RAM and CPU 
from the client, freeing the server of resources. There is also no 
database in this architecture. The solution was designed to be 
implemented entirely in RAM and to read the data ‘hot’ from the 
server. The data is cached by the client, allowing the client to 
play the game as many times as the client would like, 
constantly inputting in new actors to discover their Bacon 
number. Fig. 1 shows the outline of the application flow. 

V. CONCLUSION AND FUTURE WORK

Due to time constraints, the full bacon number calculation 
was not completed. However, the infrastructure for the 
application was built and successful. This paper demonstrates 
that the client can be leveraged and mined for its’ CPU and 
RAM. This paradigm is the future of application development. 
With the chosen architecture, the Bacon number can be 
calculated on an OS independent basis.  

Algorithm 1 Synchronous Data Integration 

INPUT: Actor 

OUTPUT: Bacon Number 

push actor onto queue 

while actors queue !empty: 

  do: 

 lookup actor 

 pull actors movies 

 cache seen movies 

 do: 

 lookup  actors from movie 

  push actors onto queue 

 if kevin bacon 

     done 

 else  

 store seen actors 

 end; 

    increment bacon number 

end; 
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Further work needs to be done to implement the calculation 
of the Bacon number completely. An area of optimization on the 
server can be the caching of the JSON objects on the Node.js 
server-to-server multiple clients and save on IO. Currently, each 
request requires an IO operation server side. Since the data 
served is static, the data should be cached and limited to 1 IO 
operation per day by the server. This will save on performance. 
The idea and architecture presented in this paper are new, and 
not widely if ever, developed and deployed.  
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Abstract—Over the last decade, the field of Wireless Sensor
Networks (WSNs) has made expansive strides in the area of Radio
Communication Systems. A vast majority of these systems are
deployed in failure-prone environments which results in chronic
communication losses due to unreliable wireless connections, ma-
licious attacks and resource-constrained features. Hence WSNs
necessitate adaptive protocol frameworks applicable for differing
network densities either as sparse or denser deployments. One of
the major challenges in WSNs is to achieve an optimal trade-off
between data precision and energy efficiency of a sensor node
from the perspective of network longevity. In this article, we
propose an optimized protocol intel-LEACH for selecting high
yield nodes among randomly deployed sensor nodes based on
dynamic optimization strategy. Our proposed model selects a
node that can guarantee higher data precision and has maximal
residual energy to serve as a cluster head (CH). Meanwhile, the
others sensor nodes apart from CHs must also exhibit capability
in terms of data transmission accuracy to join a given cluster
irrespective of the distance between the sensor nodes and CHs.
Thus our model minimizes loss of high yield nodes for every
round and overall WSN performance is boosted by its network
lifetime extension.

Keywords—Wireless Sensor Network, Energy Efficiency, Clus-
tering; Data Accuracy; Community Networks; LEACH-C; Net-
work Lifetime

I. INTRODUCTION

Wireless sensor networks (WSNs) are one of the most
rapidly developing information technologies destined to have a
variety of applications in Next Generation Networks (NGNs).
It has a wide range of applications in both military and civilian
domains[1]. Research has been undertaken in a plethora of
fields related to WSNs such as routing, MAC and collaborative
data gathering mechanisms [2, 3]. WSNs are composed of
massive, small and low-cost sensor nodes deployed to perform
tasks such as environmental monitoring, vehicle route track-
ing, home automation, health and medical automation among
others, often forming a self-organized network system through
wireless communication. The sensor nodes are connected to
either one or more nodes and the base station also known as
sink. The task of WSNs is to cooperatively sense, collect and

process information about objects in a given coverage area, and
subsequently communicate it to the observer for processing
and analyzing as depicted in Fig. 1.
Two important design objectives are paramount in research
related to WSNs: (1) Energy efficiency and (2) Data accuracy.
The former is a key design aspect because the nodes are
severely energy constrained, and battery replenishment is often
not practical. The latter is important as unreliable data from
key nodes may decrease the quality of service (QoS) of the
entire WSN [4]. The design of poor network topologies will
lead to a drastic decrease in the network longevity since a
large percentile of the energy is expended in the process
of communication. Thus it is imperative to conserve energy
so as to increase the stability and lifetime of the network.
Consequently, designing intelligent self-aware protocols aid in
alleviating early network failures and enhance the stability of
the overall system.

A. Related Work

We consider Clustered sensor networks in this article since
clustering allows for scalability of MAC and routing. Also,
Cluster heads serve as fusion points for data aggregation
to ensure that the actual amount of data transmitted to the
base station is minimized. Clustered sensor networks can
be classified into two broad types: (1) Homogeneous and
(2) Heterogeneous – sensor networks[5]. In a heterogeneous
WSN, two or more different types of nodes with different
battery energy and functionality are deployed. Our discus-
sion in this article involves only homogeneous networks. In
homogeneous networks all the sensor nodes are identical in
terms of battery energy and data throughput. With purely static
clustering (the idea being that cluster heads are permanently
elected to serve for complete lifetime of the network) in a
homogeneous network, it is evident that the cluster head nodes
will be over-loaded with the long range transmissions to the
remote base station, and the extra processing necessary for data
aggregation and protocol co-ordination. As a result the cluster
head nodes expire before other nodes. However the ideal
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Figure 1: Illustration of the 2-tier Clustering Topology in WSN

situation is to ensure that all the nodes run out of their battery
at about the same time, so that very little residual energy is
wasted when the system expires. There are many algorithms
proposed to achieve this[6–8] but an efficient way is to rotate
the role of cluster head randomly and periodically throughout
all the available nodes as proposed in LEACH[9]. LEACH-
Centralized (LEACH-C)[3] is an enhanced algorithm proposed
by same authors of original LEACH with a single exception
in initial set-up phase of the algorithm. In LEACH-C, during
the set-up phase all the sensor nodes are programmed to
send the coordinate and energy level information to the sink.
The base station then performs the same process of cluster
head selection as in LEACH (where it is performed locally in
nodes). The algorithm used in clustering process of LEACH-C
is Simulated Annealing (SA)[10].

B. Scope of Our Contribution

It is well known fact that SA inherently has several
drawbacks[11, 12] within the context of clustering in networks.
The problem pertains to the basic assumption of applying SA
technique in determining the location of sensors in WSNs.
Although the problem of localization is solved in some cases,
many involving low density networks have sensor nodes prone
to flip ambiguity problem[11, 12]. To address this issue,
our model incorporates a clustering algorithm [13] which is
different from SA algorithm used in LEACH-C protocol. This
method uses the Community Detection Toolbox[14] based
in MATLAB to perform computations and form commu-
nities or clusters for sensor nodes sans the metaheuristic
problems[11, 12]. In this article, our proposed model known as
intel-LEACH achieves two goals: (1) the residual energy of the
nodes last over a longer period of time resulting in increased
network lifetime and stability (2) providing precision based
results in terms of accuracy to maintain QoS of the overall
network. By taking these two goals as constraints to optimize
the network, intel-LEACH formulates this problem as a bi-
dimensional knapsack problem[15]. Our model works in two
phases to address the issue of trade-off optimization. In the
first phase, upper bounds are found to fix the most possible
variables in order to reduce the size of the problem. Branch-
and-Bound algorithm is then used in the second phase to
carry out these upper bounds[16]. The solution to this problem

results as a best set of clusters that can be used to achieve our
goals in a WSN.

C. Organization

Section II details benchmark protocol and contemporary
models for clustering, data accuracy estimation and optimiza-
tion strategies. Section III details our proposed design. Sec-
tion IV describes simulation model and outlines performance
analysis of intel-LEACH compared to benchmark protocols.
Section V concludes the superior performance of the proposed
protocol.

II. PRELIMINARIES

A. LEACH Protocol

The LEACH algorithm consists of two phases – the set-up
phase and the steady phase. A stochastic algorithm is used by
the nodes to determine the clusters. In this algorithm, a node
which wants to participate in CH election generates a random
number between 0 and 1 and if the random number is below
probability based threshold value T (ni), calculated according
to (1), the node ni is elected as cluster head.

T (ni) =
⎧⎪⎪⎨⎪⎪⎩

P
1 − P ∗ (r mod (1/P )) , ni ∈ N

0, otherwise
(1)

Where P is desired percentage of cluster heads, r is current
round, N is set of nodes that have not become cluster head
nodes in last 1/P rounds. LEACH is mostly considered to be a
benchmark routing protocol in WSN researchers’ community.
As mentioned in the Section II, LEACH-C[3] only differs from
LEACH with respect to its initial set-up phase which it is done
locally in sensor node ni for LEACH.

B. Energy Model

The energy model in this article follows the standard radio
model discussed by [3]. In this model as depicted in Fig. 2,
both the free space and multi-path fading channels are used
depending on the distance d between the transmitter and
receiver. When this distance d is less than a threshold value d0,
then the free space (fs) model is used, otherwise, the multipath
(mp) model is used. Let Eelec, Efs and Eamp be the energy
required by the electronics circuit and by the amplifier in free
space and multipath respectively. Then the energy required by
the radio to transmit an k-bit message over a distance d is
given as follows:

ETX(k, d) =
⎧⎪⎪⎨⎪⎪⎩

H ×Eelec + k × Eamp × d2 if d < dx
H ×Eelec + k × Eamp × d4 if d ≥ dx

(2)

To receive data, nodes consume power in each received bit.
This used power is described as the listening power and it can
be calculated according to (3). This power model has been
used to design our simulation.

ERX(k, d) = k ×Eelec (3)

The Eelec depends on several factors such as digital coding,
modulation, filtering, and spreading of the signal, whereas
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Figure 2: First Order Radio Model for Communication Sys-
tems.

the amplifier energy, Eamp × d2/Eamp × d4, depends on the
distance between the transmitter and the receiver and also on
the acceptable bit-error rate.

C. Cluster Formation

For our clustering purposes, we assume that WSN is a
network where all the sensor nodes are deployed randomly
along with a few gateways and once they are deployed, they
become stationary. A sensor node can be assigned to any
gateway if it is within the communication range of the sensor
node. By tuning the modularity resolution parameter to scale
factor of 1[17], we model the clustering of WSN as defined
in [13] given by:

Q =
m

∑
s=1

wss
w

− (ws
2w

)
2

(4)

where modularity Q is the quality measure of the cluster par-
titioned which allows quantification of the modular structure.
The parameters used in forming the clusters are: Q is sum
over m modules of the partitioned WSN, wss is the internal
strength of module s and ws is the total strength of the module
s.

D. Data Precision Measurement

For estimating precision of the data transmitted by any given
node we use data accuracy model defined in [18] for randomly
deployed sensor nodes. The main reason for choosing this
model is its consideration of real environment conditions of
a WSN under when some of the sensor nodes may become
fault-prone and involved in unreliable transmission of data
due to physical conditions. Using [18], we get the normalized
estimated data accuracy model (EDAM) for V sensor nodes
in the network as:

DA(V ) = 1

β
(2

V

∑
i=1
e−(dS,i/θ)) − 1

β2

⎛
⎝
V

∑
i=1

V

∑
j=1

e−(di,j/θ)
⎞
⎠

−
⎛
⎜⎜⎜⎜
⎝

(
V

∑
i=1
σ2
Ni

)

β2σ2
S

⎞
⎟⎟⎟⎟
⎠

(5)

Figure 3: Flow diagram for steps in intel-LEACH Algorithm

where di,j = ∣∣Si − Sj ∣∣ represents the Euclidian distance
between node i and j of given WSN, KP.E

V (di,j) = e−(di,j/θ)
is the power exponential model[19], for θ > 0, where θ is
the Range Parameter which is set for clustered networks as
defined in [18] and β = V +σ2

N /σ2
S where σ denotes variance

of observed and noise signals at the sink.

E. Optimization Strategy

We model the problem of optimization trade-off between
energy efficiency of WSN and data signal reliability as a
multidimensional knapsack problem specifically for two di-
mensions. A multidimensional knapsack problem(MKP)[15]
is a generalization of the dynamic optimization process us-
ing knapsack problem(KP). The MKP can be formulated as
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(a) Data points indicating 216 readings over 1 day period from different weather
stations in California State and their scaled down coordinates used to construct
the test bed network.

(b) The resultant clustering graph generated using [17]. For simulation purposes
we setup the optimal number of neighbors as 7.

follows:

(MKP )
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

maximize ∑nj=1 pjxj
such that ∑nj=1wijxj ≤ ci, i = 1, ...,m

xj ∈ {0,1} j = 1, ..., n

(6)

where n = ∣N ∣ is the number of variables (objects), pj , wj ,
∀j ∈ N , ∀i ∈ M and c denotes capacity in positive integers.
(pj , wj) refer to the profit and weight associated with object j
(in N ) and c is capacity of the knapsack. Without the loss of
generality, we assume that the following constraint as in (7)
is satisfied.

maximize {wij ∶ j ∈ N ≤ ci ≤ ∑
j∈N

wij ,∀i ∈M} (7)

III. DESIGN MODEL

Our proposed protocol intel-LEACH for WSN has a process
flow described in flow diagram Fig. 3. Using description of

the flow diagram Fig. 3, we deduce the following.

● There will be instances when more than one sensor is
eligible for CH selection in the vicinity of the centroid
of a cluster (refer Section II.(C))

● The proximity distance ψ of eligible sensor nodes in
vicinity of centroid is system user defined.

● The set of eligible cluster heads during initial rounds
of our CHs computation are assigned highest weights
in weighting matrix of our model’s Bi-dimensional
knapsack[16] algorithm (refer Section II.(E)).

● The sensor nodes within ψ of centroid are also scanned
for data accuracy levels using precision metric defined in
Section II.(D)

● The candidate sensor nodes from previous step are also
pooled and assigned highest weights in the next row of
weighting matrix defined in Section II.(E).

● Each element wij of weighting matrix W of our model
will be assigned values from the set {0,1,2} where 0, 1
and 2 signify dead, normal and task-ready eligible nodes
respectively.

As the sensor nodes are selected described in Section II.(A)
and subjected to steps above, our protocol then follows the
trade-off model based on (6) formulated below:

(BKP )
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

maximize ∑nj=1 pjxj
such that ∑nj=1wijxj ≤ ci, ∀i ∈ {1,2}

xj ∈ {0,1} ∀j ∈ {1, ..., n}
(8)

In the context of Integer Linear Programming (ILP) formu-
lation, we use one decision matrix xi ∶ X which indicates
if sensor ni is assigned to be part of the cluster (xi = 1)
or unassigned (xi = 0). In (8) c1 indicates the maximum
capacity of the energy pool knapsack and similarly c2 indicates
maximum threshold for data precision values. We observe
from (8) that sensor nodes are the objects to be placed in
the knapsack. The objective is to optimize the sum of their
utilities under constrained energy budget ci ∶ C ∀j ∈ {1, ..., n}
to carry out task execution. The utilization of sensor node
i in given cluster is a combination of its residual energy ζi
and data relevance index χi. We rewrite the profit element
pj ∶ P ∀j ∈ {1, ..., n} in terms of coefficients ζi and χi.
Therefore the updated profit function P̂ can be defined as:

P̂ (ζi,wi) = γ − ν φ(ζi,wi, χi) (9)

where φ(ζi,wi, χi) = ⌊wi − ζi
χi

⌋ , χi ≠ 0 (10)

γ and ν are coefficients used to balance the priorities given for
each term of the equation, and they depend on the application
data accuracy requirements. The utilization of sensor node i in
given cluster is a combination of its residual energy ζi and data
relevance index χi. The objective of (8) is to minimize energy-
precision coefficient φ(ζi,wi, χi) of selected nodes. The bi-
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TABLE I: Simulation Parameters for intel-LEACH

Parameter Value

Number of Nodes 216
Transmitter Electronics ETX 50 nJ/bit
Receiver Electronics ERX 50 nJ/bit
Eelec 50 nJ/bit
Eamp 0.0013 pJ/bit/m2

Efs 100 pJ/bit/m2

Packet Transmitted from the Cluster Head to the Base Station Lp 6400 bits
Packet Transmitted from the Node to the Cluster Head Lctr 200 bits
Initial Energy of the Node 0.5 J
Threshold Distance d0 75 m
Range Parameter θ 70

dimensional knapsack problem in (8) can be written in terms
of ζi and χi as:

(BKP )
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

maximize ∑nj=1 χip̂jxj
such that ∑nj=1wijxj ≤ ci, ∀i ∈ {1,2}

xj ∈ {0,1} ∀j ∈ {1, ..., n}
(11)

IV. SIMULATION RESULTS

In this section, we begin by investigating the performance
of clustering mechanism detailed in Section II.c by setting
parameter values specified in Table. I. We obtained real world
from California Irrigation Management Information System
(CIMIS)[20] to setup 216 sensor nodes for WSN simulation.
The entire area of WSN is scaled down to 200 x 200 sq m2 so
that simulations can be undertaken for testing the performance
of intel-LEACH protocol. The dataset is generated by weather
stations across the state of California, which are equipped
with sensors that measure solar radiation, temperature and
wind speed, among other variables. We run our simulations
on temperature reading data across sensor nodes and multiple
coordinate points of California state which has been to scaled
down version of 200 x 200 sq m2 window coordinate test bed.
These coordinates of sensor nodes are illustrated in Fig. 4a
We obtained temperature data over the period of 1 day which
contains 216 readings from different weather stations and their
scaled down coordinates to construct a network as outlined in
Section II.c. Furthermore we initiate clustering algorithm of
Section II.c by setting the number of neighbors for the graph
as k = 7 and obtain 7 independent clusters as depicted in
Fig. 4b. Next, we determined the centroid points for these
m = 7 clusters. These centroid points have new coordinates
which typically does not coincide with any position of the
sensor nodes in WSN. Even in the case of exact match be-
tween centroid point and sensor node positions, our algorithm
continues to forage for more candidate sensor nodes in the
vicinity ψ to expand the pool of available candidate sensor
nodes. Thus, for each cluster m, the coordinates of the centroid
point (xmcentroid, ymcentroid) are given by:

xmcentroid =

∣Sm∣
∑
h=1

xi

∣Sm∣ , ymcentroid =

∣Sm∣
∑
h=1

yi

∣Sm∣ (12)

(a)

(b)

(c)

Figure 4: Performance Analysis of intel-LEACH
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where Sm is the set of nodes in cluster m, xi and yi indicate
the respective coordinates of a sensor node ni. Thereafter, we
select a subset of candidate CHs from Sm which are within
ψ distance and satisfied data accuracy range parameter for
further processing. The rest of the procedure is executed by
following steps defined in flow diagram Fig. 3 which generated
simulation results as illustrated in Figures. 4a, 4b and 4c.
The plot Figures. 4a depicts data precision metric for intel-
LEACH vs LEACH and LEACH-C. Fig. 4a shows that our
proposed model outperforms LEACH and LEACH-C in terms
of data precision metric. Fig. 4b is the result of comparison
of our algorithm with other benchmarks for predicting the
rate of energy dissipation over specified time. This clearly
demonstrates superior energy conservation of the given WSN
by following our framework. The final plot in Fig. 4c il-
lustrates improved longevity of the network when compared
to the aforementioned benchmark protocols. Therefore these
plots conclusively affirms the advantages of employing intell-
LEACH for WSN in terms of energy conservation, network
lifetime enhancement and data precision for reliable commu-
nication.

V. CONCLUSION

We proposed an optimized protocol intel-LEACH for select-
ing high performing nodes as CHs among randomly deployed
sensor nodes based on bi-dimensional knapsack strategy. Our
proposed model selects a node that can guarantee superior data
precision and has maximal residual energy to serve as a CH
which results in improved longevity of the WSN.
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I.  INTRODUCTION  

In a cloud environment, provenance may bring an added 
value to cloud providers. Simply stated, provenance consists in 
recording entities and activities involved in producing or 
transforming an object. Provenance may help answering 
questions such as: Who created this data? What was the process 
used to create it? When was it modified and by whom? Behind 
these questions, security issues such as data integrity, privacy, 
access control arise. In a distributed context, 
components/activities used during each step can locate on 
different sites each applying specific management policies. 
Because access control models and policies are the most known 
approaches to enforce protection on data and resources in a 
system, combining provenance with access controls may lead to 
an efficient system for enforcing trust in the cloud. 

II. FRAMEWORK DESCRIPTION 

We propose a solution combining access control features and 
systems’ provenance data. For defining provenance, we adopt 
the PROV Data Model (PROV-DM [7]), a W3C 
Recommendation for provenance expression. It allows to 
represent objects and their dependencies as a directed acyclic 
graph composed of three vertices or object types (entity, activity, 
agent) and several types of edges, representing dependencies 
such as an activity used an entity, an entity was generated by an 
activity, etc (see Fig.1 for an example). For defining access 
policies, in the aim of defining a framework as general as 
possible, we have chosen to adopt the CBAC metamodel[2] 
which has been shown to be expressive enough to accommodate 
a range of different access control models. We provide a set of 
rules that are checked each time a process (e.g.; data alteration) 
is invoked in a given system. These rules use provenance data 
and restrictions/authorization of users depending on the category 
they belong to. A category is a notion of grouping based on the 
attributes a user owns. We also consider dynamic categorization: 
the memberships of a user to a certain category (and thus her/his 
privileges), may be affected and change dynamically as a 

consequence of her/his actions. For instance, privileges can be 
automatically revoked depending on the number of refusals of 
(a specific) activity execution a user has received.  

More precisely, in our framework, entities are denoted by 
constants in a many sorted domain including: a set agents, a set 
of named atomic activities, a set of entity identifiers, a set of 
categories. The core axiom of the model is as follows:  

Belongs_to(agent, categ, entity)∧ permission(categ, activity, 

entity) ⇔ allow(agent, activity, entity). 

The idea is that the first relation, belongs to, specifies the 
”qualification” of the agent with respect to the attributes she/he 
has and the past (relevant) actions she/he has accomplished. The 
relation permissions specifies whether the requested action can 
be performed against the object according to a certain level of 
qualification, i.e. a category. Notice that this relation is not 
dependent from the agent. It is used to model action validations 
by the system and it does not directly make use of user access 
privileges. This separation in an agent-dependent relation and a 
system-dependent relation easies the updates and maintenance 
operations of the policy. If the agent has a sufficient 
qualification level for belonging to a category to which the 
activity is permitted on the requested entity, then the access 
request allow(agent,activity,entity) is granted. 

III. RELATED RESEARCH 

Several research works attempted to mix traceability with 
access control. Park et al [9] proposed PBAC, a model where the 
notion of object dependency lists, derived from process 
execution traces, are used for access requests evaluation. In [10], 
provenance-aware access control policies are discussed. An 
abstract provenance model TPM (Type Provenance Model) is 
proposed. TPM allows the expression of complex dependencies 
using regular expressions in a similar way as it is done in PBAC 
with object dependency lists. In [1], a provenance model (cProv) 
and a policy language are proposed. Their rules are generic and 
some of them are activity-oriented, very close to the an RBAC 
model, which can be expressed in CBAC. In [6] authors propose 
a formal model that assigns a trust degree (evaluated from 
provenance data) to each entity. The approach we propose 
provides strict authorization rules, instead of trust values granted 
to a particular type of activity per user. From our perspective, 
one the main ideas of our work is to come up with a tight 
integration of PROV and CBAC. The concept of category of 
users (or agents) has no direct correspondence in the PROV-DM 
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model, even with extended structures such as collections, which 
apply only to entities. The membership of an agent to a group 
can only be expressed in the past since a PROV document 
reflects only past and final facts. Even in PROV-O [5], the 
PROV Ontology, no relationships for the belonging of an agent 
to a group exist. 

IV. FRAMEWORK VALIDATION ON AN EXAMPLE 

We choose Datalog programming for evaluation and testing 
of our model, since provenance data in PROV-N notation [8] can 
be easily expressed in Datalog and declarative policy rules are 
very similar to Datalog rules (the full Datalog specification is 
available at http://home.npru.ac.th/wuttha/research/PROV-C). 

In our example, we consider an academic course. The 
teacher asks students to submit 2 tasks via the University web 
application. Each task will be integrated incrementally by the 
web application on one student-specific file so that the teacher 
can view all one’s work in one file. We assume that students can 
submit a task only after they have been graded on the previous 
one. Students cannot re-submit a task once the teacher has rated 
it. As all subject belonging to the same category will have the 
same privileges, in order to distinguish students having already 
uploaded some tasks, we may refine the category student by 
adding two categories: uploadedT1, uploadedT2. These 
categories are used for grouping students who have already 
uploaded the task 1 or 2, respectively, and may be defined as:  

belong_to(Agent,uploadedT1,Entity) :- 

attribute(Agent, registered_student), 

wasGeneratedBy(Entity, uploadTask1), 

wasAssociatedWith(uploadTask1, Agent). 

 
This rule means that agents qualified as registered students 

(as recorded in the University database) and having executed the 
action uploadTask1 on the resource entity (as recorded in the 
dependency path of the corresponding provenance graph) are 
assigned to the category uploadedT1. In order to have 
information such as ”how many times an entity was used”, we 
may need to perform a computation on the provenance graph for 
calculating how many dependencies of each type an entity has. 
These will produce new predicates in the Datalog program. 

permission(student, uploadTask1, Entity) :- 
wasUsedBy_count(Entity, rateTask1, 0). 

 
The rule above means that a student is allowed to re-upload 

the same assignment if it has not been rated by the teacher. Let 
us consider the scenario reported in Fig.1 with two students, Bob 
and Mike. By playing access queries, we can simulate the system 
and verify the correctness of the access response. The 
termination of Datalog queries is guaranteed, see [3]. If we want 
to know whether Bob is allowed to upload his task 1 or not, we 
can ask to the Datalog engine the query  

?- allow(mike, Activity, taskMike)  
false. 

We can also ask more general questions by including variables 

in the query: 

%% The only activity Mike can perform is upload task2 
?- allow(mike, Activity, taskMike). 
Activity = uploadTask2. 

 

Figure 1.  Example: Excerpt of the Provenance Graph 

 
%% Mike is the only one who can upload his task2. 
?- allow(Agent, uploadTask2, taskMike). 
Agent = mike. 
 
%% Mike is allowed to upload only his task. 
?- allow(mike, uploadTask2, Entity). 
Entity = taskMike. 

This kind of simulation can help the policy designer or 

administrator to detect possible inconsistencies in the policy 

definition. Assuming the translation to Datalog is correct, the 

engine will compute a positive answer only if Bob is allowed to 

perform the access according to the specified policy. 

V. CONCLUSIONE 

We have described a framework that ensures trust in a 
distributed computing environment by means of data security 
enforcement. The framework combines Provenance and 
Category-based Access Control policies. We already have an 
implementation that accommodates RBAC policies [4] and we 
are planning to extend it with CBAC. 
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Abstract— Authentication schemes containing single factors are 

becoming increasingly inadequate for many applications. This 

paper describes the use of Pluggable Authentication Modules as 

a means of creating a multi-factor authentication scheme for a 

MySQL database. The resulting scheme is one with a 

significantly higher degree of security. 

I. INTRODUCTION

A factor of authentication is a piece of information which 
proves the authenticity of a user. Combining multiple 
authentication factors together can have a profound effect on 
the security of a system. There are three principal classes of 
factors: knowledge factors, such as a password; possession 
factors, such as a smart card; and inheritance factors, such as 
a fingerprint [1]. These factors can be used in combination to 
produce multi-factor authentication. 

The focus of this paper is to implement a secure multi-
factor authentication mechanism for MySQL Server. This will 
be accomplished with the Pluggable Authentication Module 
(PAM) plugin recently available in newer versions of 
MySQL. PAM enables the creation of custom authentication 
schemes by allowing the mixing and matching of various 
authentication mechanisms. This scheme will consist of both 
knowledge and possession factors. Ideally, inheritance factors 
would also be considered. However, due to the relative 
scarcity of biometric-related Pluggable Authentication 
Modules, this category will be disregarded. 

II. RELATED WORK

Since Pluggable Authentication Modules provide a 

common authentication scheme, they are quite versatile and 

are capable of supporting authentication for an array of 

applications. Samar, V. demonstrated the implementation of 

user mapping in PAM for SSH. This was similar to the 

knowledge factor of our authentication scheme. Cristofaro, E 

et al. provided a usability study of two-factor authentication 

and cited Google Authenticator as a popular option. 

Archlinux demonstrated an implementation of Google 

Authenticator with PAM to support an SSH service. Our 

authentication scheme combines similar approaches used by 

the aforementioned sources to enable multi-factor 

authentication for a MySQL database. 
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III. IMPLEMENTATION & RESULTS

The PAM plugin was installed using an open source 

implementation available from Percona. This plugin allows 

for external PAM authentication within MySQL Server [2]. 

One of the files resulting from this installation was a shared 

object library file named “auth_pam.so.” This plugin file was 

loaded into MySQL by adding a reference to it within the 

mysqld configuration, and then MySQL Server was restarted. 

Next, a user named “cameron” was created within the 

database with “auth_pam” as the specified authentication 

plugin instead of the default “mysql_native_password,” as 

shown in Fig. 1. At this point, no password was specified 

since all authentication is handled externally. 

Figure 1. MySQL users and authentication plugins 

Next, a PAM configuration was created within the 

/etc./pam.d directory named “mysqld.” This is the file that the 

PAM plugin within MySQL Server will reference when 

performing authentication on the “cameron” user [3]. This 

file contains a series of directives which control how 

authentication is handled, which accounts are allowed access, 

and how sessions are managed. This file is what allows a high 

degree of freedom in designing our authentication scheme.  

Within the “mysqld” file, directives were added to enable 

user mapping via the “pam_unix” module, as shown in Fig. 
2. Now, MySQL will verify that an OS user exists under the 
same name as the database user and that the password 
supplied matches the OS user. This type of authentication is 
similar to OS authentication within Oracle Database. With 
this directive in place, the first authentication factor of our 
scheme was implemented, satisfying the knowledge 
component of the scheme.
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Figure 2. “mysqld” PAM configuration file with user mapping directives 

added 

Valid and invalid logins were issued to MySQL using the 

Linux password for the “cameron” user. We used both valid 

and invalid logins to ensure the authentication worked 

properly. Everything worked as expected. 

In order to implement the possession factor of our scheme, 

Google Authenticator was chosen. Google Authenticator 

utilizes a time-based one-time password algorithm for 

authenticating users from a mobile device [4]. This password 

is in the form of a six-digit number generated algorithmically 

every thirty seconds. One advantage to using this mechanism 

is that no Internet connection is required since the code is 

time-based and is generated algorithmically on both the 

server and client. 

The Google Authenticator package was installed on the 

Linux server which hosts MySQL Server. After the 

installation, the “google-authenticator” program was 

executed to create an authentication file after a series of 

prompts. During the execution of this program, a QR code 

was generated. This code was used by scanning it with the 

Google Authenticator mobile app which was installed on an 

Android mobile device. After syncing, the app displayed the 

six digit password along with a thirty-second expiration 

timer. 

Figure 3. Google Authenticator Android app 

With Google Authenticator installed, various parameters 

were specified to increase the security of the scheme. For 

instance, multiple users of the same authentication token 

were disabled to restrict logins to one every thirty seconds. 

This can help increase the chance of noticing and preventing 

man-in-the-middle attacks. Also, rate-limiting was enabled to 

restrict the number of login attempts to three every thirty 

seconds [4]. 

Next, the “pam_google_authenticator.so” entry was 

added to the mysqld PAM configuration, as shown in Fig. 4. 

Figure 4. “mysqld” PAM configuration file with the Google Authenticator 

directive added 

With this new entry added, MySQL Server will now 

attempt to authenticate first with 

“pam_google_authenticator” module, and then with the 

“pam_unix” user mapping module. When attempting to log 

into MySQL, two password prompts are displayed. This is 

shown in Fig. 5. 

Figure 5. MySQL login attempt using both a Google Authenticator token 

and a user mapping password 

As shown in Fig. 5, after providing a valid Google 

token and user mapped password, the authentication was 

successful. 

IV. CONCLUSION

Pluggable Authentication Modules used within the context 

of MySQL Server offer a very flexible platform for 

implementing a custom database multi-factor authentication 

scheme. In our particular implementation, we were able to 

demonstrate both knowledge and possession factors via the 

use of user mapping and Google Authenticator. Combining 

the two factors enhanced the security of our system. 
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Abstract— Hierarchical data models are commonly used in 

databases to represent data across a multitude of disciplines. In 

this paper, I will examine two models that can be used to 

represent hierarchical data in a relational database, the nested 

interval model, and the nested set model. These models were 

analyzed on a WAMP server using various queries and CRUD 

operations. The purpose of this paper is to examine the 

advantages of using a nested interval model as compared to a 

nested set model in a database which needs to search quickly, 

create, update, and destroy large amounts of hierarchical data.  

Keywords- hierarchical data; nested set model; nested interval 

model. 

I. INTRODUCTION

Storing data using a hierarchical structure is a common use 
case for developers working with relational databases. 
Organizations, forums, sub-types, bill of materials, and content 
management categories all lend themselves to being stored in a 
hierarchy. However, the tables of a relational database can 
provide difficulties to producing efficient hierarchical data 
structures. 

In recent years, non-relational databases have been 
developed and increased in popularity. Due to the flexible and 
semi-structured nature of these databases, they are increasingly 
being used to represent hierarchical data instead of relational 
databases. As a result, the need for operation optimization in 
relational databases when searching, creating, and deleting 
hierarchical data has sharply increased. 

The organization of the paper is as follows. Section II 
describes the related work and the implementations of current 
methods. In Section III we give a motivating example where 
our application is useful. Section IV details the underlying 
framework, as well as the advantages of the design and the 
feature set, provided compared to a user running the same 
processes through an R shell. Section V provides a 
walkthrough of the application using an example dataset. We 
conclude and discuss future work in Section VI. 

II. RELATED WORK

A common method to increase query speed is the nested set 
model shown in Fig. 1. Each node has two attributes, left and 
right. The process startss with 1 at the left of the root node. 
Values are assigned to children nodes depth first. The result of 
this numbering is that all left and right values of children of a 
node fall within the left and right of the node itself. 

Gyorodi et al. [1] published a performance analysis 
between the nested set model and another hierarchical data 
structure, the adjacency list model, explained in detail in their 
paper. Their results showed that the performance of queries 
retrieving children from the parent node was three orders of 
magnitude faster for the nested model. This allowed me to 
focus specifically on the nested set model and nested interval 
model instead of included the adjacency list model. 

Kriegel, Pötke, and Seidl [2] proposed an implementation 
for a nested interval model. Instead of using left and right 
integer attributes on nodes to aid query performance, ratios 
determine the left and right values. The distance between a 
child nodes left, and the right attribute is one-half the interval 
of the parent that does not have children. These rations are 
created using Farey fractions. While the algorithm defined in 
this paper was not utilized for the performance analysis, the 
idea of splitting parent intervals in half to nest intervals guided 
the creation of the interval creation algorithm. 

III. HYPOTHESIS

My hypothesis is that due to the independence of the left 
and right attributes of each node in the nested interval model, 
create, update, and destroy methods performed on nodes in the 
nested interval model will execute faster than those on nodes of 
the nested set model. In order to test this hypothesis, I will 
build two data structures; one using the nested set model, the 
other using the nested interval model. Create and destroy 
operations will be performed on each model and the time 
required to complete each operation will be compared. The 
expected result is that the CRUD operations on the nested 
interval model will be at least one order of magnitude faster 
than those of the nested set model. 

Figure 1. Nested Set Model 
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IV. IMPLEMENTATION

To create an environment that allowed for accurate 
performance analysis, a WAMP server was installed on a 
development laptop. Two tables were created in MySQL; one 
using the nested set hierarchy described in the related work, the 
other using a nested interval hierarchy. Each tree was 
composed of 5,500 nodes.  

In the nested interval tree nodes were decimal data types 
decimal with precision 65 and scale 30 as the left and right 
indexes. The root node was given a left value of 0 and right 
value containing the maximum value for the specified decimal 
data type. When a node is added to a parent, the interval for 
that node is half the interval of the parent that does not already 
have a child. A visualization can be seen in Fig. 2 and the 
code is in Algorithm 1. 

For insertion and deletion on each table, stored procedures 
were implemented to ensure that the right and left attributes on 
nodes remained correct. When any node is inserted or deleted 
in the nested set model, all nodes located to the right of the 
node need to be updated as a result. In the nested interval 
model procedures, the left and right attributes of the parent 
node and left value of most recent child must be retrieved to 
calculate the interval. There is no need to modify left and right 

attributes on any other node as a result of the new node. 

Since location within the tree of the created and deleted 
node would determine the speed of the operation in the nested 
set model, three locations were used. The furthest left leaf node 
was used as the worst case since all other nodes in the tree 
would need to be modified. The middle leaf node was used as 
the average case, and the furthest right leaf node was used as 
the best case. For the nested interval model, the location of the 
node would not affect the speed of the operations, so the 
furthest left leaf node was used for analysis. 

MySQL profiling was used to track the run time for each 
operation. The duration of all queries related to the creation or 
deletion of the node were summed to calculate the total 
operation time.  

V. RESULTS

In TABLE I we can see the average run times for 
creation and deletion for the previously defined cases. We 
notice that even the best case deletion and insertion for 
the nested set model cannot match the execution time of the 
nested interval model. The nested interval performance 
is an order of magnitude faster than the average case for 
the nested set in both insertion and deletion. 

However, this comes at a minor cost in query performance. 
When listing all children of the root node (all nodes in the tree), 
the nested set model is able to perform the operation twice as 
fast as the nested interval model. 

VI. CONCLUSIONS AND FUTURE WORK

The nested interval model brings significant CRUD 
optimization to hierarchical data structures in relational 
databases. As big data grows and needs to meet the needs of 
businesses that expect real-time data updates, the ability to 
efficiently update nodes in a tree is critical. 

I hope in future research to compare the algorithm used to 
create this nested interval model with the relational interval tree 
model mentioned by Kriegel, Pötke, and Seidl [2] and the 
dyadic model mentioned by Tropashko [3]. 
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Figure 2. Nested Interval Model 

TABLE I. OPERATION RUN TIME IN SECONDS 

Nested Set Nested 

Interval Worst Case Average Best Case 

Insert .1145 .0696 .0025 .0020 

Delete .1135 .0643 .0043 .0009 

Query - .0086 - .0129 

Algorithm 1 Create Nested Interval Node 

DECLARE parent_left_val, parent_right_val, child_left_val, 

new_right_val, new_left_val decimal(65,30); 

DECLARE small_num decimal(65,30)  default 1E-30; 

DECLARE two decimal(65,30)  default 2; 

SELECT leftVal, rightVal FROM nested_interval WHERE id = 

parentId INTO parent_left_val, parent_right_val; 

SELECT min(leftVal) FROM nested_interval WHERE leftVal > 

parent_left_val INTO child_left_val; 

IF child_left_val is null THEN 

    SET new_right_val = parent_right_val - small_num; 

    SET new_left_val = parent_left_val + (parent_right_val - 

parent_left_val) / two; 

ELSE 

    SET new_right_val = child_left_val - small_num; 

    SET new_left_val = parent_left_val + (child_left_val - 

parent_left_val) / two; 

END IF; 

INSERT INTO nested_interval(id,leftVal,rightVal) 

values(nodeId,new_left_val,new_right_val); 
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Abstract—Recently, a new lightweight block cryptography
algorithm, ITUbee, has been proposed by Ferhat Karakoc in
Lightsec 2013. An efficient hardware implementation of ITUbee
is presented in this paper. Firstly, we reuse certain module, which
takes a big share of hardware resource, to achieve better
resource utilization. Secondly, we apply composite field to
implement 8-bit S-box instead of the traditional looking up
tables(LUTs) to save area requirements. In the end, we conclude
that the hardware implementation of ITUbee requires about 6448
GE on 0.18 um technology. The area consumption of ITUbee is
roughly 31.2% less than the round-based implementation. And it
costs 365.6 GE to implement 8-bit S-box by using composite field,
32.7% less than by using LUTs.

Keywords-lightweight; Itubee; hardware implementation; reuse;
composite field; area-optimization.

I. INTRODUCTION
Nowadays, the increasing applications such like RFID tags

and intelligent devices spur us to develop an efficient
cryptography algorithm, which meets the security and privacy
requirements and can be applied to resource constrained
devices at the same time. For that reason, designing
lightweight primitives is getting prominent. Block ciphers play
an essential role in cryptography applications so that a
considerable number of lightweight block ciphers have been
proposed. DESXL[1], PRINCE[2], SEA[3] and KATAN[4],
for example.
Ferhat Karakoc et al. proposed a new software oriented

lightweight block cipher, ITUbee, for resource constrained
devices that include a microcontroller and have a limited
battery power such as sensor nodes in wireless sensor
networks[5].ITUbee is designed based on a Feistle structure
while having no key schedule, which may make ITUbee
subjected to related key attacks as observed in GOST
cipher[6].The author came up with a new approach that the
round key was injected between two nonlinear operations to
mend this weakness.
To evaluate the performance of ITUbee we have

implemented the algorithm on hardware and gave the result of
Design Compiler. Especially, to reduce the energy

consumption of the cipher we applied the S-box based on 
composite filed to our design. Note that there are two F 
functions in each round of encryption, which accounts for 
more than 90% of the total area. Fortunately, this proportion 
can be reduced dramatically by reusing the F functions, 
improving its efficiency in terms of energy consumption.
The rest of the paper is organized as follows. In Section 2, 

we give the compact algorithm description of ITUbee. In 
Section 3, some details of design rationale of S-Box based on 
composite filed is shown. We give the hardware architecture 
of our implementation in Section 4. In Section 5, we give the 
simulation details and results of implementation. We conclude 
the paper with Section 6.

II. DESCRIPTION OF ITUBEEE

A. Notation
Before we start the descripting, giving the uniform notations

throughout this paper makes reading much easier.
|| : Concatenation operator.
KR : The right half of the master key.
KL : The left half of the master key.
PR : The right half of the plaintext.
PL : The left half of the plaintext.
P : 80-bit plaintext.
CR : The right half of the ciphertext.
CL : The left half of the ciphertext.
C : 80-bit ciphertext.
RCi : The round constant in the i-th round.

B. Algorithm Description
IUTbee algorithm accepts the inputs

1 2 20, , , , ( ..., )L R L RP P K K RC RC RC， ， ,and outputs the

ciphertext C ,CL R . ITUbee algorithm is designed with a Feistle
structure with 80-bit key length and block size, consisting of
20 rounds overall and having key whitening layers at the first
and the last round as illustrated in Fig.1
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In each round, there are one L function, two F functions and
XOR operators , the execution order of these operators is
shown in figure 1. The definitions of these functions are:
( )F X  ( (S L ( )))S X , ( ||S a || ||b c || )d e  [ ] || [ ] ||s a s b [ ] ||s c

[ ] || [ ]s d s e , (L ||a || ||b c || )d e 
(e )a b  ||
( ) || ( ) || ( ) || ( )a b c b c d c d e d e a        ,where
, , , ,a b c d e are 8-bit values and s is the S-box used in advanced

encryption standard (AES)[5]. The constant RCi in each round
iRC isis given in Table I. Note that 16-bit round constant 

XORed with the rightmost 16 bits in each round.
Table I. Round constants used in ITUbee algorithm

i RCi i RCi i RCi i RCi

1 1428 6 0f23 11 0a1e 16 0519
2 1327 7 0e22 12 091d 17 0418
3 1226 8 0d21 13 081c 18 0317
4 1125 9 0c20 14 071b 19 0216
5 1024 10 0b1f 15 061a 20 0115

( || )L RK K and ( || )R LK K are used as whitening keys at the
first and the last round of the encryption algorithm
respectively and for even rounds LK is used while for odd
rounds RK is used. Both of the round keys and whitening keys
are derived from the master key directly. The decryption
process of ITUbee is the same as the encryption process, while
the only difference is that the round keys and constants are
used in reversed order[5].

Figure 1. ITUbee encryption algorithm

III. IMPLEMENTATION OF S-BOX USING NORMAL BASIS IN
COMPOSITE FIELD

To the best of our knowledge, the efficiency of the ITUbee
depends on the implementation of S-box involved in F
function in each round. The operation of nonlinear
multiplication inversion makes S-box the most computational

intensive in ITUbee algorithm. There are two mainly
approaches in public literature to implement the S-box: using a
look up table(LUT) or using a Composite Filed algorithm.
Compared with the approach using LUT, the implementation
of S-box using composite filed can save area consumption
dramatically by performing the 8-bit Galois field inversion of
the S-box using subfield of 4 bits and of 2 bits.
Generally, the S-box function with input a is defined by two

steps : the multiplicative inverse in
8(2 )GF (see Eq.(1)) and

affine transformation(see Eq.(2)):
1 , ( 0, 0) .c a if a then c   (1)

,s Mc b  (2)
Where M is a constant bit matrix and b is a byte vector
shown below:

7 7

6 6

5 5

4 4

3 3

2 2

1 1

0 0

1 1 1 1 1 0 0 0 0
0 1 1 1 1 1 0 0 1
0 0 1 1 1 1 1 0 1
0 0 0 1 1 1 1 1 0
1 0 0 0 1 1 1 1 0
1 1 0 0 0 1 1 1 0
1 1 1 0 0 0 1 1 1
1 1 1 1 0 0 0 1 1

s c
s c
s c
s c
s c
s c
s c
s c

      
      
     
     
     
           
     
     
     
                











Figure 2. Hierarchical structure (a)Normal inverter in
8(2 )GF : 16 1 16

1 0 1 0( ) ( )Y Y Y Y      ,the coefficients
pair 1 0[ , ]  and 1 0[ , ]  are of the same bit width, shown at the
output of the figure and the same as the below; (b),(c),(d) give
the structures of combined operation of squaring then scaling
(multiplying) , normal inverter and multiplication in 4(2 )GF
respectively; (e),(f),(g),(h) then give the structures of squaring
(same as inverter),combining the multiplication with scaling
by N, scaling by N and multiplication in 2(2 )GF respectively.

Compared with the first substep (multiplicative inverse in
GF (28 ) ), the second substep (affine transformation) is easier
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to implement on hardware. Therefore, we will focus on the
key issue of finding the inverse in GF (28 ) . As we know that
S-box used in AES algorithm, which is same as the S-box
used in ITUbee algorithm, is designed based on the particular
Galois field of 8-bit bytes where the bits are coefficients of a
polynomial and multiplication is modulo the irreducible

polynomial
8 4 3( ) 1q x x x x x     , with addition of

coefficients modulo 2[7].
Direct calculation of the inverse of a seven-degree

polynomial (modulo an eight-degree polynomial using
extended Euclidean algorithm) is not quite easy. But
calculation of the inversion of a one-degree polynomial,
modulo a two-degree polynomial, is pretty easy. Hence, we

compact the finding inverse in
8(2 )GF into subfield

4(2 )GF

then into subfield
2(2 )GF and finally into subfield (2)GF

using a multi-level hierarchical structure, as depicts in Fig.2.
Next, we give some details of this hierarchical structure[7].
Now we represent a general element E of 8(2 )GF as a

linear polynomial over 4(2 )GF , as 1 0g y   , with
multiplication modulo an irreducible polynomial ( )r y (see
Eq.(3)), whose coefficients 1 0[ , ]  are in the 4-bit subfield

4(2 )GF . Although both of normal basis and polynomial basis
can decompose the multiplicative inverse in 8(2 )GF into its
isomorphic subfields, the most compact case uses normal
basis for all subfields. Considering this, we choose the normal
basis 16[ , ]Y Y to represent the element in 8(2 )GF again,

16
1 0g Y Y   ,where the 1 0 7:4 3:0[ , ] [ , ]g g   . Similarly, we

get all the irreducible polynomials ( )s x , ( )t w and their normal
basis 4[ , ]X X and 2[ , ]W W respectively (see Eq.(4) and
Eq.(5) ). Here we have:

2 16( ) ( )( )r y y y y Y y Y       (3)
2 4( ) ( )( )s x x Tx N x X x X      (4)
2 16( ) 1 ( )( )t w w w w W w W      (5)

In Eq.(3) we define the trace Y Y 16 and the norm
Y Y 16 (correspondingly T X X 4 ,
4XXN  for Eq.(4) and 12 WW , 12 WW for

Eq.(5). The most efficient choice of trace and norm is to let
the trace be unity, here we let 1 T .

In
8(2 )GF with a normal basis

16[ , ]Y Y , the inverse of
16

1 0( )g Y Y   modulo
2y y   is given by :

1 16 1 16 1 16 1
1 0 1 0 0 1( ) [ ] [ ]g Y Y Y Y Y Y                (6)

then we have:
1 2 2 2 1

1 0 1 0 1 0 0[ ( ) ]              (7)
1 2 2 2 1

0 1 1 0 1 0 1[ ( ) ]              (8)
So finding the inverse of g in GF (28 ) reduces to an inverse

operation and several additions and multiplications in GF
(24 ) , as shown in Figure 2 (a). It is easy to handle the
addition in GF (24 ) by bitwise XOR. While for the inverse

and multiplication in GF (24 ) we give their definitions and
algorithms using the similar approach above.

In
4(2 )GF with a normal basis

4[ , ]X X , the inverse of
4

1 0( )X X    modulo
2x Tx N  has a same formulation

as Eq.(6) except the 2-bit width coefficients.
1 4 1 4 1 4 1

1 0 1 0 0 1( ) [ ] [ ]X X X X X X                
then we have:

1 2 2 2 1
1 0 1 0 1 0 0[ ( ) ]T N            (10)

1 2 2 2 1
0 0 1 0 1 0 1[ ( ) ]T N            (11)

We can see that finding the inverse of means an inverse
and several additions and multiplications in GF (22 ) ,shown in

Figure 2 (c). As to the multiplication in
4(2 )GF , 0  is

defined by (shown Figure 2 (d)):
4 4 4

1 0 01 00 11 10( ) ( )X X X X X X          (12)
Where

11 1 01 1 0 01 00 1 01( ) ( ( )( )) ( )N                 
(13)

10 0 00 1 0 01 00 0 00( ) ( ( )( )) ( )N                 
(14)

To compact the logic and simplify the circuit, we combine the
operations of squaring and scaling by the norm
 (

2=N X )(shown in Figure 2 (a)):
4 2 4 2 4 2

1 0 1 0 1 0 0( ) [( ) ] ( )X X X X X N X              
(15)

Obviously, we can write the coefficients:
2

1 1 0=( )   , 2
0 0=( )N   (16)

Note we continue decomposing the operation in
4(2 )GF into

2(2 )GF ,note that into
2(2 )GF the inverse is the same as

squaring, which is free with a normal basis (shown in figure 2
(e)):

2 -1 2 2 2
1 0 1 0 0 1(k W k W) =(k W k W) k W k W   

(17)

The multiplication in
2(2 )GF has a same structure as in

4(2 )GF except the scaling norm is 1 (show in Figure 2(h)).

Up to now the remaining operation need in subfield
2(2 )GF

is scaling by
2N W and combined operation of

multiplication with scaling by N (shown in Figure 2 (g),(f)).
2 2

01 00 00 00 01( ) [ ] [ ]N W W W W        
(18)

2 2 2
1 0 1 0 1 0

2
0 0 1 0 1 0 0 0 1 1

( ) ( )
[( ) (( ) ( ))] [( ) ( )]

N pW p W qW q W W W
p q p p q q W p q p q W

      

         
(19)

Where
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1 0 0 1 0 1 0( ) (( ) ( ))p q p p q q      
(20)

0 0 0 1 1( ) ( )p q p q    

(21)

In GF (2) ,  ⊗means AND and  ⊕means XOR bitwise[7].

IV. HARDWARE IMPLEMENTATION

In order to reduce area consumption, we proposed an 
efficient hardware implementation by reusing certain module 
and applying composite field to implement 8-bit S-box. As 
depicted in Fig. 1, the F module consists of two 8-bit S-
boxes and is reused two times. 8-bit S-box, as non-linear layer, 
costs a large proportion of area resource. Therefore, we divide 
one round into three cycles, so that the F module can be reused.
Three cycles are used to implement one round. Firstly, we 

use two 80-bit registers to store the state and key respectively. 
Additionally, one 40-bit register is used to store initial value 
for later swapping in the last cycle. And one 16-bit register is 
used to store round constant. The output at the end of each 
cycle will be stored in the registers and reused as the input 
data at the beginning of the next cycle. Consequently, in the 
first cycle, one F module is used. In the second cycle, one 40-
bit XOR, one 16-bit XOR and one L module are used. In the 
third cycle, F module can be used again. Therefore, F module 
is used two times in one round.

Figure 3 datapath of the hardware implementation of ITUbee

   The reuse of F module saves a significant amount of area in 
hardware implementation. The L module can be implemented 
with simple XORs and bit operations. Fig.3 shows the 
datapath of ITUbee, which performs one round in 3 clocks and 
needs 61 clocks in total to implement 20 rounds. For 
comparison, we also implement a round-based architecture, 
which performs one round in one clock. In this way, one 40-
bit register for storing initial value is saved, but the F module 
is used two in one single cycle, which increase the area 
extremely.

The 8-bit S-Box in ITUbee is the S-box used in AES.
Except for using LUTs, which is simple 256 case statements in
hardware, we can apply the mathematical formula to compute
S-box. As we give in section 3, we use composite field to
solve the complex inverse calculation, which turns out to be
more efficient in hardware.

V. RESULTS
We implemented the proposed design in verilog DHL and

synthesized it on 0.18 um CMOS technology to check its
hardware complexity. In this area-optimized implementation,
a 40-bit width datapath was used. In order to compare the area
requirements independently it is common to state the area as
gate equivalents (GE). One GE is equivalent to the area which
is required by the two-input NAND gate with the lowest
driving strength of the corresponding technology. The area in
GE is derived by dividing the area in um2 by the area of a two-
input NAND gate. Encrypting 80-bit plaintext with an 80-bit
key occupies about 6748 GE and requires 61 clock cycles.
Specifically, in the above implementation, the area

requirement is mostly occupied by S-boxes registers. 80-bit
state register costs 612GE. 40-bit key register costs 306 GE.
40-bit middle register costs 306 GE. 16-bit round constant
register costs 122.4 GE. one 8-bit S-box requires 356.6 GE. L
module consumes 170.3 GE. 40-bit XOR costs 106.4 GE.
Table III gives the comparison between LUTs

implementation and composite field implementation of 8-
bit S-box, and table 4 gives the comparisons between 
proposed implementation and round-based implementation of 
ITUbee.
Table III. Area comparison between LUTs and composite field

Composite-field(GE) LUTs(GE)
543.8 356.6

Table IV. Area comparison between proposed and 
round-based implementation

Conclusively, the proposed hardware implementation of
ITUbee requires about 6448 GE on 0.18 um technology. The
area consumption of ITUbee is roughly 31.2% less than the
round-based implementation. And it costs 365.6 GE to
implement 8-bit S-box by using composite field, 32.7% less
than by using LUTs.

VI. CONCLUSION
There is a great improvement in terms of area consumption

by using the composite field to implement the S-box compared
with the approach using LUTs. In our hardware architecture,
we reuse the S-box in F function, which consists of ten 8-bit
S-boxes and area occupancy proportion is more than 90%, by
dividing each round into 3 clock cycles to reduce the area
consumption further. We implemented the proposed design in
and synthesized it on 0.18um CMOS technology, the results
show that the area is saved by 32.7% by using composite field

Combinational area Noncombinational
Proposed (6747.9) 5497.7 1350

round-based (9812.8) 87757 10371
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S-box compared with using LUTs, and 31.2% by reusing S-
box compares with not reusing.
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Abstract—An IOT smart fridge containing scales can increase the 

utility of the product. By adding scales to regular image sensing 

technologies, a fridge can be created that makes fewer mistakes 

when creating a shopping list. This, combined with the fact that 

having a shopping list when heading to the grocery store can 

improve health and save money, makes for a useful smart fridge. 

Keywords-IOT; Smart Fridge; Scales; Image Sensing; 

I.  INTRODUCTION 

The Internet of Things (IOT) trend has provided many 
advancements in everyday life as typical household devices 
keep getting smarter. Nutrition.gov states that creating a 
shopping list before heading to the grocery store can “improve 
your health while saving you time and money” [1]. Because of 
this, an IOT refrigerator contains the potential to improve the 
diets and ease of shopping for many people.  

Research has been done on how to identify the items in a 
smart fridge in the past based on image recognition and RFID 
tag sensing, but these methods alone do not allow the fridge to 
track the remaining contents of a grocery item. By utilizing an 
image recognition system, as well as weight sensors, a smart 
fridge can create better shopping lists by accurately identifying 
the amounts of food within itself. 

This paper will be organized into the following six sections. 
Section II describes related work as well as the limitations of the 
current methods. Section III provides a motivating example 
where using scales and image recognition is useful. Section IV 
details the algorithm to be used with the sensor input. Section V 
discusses the findings. Section VI concludes the paper and 
discusses possible future work. 

II. RELATED WORK 

A. The use of image scanning to detect the items stored in a 

fridge 

“ProVisions: Object Recognition Applied to Smart 
Refrigerators” discusses the usefulness of a scanning system to 
accurately identify the products contained within a smart fridge 
[2]. Our research improves upon the content sensing of the 
image scanning detailed in that paper with the addition of scales. 

B. Developing a shopping list based on user’s eating habits 

“iFridge: An Intelligent Fridge for Food Management based 
on RFID Technology” details how a recipe recommendation can 
be formed based on the items in a smart fridge [3]. Our research 

adapts the ideas of recipe recommendation detailed in this paper 
to use scales and image processing rather than RFID. 

C. Nutritional value can be gained by knowing what is in the 

fridge 

“A smart fridge with an ability to enhance health and enable 

better nutrition” discusses how dietary needs can be better 

achieved using a smart fridge [4]. We utilize the ideas within 

this paper and improve upon them with the introduction of 

scales. 

III. MOTIVATING EXAMPLE 

Grocery shopping is more productive and much easier with 
a list but creating a list that properly utilizes the products that we 
currently own can be challenging. If a consumer had a 
refrigerator that knew what grocery products were contained 
within it and how much of each product was left, grocery 
shopping would be a breeze. 

IV. SMART SHOPPING LIST CREATION 

A smart fridge could be designed with each shelf having 
four or more cameras and a grid of scales each small enough to 
have a part of a single product on them. Figure 1 details what a 
shelf on this fridge might look like.  

This fridge would be able to use a cloud based database of 
products and recipes as well as a local database of what 
products, along with their amounts in grams, are currently 
stored within the fridge. Figure 2 shows a schema that this 
database might follow. 

It was necessary to gather some sample recipes and 
ingredients to enable us to test out the usefulness of scales in a 
smart fridge. This was done by using the Food2Fork API [5]. 
We gathered 140 recipes using 245 total ingredients. Out of the 
ingredients in these recipes around 50% of them were used in at 
least one other recipe. 

 Since the ingredients came in a non-standard form, they 
required normalization before they were usable by an 
algorithm. We chose to standardize around grams as a unit of 
measure for the amount necessary of each ingredient. 

To properly test our hypothesis that the addition of scales 
would be helpful in creating a shopping list, we needed to be 
able to model the contents of a user’s fridge. We created a script 
in Python to build up a model of a user’s fridge in the database. 
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This script was made to allow configuration of the number of 
shelves in the sample fridge.  

We formulated two algorithms for creating shopping lists: 
one with the knowledge of each product’s weight factored in, 
and one without. The algorithm that didn’t account for weight 
simply iterated through each recipe while determining which 
ingredients were required to make that recipe. If the user owned 
the ingredient, it stored it in a list denoting such. Otherwise, the 
ingredient was stored in a second list. Finally, the shopping list 
was determined by choosing the recipes with the fewest 
ingredients left to purchase. 

The second algorithm incorporated the weight information 
from the scales into the shopping list determination. This 
algorithm follows a similar pattern to the first. Initially, we 
iterate through the recipes determining which ingredients are 
needed to make them. Each recipe receives two lists: one with 
the ingredients that need to be purchased by the user as well as 
the amount, and another with the ingredients the user already 
owns along with the amount they will have left after making 
this recipe. The final step involves determining which recipes 
will be made as well as what ingredients need to be added to the 
shopping list. The algorithm again considers the recipes with 
the least number of unowned ingredients first. Once a recipe is 
chosen, and its ingredients are added to the shopping list every 
other recipe must be updated to remove the respective amount 
(in grams) of each owned ingredient that was used to make the 
newly added recipe. This allows the weighted algorithm to be 

sure that no ingredients are incorrectly unpurchased and that 
every recipe it suggests can be made by only purchasing the 
exact amount of each ingredient listed. 

V. FINDINGS

We then ran the two previously detailed algorithms fifty 

times each for varying numbers of shelves and number of meals 

to be included on the shopping list. Through this, we noticed a 

trend toward more mistakes made by the simple (non-weighted) 

algorithm when there were more shelves in the user’s fridge 

and/or more meals were included on the shopping list. Figure 3 

details this trend. 

VI. CONCLUSION AND FUTURE WORK

By utilizing scales as well as image sensing technologies, a 

smart fridge was proven to have greater accuracy when creating 

a shopping list. A fridge that uses a similar algorithm would be 

able to create shopping lists that are more useful to a user and 

could possibly make the user healthier and provide them with a 

more enjoyable shopping experience. In the future, it would be 

useful to go through the exercise of outfitting a fridge with a 

grid of scales and cameras and testing out the accuracy of which 

it identifies the weight of each item.  
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Abstract— With data storage moving further away from locally 

based storage and into an age of cloud storage, users are going to 

need their data on the go, and they're going to need it to be fast, 

and they're going to need it to be accurate. Eventual consistency 

is the theoretical guarantee that, provided no new updates to an 

entity are made, all reads of the entity return the last updated 

value. In this paper, a comparison is made on cloud-based studies 

to formulate an idea as to how to improve the synchronization of 

cloud storage systems by first benchmarking the eventual 

consistency and then utilizing a framework that dynamically 

learns the characteristics of a storage node so that eventually 

consistency is achieved quickly. 

Keywords-Cloud Storage, Synchronization 

I. INTRODUCTION 

Consistency among data synchronization is a major concern 

on the client side as well as the rate at which that 

synchronization occurs. This paper will address that topic and 

come up with a viable solution for cloud storage consistency. 

II.  RELATED WORKS 

 

Researched used: This idea comes from using two research 

papers that were studied. The first one [1] was a long-term 

study done to determine the most cost efficient way to 

continuously monitor consistency behavior, using the Indirect 

Consistency Monitoring method. Once the system has been 

evaluated, then a learning-based framework can be 

implemented that aims at scheduling data writes during user 

idle times such that the impact on user performance is limited 

within strict predefined targets while the updates are complete 

as fast as possible, as outlined in the second research paper 

[2]. 

III. CONSISTENCY 

If all replicas are identical and all ordering guarantees of 

the corresponding consistency model are observed [3] – [4]. 

Eventually, consistency does not require any ordering 

guarantees and only offers eventual replica convergence. 

Consistency is formed through two dimensions, staleness and 

ordering. Staleness refers to how far apart the replicas are in 

terms of time or missing versions. Ordering refers to which 

degree; incoming requests may be reordered on different 

replicas [1]. 

IV. EVENTUAL CONSISTENCY 

It is a theoretical guarantee that, provided no new updates 

to an entity are made, all reads of the entity will eventually 

return the last updated value. The following diagram, figure 1, 

illustrates that although replicas are always available to read 

some replicas may be inconsistent with the latest write on the 

originating node, at a particular moment in time1. 

 

 
 

V. INDIRECT CONSISTENCY MONITORING 

The way the monitoring works is that instead of directly 

measuring consistency behavior KPIs (key performance 

indicators) are monitored instead. KPIs are both directly 

affected by inconsistencies and less expensive to track. Every 

time a KPI changes the consistency benchmark is rerun. This 

reduces the cost of consistency monitoring since the 

benchmarks are only triggered when necessary [1]. 

There are four steps to Indirect Consistency Monitoring before 

it can be used. Step 1 is identifying datastore interaction 

patterns. Step 2 is identifying potential conflicts between 

patterns. Step 3 is identifying the affected KPIs. And Step 4 is 

to identify and track suitable KPIs  [1]. 

 

Indirect consistency monitoring is currently not directly 

supported by a tool. The consistency benchmark tool used by 

 

Figure 1: Conceptual Depiction of Replication 

with Eventually Consistency 
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the researchers is an open source one that can be automatically 

deployed and run by a system like Opscode Chef. KPIs can 

also be tracked by standard monitoring tools like Ganglia[1] . 

 
Figure 2: Flow Chart for Indirect Consistency Monitoring 

VI. LEARNING BASED FRAMEWORK 

Once we have evaluated the system to know whether its 
consistency is lacking, then we implement the framework. 
Without the framework, the user may be forced just to switch 
providers completely. Combining these two methods removes 
the cost and frustration associated with finding a new provider 
and transferring data [2]. The framework focuses on how to 
schedule the asynchronous data updates such that the 
performance in the sending and receiving nodes meets the 
predefined quality of service (QoS) goals. The framework 
learns the characteristics of the workload the nodes are serving 
and continuously updates the scheduling parameters [2].  

The three methods of scheduling the researchers compared 
were Aggressive scheduling, Utilization-guided (Aggressive) 
scheduling, and Utilization-guided (Conservative) scheduling. 
The Aggressive scheduling schedules asynchronous updates 
immediately and without any consideration of foreground user 
traffic. Utilization-guided (Aggressive) takes the user traffic 
into consideration by monitoring the utilization. If the 
utilization is below a certain point, then it schedules 
asynchronous updates immediately. And Utilization-guided 
(Conservative) uses the system utilization as guidance and 
schedules the asynchronous updates only when the utilization 
is low [2]. 

The learning aspect of the scheduling policy consists of 
understanding the available idle times that can be used to serve 

the asynchronous updates. Experiments involving simulations 
from data collected in real storage systems shows just how 
powerful the framework can be. It proves to be faster than 
normal utilization-based scheduling and updates like an 
aggressive policy that schedules the asynchronous updates as 
soon as the involved nodes become idle [2]. 

VII. CONCLUSION 

The purpose idea is that indirect inconsistency monitoring 

is combined with the learning based framework which will 

help to optimize cloud-based storage systems by first 

identifying systems that are underperforming and then 

utilizing the framework to determine how fast the newly 

written data can be asynchronously transmitted between nodes 

in a distributed storage environment. With the framework 

implemented making major changes to application 

implementation or cloud service provider becomes 

unnecessary.  
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Abstract—A vendor lock-in makes customers dependent of a 

propriety product, service or technology provided by a vendor. 

In terms of cloud services, it is achieved by providing and 

developing services that are platform-dependent with proprietary 

technologies, interfaces or formats. This can be a huge barrier to 

adopt cloud services because customers are tied to specific 

vendors which prevent portability through proprietary or a 

limited set of interfaces. As consequence, customers are hindered 

to alternate venders easily without substantial migration costs. A 

multi-cloud strategy is one possible way to avoid vendor lock-ins. 

The scope of the is paper is to design and implement a solution-

stack to provide web services which operate independent from 

proprietary cloud service provider technologies. We provide a 

solution stack prototype which will support key functionalities 

such as portability, interoperability and platform-independency 

by implementing modern technologies and standards. 

Keywords: Cloud Computing; Multi-cloud; Vendor lock-in 

I.  INTRODUCTION 

Cloud computing transforms the way how individuals and 
organizations operate across domains. Gartner [2] forecasts the 
transition from a cloud-first to a cloud-only approach by 2019. 

Today, many organizations have developed strategies to 
outsource workloads to the cloud, mostly by using a single 
cloud service provider. Current software stacks do allow 
interoperability among platforms, but APIs of different cloud 
service providers are often proprietary or do not rely on 
standards [3]. One potential solution to grant interoperability is 
to standardize the APIs in such a way that clients can deploy 
services and data across multiple cloud providers without 
adapters or complex migration scenarios [3] [7]. In addition, 
interoperability among cloud service providers would enable 
multi-cloud deployments; this would prevent the costumer 
from major damage in case of a failure or outage of a single 
cloud service provider.  

The basic characteristics of cloud computing include 
capabilities such resource-pooling and rapid elasticity [1]. 
However, the standardization of application programming 
interfaces (API) in the Cloud context is not part of the NIST 
definition [1]. The demand of data migration between different 

cloud service providers and interoperability between cloud 
services exists [7]. Therefore, appropriate standards are 
necessary to ensure interoperability, portability, compliance, 
trust, and security. 

This document addresses the following objectives:  

1. Which factors must be considered to prevent vendor 
lock-ins through cloud service provider using a multi 
cloud deployment? 

2. Which layer-specific mechanisms must be 
implemented to deploy and operate a service in an 
interoperable multi cloud environment?   

A solution-stack prototype including a multi-cloud capable 
service will be designed and implemented based on the 
principles based on rapid prototyping-, requirements 
engineering- and multi cloud principles to prevent the negative 
effects of vendor lock-ins. 

II. RELATED WORK 

The reviews of the following literature have shown an 
urgent need for preventing vendor lock-in. As discussed by 
[17], vendor lock-in already exists with traditional in-house 
software or technical infrastructure. Once, the software or the 
technology from one or a small group of vendors has been 
installed, it requires a great effort to switch to the technology of 
different vendors. Cloud computing often uses an architecture 
different than the one used by the traditional on-premise 
system. Once, a system is moved to the cloud, it isn't always a 
simple matter to bring it back on premise or to move it to 
another cloud. Cloud computing, as defined by [1], comes with 
three different service models (IaaS, PaaS, and SaaS) which 
allow user, organizations, and enterprises to consume a shared 
pool of configurable computing resources that can be rapidly 
provisioned and released with minimal management effort. 
Cloud Computing offers on-demand access to IT resources 
operated from a remote source. Many organizations choose 
Cloud services from a single Cloud Service Providers (CSP) 
because they value the comfort and usage of integrated 
services, single sign-on, harmonized accounting, standardized 
support processes, and a common user interface. Consequently, 
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costumers often accept a certain dependency although CSP 
offers their own way on how Cloud consumers interact with the 
cloud [18]. As stated by [20], existing Cloud Computing 
solutions have not been built with interoperability in mind. 
Controversy, they lock customers in to a single Cloud 
infrastructure, platform or service preventing the portability of 
data or software. Furthermore, big vendors like Amazon, 
Google, or Salesforce, propose their own solution with 
proprietary formats and interfaces instead of widely accepted 
standards. This heterogeneity of single Cloud solutions and 
service interfaces increases the lock-in effect since most of the 
Cloud service resources bind the customer to stick with one 
cloud technology due to high cost in porting the application 
and data to a different Cloud Service Provider [7]. When a 
cloud consumer wants to find more suitable solutions for 
customers need or when the vendor is no longer able to provide 
the required service, a vendor lock-in can prevent a customer 
from switching to another cloud service provider [19].  

To promote independency from one single CSP, 
organizations need to use more than one cloud as their service 
providers [15]. This infrastructure, also known as the multiple-
clouds or multi-cloud, refers to the ability of two or more 
distributed Cloud services to collaborate and work together to 
be consumed in serial or simultaneously. As mentioned by 
[15], multiple Cloud Computing is a newly founded area and it 
is still suffering from lack of transparency. In multi-cloud 
environments, the main problem is portability as well as 
automatized deployment, service aggregation, and so on. 
According to [16], portability is the ability to move software 
assets among different runtime platforms without having to 
rewrite them partly or fully. However, the current software 
stacks of Cloud services are heterogeneous and the provided 
features that are often incompatible between different service 
providers. As a result, this diversity is an obstacle with respect 
to demands such as promoting portability and preventing 
vendor lock-in. The portability is requested by reasons varying 
from optimal selection regarding utilization, costs or profits, to 
technology changes, as well as legal issues. If the Cloud 
portability is achieved, data, application or service components 
can be moved and reused regardless of the operating system, 
storage or application programming interface (API). From the 
implementation perspective, [16] classifies Cloud portability in 
three categories: 

1. Data portability - This enables the re-use of data
components between Clouds.

2. Functional (or application) portability - This refers to
the Cloud service agnostic definition of application
functionality.

3. Service (or platform) portability - This is the ability to
add, reconfigure and remove Cloud resources on the
fly, independent on the Cloud provider.

Based on the works in literature, the following sections will 
describe an approach for preventing vendor lock-in by using a 
multi-cloud environment. 

III. USE CASE

As mentioned in previous chapters, the ability to prevent a 
vendor lock-in by a cloud service provider requires an 
appropriate service architecture and solution stack. Providers, 
stacks, libraries and frameworks are key elements to achieve 
multi-cloud capabilities as stated by [12]. According to [11] 
requirements like portability, interoperability, heterogeneity 
and geo-diversity are major challenges in cloud environments. 
Moreover, [13] states reasons like, avoiding the dependence on 
only one provider, react to changes of the offers by the 
provider or react to constraints, like new locations as a need for 
multi-clouds. 

Key criteria for multi-cloud environments are [12] [13]: 

• Portability between cloud service providers

• Interoperability between cloud service providers

• Service operation in heterogenous cloud environments

• Service management in heterogenous cloud 
environments

• Service deployment in heterogenous cloud 
environments

• Avoid dependency on only one provider

• React to changes of the offers by the provider

• Improve availability and disaster recovery

Figure 1.   Single Cloud Site Architectures - Non-Redundant 3-Tier 

Architecture [14]  

A lack of interoperability between CSP, but current 
software stacks do allow interoperability among platforms [3] 
[7] [4]. Solutions like interoperable software stacks, modern 
frameworks or micro service architecture enable opportunities 
to bypass a vendor lock-in [3] [7] [4].

The use case is based on a simple three-tier web service 
consisting out of a presentation tier, an application tier and a 
data tier (see Fig. 1). We assume that the service is running on 
a single CSP infrastructure in first place. The service itself is 
a small browser game. It writes the game scores 
continuously to the database during an active game session, the 
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current high score is displayed as leader board in each game 
session. 

Comparing the initial situation to the relevant criteria like 
avoiding dependency on only one provider, it is obvious that 
the service does not comply with them.  To prevent a vendor 
lock-in it is necessary to adapt the service components. Modern 
software stacks, service architectures or frameworks support 
the required steps.  

Figure 2.  Multi-cloud provider Architecture - Micoservice approach 

The goal is to achieve interoperability through adding an 
abstraction layer represented through a container orchestration 
solution as well as a microservice approach. Therefore, major 
changes need to be done in terms of architecture, software and 
components to transform the generic service into a multi-cloud 
service. Mentioned criteria and requirements will support the 
construction process. 

The solution stack to transform the initial web service into a 
multi-cloud solution will include a microservice 
architecture (see Fig. 2), a container orchestration layer,
a NoSQL database layer and modern DevOps tools. 

IV. PROTOTYPE

The use case forms the basis for the prototyping process, 
initially requirements are defined based on the future state of 
the service [21]. To bypass technical limitations of the initial 
scenario given by single cloud provider 3-Tier architecture 
adaptations need to be done. Major changes in comparison to 
the initial state of the service: 

• Service Architecture - It is necessary to change the
architecture from a 3-tier into a scalable and loosely
coupled architecture, therefore a microservice is used.

• Database - To support replication, synchronization and
scalability across multiple sites or cloud providers a
NoSQL database replaces a typical RDBMS.

• Infrastructure & Orchestration - Virtual machines as
basis for the services are replaced by container
virtualization, but will still be used as host systems for

containers. A unified container orchestration is used to 
decouple dependencies to specific cloud providers 
APIs. 

• Application Modelling Tool - An application modeling
tool is used to build, scale and manage the container
orchestration environment across multiple cloud
service providers. This eliminates initial limitations
and grants flexibility.

The service consists out of a basic browser game which 
relies on a stateless web service and a high available database 
service hosted on three Kubernetes clusters. Three VMs build 
the basis for the Kubernetes cluster, each cluster runs inside 
LXD containers within the VM. Each Kubernetes cluster is in 
different network zone; this simulates three cloud service 
providers. The zones are connected via routing instances 
simulating a global network connection. Per default, all 
services run in active-active mode across three Kubernetes 
clusters. A stateless load balancing mechanism which can be 
implemented via load balancer or DNS round robin distributes 
user requests between the three sites. The web frontend 
forwards data to the database router which redirects it to 
the primary database node (see Fig. 3). 

Figure 3.  Software stack overview 

The Solution stack components are: 

• Programming Language Go

• Webserver Apache/Nginx

• Database MongoDB

• Container engine Docker

• Container engine LXD

• Container orchestration Kubernetes

• Operating system Ubuntu

• Application modelling tool Jujucharms

• Cloud Service Provider Openstack/CSPs

A. Service Architecture

Cloud computing is moving towards distributed and
federated architectures of different services [5] [22]. Therefore, 
it is crucial to manage resources dynamically as response to 
changes across the provided service (application, cloud 
platform, etc.). One architectural concept for services to handle 
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dynamic changes is the microservice architecture [22]. This 
concept aims to realize software systems and services by 
packaging its components in small services. Each service has a 
specific task and can be deployed independently. All related 
service components run in separate processes and can run on 
different platforms. The services communicate through APIs 
without any centralized control [22]. This is a major advantage 
compared to the traditional 3-tier architecture.  

As stated in [5], container approaches like Docker support 
and enable microservice architectures and improve service 
scalability as well as deployment processes. In order to 
simplify the deployment process, all service related 
components are packaged within one single file. That means 
each service and related client software are packed together as 
a single file and can be rolled out. The service is scaled or 
deployed by creating a new Docker container using Docker 
files and images. Based on a configuration file, Docker first 
retrieves a defined image from the Docker Registry, updates 
the dependencies, run through required configuration, and 
downloads the bundled server-client application from a central 
code repository. Depending on the stated operating system, 
given by the Docker file, different executables, builds or 
bundles are provided via a static central repository. Once the 
assembly is complete, the image is ready to be deployed by 
Kubernetes.   

B. Database

The database layer is realized by a MongoDB cluster which
supports replica sets and sharding. In terms of MongoDB, a 
replica set is a group of Mongo processes that maintain the 
same data set. Replica sets provide redundancy and high 
availability. In contrast, sharding is a method for distributing 
data across multiple MongoDB instances.  

Figure 4.   Database architecture 

All MongoDB instances are deployed by and under to 
control of Kubernetes. The desired state is described in YAML 
files, which are processed by the deployment controller of 
Kubernetes for creating new services. The final setup 
(see Fig. 4) is derived from the MongoDB reference model 
[23]. 

C. Infrastructure and Orchestration

As discussed by [5] and [15], the main problem in multi-
cloud environment is portability as well as automatized 

deployment, service aggregation, interoperability, and so on. 
As a result, it is necessary to abstract the infrastructure layer of 
all CSPs. This means IaaS products are still in use but adapted 
by adding a container orchestration environment on top of 
basic VMs. This enables the consumer to control the unified 
APIs of the orchestration environment. Virtual machines now 
operate as container hosts (Kubernetes worker) while 
containers (Docker container) replace virtual machines as 
application hosts.  

The container orchestration environment is realized by 
Kubernetes. It is an open source platform to deploy, scale and 
operate services based on container engines like Docker within 
fault tolerant cluster architecture. In addition, cloud federation 
functionalities are also supported. Currently, Kubernetes is 
certified for Google Cloud platform, Microsoft Azure, 
VMware, Amazon AWS, Joynet, MAAS and Openstack [9].  

Figure 5.  Prototype architecture 

Therefore, Kubernetes can orchestrate multiple Kubernetes 
clusters distributed across multiple cloud service providers. 
Due to the minimal setup of the initial prototype setting, three 
separate Kubernetes clusters without federation have been 
implemented.  The unified management is achieved by sharing 
the configuration files and images via a central repository. As a 
result, Kubernetes and Docker enables portability, 
interoperability, and automatized deployment within a multi-
cloud environment.  

As shown in Fig. 5, the initial prototype environment is
deployed on an Openstack test environment, a free and open-
source software platform for cloud computing, mostly 
deployed as Infrastructure-as-a-Service (IaaS). The launch of 
the prototype using cloud services is planned for the near 
future, but does not need additional testing, because the core 
software components are supported by major cloud service 
providers. 

D. Application Modelling Tool

For the deployment of Kubernetes, the application-
modelling tool Juju charms is used in combination with 
Conjure-up. Both tools guarantee standardized deployments of 
Kubernetes and can connect to APIs of major cloud service 
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providers and Openstack. To deploy Kubernetes via 
application-modelling tools, API keys with appropriate 
permissions are required [8] [10]. After connecting to the 
CSP’s APIs, the application modeling tool deploys a standard 
deployment of Kubernetes. 

E. Improvements

As discussed in the previous sections, portability and
interoperability of data, functions, and services are the main 
problems in a multi cloud environment.  In case of a vendor 
lock-in scenario, e.g. when vendor reliability becomes critical 
for a customer’s business, cloud service may be limited or even 
no longer available for a customer. In contrast, each single 
Cloud in our multi-cloud approach remains independent, but 
still can interoperate with the remaining Clouds through our 
solution. This approach ensures data, application, and service 
portability and interoperability. Furthermore, our solution 
prevents any sort of vendor lock-in scenarios or outage 
scenarios.  

V. RESULT

Regarding to the first research objective which focuses on 
relevant factors to prevent vendor lock-ins, the following 
findings have been identified: 

Various Cloud Service Providers offer different APIs and 
data formats for comparable cloud services. One opportunity of 
interoperability is determined at the lowest level of service 
model. IaaS allows the creation of any virtual machine with an 
operation system of your choice which supports a software 
stack of your choice. As stated in [3] [4] [7], a potential vendor 
lock-in can be bypassed by the implementation of an 
abstraction layer in combination with this software stack which 
enables you to provide unified API, portability, interoperability 
and provider independency. 

Regarding to the second research objective which focuses 
on a layer-specific mechanism across multiple cloud providers, 
the following finding has been identified: 

The prevention of a vendor lock-in cannot be guaranteed 
with a selection of individual solutions. As the prototype 
demonstrates, solutions such as Juju, Kubernetes and Docker 
supports the deployment process, portability and the 
interoperable management. These tools enable customers to 
create a homogenous infrastructure on top of a heterogeneous 
cloud environment. In addition, a stateless application, which 
follows a microservice architecture paradigm, allows fine-
grained interfaces, business-driven developments and 
lightweight container deployments with a decentralized 
continuous delivery. Furthermore, the implementation of 
decentralized data storage with appropriate replication 
mechanism allows data consistency and availability across 
different Cloud Service Providers. 

An abstraction layer with a suitable software stack is the 
most crucial part of any multi-cloud architecture. This is also 
the bottom layer which must be under the direct control of a 
customer. The prototype provides capabilities like, dynamic 
provisioning, monitoring, and managing infrastructure across 

multiple cloud service providers. In other words, this concept 
of infrastructure programming allows creating applications as 
well as the underlying infrastructure for the applications by 
using modern DevOps and orchestration tools. However, not 
all software stacks are applicable for all use cases and 
scenarios. Therefore, the selection depends strongly on the 
specific use case. 

VI. CONCLUSION

By using methods of prototyping, a comprehensive analysis 
of vendor lock-in has been discussed in this paper and the 
following reasons have been identified: (a) the lack of world-
wide adopted standards or interfaces to leverage the dynamic 
landscape of cloud related offers, and (b) the absence of 
standards for defining parameters for cloud applications and 
their management. Therefore, a critical look has been 
addressed to the factors which must be considered to prevent 
the negative effects of vendor lock-in as well as 
implementation of layer-specific mechanism across multiple 
Cloud Service Providers. 

Different approaches and methods for interoperability 
between various cloud service providers can be selected, such 
as standardized interfaces, middleware, or hybrid solutions. 
Based on the results of the prototype, an additional opportunity 
of interoperability through abstraction the software layer has 
been assessed. As a result, this approach puts us in the position 
to implement and run an own layer above the cloud service 
provider's infrastructure which helps us to achieve 
interoperability across any Cloud Service Providers. 

We do not expect any significant changes of Cloud Service 
Provider's behavior to standardize their interfaces and 
corresponding API's.  It is therefore reasonable to keep an eye 
of the development of software stacks that support 
implementation of abstraction layers for interoperability. 
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Abstract— Digital forensics has become a fundamental 

requirement for law enforcement due to the growing volume of 

cyber and computer-assisted crime. Whilst existing commercial 

tools have traditionally focused upon string-based analyses (e.g., 

regular expressions, keywords), less effort has been placed 

towards the development of multimedia-based analyses. Within 

the research community, more focus has been attributed to the 

analysis of multimedia content; they tend to focus upon highly 

specialised specific scenarios such as tattoo identification, number 

plate recognition, suspect face recognition and manual annotation 

of images. Given the ever-increasing volume of multimedia 

content, it is essential that a holistic Multimedia-Forensic Analysis 

Tool (M-FAT) is developed to extract, index, analyse the recovered 

images and provide an investigator with an environment with 

which to ask more abstract and cognitively challenging questions 

of the data. This paper proposes such a system, focusing upon a 

combination of object and facial recognition to provide a robust 

system. This system will enable investigators to perform a variety 

of forensic analyses that aid in reducing the time, effort and 

cognitive load being placed on the investigator to identify relevant 

evidence. 

Keywords- Multimedia, Forensic Image Analysis, Annotation, 

Face Recognition. 

I.  INTRODUCTION 

With the enormous increase in the number of images, videos, 

and audio recordings available, multimedia evidence has come 

to play a fundamental role in criminal investigations [1, 2]. The 

significant increase in the volume of photographs (images*) and 

video context is having a direct impact on the time and cost of 

investigations, with much of the current effort resulting in 

investigators having to manually analyse the context. 

Consequently, the forensic investigators require a set of 

forensic analyses to enable them to more efficiently identify 

relevant evidence [3]. As a result, Forensic Image Analysis 

(FIA) has emerged as a new branch of digital forensics that 

enables the investigators to effectively and accurately extract 

evidence from a huge number of images in an automatic and 

forensically sound manner [4]. However, there are at present 

many challenges that still exist. For instance, forensically, little 

work has been undertaken using object and face recognition to 

better understand the context of images. Should an investigator 

wish to identify all images with a particular object in, they 

would need to manually investigate each item. Likewise, should 

an investigator be interested in a particular individual (possibly 

the suspect) and wish to understand within the sources 

available, who this individual has interacted with, again, using 

current tools, a manual inspection and verification would be 

required. Whilst facial recognition could be utilised, current 

implementations only operate well within a very constrained set 

of external conditions (namely front-facial images with a 

consistent illumination) which often are not present within 

cases. Existing forensic tools such as EnCase and the Forensic 

Toolkit (FTK) are insufficient in areas such as automatic 

content image analysis, extraction of evidence, facial 

recognition, and in identifying and correlating images [5].  

The aim of this paper is to present a novel and holistic 

multimedia forensic analysis system that can aid the 

investigation process in analysing, interpreting and correlating 

1 Computer Science Department, Collage of Education for Pure Science, Ibn Al Haytham, Baghdad, Iraq.  
2 Computer Science Department, College of Science for Women, Baghdad University, Baghdad, Iraq.  
3 Security Research Institute, Edith Cowan University, Perth, Western Australia, Australia. 
4 Centre for Research in Information and Cyber Security, Nelson Mandela Metropolitan University, Port Elizabeth, South Africa. 
* In this research, the term image refers to a picture, photograph or other file that is typically associated with file extensions such as BMP, JPEG, and TIFF. 
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multimedia-based context. The proposed automated framework 

will be able to analyse a large volume of image sources in an 

efficient and accurate manner to create the necessary annotation 

and features (AF) that can be utilised to inspect, correlate and 

analyse the evidence. This will reduce the cognitive burden 

placed on the investigator when handling large volumes of data 

and thus provide more timely analysis of the data.  

The remainder of the paper is organized as follows. Section 

II provides an overview of the current state of art within object 

and face recognition. Building upon this, Section III is devoted 

to the proposed M-FAT system architecture and processes that 

underpin the approach. Section IV provides an illustrative case 

study that highlights the advantages of the proposed approach.  

Section V presents a discussion. The conclusion is listed in 

Section VI. 

II. BACKGROUND 

Image recognition can best be analysed under two methods 

(i.e., object and the more specialised face recognition) in order 

to comprehend the current capabilities and limitations. Efforts 

have been made to narrow down the search environment, so that 

the investigation is focused to the most current states of the art 

in object and facial recognition. The research methodology has 

utilized a range of keywords (object-based image retrieval 

(centric object retrieval, non-centric object retrieval), and 

multiple object-based image retrieval, followed by automatic 

image annotation studies, facial recognition, partial or disguise 

faces, facial aging, illumination, face pose and expression) to 

research related studies from various academic databases IEEE, 

Google Scholar, and Science Direct. The keyword “forensic” is 

used to find which studies are more related with this field.  

Five criteria are applied to select the papers, these are: all 

publications less than two pages long (including posters, 

presentations, abstracts, or short theoretical papers) are 

excluded; non-peer-reviewed publications are eliminated; the 

language of this literature review is English; site number, 

impact factor, and publication year. 

 

1) Object Recognition 

Few studies have focused upon image analysis for the 

purpose of digital forensics and identifying and extracting 

evidence from images [6]. An analysis of these studies is 

summarized in  Table I. 

Some of these studies have offered good procedures for FIA 

and achieved high retrieval accuracy. However, they suffer 

from the fact that it deals with a specific criminal case. In 

addition, they have suffered from limitations in their work, such 

as undetermined number of images that used for experiments or 

analysis, or they only use a small volume of pictures. In 

addition, no criteria was applied to evaluate the performance, or 

no comparison with other studies was performed [7–10]. 

Moreover, the special characteristics of forensic images are 

different from characteristics of standard images; therefore, the 

image features that are suitable to describe standard image 

databases are inefficient for forensics. For example, the 

background of forensic photographs is typically far more 

complicated than those used within the experimental studies, 

because the target object could be damaged, deficient, or the 

object may appear very small in the picture [3]. In addition, the 

clarity and accuracy of forensic image retrieval are essential 

requirements for any investigation; however, some real-life 

images suffer from noise or losing blocks such as losing a 

number of bits, when sending the image through a wireless 

channel, and thus require enhancement before analysis [11]. 

Manual image annotation is yet another challenge, because 

annotating image manually needs big cost, time consuming, etc. 

[12].  

The findings highlight that there has been little work 

performed on the subject of extracting evidence from images or 

solving criminal cases through FIA. Moreover, very few studies 

are able to overcome the challenges of finding and discovering 

forensically interesting and suspicious or beneficial patterns 

within huge datasets while taking into account the requirements 

of accuracy and speed. 

In order to overcome the above problems, research from 

existing fields such as Object-Based Image Retrieval (OBIR) 

and Automatic Image Annotation (AIA) could be employed on 

forensic images to retrieve specific evidence and thus to solve 

many of the current challenges of image analysis within the 

forensic domain. However, the forensic examiner needs an 

automatic system that can recognise multiple objects in the 

same image, although these objects may differ in size, colour, 

shape, texture, and orientation. Despite a considerable amount 

of literature having been published in OBIR, the main limitation 

is focusing upon having a single main object only. They tend 

not to focus upon real-life complex imagery. The experiments 

for these studies were also conducted on only a small and very 

specific number of images [13–15]. In addition, image retrieval 

accuracy decreases dramatically with an increasing number of 

images [16, 17]. Furthermore, there is a substantial gap between 

low-level content features (color, shape, etc.) that are used for 

OBIR and semantic concepts (e.g., keyword, text, descriptor) 

used by humans to interpret images. Moreover, in this 

approach, users must have an example or a query image at hand, 

because the query must be an image [18].  

As it already mentioned, previous OBIR methods suffer from 

several kinds of issues. Consequently, AIA systems could be 

used instead of an OBIR to describe images with words in place 

of using image features. AIA is a process of automatically 

assigning words to a given image and it suggests a promising 

way of achieving more efficient image retrieval and analysis, 

by bridging the semantic gap between low-level features and 

high-level semantic contents in image access [19]. This will 

enable the ability to search based upon keywords and solve 

problems presented by OBIR systems. Therefore, AIA is 

considered a highly valuable tool for image search, retrieval, 

and archival systems [20]. However, AIA studies suffer from 

multiple problems such as there is no standard annotation 

database that has been utilised to evaluate system performance, 

and most studies conduct experiments using unrealistic image 

databases [21, 22]. In addition, there is a great disparity in 

system performance, because of the divergence in 

segmentation, features, and classifier approaches, as well as the 

number of images that used in the systems assessment [23, 24]. 
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TABLE I.  SUMMARY OF FIA STUDIES

+ Some results are approximated from studies. 

Furthermore, it should be noted that studies have proposed 

solutions to the problems of multiple objects retrieval and AIA 

associated with image retrieval systems, and have achieved 

high retrieval accuracy. Even then, there is still a problem that 

none of these studies tested images related to forensic cases and 

real-life complex and diverse imagery. This makes it impossible 

to determine whether these studies would achieve high 

performance in FIA. Moreover, the forensic case images are 

changeable that makes it difficult to build for each case own 

AIA system. 

 

 

2) Face Recognition 
Face recognition has become more popular in forensics; 

however, a number of issues within a forensic context still need 
to be addressed. The efficiency of face recognition is affected by 
internal and external factors. Internal factors include 
uncooperative people in front of the camera such as pose 
variation, facial expression, faces occluded, accessories and 
aging [25]. External factors are unrelated to the user, such as 
light factors, camera quality, and more than one person in the 
same location, which could obscure the subject’s face [26]. In 
order to improve the efficiency of the forensic facial recognition, 
these barriers should be thoroughly investigated. Some of the 
prior facial recognition studies are summarized in Table II and 
then discussed in the paragraphs that follow. 

Focusing upon facial aging, several studies adopted 
generative face images according to age progression to minimize 
the age gap in face matching technique. [27] introduce one 
example of these studies; they used the craniofacial growth 
during formative years up to age 18 to improve the recognition 
accuracy. However, the drawback was ignoring the face texture 

growth such as fat tissue (that could be an essential feature in the 
analysis process). While [28] generated series of age-progressed 
face photos between 1 and 80 years. They dealt with face shape 
and texture changes, which made the results close to the reality, 
but they depended on human decisions instead of an automatic 
identification system.  

In comparison, other studies preferred to use the 
discriminative approach to solving the facial aging issue in face 
recognition system by using the local features of the face, which 
they consider is more robust to age variation [29, 30]. Moreover, 
they combined multi-feature descriptors to obtain more face 
discriminative information that could support the recognition 
system. However, the results are vulnerable to other issues such 
as pose change that could produce the low accuracy [29]. 

Human interaction in front of surveillance cameras has 
added new challenge in the forensic system. For example, head 
pose (e.g., frontal face or not), and partial face or occluded (e.g., 
face hidden by glasses, hat, and scarf). In spite of numbers of 
researchers have sought to overcome the facial pose issue in face 
recognition the limitations are low pose degree (e.g., 20o 
degree), one direction pose (e.g., horizontal face), and determine 
individual images required to process the system [31]. In 
addition, recognition accuracy decrease with an increasing of 
face pose degree [32]. Other researchers preferred to correct the 
face pose by creating a 3D face viewing from a 2D image [33, 
34]. In some cases, the 3D model makes the system more robust 
due to the high discriminative information. Nevertheless, the 3D 
model needs additional time for processing images database. 

 

 

Ref. Object Extraction 

Method 

Features Extraction Performance (%) + Database Name #Images 

Precision Recall 

[3] --- Colour and texture  62 forensic and Corel 

databases 

400 forensic 

images 

and 
800 images 

70 

[6] Background 

subtraction algorithm 

Scale-Invariant Feature 

Transform (ASIFT) 
and 

min-hash technique 

85 --- Three videos 203 vehicle object 

images 

[7] --- Colour, texture, and shape --- --- --- --- 

[8] --- Grey Level Co-Occurrence 
Matrix (GLCM), texture 

--- --- fired bullets, firing pins, 
extractor marks, ejector 

marks, and cartridges 

50 
images 

[9] Region Of Interest 

(ROI) 

Histogram, texture, entropy 

and 
Speeded-Up Robust Features 

(SURF) 

98 --- --- 250 images 

[10] --- Colour ,texture and shape --- --- --- --- 

[11] ---  Filtering algorithm and  
Reconstructing algorithm 

  median 
filter 

--- --- --- 

[12] --- Scale-Invariant Feature 

Transform (SIFT) 

90 -- tattoo images 

from 

Michigan State Police 

64,000 tattoo 

images 
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TABLE II.  SUMMARY OF FACIAL RECOGNITION STUDIES 

Ref. Approach Recognition 

Accuracy 

(%)++ 

Database 

 (Subjects, Images) 

Facial Aging 

[27] Shape growth 

modelling  

15.0 Private database 

 (109,233) 

[28] Automatically age 
progression 

--- The Google Images 
 (-, 40000) 

[29] 

Discriminative 
model 

83.9 MORPH album 2 

 (20569,78207) 

47.5 FG-NET  
(82,1002) 

[30] 
Multiview 

discriminative 

model 

65.2 MORPH album 2 

 (20569,78,207) 

91.8 FG-NET  

(82,1002) 

Facial pose 

[31] Mosaicing scheme  96.76 CMU PIE  

(68, 494) 

97.06 
 

WVU Multispectral 
 (40, -) 

[32] Gabor-based 

method  

86.8 

 

FERET  

(200, 1196) 

67.6 CMU PIE  
(68, 494) 

[33] 3D transformation 

model 

99 CMU-PIE  

(68, 494) 

95.6 FERET  
(200, 1400) 

[34] 3D features model 95.31  FERET  

(200, 1400) 

Illumination Factor 

[35] The maximum 

filter 

98.9 Yale B 

(10, 5760) 

94.44 extended Yale B  
(38, -) 

[36] the shadow 

compensated 

technique 

99 CMU-PIE  

(68, 494) 

92.3 Yale B  
(10, 5760) 

++ Some results are approximated from studies. 

 

Illumination factors also play a key role in the matching 
processing, holding a significant impact on the overall system 
performance. A number of studies have attempted to minimize 
illumination effects on images to increase the recognition 
accuracy. One of these studies proposed a method of filtering 
images with illumination variation to obtain smooth images for 
face recognition [35]. Moreover, [36] proposed a shadow 
compensated technique that adding weighted average intensity 
to light angles instead of shadow variations on the facial image. 
The problems of illumination in previous face recognition 
studies were due to limitations such as face pose, light angle, the 
capture environment (indoors, outdoors, night, etc.), and the face 
image noise and its effect on recognition accuracy. 

Regarding multiple image issues, a small number of studies 
have tried to cope with multiple challenges within the face 
recognition system [37, 38]. They investigated a face 
recognition system based on facial expression, face pose, and 
illumination issues. Their systems only applied and evaluated 

three issues on non-real life images individually. However, in 
their system the database does not include real-life images. On 
the other hand, [39] proposed a study to identity any suspect 
person in a large crowd of people with uncontrolled captured 
images. However, their system focused on partial face images 
rather than other image issues. 

In order to improve the speed of the facial matching system, 
Park and Jain filtered database by using gender, and ethnicity as 
demographic information that does not change over time [40].  

 As demonstrated above, existing studies have attempted to 
deal with the different effects application of facial recognition. 
To the best of our knowledge, there have not been attempts to 
solve all issues together in one system. Additionally, [41] 
conducted a study of the Boston Marathon bombings of 2013 
and analysed the reasons why the automated face recognition 
system failed to identity the suspected persons at the time. Their 
study concluded that forensic facial recognition system operates 
under unconstrained conditions of people in the presence of 
digital surveillance cameras. Therefore, the current forensic 
systems require further investigation to overcome the drawbacks 
of them. 

III. M-FAT ARCHITECTURE 

The objective of the proposed system is about incorporating 
image analysis within a single case management-based system 
that goes beyond the current state of the art both within forensics 
and within their specific specialist domains. The key 
requirements are: 

- Acquire and process a wide variety of base forensic 
images and live sources (e.g., computer, mobile, cloud, CCTV). 

- To analyse and create the necessary AF (object-based 
or facial) to describe the nature of the image. 

- To provide a range of forensic analyses and correlation 
capability to aid an investigator in querying the image source. 

In analysing and creating the necessary AF, the proposed M-
FAT will seek to overcome the aforementioned weaknesses of 
existing annotation and facial recognition systems to provide an 
effective and robust multimedia forensic analysis tool. The 
proposed framework is illustrated in Figure 1. This architecture 
consists of the following processes: 

• Evidence selection: The first stage of the proposed 
system involves the forensic investigator collecting all videos 
and images from different sources such as CCTV camera, 
mobile, digital camera, computer images, hard drive and manual 
data. The system will refine the collection data through the 
exclusion of irrelevant images based on image metadata as 
identified by the investigator, in order to facilitate the process of 
selecting the target image. The output from evidence selection 
goes to image annotation and face feature extraction in order to 
recognize evidences and save the results in process evidence 
database, or to M-FAT manages to select the requested 
evidence.  
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FIGURE 1.  M-FAT ARCHITECTURE. 

• Image annotation: This stage explains the process for 
extracting and annotating objects (evidences) for each image. It 
consists of the following processes: 

- Segmentation: An image segmentation process will be 
carried out in order to divide the image into regions that permit 
a more meaningful and easier analysis. Forensic images include 
multiple objects with complex backgrounds; therefore, more 
than one algorithm will be used in order to extract multiple 
objects efficiently and effectively. 

- Post-segmentation: Various problems that affect the 
accuracy of object extraction may appear after the segmentation 
process. These problems include noise, bumpy boundaries, 
unlinked boundary segments, objects with common boundaries, 
weak segments, over-segmentation, and edge segments that do 
not belong to realistic boundaries. It is thus very important for 
the post-segmentation process to resolve these problems, 
because the accuracy of extracting objects (evidence) will be 
inefficient without this step.  

- Image division: In this process, the image will be 
divided into small pieces; and each piece contains one main 
object, making it ready for the annotation process. Each piece 
will be called an Object Image (OI). The main goals of this stage 
are to increase the annotation accuracy and to maintain image 
privacy before sending it to multiple external AIA systems. 

- Privacy process: Sometimes an OI includes a label or 
text in its content, such as a name, a car registration number, or 
a personal address, which may be considered as important 
information. Thus, this process will reveal whether the OI 
includes any private information and, if so, the image will be 
saved in a separate list in order to address it individually. The 
images that are saved in the separate list will be tackled 

separately by hiding important information through the use of a 
mask and then send it to external AIA systems, or by sending it 
to one secure external AIA system. If there is no private 
information, the OI will be sent to the next stage directly. 

- Multiple AIA systems: In this process, the OI will be 
sent to multiple external existing AIA systems such as CLOUD 
VISION API and Microsoft Cognitive Services (Computer 
Vision API) for annotation. Then, the results from these systems 
will be collected and sent to the next stage. Multiple AIA 
systems will be employed in order to annotate these objects, and 
then their outputs are fused in order to improve the accuracy of 
annotation results over the results that can be achieved through 
employment of a single automatic annotation system. The AIA 
systems will describe the OI with words that name the object; 
however, these systems are unable to describe features of the 
object such as color or shape. Therefore, the proposed system 
will improve upon the annotation process by adding an 
annotation of these features to the external AIA system results. 

- Fusion process: This process will be utilised to fuse the 
results from multiple AIA systems to provide more efficient 
results than the individual systems involved in the process. 
Combining annotation results from different systems will result 
in performance improvement.  

- Collecting annotation keywords: The result from the 
previous process will be saved along with the image in order to 
build the final image annotation. The privacy process, multiple 
AIA systems, and fusion process stages are repeated depending 
on the number of objects extracted from the forensic image. 
Then, the final result (image with their annotated keywords) will 
be saved in a process evidence database.  
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• Face Feature Extraction: This stage determines faces 
from image and extracts their features. A detailed of each 
process will explain below: 

- Face Detection: In the first process, the facial area will 
be determined and extracted from the image. In order to get the 
best performance outcome, a number of techniques will be used 
to seek best accuracy. After cropping the face from the entire 
image, the face will be normalized; and various face components 
such as eyes, mouth, and nose can be located. 

- Feature Extraction: In this process, a multi feature 
extraction systems will be utilised to extract effective face 
features that can be used to improve face recognition quality 
(each one could to focus on different face features). The results 
of each system will save as vectors then sent them to the next 
process.  

- Fusion: The fusion engine will build to fuse face 
features from multiple feature vectors. This process will tried to 
improve the overall accuracy by increasing the dimension of 
feature space. The final features will consider as evidences and 
save in the process evidence database. 

• M-FAT Manages: The M-FAT manages is an interface 
between the investigator and the underlying system to provide 
the ability to search, correlate and visualize the data. The results 
from this interface will be saved in the case evidence database. 
Based on the requirements, the investigator can recall the 
aforementioned results that could be used as a potential 
evidence. 

• Matching: This stage includes establishing a search 
engine connected to the process evidence database, which has 
the capability of accommodating single, or multiple keywords 
or query image. After that, the system will retrieve all images 
that satisfy the search conditions. For example, if the 
investigator inserts the text ‘red car’ with requested face image, 
then the system will retrieve all images that contain all 
conditions.  

• Correlation: A Decision Support System (DSS) will be 
used at this stage to facilitate the role of the investigator by 
finding correlations between retrieval images based on metadata 
and AF, in order to construct the crime scene. This process will 
assist the investigator to find relevant pieces of evidence from 
among others.  

• Visualization: Data visualization enables the 
investigator to see analytics presented visually, and assisting 
them to better understand complex concepts. For instance, 
google map, graph and report will be used to present the results. 

IV. CASE STUDY 

To help illustrate how the proposed framework would 

operate, a child abduction example is presented. In this 

example, it is assumed that a child has been kidnaped. 

Intelligence provides a rough last location for the child and 

information that they were seen getting into a red car. In order 

to solve a child abduction case, an investigator starts to collect 

all preliminary evidence that may help to find the child as fast 

as possible. For example, narrowing the timeframe of 

abduction, examining properties of the car that a witness 

believes was involved in the abduction, determining the 

location of the abduction, and any information about suspect 

(e.g., face description, age, and gender). The next step of the 

investigative process would involve collecting all available 

imagery (e.g., videos from surveillance cameras at the crime 

scene and from nearby surveillance systems). Manual analysis 

of the sources in and around the timeframe would provide an 

investigator with an image of the child’s face and of the car she 

was forced into. Timely analysis and evidence and the reporting 

of the investigators findings are critical to the safe recovery of 

the child. 

The current solution would involve teams of investigators 

manually trawling through the footage from possibly dozens of 

evidence sources. The use of a manual human matching process 

is a laborious and time-consuming resulting in examining large 

volumes of image data and given the pressurised nature of the 

task likely to result in a high proportion of human error.  

The proposed system will permit an investigator to select 

the necessary evidence sources, automatically process all of the 

footage. The investigator will be able to select the objects of 

interest – in this case the face of the child and the car that she 

got into. The system will then perform facial and object 

recognition across the evidence sources, providing an 

investigator with a prioritised set of results with which to 

interact with. The system will refine the retrieval results based 

on metadata (time, location, and date of the abduction) in order 

to reduce the number of retrieval results. The investigator will 

be able to target image (the suspect's car) from the retrieval 

results, and the DSS will provide further correlation and 

analysis functions that would enable the target car or face to be 

tracked across the different evidence sources. The resulting 

visualisation would provide the graphical map of the resulting 

journey alongside the image sources utilised to identify the path 

of the car. Where multiple paths are possible, the system will 

provide a probabilistic measure indicating which to investigate 

first as shown in Figure 2. 

 

 
Figure 2.  Example of car tracking result. 
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V. DISCUSSION 

In reviewing the literature, no study was combined between 

object and face in order to describe image contents. In addition, 

most studies have some drawbacks in their works especially 

that they have not been tested on real-life complex imagery and 

whenever the number of images is increased, their retrieval 

accuracy will decrease dramatically.  Furthermore, there is not 

study that deals with all facial image issues together in one 

system. As a result, the premise of the proposed M-FAT is to 

combine between object and face in one system that  meet 

investigator requirements, and capitalise upon existing research 

and systems in a multi-algorithmic manner to benefit from the 

different feature extraction and classification approaches. In 

order to achieve the proposed system requirements: Firstly, 

various techniques such FTK and Mobile Phone Examiner Plus 

(MPE+) will be used to acquire images from different sources 

(e.g. CCTV, computer and mobile) base on the source type. In 

addition, the acquired images that need to be investigated, 

suggesting that these images are usually large in number, vary 

in quality, unconstrained illumination, various orientation, 

object size, irregular background, and contain multiple objects. 

As a result, these images are voluminous and need processing 

often in near real-time and in doing so maintain the level of 

accuracy. The quality of images is another an important issue 

in image analysis, because the reliability of any inspection task 

is based on that quality. Therefore, the image under 

consideration should be checked first to determine whether the 

image quality is sufficient to allow for a meaningful and reliable 

analysis 

Secondly, different multiple object and facial recognition 

systems that have the ability to recognise different objects and 

faces with different characteristics from the image will be 

examined and their results will be fused, in order to improve the 

evidence extraction process. The objective of using multiple 

systems is to overcome limitations of each system individually 

and looking for different reliable information. Previous 

researches within biometrics in particular have shown this to be 

beneficial [42, 43]. However, further work needs to explore the 

extent to which a multi-systems approach would work in this 

specific application.  

Finally, accuracy and speed of retrieving images are the 

biggest challenges facing the use of image analysis in digital 

forensics. However, once annotated or query image, merely 

looking at all the results of a single or set of keywords or image 

will not necessarily diminish the investigative task. Therefore, 

the proposed system will tackle this challenge by applying 

additional knowledge to the retrieved images with the aim of 

enabling the investigator to ask and filter evidence using a 

wider range of information. Therefore, it is important to 

develop the DSS that can link the annotation and image feature 

alongside relevant metadata to enable investigators to ask 

higher-level more abstract questions of the data. Consequently, 

more investigation will be required to find the best correlation 

methods to provide the necessary functionality that required 

building a relation between various types. Moreover, additional 

work required to find the best way to present the results in 

different models based on investigator requirements such as 

symbol map, node-link diagram, and chart. 

Regarding to operational considerations that should be 

taken for the proposed system: big storage is essential in order 

to save images and their features (AF and metadata) in a 

database, addition to the retrieval results that also should be 

saved to review it again in any time. In addition, the use of 

publically available AIA or facial recognition systems results in 

benefitting from the latest developments of image analysis, 

without having to develop and manage the system, it does 

introduce the problem of submitting evidence to an external 

untrusted source for analysis. Therefore, pre-processing 

procedures should be introduce the necessary privacy are 

required. 

VI. CONCLUSIONS 

Current forensic tools provide a basic level of analysis for 

multimedia-based content. With increased volumes of data to 

process and the timeliness of analysis often being key issues, 

specific tools need to be developed. The paper proposed a 

holistic multimedia architecture using a multi-algorithmic 

approach to enhance the power of final recognition result. 

Current stage of the research has managed to utilise multiple 

systems and fuse their results to recognise image contents and 

has identified that compared to the individual systems the 

fusion results are more promising. This has shown positive 

signs in terms of the feasibility of the proposed-system-

achievement making the research goal attainable. Future 

paper(s) will discuss the completed results.  

Future work however needs to investigate how the proposed 

system will be able to support the investigator in providing 

complex and high-level questioning of the resulting forensic 

data. 
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Abstract—The federation of information technology (IT) systems 

is a common approach to bundle capabilities and get the best 

results for all participants. Cloud computing and electronic 

identity (eID) are only two out of many domains, for which 

federated solutions have been a topic of scientific and corporate 

interest during the past years. Recently, the H2020 project 

SUNFISH has introduced a new cloud-federation approach 

called ‘Federation as a Service’ (FaaS). FaaS enables secure 

cloud federations, where data owners remain in full control of 

their data and workflows. In this paper, we identify shortcomings 

of the FaaS approach in terms of secure and reliable user 

authentication. In this sense, data security and protection 

mechanisms are only as good as the applied authentication 

measures. We solve this issue by proposing the integration of an 

existing pan-European federation of national eID systems into 

FaaS. This increases security guarantees of FaaS by using a 

trustworthy and liable eID solution that has a strong legal basis 

in the form of the EU eIDAS Regulation. A first successful 

implementation and deployment of the proposed solution 

demonstrates its feasibility and shows the great potential of 

combining federation solutions from the cloud domain and the 

eID domain. 

Keywords-cloud computing, electronic identity, federation, 

security 

I. INTRODUCTION 

 The federation of IT systems has become an important 
topic in both research and industry. In general, a federation 
consists of different entities agreeing on a certain standard of 
operation and thus achieving interoperability. The advantages 
are apparent: by joining a federation, each federation member 
can benefit from functionality of all other members of the 
federation. 

One area with a high potential to benefit from federation 
concepts is cloud computing. If multiple clouds are 
interconnected, i.e. federated, users from one cloud can benefit 
from the combined functionality of the entire federation. For 
instance, two cooperating companies could agree to federate 
their private clouds in order to benefit from each other’s 
infrastructure and data-processing capabilities. Despite its high 
potentials, the federation of clouds is a complex proposition, 
whose implementation raises several challenges, many of them 
related to data security. In the example given above, the two 
companies might certainly agree to exchange certain data with 
the other party, as part of using its infrastructure, but will 

naturally refrain from granting universal access to all data 
processed in their own private clouds. Maintaining control of 
own data is hence the key challenge in federated cloud 
environments. 

Overcoming this challenge has been the goal of the 
European Union (EU) funded research project SUNFISH 1 . 
SUNFSIH has introduced the concept of Federation as a 
Service (FaaS). Its goal is to enable secure cloud federations 
that provide a higher degree of functionality by allowing the 
cross-cloud exchange of data, but are still able to meet security 
requirements of these data. The proposed FaaS concept and its 
implementation developed by SUNFISH achieve this. 

The FaaS solution developed by SUNFISH bases on 
reliable policy-definition and policy-enforcement methods. 
These methods restrict data access to authorized users with the 
necessary assigned privileges. This approach requires users to 
be reliably identified and authenticated beforehand. Only if the 
identity of users is reliably verified by means of secure 
authentication schemes, policy-enforcement methods can work 
effectively. The FaaS solution developed by SUNFISH relies 
on the implicit assumption that end users are reliably 
authenticated within their home cloud-environment. 
Accordingly, all federation members build an implicit circle of 
trust and assume that all members act responsibly when 
authenticating its users. However, in certain scenarios, this 
assumption might be unrealistic. If a member cloud of the 
federation fails to authenticate reliably its users, restricting data 
access to users with certain roles or privileges is actually 
pointless.  

In this paper, we propose a solution to this problem. 
Concretely, we propose to combine SUNFISH’s FaaS solution 
with the federation of European national eID solutions defined 
by the European Union's eIDAS Regulation [11]. The eIDAS 
Regulation defines an interoperability solution to federate 
existing national eID solutions such as the Austrian Citizen 
Card [5], the Belgian eID card [2], or the Swedish eID [12]. 
This solution can be used to reliably identify and authenticate 
users across Europe. Backed by the EU eIDAS Regulation, this 
eID solution has a strong legal foundation. In addition, well-
defined requirements and established governance processes 
guarantee an adequate level of security. The eIDAS-based 
federated eID solution can hence be regarded as ready-to-use 

1 http://www.sunfishproject.eu 
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building block that provides secure and reliable user 
identification and authentication. We propose to integrate this 
building block into SUNFISH’s FaaS concept and 
implementation. We show how to combine the federation 
concepts behind FaaS and the eIDAS-based eID solution on 
conceptual and architectural level and demonstrate a working 
proof of concept.  

Accordingly, the remainder of this paper is structured as 
follows. Section II provides relevant background information 
on SUNFISH’s FaaS concept and the eIDAS-based eID 
federation. Section III then introduces in detail our proposal to 
combine eIDAS-based user authentication with SUNFISH’s 
FaaS concept. Findings obtained during evaluation of the 
proposed solution are discussed in Section IV. Finally, 
conclusions are drawn in Section V. 

II. BACKGROUND AND RELATED WORK 

This section elaborates on the two baseline technologies 
combined in this work. While Section II.A focuses on the 
research project SUNFISH and its FaaS concept, Section II.B 
introduces the EU eIDAS Regulation and its definition of a 
secure eID federation across Europe. 

A. SUNFISH: Secure Cloud Federations 

SUNFISH is a H2020 project funded by the European 
Union with the goal to enable secure data sharing and 
federation of clouds [10]. SUNFISH ensures that data owners 
maintain control of their data and can define flexibly who is 
allowed to access data for which purposes and to which extent. 
For this purpose, SUNFISH has developed FaaS, an extended 
and flexible data-security governance model, which supports a 
variety of scenarios. FaaS relies on classical eXtensible Access 
Control Markup Language (XACML) [7] based approaches, 
which are already widely used today to enforce data-access 
control [1] [4].  

The core of the XACML enforcement model comprises 
several well-defined entities including the Policy Enforcement 
Point (PEP), the Policy Decision Point (PDP), the Policy 
Administration Point (PAP) and the Policy Information Point 
(PIP). This separation of components yields a clear assignment 
of responsibilities with regard to policy enforcement. The PEP 
is the contact point for applications and issues access-decision 
requests to the PDP. The responses respectively the decisions 
are then enforced by the PEP. The policy store itself is 
logically separated into the Policy Retrieval Point (PRP) and 
the Policy Administration Point (PAP). The flow for a usual 
policy-decision request starts at the PEP, where the request is 
generated, and is passed on to the PDP. The PDP gathers 
potentially missing attributes from connected Policy 
Information Points (PIPs) and retrieves a list of matching 
policies from the PRP. The evaluation result is returned to the 
PEP where the decision is finally enforced. 

FaaS, as introduced by SUNFISH and described in detail 
by Suzic and Reiter [9], extends this generic XACML approach 
with additional components. Furthermore, it provides a 
concrete implementation of the XACML approach for 
federated cloud environments and closes identified gaps of the 
XACML specification. Figure 1 illustrates the FaaS concept 

developed by SUNFISH. Different cloud environments (each a 
member of the cloud federation) are modeled as so-called 
tenants. A special infrastructure tenant operates common 
services like the policy-decision service and the policy store. 
The Blockchain technology [13] [14] is used by the federation 
to guarantee integrity of stored policies. 
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Figure 1.  Basic building blocks of the FaaS concept. 

All tenants dedicate computational resources to the 
federation, which are used to deploy and operate services and 
applications. The classical XACML model is extended by 
introducing the Policy Enforcement Gateways (PEG) entity. 
The PEG extends the responsibilities of the PEP by means of 
gateway functionality. PEGs are deployed at the edge of each 
tenant. Acting as a gateway, they protect the entire 
communication entering or leaving this tenant. The PEG 
analyzes the traffic and issues policy-decision requests to the 
PDP. Based on the policies defined by the data owner, a 
decision is derived, e.g., if an application from a certain tenant 
is allowed to access a service deployed in another tenant or if a 
user may access a particular service.  

Summarizing, the FaaS concept developed by SUNFISH 
enables the federation of clouds while still leaving control of 
the data in the hands of the respective data owners. Apparently, 
the FaaS concept does not focus explicitly on the 
authentication of users. Instead, FaaS implicitly assumes that 
users are authenticated reliably in their respective home tenants 
and that user-specific policies can therefore be enforced 
reliably. 

B. eIDAS: Secure Identity Federations 

The Regulation (EU) No 910/2014 of the European 
Parliament and of the Council of 23 July 2014 on electronic 
identification and trust services for electronic transactions in 
the internal market (eIDAS Regulation) [11] is the legal basis 
for the provision of cross-border eID and trust services in the 
European Union. Although covering different kinds of trust 
services, the regulation has a strong focus on eID and on 
achieving interoperability between existing national eID 
solutions of EU Member States (MS). Essentially, the eIDAS 
Regulation defines an interoperability framework that enables 
European citizens to use an eID issued by MS X for 
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identification and authentication at a service provided by MS 
Y. Technical foundations of the eIDAS Regulation have been 
developed in several European large-scale pilots (LSPs) such 
as STORK2 and STORK 2.03 [6].  
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IDP-X

(eIDAS Node)
eIDAS Identity Federation

SP-Y

(Service Provider)

Identity Assertion

Member State Z

IDP-Z

(eIDAS Node)

eIDAS Identity Federation eIDAS Identity Federation

SP-Z2

(Service Provider)

SP-Z1

(Service Provider)

Identity 

Assertion

Identity

Assertion

Citizen-X

Service Access

User Identification and Authentication
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Figure 2.  eIDAS-based eID federation. 

The general architecture of the eIDAS interoperability 
framework is shown in Figure 2 by means of three exemplary 
EU MS. Each MS operates an own identity provider (IDP) 
denoted as eIDAS Node. Each national eIDAS Node is able to 
identify and authenticate citizens from the Node's own MS and 
accepts authentication requests from Service Providers located 
in the same MS. In order to allow citizens access to services in 
other MS as well, all eIDAS Nodes are federated, i.e. build a 
cross-border circle of trust. 

The functionality provided by this eID federation is 
explained best by means of a concrete example. Assume that 
(according to Figure 2) a citizen from MS X accesses a service 
provided by MS Y, i.e. SP-Y. To identify and authenticate the 
citizen, SP-Y sends an authentication request to the eIDAS 
Node of MS Y, i.e. IDP-Y. As the citizen is from MS X, IDP-Y 
is unable to authenticate the citizen itself. Therefore, it sends an 
authentication request to the eIDAS Node of MS X, i.e. IDP-X. 
IDP-X identifies and authenticates the citizen, issues an 
identity assertion, and returns this assertion to IDP-Y. Due to 
the established eID federation, IDP-X and IDP-Y mutually 
accept issued identity assertions. This way, IDP-Y supplies SP-
Y with a valid identity assertion, which is finally used by SP-Y 
to identify and authenticate the citizen from MS X. 

In summary, the eIDAS interoperability framework assures 
that all European citizens can continue to use their existing 
national eIDs. At the same time, national IDPs only need to 
support their own national eID solution. Support for foreign 
eIDs is achieved by federating IDPs (eIDAS Nodes) of other 
MS. The technical interoperability framework defined by the 
eIDAS Regulation is currently being set up in EU MS. 

2 https://www.eid-stork.eu 
3 https://www.eid-stork2.eu/ 

III. PROPOSED SOLUTION 

The main problem tackled in this paper is the potentially 
weak realization of user authentication in FaaS-based cloud 
federations. This section introduces a solution to this problem 
by extending the concept of FaaS with secure user 
authentication provided by the existing eIDAS-based eID 
federation. 

A. Relevant Use Cases and Requirements 

Requirements to be met by the proposed solution have been 
derived beforehand from relevant use cases. Use cases and 
derived requirements are detailed in this section.  

Identification of relevant use cases has been based on three 
general assumptions. First, we have assumed that each FaaS 
tenant features an IDP. Second, we have relied on the 
assumption that the IDP of a FaaS tenant is able to identify and 
authenticate users originating from this tenant. Third, we have 
assumed that applications deployed in a FaaS tenant can 
request the IDP of the same tenant to identify and authenticate 
users. All three assumptions can be regarded as realistic and 
comply with usual cloud deployments. 
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Figure 3.  Relevant use cases 

Considering the three assumptions made, yields the more 
detailed model of SUNFISH’s FaaS concept shown in Figure 
3. Note that Figure 3 still resembles Figure 1, i.e. shows the 
original FaaS concept. In addition, Figure 3 puts an additional 
focus on user authentication via IDPs. Figure 3 shows that two 
basic authentication scenarios can be distinguished, yielding 
the following two general use cases: 

 Use Case 1: A user originating from Tenant A 
authenticates at a cloud application deployed in 
Tenant A. This means that user and application 
originate from the same FaaS tenant. 

 Use Case 2: A user originating from Tenant A 
authenticates at a cloud application deployed in 
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Tenant B. In contrast to Use Case 1, user and 
application originate from different tenants in this 
use case. 

The first use case resembles a classical setup of an identity 
management system consisting of a user, a service provider 
(application), and an IDP. The IDP authenticates the user on 
behalf of the service provider. In the context of SUNFISH’s 
FaaS concept, the main challenge in this scenario is the FaaS-
specific PEG component acting as gateway between the user 
and the application to be accessed. This component must be 
appropriately integrated into the authentication process. 

The second use case is even more complex. In this use case, 
user and application originate from different tenants. Hence, 
there does not exist any IDP that is able to do both, receive 
authentication requests from the application and authenticate 
the user. Instead, two different IDPs are involved and need to 
interact in order to complete a successful user-authentication 
process. In addition, the same challenge as in Use Case 1 
applies, i.e. the FaaS-specific PEG component needs to be 
integrated appropriately into the authentication process. 

From the two sketched use cases, two general requirements 
can be derived for the proposed solution:  

 Requirement 1: User identification and 
authentication functionality must be integrated 
into FaaS-based cloud federations such that FaaS-
specific architecture components like the PEG are 
adequately addressed. 

 Requirement 2: IDPs deployed in different 
tenants must be federated, in order to assure that 
users can identify and authenticate at applications 
deployed in other tenants. 

Obviously, Requirement 2 suggests reliance on an 
established eID-federation solution. In Europe, such a solution 
is defined by the eIDAS Regulation and currently set up in EU 
MS. It is hence reasonable to employ the full potential of this 
approved solution and integrate it into the FaaS cloud 
federation model. The architecture that results from combining 
SUNFISH’s FaaS concept with the eIDAS-based eID 
federation is introduced in the following section. 

B. Architecture 

We have combined SUNFISH’s FaaS concept with the 
eIDAS-based eID federation according to the architecture 
shown in Figure 4. Note that in addition to architectural 
components, Figure 4 also shows implementation-related 
entities to support a better understanding. These entities are 
elaborated in more detail in Section C. For the sake of 
simplicity, the architecture shown in Figure 4 sketches only 
two MS participating in the eID federation. In reality, the 
federation spans all EU MS that have successfully set up the 
eIDAS-based interoperability framework.  

Figure 4 illustrates how the proposed solution meets 
Requirement 1 defined in Section A. In order to combine the 
two federation approaches, the solution transfers the conceptual 
role of the service provider from the cloud application to the 
PEG. Accordingly, the PEG interacts with the corresponding 

IDP and receives identity assertions issued by this IDP. This 
implies that the user authenticates at the PEG instead of the 
cloud application itself. Accordingly, the PEG can implement 
access-control mechanisms based on the user's confirmed 
identity. As a downside of this approach, the cloud application 
no longer receives identity assertions from the IDP. 
Consequently, the cloud application cannot use identity 
information contained in the assertion to provide identity-based 
features or to apply identity-based access-control schemes 
itself. To remove this drawback, the proposed solution foresees 
that the PEG supplies the cloud application with required 
identity and role attributes. This way, the cloud application 
benefits from the user's identity information without assuming 
the role of a service provider. 
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Figure 4.  Architecture of the proposed solution 

Requirement 2 defined in Section A is implicitly met by 
integrating the eIDAS-based eID-federation framework. 
Reliance on this framework and on eIDAS-compliant IDPs 
guarantees that users can authenticate at arbitrary cloud 
applications, independent from the tenant, in which the 
respective application is deployed. In theory, each PEG can 
access and use each IDP. However, in practice each PEG will 
most likely be able to communicate with one IDP only, i.e. 
with the eIDAS Node of the MS, in which the PEG itself is 
deployed. Note that this does not limit functionality, as all 
eIDAS-compliant IDPs are federated. Benefits of this 
federation also become apparent from the process-flow 
description provided in Section D. 

C. Implementation 

Before elaborating on the proposed solution's basic process 
flow, we introduce a few implementation details to support a 
deeper understanding of the proposed solution. To evaluate its 
feasibility, we have implemented all relevant building blocks 
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of the proposed solution and deployed them in an evaluation 
environment. Details on evaluation results are provided in 
Section IV. Our implementation has been based on components 
developed by SUNFISH. The deployment spans across Europe 
by integrating the Austrian and Swedish eIDAS infrastructures 
with their already available eIDAS Nodes into the SUNFISH 
infrastructure. These countries have been chosen as their 
national eIDAS infrastructures are sufficiently set up. In 
addition to the eIDAS Nodes, each MS is assumed to host a 
computational FaaS tenant in this evaluation setup. An integral 
part of the FaaS model is the Infrastructure Tenant, thus also 
part of the evaluation setup. The Infrastructure Tenant hosts 
components related to policy evaluation and supports the PEGs 
of other tenants in enforcing defined policies. 

In addition to the architecture, Figure 4 also shows some 
implementation-related components. When digging more into 
technical details, it becomes apparent that the PEG actually 
comprises the gateway components itself as well as two proxy 
components. First, the Reverse Proxy serves as a basic router to 
handle incoming HTTP(S) requests. This approach allows 
mapping multiple services to the same instance of the 
Transparent FaaS Proxy. Consequently, the Reverse Proxy can 
provide transport-layer security on a domain basis or load 
balancing for increased scalability and flexibility. Additionally, 
this entails that services can be migrated transparently to the 
FaaS model, without the need to change existing application 
configurations. Second, the Transparent FaaS Proxy serves as 
intermediate layer between legacy applications and the FaaS 
cloud-federation infrastructure. This enables an efficient 
integration of legacy applications into the FaaS infrastructure, 
without interfering with existing workflows. By aiming at a 
transparent deployment of services and by bridging the gap 
between legacy applications and managed cloud federations, a 
better acceptance of the overall system can be achieved. 

D. Process Flow 

To bring the introduction of the proposed solution down to 
a round figure, a typical user-authentication process is sketched 
in this section. Focus is put on Use Case 2 as defined in Section 
A, since this use case is regarded more complex and thus more 
challenging. 

Use Case 2 assumes that a user (User Y) from MS Y wants 
to access a cloud application located in FaaS Demo Tenant A. 
It is further assumed that the user can only be authenticated by 
eIDAS Node Y, while the accessed cloud application can 
communicate with eIDAS Node X only. This setup requires 
IDP X (eIDAS Node X) and IDP Y (eIDAS Node Y) to be 
federated, in order to complete a successful user-authentication 
process and to enable identity-based access-control 
mechanisms. 

The overall process flow for this scenario is illustrated in 
Figure 5. In the beginning, the user triggers the process by 
requesting access to a Demo Application. User Y uses a client 
that is unaware of the underlying FaaS infrastructure. Hence, 
the user enters the public URL of the Demo Application. The 
FaaS infrastructure intercepts the user’s request using the 
Reverse Proxy in FaaS Demo Tenant A (1). 

The Reverse Proxy forwards the intercepted request to the 
Transparent FaaS Proxy located in the same tenant. The 
Transparent FaaS Proxy acts as adapter for legacy (FaaS-
unaware) applications and integrates them with the FaaS 
policy-enforcement infrastructure (2). The Transparent FaaS 
Proxy transforms the original request into a format suitable for 
the FaaS infrastructure (3). This request is then forwarded to 
the PEG deployed in FaaS Demo Tenant A (4). The PEG 
issues an authorization request to the PDP (5). As User Y is not 
authenticated at that time, the PDP denies access to the 
requested Demo Application (6). Consequently, the PEG 
requests an identity assertion from eIDAS Node X (7). The 
eIDAS Node X initiates the user-authentication process by 
displaying a selection screen of all available and supported 
eIDAS-compliant IDPs (8). User Y selects the preferred eIDAS 
node (i.e. eIDAS Node Y) (9). Based on this selection, eIDAS 
Node X requests an identity assertion from eIDAS Node Y 
using the eIDAS-based interoperability protocol (10). 

The eIDAS Node Y authenticates User Y by means of the 
user's national eID (11) (12). After successful verification of 
User Y's identity, eIDAS Node Y issues an eIDAS-compliant 
identity assertion (13) and forwards it to eIDAS Node X (14). 
The eIDAS Node X transforms the received assertion into its 
national format (15) and returns the transformed identity 
assertion to the PEG (16). The PEG extracts required identity 
attributes from the assertion (17), but still needs to verify 
whether the provided attributes are sufficient to grant access to 
the Demo Application. Thus, the PEG again issues an 
authorization request to the PDP, this time including available 
user information (18). If the data provided meets all defined 
access policies, the PDP grants access to the requested Demo 
Application (19). In the last step, the PEG forwards the initial 
user request to the Demo Application located in FaaS Demo 
Tenant A and includes available user information (20). This 
completes the user-authentication process. 
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Figure 5.  Process flow of Use Case 2 

Note that the process flow for Use Case 1 is merely a subset 
of Use Case 2’s process flow sketched above. The main 
difference is the lack of communication between IDPs, as in 
Use Case 1 the initially requested IDP is already able to 
authenticate the user. Thus, we do not elaborate on Use Case 1 
in more detail at this point. 
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IV. EVALUATION 

We have conducted a first evaluation of the proposed 
solution to verify its feasibility and to learn its benefits and 
drawbacks. Therefore, we have created a working prototype 
implementation. The prototype has been deployed and operated 
in an evaluation environment during an evaluation period. As 
expected, several lessons have been learned during this 
evaluation period. From these lessons learned, we were able to 
derive benefits and open issues of the proposed solution. 

The conducted evaluation has shown that the proposed 
solution has indeed several advantages over SUNFISH’s initial 
FaaS concept. Overall, the proposed solution provides a higher 
level of security, as it takes away the responsibility of user 
authentication from members of cloud federations and assigns 
this task to a highly specialized and approved solution, i.e. the 
eIDAS-based eID federation. Since the eIDAS Regulation 
defines strict security requirements for eID solutions being part 
of this federation, the overall security of FaaS solutions is 
raised. Another advantage of the proposed solution is its strong 
legal foundation in the form of the eIDAS Regulation. This 
implies that responsibilities and liabilities are clearly defined 
on legal level, again leveraging the quality and reliability of the 
used eID federation. Its implementation and operation have 
shown that the proposed solution also provides the advantage 
of easy integration. Due to its generic architecture, the eIDAS-
based eID solution integrates smoothly into the FaaS concept. 
Information exchange between these two worlds, i.e. cloud 
federation and eID federation, take place via well-defined 
interfaces only, yielding a neat integrated solution. Finally, 
evaluation has shown that the proposed solution is in full 
conformance with SUNFISH’s FaaS approach. All concepts 
of FaaS and its underlying processing model can be left 
unmodified when integrating eIDAS-based user authentication. 
The eIDAS-based eID federation does not affect negatively 
functionality of FaaS-based cloud federations by any means. 

In addition to these benefits, lessons learned during 
evaluation have also yielded some open issues. One challenge 
the proposed solution needs to face is the rather slow take-up 
of the eIDAS Regulation. Although the regulation is already in 
effect, its implementation in the EU MS is still an ongoing 
process. Accordingly, it cannot be assumed that all EU citizens 
already have assigned a compliant eID issued by their MS. 
However, it can be expected that the situation will improve in 
future, as MS continue to implement the eIDAS Regulation. 
Another issue to be considered is the existence of decoupled 
eID systems. In most corporate enterprises, proprietary eID 
systems are established and used. Users are not identified by 
means of their eIDAS-based eIDs (even if they have one), but 
by means of internal eIDs issued by the respective enterprise or 
institution. Integrating our proposed solution to such a scenario 
leads to two decoupled eID systems in place. In this case, 
means must be applied to map eIDAS-based eIDs to legacy 
eIDs used internally. Although such a mapping is expected to 
be technically feasible in most cases, it introduces additional 
effort. 

Overall, the conducted evaluation has shown that the 
proposed solution is feasible and significantly improves the 
SUNFISH’s original FaaS concept in several aspects.   

V. CONCLUSIONS 

In this paper, we have proposed a solution that enhances 
SUNFISH’s FaaS concept by integrating a highly secure and 
reliable pan-European federated eID solution, i.e. the eIDAS-
based eID federation. We achieved an integration of eIDAS-
based user authentication in full conformance with the original 
FaaS processing model. Our solution outsources the security-
critical task of user identification and authentication to an 
approved solution that is backed by European law and 
applicable throughout Europe. This way, our solution 
eliminates a potential weakness of FaaS solutions, i.e. the weak 
implementation of user-authentication schemes, and enhances 
the security of SUNFISH’s FaaS concept. 

For future work, we plan to tackle remaining issues that we 
have derived from lessons learned during evaluation. In 
particular, we will work on solutions to problems that arise 
from the fact that the eIDAS-based eID solution might be 
decoupled from proprietary eID systems used in the respective 
members of the cloud federation. Despite these open issues to 
be addressed, we believe the proposed solution is mature 
enough to be integrated into FaaS-based cloud federations, in 
order to raise their level of security. 
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Abstract—The focus of this work is to investigate the implications 

of the intersection of payment processing and social networking. 

Venmo is a peer-to-peer mobile payment service with a social twist. 

We analyze the information that is publicly available on Venmo. 

This allows us to see patterns of a user’s day to day life, who they 

interact with, and what they spend money on. In this paper, we 

modify an existing Chrome extension, Money Trail, by adding a 

map reduce method to track common messages that are used in a  

user’s transaction. Analyzing the occurrence of common words 

exposes a user’s personal activities and budget habits.    

Keywords- API; Venmo; security; payment; social engineering 

I. INTRODUCTION

In today’s world, social networking is the heart of all 
communication. Media outlets are used to share personal 
information, professional development, photos, as well as to 
keep friends and family updated about one’s travels and 
interests. [1] Now social media is also being used to share 
information about payment transactions. Venmo is a payment 
application that allows users to transfer money between one 
another. It provides users with a UI, user interface, to easily pay 
someone for things like rent, food, coffee and more. Venmo 
allows users to connect with their friends on Venmo, send 
payments, and charge other users with a Venmo account. [4] 
The defining quality of Venmo is the social media feature that 
encourages users to share their transactions with others. This 
aspect of Venmo is what makes it vulnerable to many security 
risks and social engineering attacks.  

In this paper, we investigate the implications of openly 

sharing your payment transaction details. To do this, we use 

empirical analysis and common knowledge about the structure 

of the Venmo platform. Additionally, we use Money Trail, a 

chrome extension that creates visualizations of public data that 

can be accessed through Venmo’s API, application 

programming interface. The organization of this paper is as 

follows. Section II will describe the works that are related to our 

research area. Section III explains the motivation for our 

research. Section IV details the underlying framework that we 

use as our foundation and describes our contribution.  We 

conclude our work in Section V. 

II. LITERATURE REVIEW

Social engineering techniques can be utilized to manipulate 

people into giving up confidential information. Schmookler 

explains that in the cyber world, the weakest link in the security 

chain is the human who accepts a person or scenario at face 

value. Security comes from the knowledge of knowing who and 

what to trust. The popularity and mass use of social networking 

sites, as well as its security concerns, have made these sites an 

avid candidate for the research community. [6] A common 

problem that occurs on Venmo is that users accidentally pay the 

wrong person. There is an obvious UI issue here. Users are 

unable to distinguish friends from non-friends. [2] Moreover, 

Venmo is not prompting users to notify them that they are 

sending money to a user who is not a friend which could help 

prevent an erroneous scenario. 

In the paper, Making it Rain with Cloud Payment 

Processing, Piazza brings to light an issue with the lack of 

proper documentation for CardConnect, a payment processing 

platform. Following CardConnect’s incomplete documentation 

leads developers to introduce security vulnerabilities in their 

organization’s system. Piazza used Siteground to host a 

standard Magento install with CardConnect’s Magento plugin. 

During the checkout process, a user can view the form items 

that are sent to CardConnect and create a request that mimics a 

successful transaction. This is because a client-side dependent 

model allows for trivial manipulation of the form data. [3] 

CardConnect failed to properly document that the request must 

be sent back to a web service for authentication before a 

transaction can be successfully processed.  

Kraft, Mannes, and Moldow performed a security audit on 

Venmo to detect technical and social vulnerabilities. They 

exploit the Venmo API to find bugs that allow them to steal 

money from others, and trick people into sending money to 

them. The authors found that the Venmo API contains a call that 

publicly leaks information about transactions that are set to be 

shared only with friends. [2] This violates a user’s assumptions 

that their transaction information is only being shared with a 

known audience. The authors highlight that Venmo users can 

update their username and other profile information at any time.  

This means that a user with malicious intent can update their 

username to persuade someone that they are someone else. [2] 

They also emphasize that the lack of visual distinction between 

charges from friends versus non-friends makes it easy for a 

malicious user to attempt social engineering attacks on the 

platform.  

Khanna created a Chrome extension, Money Trail, which can 

identify relationships between users on Venmo and how much 

time they spend together. It can also identify members of 

private social organizations, attendees of private events, and a 
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users’ food purchases. [3] “After a user logs into Venmo.com 

and navigates to any Venmo user’s newsfeed page, the script 

runs in the background to detect the source of the historical 

transaction data populating the newsfeed. It then requests a 

copy of that historical transaction data and loads it into the 

visualizations.” [3] These visualizations allow users to easily 

discover how much data they are publicly exposing on Venmo. 

III. MOTIVATION

Venmo’s popularity has skyrocketed in the past year. The 

company processed an astounding $17.6 billion in payments 

last year. This is more than double the volume from 2015. [4] 

With this high increase in growth, Venmo becomes an avid 

candidate for the research community. Being that Venmo is a 

payment application, the most crucial aspect of the application 

is security. By default, Venmo sets all transactions as public. 

This information includes the names of the payer and the 

recipient, date, and a transaction message. Analyzing this data 

can give insights into a user’s financial and social life. 

IV. OUR CONTRIBUTION

Our implementation adds value to the existing Money Trail 
script, by exposing significant details that are publicly available 
to anyone that has a Venmo account. Fig. 1 shows a snippet of 
our getRestMessages() function. We augment this function to 
collect information on recurring payment words using map-
reduce. The getRestMessages() function uses an asynchronous 
AJAX call to hit the following public endpoint: 
https://venmo.com/api/v5/users/feed. The only two parameters 
required are a Venmo user id and the limit for how many 
transactions we want to return.  

If the asynchronous call returns successfully, then a 
Javascript object is returned with data about the user’s 
transactions. We modify the function first by building an 
HTML table with column headers for future use. Then, we build 
one string of all the returned messages in the JSON objects by 

concatenating each message into a variable called stringArray. 
Common irrelevant words are scrubbed out, and a word must 
occur more than once to be recorded. As Fig. 2 shows, after the 
full single string of messages is built, a hashmap is created by 
performing a map reduce on the string while keeping track of 
how many times each word occurs in all the messages returned. 
Now that the hash map of each word’s occurrence count is built, 
the program iterates through the hash map and outputs each 
word and count to the HTML table. This table is prepended to 
the Venmo webpage.  

   Table I. Sample Keyword Mapping

Word Occurrences 

Rent 4 

Power 8 

Hotel 2 

Uber 2 

Haircut 3 

Tip 2 

Drinks 4 

Wifi 4 

V. CONCLUSIONS

In this paper, we contribute to the Money Trail extension, by 

adding a map reduce function to track the use of keywords 

used in a Venmo user’s transaction history. Table I shows a

sample dataset of a user’s keywords and the number of 

occurrences in their Venmo history. This simple 

information can give us insights into a user’s personal 

activities and their spending habits. Recurring utility 

payments including water, the internet, and electricity bills to 

another Venmo user can indicate and expose a user's 

fellow roommate or close friend. This information can 

potentially be used for social engineering attacks.  
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Abstract- We present a novel approach to liveness 

verification based on visual speech recognition within 

a challenge-based framework which has the potential to 

be used on mobile devices to prevent replay or spoof 

attacks during Face-based liveness verification. The 

system uses model visual speech recognition and 

determines liveness based on the Levenshtein Distance 

between a randomly generated challenge phrase and the 

hypothesis utterances from the visual speech recognizer. 

A Deep learning-based approach to visual speech 

recognition is used to improve upon the state of the 

art for the use of visual speech recognition for liveness 

verification. 

I Introduction 

Alternatives to the use of passwords are increasingly being 

considered as means of securing access to electronic 

devices such as laptops and phones. The most common 

approaches towards user authentication for gaining access to 

these devices make use of passwords, user IDs, 

identification cards and PINS. These techniques have a 

number of limitations: Passwords and PINs can be 

guessed, stolen or illicitly acquired by surveillance or 

brute force attack. There have been many high-profile 

hacks emanating from password breaches in recent 

times. These hacks allow malicious individuals to gain 

access to a system using the credentials of a valid user without 

the user being present.  

  In order to enhance security, alternatives to the password-

based approaches have been considered and these 

have primarily been focused on forms of Biometric 

authentication. A number of different biometrics have been 

proposed, with 

the most popular involving recognition of the Face [1], Voice 

[1] or Fingerprint [1][2]. These systems, while more secure

than passwords, also have some limitations. Fingerprint

scanning systems are accurate, fast and robust, however, they

can be susceptible to forms of ‘spoofing’ whereby false

fingerprints, can be used to fool the sensor [2]. A further

limitation is the additional cost of having a dedicated

fingerprint sensor within the device means that few devices

have offered fingerprint scanning as an authentication process.

Speech recognition systems can be deployed inexpensively 

and universally to all mobile device types as they use only the 

standard microphone in the device. Voice has been shown to 

be highly accurate and reasonably robust in quiet 

environments. The performance can be affected by the 

presence of loud and/or time-varying background noises. 

Furthermore, in some environments, it may be considered 

inappropriate or indiscrete to speak clearly into a microphone. 

  Face recognition has been shown to be highly accurate 

and can be robust to changes in the user's environment, 

appearance, variations in pose and illumination conditions. A 

key concern with face recognition systems is that they may be 

susceptible to spoofing attacks where an unauthorized user 

holds a photograph in front of the camera and gains access as 

the person in the photo [3]. These forms of attack are more 

likely to be successful in the unsupervised, remote access use 

cases involving mobile devices. The security of remote 

unsupervised face recognition systems would be significantly 

improved by ensuring that “liveness” detection is included in 

the authentication process, thereby ensuring that the 

authorized user is present and responds when prompted for 

input by the system. 

Figure 1. The feature extraction process 
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In this paper, a means of liveness verification based on 

visual phrase verification algorithm which uses a visual 

speech recognition system within a challenge-based 

verification framework. Specifically, the process of 

verification involves the user being challenged to say a 

randomly generated string of digits which they will then speak 

into the phone's camera. Visual speech recognition will be 

performed on the video and if the visual recognition system is 

confident that the video contains lip movements which match 

the challenge phrase, then the ‘liveness’ of the user will be 

verified. The challenge phrases are randomly generated at 

each verification attempt to limit the possibility of replay 

attacks using previously recorded videos.  

For practical use, this approach to liveness verification 

would be combined with other biometric authentication 

processes such as face recognition in order to improve the 

overall security and robustness of the biometric system and 

would not inconvenience the user significantly beyond the 

standard face capture process.  

Visual speech recognition has been the focus of extensive 

research in recent years and has matured to the point that it 

can be used robustly for limited vocabulary tasks [4][5]. Prior 

research on the use of visual speech recognition for biometric 

applications have focused on the use of the visual information 

combined with audio [6][7] and most of the research has 

focused on using visual speech as an alternative means of 

verifying the user's identity not for verifying liveness. Evano 

and Besacier [8] investigated liveness verification based upon 

an analysis of the synchronicity of visual and audio features 

and reported an Equal Error Rate of 14.5% using the 

XM2VTS dataset. In [10] a liveness verification system based 

on only using visual information was proposed that is based 

on speech recognition with an SVM (support vector machine) 

to recognize digits that had been individually segmented. A 

speech recognition rate of 68% was reported on the XM2VTS 

dataset, using the approach in [10] with only the visual 

modality. In this paper, the aim is to show an improvement 

over previous works through the use of deep learning. 

II. Visual speech recognition 

  Visual speech recognition aims to determine the text 

spoken by an individual based on the movement of their lips. 

When a visual speech recognition system receives a video the 

first step to performing recognition is first to determine where 
in the images the lips are located and to extracted the lip 
region to be used as the region of interest (ROI). For the 
system that is used in this paper, the Dlib image processing 
library was used [9]. Dlib provides a facial landmark detector 
that has been used to locate and extract the ROI from each 
video frame, this process is described in [9].   
  Once the frames have been extracted from the video 
histogram equalization is applied to it in order to make the 
system more robust to changes in illumination. The frame is 
then converted to grayscale and then down sampled to a 16x16 
image.  After this, a DCT (discrete cosine transform) 
transform is applied to the frame.

  The DCT transform was chosen as it was shown to give 

good performance in [5]. A triangular mask is then 

applied to the result of the DCT transform and from this the 

15 lowest frequency coefficients are selected with the 

DC component being removed, leaving 14 DCTs. The 

DC component is removed as initial experiments showed 

that the system performed better when the DC component 

was not present. Mean and variance normalization is then 

applied to the feature vectors. The number of features 

is increased through cubic spline interpolation to 100 fps, as 

this was found to increase the performance of the visual 

speech recognizer. From the 14 DCTs, differential and 

acceleration coefficients are calculated. These are then 

concatenated with the 14 DCTs to give a feature vector of 42 

coefficients.  

  Deep learning approaches have shown promise in 

solving problems in areas such as computer vision [11]

[12], audio speech recognition[13] and natural language 

processing [14]. In order to create a visual speech 

recognition system that is capable of performing to a level 

comparable with audio based speech recognition software a 

deep learning based approach was chosen. By incorporating 

such an approach, the aim is to produce a system that 

would be suitable for real-world applications. 

   For this work, we have employed a hybrid system 

for performing visual speech recognition. The term hybrid 

refers to a speech recognition system in which a DNN (deep 

neural network) and HMM (hidden Markov model) are 

combined [15]. The DNN is used to provide the posterior 

probability estimates for the HMM states. The HMM 

models the long-term dependencies needed to take account 

of the temporal dimension of speech. For this work, we 

employed a DNN-HMM trained on DCT features. The 

use of DNN-HMM recognizers has shown significant 
improvement in the performance of speech recognition 
systems over prior approaches [13][16]. The architecture of 
the DNN can be seen in Fig. 2.  

   Figure 2. DNN architecture 
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Prior to training the DNN a DBN (deep belief network) of 

stack RBMs (restricted Boltzmann machines) was trained. 

This process is used to initialize the parameters of the hidden 

layers in the DNN. This is done via a greedy layer-wise 

procedure with each RBM trained and then stacked to produce 

the DBN. The RBM’s are trained via approximate stochastic 

gradient descent[][kaldi]. After this pre-training step, the DNN 

is trained using sMBR (state level minimum Bayes risk) 

sequence discriminative training as this is suggested as the 

best criteria for sequence discriminative training in [17] [18].  

III. The Liveness verification algorithm 

The output of a speech recognition system is a 

single highest-likelihood hypothesis phrase and the 

performance of a recognition system is commonly 

measured by performing recognition on a set of test 

utterances and calculating its average Word Error Rate 

(WER) [19]. WER for a single test utterance is calculated as: 

(1) 

Where S is the number of substitution errors found in 

the hypothesis phrase, I is the insertion errors, D is 

deletions errors and N is the total number of words in 

the correct transcription. S, D and I are determined 

through the use of dynamic programming during the 

calculation of the Levenshtein distance between the 

correct transcription of the spoken utterance and the 

hypothesis phrase. 

Where P is the probability of a match being found with a 

challenge phrase containing w words chosen from a 

vocabulary of v+1 word types and where the system allows ε 

errors. Taking a specific example, the probability of a random 

digit string video being used successfully for a spoof attack 

where w=20 and e=12 is 3.4×10−10. Therefore, while ideally 

the ε would be kept as low as possible, even where the 

recognizer is not completely accurate. 

IV. Lattice-based Phrase Verification. 

   Aside from the single highest-likelihood hypothesis phrase, 

it is also possible to generate an N-best list of phrase 

hypotheses ranked according to their likelihoods from what 

is known as the recognizer’s search lattice. The N-best 

list typically includes phrases which are plausible slight 

variations of the highest ranked hypothesis. For example, 

if a user was challenged to say the following phrase: 

 “one two seven three nine zero eight six four” 

TABLE 1: 3-best list 

then the resulting 3-best list might be as in Error! Reference 

source not found.. 

 As can be seen in this example, the second-ranked hypothesis 

contains fewer errors than the best hypothesis and it is not 

unusual for the correct transcript or a close match to it to be 

found elsewhere within the N-best list rather than at the very 

top. The maximum length of an N-best list is primarily 

determined by the beam width and other pruning parameters 

during recognition but in practice, the correct phrase is 

generally found close to the top and in our experiments always 

within the top 50 phrases. Therefore, we allow the system to 

perform phrase verification with each of the hypothesis 

phrases in the top 100 phrases and if any of the phrases are 

verified based on the search of the N-best list, then the 

liveness is determined to be positive. This potentially 

allows the ALD threshold to be reduced slightly 

leading to a  reduction in False Rejection Errors (FRR). 

V. XM2VTS dataset 

   For the experiments, the XM2VTS dataset [20] was chosen. 
The XM2VTS dataset was created for research into the 
multimodal identification of human faces. It has also been 
used for biometrics research into the use of voice for the 
purposes of liveness verifications. [8] [10] It has been chosen 
in preference to other possible datasets, as a liveness 
verification system is used as an addition to other biometric 
systems and by using a dataset used for that task a better 
understanding of how the proposed system would enhance the 
security of existing biometric systems is shown. 
 

Rank Hypothesis 

1 one two six three nine six eight six six 

2 one two seven three nine zero eight six 

six 

3 one two three seven zero eight six four 

five 

Ideally, when a speaker says the challenge phrase the result of 
visual speech recognition would be a perfect match but visual 
speech recognition is not yet perfect and typically may 
operate at WERs of between 10% - 40% depending on the 
user and the quality of the video provided. Therefore, given 
that a recognition system will operate at a certain average 
WER, it seems plausible that if a challenge phrase of 
sufficient length is compared to the output of the recognizer 
and the Levenshtein distance is within an Acceptable 
Levenshtein Distance (ALD) threshold then it could be 
postulated that the challenge phrase was probably spoken as 
opposed to a random phrase and therefore liveness could be 
verified. Given this setup, the probability of a successful 
spoofing attack using a video containing the correct number 
of random digits can be expressed as in Equation 2. 

(2) 
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The XM2VTS dataset is a multi-model dataset comprised 

of 295 speakers saying the phrases “zero one two three four 

five six seven eight nine”, “five zero six nine two eight one 

three seven four” and “Joe took father’s green shoe bench 

out”. The focus of our experiments is on digit recognition 

by visual speech recognition so only the digit string phrases 

have been used. The data is split between training and testing 

data based on the Lausanne protocol [21]. This protocol 

divides the dataset into training and test for the training 

and testing of biometric systems. The protocol specifies 

two distinct configurations for the dataset. We use 

Configuration II of the protocol as the starting point for 

selecting our training and test data. Specifically, we selected 

the videos from the 70 speakers in the test partition as our test 

data for the speaker independent liveness verification 

experiments. The videos from the speakers that are not 

in the test set are used when training the recognizer. As none 

of the videos from the speakers present in the training set 

were used for our experiments the results reported 

indicate how the system would perform under speaker 

independent conditions and are therefore a good 

indication of how the system would perform when 

presented with data from new speakers, as would occur 

when such a system would be deployed for practical use. 

The two 10-digit sequences were combined within one 

video to give the 20-digit phrase “zero one two three four 

five six seven eight nine five zero six nine two eight one 

three seven four”. Only the 20-digit videos were used 

during training of the recognizer. Using this model, a word 

accuracy of 86.3% was obtained using the 20-words 

videos. To allow for investigation into the effect of varying 

the length of challenge phrases, we segmented the videos in 

the test set to generate new videos from the test data which 

contained digits strings of 6, 10 and 15 digits.  

This was achieved by segmenting the 20-digit videos 

into videos containing shorter phrases based upon word 

boundaries for each digit in the video. These were obtained by 

performing forced alignment of the audio from the videos 

using a highly accurate (99% word accuracy) audio-based 

speech recognizer. A variety of phrases were generated using 

these boundaries by moving a window of size w one word at 

a time over the 20-digit phrase. As a result of generating the 

videos based on this approach, it was possible to expand the 
number of phrases that were used in our experiments. The 
variety of phrases can be seen by looking at the first few 10-
digit videos generated from the original 20-digit videos were 
“zero one two three four five six seven eight nine”, “one two 
three four five six seven eight nine five”, “two three four five 
six seven eight nine five zero” etc. While running the 
experiments, each video was tested as a possible spoof attack 
case and as a valid user test.  The spoof attacks were set up as 
1000 random challenge phrases of the correct length 
containing digit strings that did not match the actual content of 
the video were created. This simulates the possibility of an 
attack where the attacker poses a video of the correct user 
saying a phrase different to the one the system prompts the 
user to say. 

VI. Experiments

Experiments were conducted using the visual 

speech recognizer on videos containing different length 

phrases. For practical use, a shorter phrase is preferable as 

it would take less time for a user to say, however, a longer 

phrase might be desirable where a stronger level of security is 

required.  

Chart 1. FAR/FRR for 6-word phrases 

Chart 2. FAR/FRR for 10-word phrases 

Chart 3. FAR/FRR for 15-word phrases 
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Chart 4. FAR/FRR for 20-word phrases 

The average durations for the videos of 6, 10, 15 and 20

words in length were 2, 4, 6 and 8 seconds respectively. The 

results of the experiments can be seen in charts 1-4. These 

charts show the FRR and FAR (false acceptance rate) 

when the ALD threshold is set to different values. It is 

shown that the FRR stays below one percent even with ALD 

thresholds as high as 40%.  

VII. Future work

In this work, the use of deep learning based visual 

speech recognition as the basis for challenge-based 

liveness verification has been investigated. The 

performance of the system on a variety of phrase lengths has 

been shown and the appropriate ALD thresholds for the 

different phrase lengths are indicated. Future work will 

look at improving the performance of the visual speech 

recognition system and how to make it more robust to 

noise that such system would encounter when used in real-

world conditions.  
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Abstract— Thai government has launched a policy to encourage 

local community people to sell their products (OTOP) through e-

commerce. One Tambon One Product or OTOP was derived 

from the concept of One Village One Product (OVOP) in Japan. 

Currently, people sell their products through the e-commerce 

web portal such as Facebook rather than having their own 

OTOP official websites. Therefore, this study aims to study and 

develop the prototype of the official website. The results show 

that social influence, perceived ease of use, reliability of website 

and reliability of product have a positive relationship to the 

intention to buy a product. Researchers further investigated 

using eye tracking device to analyze the participants’ purchasing 

behavior. The results show that participants spent time looking 

at images on the center of the homepage, the product menu bar 

at the bottom of the center of the homepage, and the components 

from the product page, respectively. Moreover, participants did 

not spend time looking or even clicking the social network icon 

such as Facebook. The results of this study and implications are 

further discussed. 

 

Keywords—Rural sub-district; Local Community Enterprise; 

OTOP; SMEs; Eye tracking; Web page. 
 

I. INTRODUCTION 

Since the Ministry of Digital Economy and Society has a 

policy to develop the country to be the learning society, the 

ministry has established the ICT learning center in various 

communities across the country. In each sub-district, there is 

at least one learning center providing knowledge for the public 

and private sectors in order to use ICT effectively, using the 

knowledge to generate income for people in the community 

[1].  

One Tambon One Product or OTOP Project is a project 

that stimulates local businesses based on One Village One 

Product (OVOP), the concept of Oita City, Japan. OTOP is a 

project that helps solve economic problems of people in 

various communities by using local wisdom and different 

resources in each community to develop products that can be 

sold in both domestic and international markets [2]. 

Each ICT Center in the community is assigned to be center 

for selling OTOP products online. Currently, there is a website 

‘www.thaitambon.com’ [3 ]  which is an e-commerce web 

portal that contains many OTOP products. The website 

provides information of the products that the manufacturers 

can consign their products for free. According to the 

preliminary survey, it is found that there were only a few 

OTOP manufacturers consigning products in the website. 

Most OTOP manufacturers chose to consign their products 

through other channels such as the department stores, or other 

e-commerce websites.  

This study aims to use the factors affecting the user’s 

buying decision by developing a prototype website for the 

community, and to make a comparison between the simulated 

community website and Thai Tambon website. In the part of 

the simulated website, it is designed to resemble 

www.furanotourism.com [4 ] , which is a Japanese Tourist 

Promotion website. It will be further developed in the field of 

e-commerce and then considered what users will buy from the 

website. Moreover, the reasons why the customers buy the 

products from the website and factors affecting the buying 

decision will be investigated in order to use these factors to 

develop the actual community website. 

The objectives of this study are to study the nature of 

website that affects the purchase of community products, and 

to develop a simulated website for buying and selling 
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community products. The results of this research are expected 

to be used in the design and development of e-commerce 

website for OTOP community enterprise so that the OTOP 

product community can apply the results to its website to 

increase revenue. Moreover, the website developers can apply 

the factors affecting the purchase of community products in 

the development of the community website. 
 

II. BACKGROUND & RELATED WORK 
 

A. Web design for optimizing user experience 

Usability is an important feature for software indicating 

that user interface is easy or difficult to use. It consists of 5 

parts: Learnability, Efficiency, Memorability, Errors and 

Satisfaction [5]. 

For the website, the ability to use is very important. If the 

website is difficult to use, such as content on the website is 

difficult to read, the first page of a website will not attract or 

confuse the users. As a result, it makes users to have a 

negative attitude toward the website immediately. The most 

important thing about e-commerce is that if the users cannot 

find the product that they want, users will not be able to make 

purchases. 

In the website design, the designer should focus on making 

everything easy to see. Especially on the large website, the 

website should not have small icons, and the colors of the 

menu and links should be different from the website’s 

background color [6 ] . In addition, if the website has a long 

article, it should be segmented for easy reading, or highlighted 

on particular sections to help keep users interested [7]. 

Moreover, the beauty issue is related to Nelson's problem 

solving which is ‘recognition rather than recall’. This makes 

the website easier to use and more user-friendly [8].  

Specifically, the section of selling a product should have a 

large product image in order for the user to see all the details 

without having to rely on reading the details [9].  
 

B. OTOP Project Concept (One Tambon One Product) 

OTOP project was established for each community to use 

local wisdom of product development. The government helps 

and supports the community by providing modern knowledge 

and commercializing the products from the community to 

domestic and international markets with trading system 

networks and internet. Moreover, in order to promote and 

support the local development process, the government helps 

build a strong and self-reliant community to increase local 

people’s income by using local wisdom resources. 

Importantly, value-added products and services should be 

focused in the development process because they are seen as 

‘the selling points’ for both domestic and international 

markets. This study aims to achieve several objectives 

including (1) to create jobs in the community, (2) to strengthen 

the community so that people can develop their community on 

their own, (3) to promote local wisdom, (4) to promote human 

resource development, and (5) to promote community 

initiative in product development in accordance with the way 

of life and local culture [10]. 
 

III. METHODOLOGY 

We firstly conducted a survey to collect user data in 

Nakhon Ratchasima province by asking for the cooperation 

from the ICT Learning Center. Participants were asked to 

complete the survey and the result shows that four factors: (1) 

Reliability of product, (2) Reliability of website, (3) Perceived 

ease of use, and (4) Social Influence affected the users’ buying 

intention [11]. 

We used the result from [11] to develop our prototype 

website. The website consists of three main sections: the 

header, body and footer. The header consists of the logo of the 

website and menu bar. The body is the section which is 

different in each page, and consists of content such as pictures 

and articles. The last part is the footer appearing at the end of 

the page, and consisting of social media bar, contact 

information, sub menu, etc.  

The prototype website was created through Wix which is 

web design and development tool. Also, Wix is the very 

famous online website design with the full functionality and 

ease to organize. To design the prototype web, we searched 

for OTOP products and then analyzed the existing OTOP 

websites. After that, we tested with the participants iteratively. 

The prototype website is shown in Fig. 1.  
 

 
Figure 1. The homepage of the prototype website 

 

In this study, the prototype website is based on Dontum 

district community in Nakhon Pathom province which dried 

tomato is the OTOP product under the brand “Maechuy”. The 

header of the website is the logo of Don Tum district 

community enterprise and the menu includes shopping cart 

icon. The body part contains rotating images showing all the 

products and other information of “Maechuy” products. At the 

end of the page, it allows uses to send the message, and follow 

in Instagram by providing the social media icon. The 

Instagram icon is connected to Instagram’s account of 

Maechuy, called maechuytomato. Lastly, the menu is written 

in Thai. 

In addition to the section of the homepage, there is also the 

section of the product page. This section has the header and 

footer similar to the homepage and body section. 
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From the consideration of Maechuy website, we intended 

to add more attractive images, community articles and social 

media icons for eye tracking analysis. 

 

 

Figure 2. The homepage of Maechuy at ThaiTambon.com 
 

IV. EXPERIMENT 
 

A. Eye tracking 

The eye tracking device, using Tobii Studio program, was 

used to conduct the experiment in this study. We used the 

Area of Interest function in Tobii eye tracking to frame the 

point of interest, and extract the statistical data for comparing 

the viewing pattern from a video that matches the statistical 

data. The participants were asked to visit our prototype 

website which consists of five pages as follows: 

1) Home: Rotating set of images in the middle of the 

page 

2) Product: Product images related to scenario 

3) About Us: The history of Maechuy tomato 

4) Manufacturing Process 

5) Contact Us: Contact information including maps and 

phone number  
 

B. Test procedures 

1) Calibration: Calibration is a process of indicating the 

precision of the eye movement detector testing with the user’s 

eyes. The calibration must be done before every eye-tracking 

test in order to make sure that the data collected from eye-

tracking is more accurate. 

2) Experimental preparation: The tool used in this test is 

called Tobii studio, which is the program using in conjunction 

with the Tobii eye movement detector. 

3) Test method: To study user’s behavior, Tobii studio 

and Tobii eye movement detector were used to store video 

data. 
 

C. Data collection 

Data were collected from the participant's gaze plot video 

according to the following criteria: 

1) Viewing sequence in the video which is more than 

80% of the total looking duration. 

2)  Viewing sequence in the video which must be in the 

vicinity of the area of interest. 
 

D. Data Analysis 

The data were analyzed from 3 sources including video 

sequencing, questionnaire and statistical data. 

1) Analysis of video: The data were observed through 

the viewing sequence of participants in the test. The 

similarities of the gestures and expressions of each participant 

were observed and recorded by the researchers. As a result, 

this helped the researchers analyze the user’s behavior and 

summarize the viewing patterns of the participants easily. 

Lastly, the results were compared with the statistical data 

obtained from the Area of Interest in Tobii studio program. 

2) Analysis of questionnaire: There are 9 questions in 

this research. The participants were asked to complete the 

questionnaire online. The questionnaire is divided into 2 parts 

as follows: 

Part 1: Personal information. 

Part 2: Attitude toward the nature of the website, and the 

reasons for choosing the website service based on the 

interview. 

3) Analysis of eye movement data: The movement of 

the eyes can be divided into two broad categories which are 

the heat map and the gaze plot. Both of them are diagrams that 

help study the movement of the eyes. The heat map 

determines the density of the viewing at each point. 

In this test, the situation was created for the users in order 

to make every user to have the same purpose of using the 

website. The situation is as follows: 

“In the coming week, you are going back to the old school 

party and then buy some souvenirs to the teacher. You and 

your friends decide to buy souvenirs from the OTOP products 

of Maechuy. Maechuy’s products are food including fresh and 

dried tomatoes with a variety of flavors. It is found that there 

are two websites selling these products: Thai Tambon website 

which is OTOP consignment web, and the official website of 

Maechuy. Therefore, you will need to look at any website in 

order to buy the products. 

There are the products to be ordered as follows: 

1) 8 cartons of fresh tomatoes 

2) 4 cartons of dried tomatoes, plum size 160 g. 

3) 2 bags of original dried tomatoes, size 40 g. 
 

V. FINDINGS  
 

A. Demographic Data 

We conducted the experiment with a questionnaire from 28 

participants. Personal information of the participants is be 

shown in Table 1. 
 

TABLE I. THE DEMOGRAPHIC DATA  

Characteristic Frequency Percent 
Gender 

Male 20 71.4 

Female 8 28.6 

Age 

Under 20  0 0 
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Characteristic Frequency Percent 
20 and less than 30 28 100 

more than 30 0 0 

Income per month 

Under 6,000 BTH 10 35.7 

6,000-12,000 BTH 10 35.7 

12,000-20,000 BTH 6 21.4 

20,000-30,000 BTH 2 7.1 

Over 30,000 BTH 0 0 

Total 28 100.0 

 

From Table 1, there are 20 male, accounted for 71.4%, and 

8 female, accounted for 28.6%, participants. All of 

participants are between 20-30 years old. Most of the 

participants have income lower than 6,000 Baht (35.7%) and 

between 6,000-12,000 Baht (35.7%), followed between 

12,000-20,000 Baht (21.4%), and between 20,000-30,000 

Baht (7.1%), respectively. 
 

B. Behavior analysis of heat map  

1) Homepage 
 

 
Figure 3. Heat map on the homepage of simulated website 

 

 Fig. 3 shows that the highest viewing density is at the 

product menu next to the homepage menu followed by About 

Us, and the photo slide in the center of the page. The least 

viewing density is where the user looked at the slides of the 

first and second products. 
 

2) Product page 
 

 
Figure 4. Heat map on the product page of simulated website 

Fig. 4 shows the highest viewing density of the page 

including the top three items. Most users looked at the product 

on the right side, followed by the product in the middle and 

the left side, respectively. Moreover, it is notied that users 

looked at About Us as well.  

 

3) About Us page 

 

 
Figure 5. Heat map on About Us page of simulated website 

 

Fig. 5 shows that in About Us page, the viewing patterns 

are quite fragmented. The highest viewing density on this page 

is at the beginning of the paragraph of each article, the last 

paragraph of the article, manufacturer page 

and manufacturing process menu. The second highest density 

is Contact Us menu and the badge, Furthermore, it is observed 

that the users looked at the social media section in this page 

more than the other pages. 
 

4) Manufacturing process page 
 

 
Figure 6. Heat map on manufacturing process page of simulated website 

 

 Fig. 6 shows that in the manufacturing process page, there 

is an article with sub-topics about the ingredients of the 

tomato. It is found that the users were more interested in the 

subheadings than the details. However, the usage time on this 

page is shortest comparing with other pages. Moreover, the 

users looked at the side menu of the manufacturing process 

which they looked at Contact Us more than About Us in this 

page. 
 

5) Contact Us page 

 
Figure 7. Heat map on Contact Us page of simulated website 
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Fig. 7 shows the contact information page. Users looked at 

the location on the map most followed by the contact details. 

Moreover, the density of looking at About Us is similar to the 

density in the manufacturing process page. 

From the heat map of the simulated website, it can be 

concluded that the users looked at the menu bar in sequence, 

For example, if the user is in the first page, they will look at 

the menu that leads to the next page which is product page. 

Moreover, the users were more interested in the images than 

the articles on the website. 
 

C Additional Statistical Data 

a) Time Spending  
 

TABLE II.  STATISTICS TABLE OF TIME SPENDING 

Location 

Visit 

Duration 

(sec) 

Page Rank 

Center-pic 11.18 Homepage 1 

Product-list 5.40 Homepage 2 

Fresh-tomato-pic 5.14 Product page 3 

Original-pic 4.70 Product page 4 

History-content 3.01 About Us page 5 

Map-pic 1.68 Contact Us page 6 

Buay-pic 1.32 Product page 7 

3Header-pic 1.06 Homepage 8 

Original-name 0.93 Product page 9 

Product-button 0.71 Homepage 10 

Owner-pic 0.70 About Us page 11 

2.1-Content 0.70 Manufacturing process page 12 

Header-pic 0.63 Product page 13 

Fresh tomato-name 0.56 Product page 14 

Buay-name 0.44 Product page 15 

… … … … 

Instragram-icon 0.02 About Us page 70 

Mnufac-button 0.02 Manufacturing process page 71 

Cart-icon 0.00 Homepage 72 

Facebook-icon 0.00 Homepage 73 

Facebook-icon 0.00 Product page 74 

Cart-icon 2 0.00 About Us page 75 

Facebook-icon 0.00 About Us page 76 

Aboutus-button 0.00 Manufacturing process page 77 

Cart-icon 0.00 Manufacturing process page 78 

Facebook-icon 0.00 Manufacturing process page 79 

Followus-pic 0.00 Manufacturing process page 80 

Home-button 0.00 Manufacturing process page 81 

Instragram-icon 0.00 Manufacturing process page 82 

Cart-icon 0.00 Contact Us page 83 

Contact-name 0.00 Contact Us page 84 

Contactus-button 0.00 Contact Us page 85 

Facebook-icon 0.00 Contact Us page 86 

 

Table II shows what the users spent time looking at. The 

longest viewing is the images on the center of the homepage 

with 11.18 seconds per use on average, followed by a product 

menu bar at the bottom of the center of the homepage with 5.4 

seconds per use on average. 

The third and the forth longest duration are the 

components in the product page. Moreover, it can be seen that 

top 15 longest viewing are mainly in the homepage and 

product page besides one component from Contact Us page 

and another from manufacturing process page.  

It is noticeable that the users were interested in the image 

centered on the page and the slide area of the actual product. 

The users often clicked the product menu more than other 

menus. 

Users were interested in product images most. Although 

the topic of the product page was at the third longest viewing 

duration, the users spent only 0.2 second. Based on statistical 

data, the users spent time looking at pictures before the 

product’s names and prices. Also, the users spent time looking 

at the product image at the top longer than the product image 

below. 

The main element of About Us page is an article and a 

picture of the manufacturer. When observing from the time 

spent in About Us article, the users spent time reading the 

article only 3.01 seconds. 

At about us page button, it makes sense that the users did 

not want to read this section of the article because it is not 

related to their buying decision. Hence, it can be seen that the 

viewing duration is less than 1 second per time. 

For Contact Us page, the longest viewing component is a 

map image which took 1.68 seconds to view. Also, it has the 

highest viewing and clicking number. 

For the time spending, it can be seen that the participants 

spent time mostly for viewing the homepage as same as 

product page (4 of the first 10 most time spending). However, 

if we consider top 15 of most time spending, the participants 

spent time mostly on product page (7 of the first 15 most time 

spending). Therefore, when SMEs need to develop their 

websites, they should focus more on product page and 

homepage because their customers spend most of time looking 

in these sections. 
 

D. Attitude toward Website  
 

TABLE III.  RESPONSES TO THE QUESTIONNAIRE IN THE FIELD OF 
ATTITUTE INFORMATION. 

Characteristic Frequency Percent 
1. Which website between the consignment website and official website is 

more reliable? 

• Consignment website 4 14.3 

• Official website 24 85.7 

2. Do you think having social media tab helps you make a purchase? 

• Yes 16 57.1 

• No 12 42.9 

3. Do you think having the multiple views of product images helps you to 

make a purchase? 

• Yes 26 92.9 

• No 2 7.1 

4. Do you think a page with articles such as About Us affects your purchase? 

• Yes 18 64.3 

• No 10 35.7 

5. Which shopping basket function do you like? 

• Thai Tambon website 4 14.3 

• Our prototype website 24 85.7 

6. In this test, which web services do you use? 

• Thai Tambon website 10 35.7 

• Our prototype website 18 64.3 

Total 28 100.0 
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 Table III shows that 24 participants considered that the 

official website was more reliable (85.7%), while only 4 

participants considered that the consignment website was 

more reliable (14.3%). 

 16 participants agreed that the social media tab could help 

make a decision to buy the products (57.1%), while 12 

participants disagreed (42.9%). 

 26 participants agreed that the pictures of multiple 

products help make a buying decision (92.9%), while 2 

participants disagreed (7.1%). 

 18 participants agreed that the webpage containing the 

article such as About Us had an effect on the buying decision 

(64.3%), while 10 participants disagreed (35.7%). 

 24 participants were satisfied with the features of the 

shopping basket function in simulated website (85.7%) while 

4 participants preferred the features Thai Tambon website 

(14.3%). 

 18 participants decided to use the services of simulated 

website (64.3%), while 10 participants chose Thai Tambon 

websites (35.7%). 

 From question 2 in Table II, the participants agreed that 

having social media tab could help them make a purchasing 

decision (51.1%). However, from the eye tracking data in 

Table III, they did not spend much time with social media tab 

such as Facebook and Instagram. 

 On the other hand, from question 3 they, the participants 

agreed that having the multiple views of product images could 

help them make a buying decision (92.9%) which is 

inconsistent with the eye tracking data that they spent a lot of 

time on viewing products. From question 4, they agreed that a 

page with articles such as About Us page affected their 

purchase (64.3%) which is in consistent with the data from eye 

tracking that the participant spent time on history content and 

the owner’s picture in About Us page. 
 

VI. CONCLUSION 

We developed the prototype website from previous 

research [11] based on the argument that social influence, 

perceived ease of use, reliability of website, and reliability of 

product have significantly positive effects on the intention to 

buy a product on the community website. 

We used eye tracking to analyze the participants’ 

purchasing behavior. According to the result from the 

questionnaire, the participants agreed that having the multiple 

views of product images could help them make a purchase, 

accounted for 92.9%. This finding is also inconsistent with the 

eye tracking data which they spent a lot of time viewing 

product. Also, they agreed that a page with articles such as 

About Us affected their purchasing decision, accounted for 

(64.3%) which is in consistent with the data from eye tracking 

that the participant spent time on history content and the 

owner’s picture in About Us page. 

 However, when using questionnaires, participants agreed 

that having social media tab could help them make a purchase 

(57.1%), but from eye tracking data, they did not spend time 

looking on social media tab such as Facebook and Instagram. 

In summary, it is found that some features of a website 

affect the uses’ decision to buy community food and 

beverages such as attractive images, community articles, 

articles that are related to security policy, payment method and 

ordering methods.  

Moreover, if the website section is reliable and updated 

regularly or contains the instruction for use, the social media 

bar and the multiple images of the products will play less 

important role in influencing the user’s buying decision for 

this type of product. Furthermore, this study demonstrates that 

website layout and ease of use are the most important features 

for e-commerce website. 
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Abstract—This Cloud computing is a pervasive technology and 

has been a platform in IT for several years. Cloud service 

providers (CSP) have developed and offered different service 

platforms to accommodate different needs of enterprise 

subscribers. However, there still exists the situation of enterprise 

customers’ hesitation and reluctance to deploy their core 

applications using cloud service platforms. Our survey results 

show that security is the perceived major concern of existing and 

prospective enterprise customers of cloud services. The research 

investigates the trust between enterprise customers and cloud 

service provider with regards to the perceived security of cloud 

services. Enterprise customers expected to be reassured of cloud 

service security in a more visible way from cloud service 

provider. The perception of data security in cloud computing 

platform can be enhanced by data visibility. The term data 

visibility has been widely used in the IT industry especially from 

ICT product and solution vendors. However, there is no common 

practice guideline or standard in industry. This paper defines the 

characteristic and elements of data visibility and proposes a 

model and architecture as best practice reference for the 

industry. We expect that the enhancement of data visibility can 

earn the trust of enterprise customers in adopting public cloud 

services. 

Keywords- data visibility; perception of cloud security; cloud 

trust; data visibility elements  

I.  INTRODUCTION 

The pay-per-use business model of cloud computing allows 
their tenants to adjust their investment in IT resources 
dynamically, enterprise can reduce the CAPEX (capital 
expenditure) and OPEX (operating expenditure) on both 
infrastructure such as servers, network, security, storage, 
application, and IT operation, administration/management.  

It is often attractive to enterprises especially small and 
medium enterprise (SME). When enterprise adopted the public 
cloud business service, they might lose the control over their 
owned data. Different concerns from customer’s perspective 
have appeared such as security, data integrity, performance, 
compliance etc. Among all these concerns, security is 
perceived as the major concern by both existing and 
prospective enterprise customers of cloud services.  

Data security and data privacy issues in different service 
models are closely related to the visibility of cloud.  They made 

enterprises not comfortable with cloud platform (especially 
SaaS model) due to lack of traffic visibility in their data being 
stored and secured. 

Today, subscribers can only trust the audit report provided 
by CSP with standard code of practice and certification such as 
ISO27001/27002/27017/27018. However, those standards only 
require documenting all the steps for manual procedures that 
touch production environment. SLA (service level agreement) 
is supposed to be another source for customer to trust on the 
service from cloud provider, but most of the SLA covers 
service availability (e.g. 99.999% per year) more than security, 
confidential and integrity aspects [1].   

According to passed literature studies, perception of data 
security in cloud computing platform can be enhanced by data 
visibility.  

The term data visibility has been widely used in the ICT 
industry especially data security related product and solution 
vendors. There is no standard definition or guideline to explain 
this term in ICT industry. This paper defines the characteristics 
and the dimensions of data visibility, proposes the conceptual 
model, framework and architecture on cloud platform for 
enterprise customers as best practice reference in adopting 
public cloud services. We aim at investigating the data 
visibility for the consumer to enhance trustworthy cloud 
computing. The related work on this paper is to propose a 
solution to address the above problem with the following 
contribution:  

• Define the core elements and characteristics of data 
visibility in cloud computing service. 

• Propose the conceptual model, framework and 
reference architecture of data visibility model as best 
practice framework. 

II. LITERATURE REVIEW 

A. Security Issues 

There are different research and studies related to security, 
threat and vulnerabilities of cloud computing services. NIST 
(National Institute of Standards and Technology) proposed 9 
key security issues in 2011 [2], CSA (Cloud Security 
Alliances) proposed 12 top threats in cloud [3]. European 
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Union Agency for Network and Information Security (ENISA) 
in 2015 raises 9 risks and 12 security questions [4]. 

TABLE I.  TABLE OF MAJOR SECURITY ISSUES 

Cloud Concerned item CSA NIST ENISA

Data breaches CSA 1 NIST 4.9

Data loss CSA 8 NIST 4.8

Data protection CSA 2 NIST 4.7 ENISA Q8

Availability  NIST 4.8 ENISA Q3

Security - APT/DDoS attack CSA 7, 10, 11  

Software isolation CSA 12 NIST 4.6 ENISA Q7

Shared technologies vulnerabilities  CSA 12 NIST 4.4

Account hijack CSA 5  

Data location CSA 9 NIST 4.2  

Unauthorized access CSA 2 NIST 4.5 ENISA Q6

Control  NIST 4.1, 4.2, 4.5  

Malicious insider CSA 6 NIST 4.3  

Insufficient due diligence CSA 9 ENISA Q5

SLA  NIST 4.8, 3.3 ENISA Q4

Privacy  NIST 4.2, 4.7, 4.9

Compliance CSA 8, 9 NIST 4.2 ENISA Q12

Monitoring CSA 3, 6, 12 NIST 4.1, 4.4-4.6, 4.9 ENISA Q9

Forensic  NIST 4.9

Instance response CSA 5 NIST 4.9  

B. Security and Visibility 

Security and data privacy issues in different service models 
are closely related to the visibility of cloud platform from 
subscriber’s point of view.  It makes most enterprise are still 
not comfortable cloud platform (especially SaaS model) due to 
lack of traffic visibility about the way their data is stored and 
secured [5]. 

The Guideline on Security and Privacy in Public Cloud 
Computing from NIST [2] indicate that visibility is a 
continuous monitoring of information security requires 
maintaining ongoing awareness of security controls, 
vulnerabilities, and threats to support risk management 
decisions. Service arrangements should include some means 
for the organization to gain visibility into the security controls 
and processes employed by the cloud provider and their 
performance over time. Ideally, the consumer would have 
control over aspects of the means of visibility to accommodate 
its needs, such as the threshold for alerts and notifications, and 
the level of detail and schedule of reports.  

There are different research papers and articles about the 
relationship between data traffic visibility and security in cloud 
computing environment in recent years. 

• Reference [6] highlight the requirement of visibility 
that it is necessary to review and access log and audit 
trail than only authorized user are allowed to access 
the data. Malicious insider is one of the threats in 
cloud, and customers require enough visibility for 
monitoring. 

• Reference [7] mentioned that acquisition of evidence 
should be the role of provider. However, they propose 
a data owner (user) approach to collect evidence for 
forensic by applying agency-based software to collect 
all activities in cloud. CSP should enable the visibility 
to cloud customer by provide an audit report with the 

data forensic acquisition and analysis to the data 
owner. 

• Reference [8] raise the question of whenever SaaS 
environment is used, the service provide will be 
responsible person for storage of data, in a way in 
which visibility and control is limited. So how can a 
customer retain control over their data when it is 
stored and processed in the cloud? 

C. Visibility and Trust 

The major security challenge of customers to adopt public 
cloud computing service is the third-party control issue. The 
data owners do not have their control in data processing. CSP 
should make the management and operation more transparent 
and auditable by customer. Transparency of what security is 
enforced, existed risk, and possible breaches on cloud platform. 
This is “trust-but-verify” where cloud customer should trust in 
their CSP and CSP should deliver tools to help customer to 
verify and monitor security enforcements [9].  

Lack of Transparency from is one of the challenges of trust 
to cloud computing from customer’s perspective. There are two 
issues involved in transparency, one is the physical location of 
the storage and processing site, the other is the security profiles 
of those sites [10]. 

There are many research papers and articles about the 
relationship between data traffic visibility, security and trust in 
cloud computing. 

• Reference [11] believed that the issue of low trust on 
cloud computing is an obstacle. They presented a 
model for trust in cloud computing, accounting for 
important elements which shape the users trust and a 
way of evaluating each element’s importance. In order 
to achieve them, it is definitely need to a mechanism 
for user to visualize those elements.  

• Reference [12] suggested a model that users form 
perceptions of security control that strongly determine 
how much trust they put in online services. This 
model can also be applied on enterprise users have the 
perception of security by data visibility in trust to use 
cloud service. 

• Reference [13] mentioned that most enterprise still not 
comfortable with SaaS due to lack of control, lack of 
trust, and lack of visibility with might cause different 
security threats 

• 50% of cloud users believe identity and access 
monitoring/management is the cloud service 
provider’s responsibility. If CSP does not adhere to 
these security audits, then it leads to an obvious 
decrease in customer trust [14].  

III. REQUIREMENT OF DATA VISIBILITY IN CLOUD 

Customers are ultimately responsible for the security and 
integrity of their own data in the cloud. This shared-
responsibilities idea was proposed by major incumbent CSP, 
and is mentioned in different standard cloud institutes. 
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Customers may not feel comfortable to adopt cloud computing 
service for their key applications and data in lacking 
transparency and visibility. On the other hand, they need to part 
of the responsibilities in data security. Some CSP provide 
optional service by offering activities log or an online interface 
for customer to access their activities. In fact, the trusted data 
visibility features should comprehensive enough to cover all 
the activities on user’s data in the entire cloud platform 
including the administration or operation staffs in physical and 
virtual environment.    

Besides, the data visibility information should be support 
either in pushing mode to notify data owner for any events, or 
in pulling mode by user requested, or both [15].   

NIST [1] also indicate that the organization (cloud 
enterprise customers) need to manage security and privacy 
risks, as appropriate for each level of the organization involved 
in decision making. Tenants or data owners should have 
control over aspects of visibility to accommodate their needs, 
such as the threshold for alerts, and user-defined monitoring 
policies with different level of reports. 

However, the term data visibility is widely used in ICT 
nowadays. Products like NPB (network packet broker), 
application performance monitoring products, network traffic 
analytic products, data traffic analytic products, and system 
performance monitoring products, use this term as their 
product features in marketing. So, there is no official or 
standard definition or practice guideline on “data visibility” in 
ICT industry. 

According to the result of an industry survey in Melbourne 
(see Fig. 1), 77% of surveyees agreed that monitoring/visibility 
as part of cloud service is important to enterprise users in 
APAC.  

  

 

Figure 1: Industry survey result in Melbourne Jul.2013 (sample size 74) 

The result of another industry survey in Singapore (see Fig. 2) 

shown that 75% of surveyees from APAC agreed that more 

visibility in network can enhance security.  

 

 

Figure 2: Industry survey result in Singapore 2013 (sample size 264) 

IV. PROPOSED DATA VISIBILITY MODEL 

A. Properties of data visibility model 

The proposed data visibility model on cloud computing 
service will have the following properties: 

1) Customer centric – Data should belong to data owners, 

its policies, magnitude and dimension (both depth and width) 

should be defined and driven by data owners or customers. 

Data owners need to establish a mechanism to mandate the 

enforcement of their own policies to ensure data 

confidentiality and integrity.   

2) End to end – Required data status should be reflected 

across different domains from network, server, 

virtual/container, application to storage [14]. 

3) Bi-directional/Interactive – Visibility alert in the form 

of pop up log message is not enough, it is desirable if it can be 

driven by user to acquire enough data status at any time. 

Besides, any data status triggered within the condition defined 

by user should be reflected. 

4) Real-time/Low latency – The industry does not require 

monitoring equipment to report any events within a specified 

period of time. CSCC (Cloud Standard Customer Council) 

[16] suggests that the elapsed time from when a service is 

invoked to when it is completed (typically measured in 

milliseconds). The frequency of collection should be by every 

minute. 

B. Core elements of data visibility model 

The 5 core elements of the proposed data visibility model 

are adopted from the well-known “5W1H” model widely used 

in problem management analysis. They are as follows: 

1) Timestamp – When the activities happened? An 

accurate time should be provided on the data in different 

stages. The timestamp in log of each event should be accurate 

enough for business application use.  Eg. PTP/NTP timestamp  

2) Data assets – What kind of data has been involved? 

Should be detailed enough to identify what data type and data 

source involved in event or state changes. Eg. Database, table, 

object, filename. 
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3) Data location – The actual location of physical storage 

or any virtual machine when data is at rest. Eg, IP address, 

domain name, mac address and geolocation. 

4) Actor – Who is the person access that specific data?  

Data can be access or manipulated in different domains by 

different people in application or system level. Those 

information can be acquired by aggregating from different 

IAM systems in cloud. 

5) Action – How do the system or application be 

processed/accessed?  Is the data being inquired by normal 

user? Or modified by unauthorized people? Or dropped during 

transmission? Those information could be acquired from 

log/SIEM of different domains and application to identify the 

data status is changed in each event. 

Figure 3. Research framework of data visibility in cloud    

C.  Conceptual model 

The proposed data visibility mechanism is to enable cloud 
customers to construct their required visibility condition in 
cloud. User visibility policies are defined according to their 
own requirements, and those policies will forward to SaaS as 
selection conditions on relevant activities information (see Fig. 
4). 

 

Figure 4. Data visibility requested from tenant to CSP 

SaaS as application service provider, in most cases, are the 

single point of contact to customer on behalf of other cloud 

service provider (PaaS/IaaS). So, besides the normal 

application data communication, SaaS can also take the role of 

visibility policies interface to customers. Visibility features can 

be interactive between customer and provider, or it can also be 

alert based unicast to specific customer.  

For some uncertain activities which happened in data center, 

SaaS need to get those information from PaaS/IaaS. So, there is 

an information flow between them (see Fig. 5). The major 

characteristics of this prototype are customer centric and end-

to-end visibility. 

Figure 5. Data visibility conceptual model 

   

V. DESIGNED ARCHITECTURE 

A. Components 

There are three major components in the data visibility 

architecture. User requested Interface, Policy mapping module 

and Collecting & filtering module.  

1) User Requested interface (URI) – Users input their 

required visibility on specific data assets, such as user, timing, 

access method and location. Users can make ad hoc inquiry, 

and define data visibility policies. 

2) Policy mapping module (PMM) – The inquiry received 

from URI will be converted into instruction rule resident into 

memory buffer (or TCAM). These instructions will be 

forwarded to Collecting & filtering module  (CFM) for 

visibility data collection. Then PMM will map the specific 

data with source of inquiry and egress to users 

3)  Collecting & filtering module (CFM) – It is a collector 

of all different logs and events from IaaS and SaaS. Based on 

the instruction from PMM, the collected data will be filtered 

before sending back to PMM. This can make sure the visibility 

data meet the requirement and also discard any unrelated 

traffic so as to reduce the network loading 
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Figure 6. Architecture component 

  

VI. COMPONENTS OF DATA VISIBILITY ARCHITECTURE 

A. Architecture 

Visibility requested by user through URI will be converted 

into policies from PMM, the instruction will then be sent to 

CFM to collect suitable visibility data from different CSP. 

There, all collected visibility data will be filtered and sent 

back to PMM for mapping into specific policies which belong 

to data owners. Finally, the visibility information will be 

forwarded to customer ends (see Fig. 7). 

 

 

 

 
Figure 7. Architecture of data visibility in cloud  

 

Log and event traffic from infrastructure activities will be 

collected to log management or SIEM such as Logstash or 

Splunk. Related traffic will be distributed into different SaaS. 

In SaaS, application activities events, access information, 

database management events will be collected, and aggregated 

with the infrastructure traffic into Collecting and Filtering 

Module (CFM) for processing. Relevant data visibility 

information will be filtered, mapped and egress to relevant 

data owner/customer. The entire   visibility traffic across the 

cloud is centralized and managed for data owner (see Fig. 8). 

 

 

 
Figure 8. Visibility information walkthrough 

 

 

VII. DATA VISIBILITY INFORMATION WALKTHROUGH 

A. Visibility data taxonomy 

1) Infrastructure traffic   

• Event from networking and security device including 

NMS, IDS (host/hypervisor/network based), IPS, 

Firewall, DPI, load balancer, NAS and NPB 

• Event and log from access device - Identity and 

Access Management (IAM) 

• Event and log from VM/Hypervisor and host -  VMI, 

/var/log/auth.log, /var/logs/syslog, Hyper-V log, 

VMM, external monitoring tools such as Solarwinds 

2) Application traffic, log and event  

• Event from APM, Lifecycle Management, 

Configuration Management, Security Management 

-Security Services, DB Policy Management, HTTP 

Server, Database Identity Management, Database 

Access Management, and Directory Services 

Management, and application log from any 

external devices. 

 

VIII. CONCLUSION 

This model is expected to enable the visibility information 

flow through different domains across cloud to end users. 

When designing the conceptual mode, operation and practice 

of cloud providers also need to be considered, so as to ensure 

that the model is practical.  

This conceptual model has been introduced to 20 different 

enterprises, system integrators and CSPs in Asia for their 
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comment. The feedbacks are positive, and worthy for 

exploration and development. 

The next stage of this research is to develop the conceptual 

model to a prototype. Then, put to industry stakeholders 

including different cloud providers, cloudbrokers (solution 

integrator in APAC market), and also enterprise customers, 

especially in SME for valuation.  

It is expected to be the practice reference model for cloud 

provider of SI when they deliver their cloud-based solutions to 

enterprises. 
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Automation of Cyber-Reconnaissance 
A Java-based Open Source Tool for Information Gathering
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Abstract— In this paper, we propose a tool which captures a 

footprint of an organization, useful for information gathering 

phase during penetration testing. It has been found that there is a 
dearth of an easy-to-access tool which would help in the first phase 

of such tests; Reconnaissance. This Java-based tool helps in 

locating and saving organization specific data. Such data 

repositories will help in vulnerability assessment and profiling of 

an organization. 

Keywords: Cyber Attack, Information Assurance, Information 

Security, Cyber Reconnaissance 

I. INTRODUCTION

Reconnaissance refers to the preparatory phase where a 

penetration tester seeks to gather as much information as 

possible about a target of evaluation prior to launching a 

penetration test. It involves three phases:  foot printing, 

scanning and enumeration of the network. In this research, we 

will be dealing with automating foot printing of an organization. 

Foot printing is the blueprint of the security profile of an 

organization, undertaken in a methodological manner. It 

discovers all information available about the target that is 

available through public domain sources. It is a time-consuming  

process to browse through web pages and collect information; 

hence in this paper, we investigate the problem of tedious web 

search and propose an efficient way to extract, organize and 

store data from search engines using a new command line tool, 

SearchSimplified. Information gathering techniques can be 

roughly classified into the following: 

• Active: This includes intrusive reconnaissance that

sends (specially crafted) packets to the targeted

system, for example, port-scanning. Advanced

network enumeration techniques avoid direct

communication with the targeted host [1].

• Passive: This includes reconnaissance that either does

not communicate directly to the targeted system or that

uses commonly available public information, not

normally identifiable from standard log analysis  [2].

This paper focusses on this category.

The organization of the paper is as follows. Section II 

describes some open source tools and related work. Section III 

provides information on how a search engine like Google could 

be exploited for organization profiling. Section IV we provide 

the structure of the code and libraries in use. In Section V, we 

show the program out and disseminate the results. We conclude 

and discuss future work in Section VI. 

II. RELATED WORK

Open-source intelligence (OSINT) is intelligence collected 

from publicly available sources. There are lots of tools available 

over the internet [3] which includes all publicly accessible 

sources of information such as social networking sites, video 

sharing sites for example. 

Michael Henriksen created a command line tool Gitrob [4], 

which looks for sensitive information in GitHub repositories. It 

is written in Ruby. Firstly, it collects all the public repositories 

of a specific organization and then makes a compiled list out of 

it. Then, it gathers all filenames listed in each repository and 

compares it with sensitive patterns of data or signatures. All the 

members, repositories, and files will be saved to a PostgreSQL 

database. Then, it will start a Sinatra web server locally on the 

machine, which will serve a simple web application to present 

the collected data for analysis. A new version [5] was released 

recently which serves as an improvement to the former version. 

Susanne Young discusses in [6] how third-party data breaches 

cost significantly more per lost record than local data breaches. 

She emphasizes how open source tools such as Recon-ng, 

search engines, Shodan, Search Diggity help provide businesses 

a valuable profile of a company’s strengths and weaknesses. 

The paper focuses on how the ubiquity of internet-connected 

systems can be exploited by criminals and vandals to find (and 

compromise) victims. Also, the potential dangers of not keeping 

external systems of an enterprise (email server, DNS server) up 

to date are cited here. The paper gives some examples of 

damages incurred to companies due to password leakage 

through banners. 

Recon-ng is a full-featured web reconnaissance framework 

written in Python. It provides a powerful environment in which 

open source web-based reconnaissance can be conducted 

quickly and thoroughly [7] . 

III. USING GOOGLE FOR PROFILING 

Google’s cache system, advanced query operators, such as 

site: filetype: intitle: or even translation services, makes it a 
major tool in the passive information gathering arsenal. A 

Google dork query, sometimes just referred to as a dork, is a 
search string that uses advanced search operators to find 

information that is not readily available on a website. Google 
dorking, also known as Google hacking, can return information  

that is difficult to locate through simple search queries. 

• Using the cache system: Google keeps snapshots of 

crawled pages in its own repository. You may have 

The 12th International Conference for Internet Technology and Secured Transactions (ICITST-2017)

Copyright © ICITST-2017 Published by Infonomics Society                                                                                                                                   ISBN 978-1-908320-79-7 424



experienced it using the “cached” link appearing on 
search results pages. The advanced operator cache: is 

used to jump directly to the cached snapshot of a Web 
site without performing a query. This is a quite simple 

and effective way to browse Web pages without any 

direct connection to the target. 

• Discovering network resources : Google can help

with the network discovery phase. Google search is
an alternative to DNS queries, by combining the 

site: operator and logical NOT, a hacker can obtain
a list of public servers. For example,

“site:microsoft.com -www.microsoft.com” will
reveal msdn.microsoft.com,

directory.microsoft.com,
partnerconnect.microsoft.com,

officelive.microsoft.com, and so forth. Moreover, 

the link: operator finds pages that link to the queried
URL; it can be used to provide important clues

about relationships between domains and
organizations. The allintitle: intitle: and inurl:

operators can be used to detect the presence of
Web-enabled network devices, such as routers. For

example, inurl:tech-support, inurl:show Cisco OR

intitle:“switch home page” site:example.com
searches Cisco’s Web-enabled devices on the 

domain example.com.

• Harvesting system files, configuration files, and

interesting data using Google directives : Hundreds
of Google searches can be found in [8]. This book 

describes in depth advanced operators and how to

use them to find passwords (clear or hashed), user
names, Web-enabled devices, and so on. The main

idea is to combine operators, such as intitle: inurl: 

and site: with specific sentences.

• The Google Hacking Database (GHDB) is a 
database of queries that identify sensitive data. It is

an authoritative source for querying the ever-
widening reach of the Google search engine. In the 

GHDB, you will find search terms for files

containing usernames, vulnerable servers, and even

files containing passwords [9].

IV. SOFTWARE IMPLEMENTATION

Jsoup [10] is a Java library that provides convenient API to 

extract and manipulate data using the best of DOM (Document 

Object Model), CSS (Cascade Style Sheets) and jquery-like 

methods. It scrapes and parses HTML from the company (as 

provided by the user) URL. The method CheckIfCompanyExists 

uses regex and jsoup to scrape the search results and extract the 

domain name. The methods GetHostNames and GetIPAddress 

use java.net.InetAddress class to provide host names and IP 

address of the company in search. We are also using dnsjava 

[11] for DNS lookups. Mail Servers with preferences can be 

extracted along with DNS servers of the company in search. The 

method SearchForFiles searches for company files according

to the format chosen by the user from command line (pptx, xls x,

docx, txt and pdf). Like filetype directive, many other directives

could be also used (for example, inurl, intitle, intext, allinurl,

allintitle, related) to dig specific information related to an 

organization. Fig. 1 shows the class diagram.  

We have also implemented the functionality of extracting  

results from WHOIS search page. Using regular expression 

matching, the tool parses the server name, once a match occurs, 

the target in search is queried with the server and results are 

saved in the local machine. Whois is effective in providing 

useful information of the organization in search in a 

consolidated manner.  

V. RESULTS 

Fig. 2 displays a sample program output after it’s executed. 
The user enters the name of the organization and proceeds to 

query mail servers of the organization. 

When the user selects “Company files”, he is asked to choose 

from a list of file types related to the organization in search. The 
tool searches for available files and if a match is found, these are 

downloaded and saved with timestamps in the users’ local 

machine. This is demonstrated in Fig. 3. Currently, the tool is 
iterating over google search results of the company name as 

entered by the user and providing network information as well 
as certain organization specific files. The tool also records and 

saves whois lookup data and all other relevant information in the 
user’s local machine. The types of information gathered by the 

tool is depicted in Table 1. 

Figure 1. Class diagram of SearchSimplified tool  

Figure 1. Mail servers displayed of the company in search 
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TABLE 1. Types of information gathered by the tool 

Network Information IP addresses 

Host names 

DNS Servers 

E-mail Servers

Organization Profile        Whois data lookup 

Organization Files Powerpoint Presentations (pptx) 

Excel sheets (xlsx) 

Word Document (docx) 

Text (txt) 

Portable Document Format (pdf) 

VI. CONCLUSION AND FUTURE WORK

   Most organizations and system administrators are familiar 

with penetration-testing and intrusion-detection techniques. 

These techniques are cornerstones in security evaluation 

and focus mainly on the exploitation of 

vulnerabilities and suspicious/malicious behavior (e.g., log 

analysis). However, an organization relying mainly on these 

techniques may underestimate the huge amount of information 

that can be anonymously obtained from publicly available 

content over the Internet. This paper provides the possibility of 

implementing network-based passive information gathering 

using Java. Passive techniques are also very useful from an 

internal perspective; it reduces traffic within the internal 

network (e.g., passive OS fingerprinting to enumerate OSs in 

use). The tool we present here is useful for penetration testers 

to look for organization vulnerabilities. We can then take 

countermeasures to protect it from potential threats. Code 

reviews should be conducted, and web pages should be cleaned 

to avoid comments, prolix banners, version numbers, and so 

forth. A lot of information can be gathered from error pages, 

banners, and seemingly innocuous information. Comments can 

be incredibly information leaking. too. 

To sum up, information gathering is the very first step of an 

attack and probably the most crucial in achieving the attacker’s 

goal. Information collected in this phase is  the raw material that 

is used to build a firm attack. The attackers can obtain a global 

view of the target, can focus on the weakest link in security, and 

can obtain enough information to conduct social engineering. If 

conducted cleanly via passive techniques using publicly 

available information, this step is anonymous and practically  

undetectable. Thus, organizations should be very careful with 

content anonymously available over the Internet and should 

take effective, measures. 

We present a quick analysis tool for security profiling of 

organizations (should be only used by penetration testers and 

ethical hackers). We will be working on creating a master list 

of data which would contain sensitive patterns or signatures. 

This master list will be used by the tool to compare with the 

files in search. Only those files will be downloaded which may 

contain critical information, which should have been kept 

private and as a secured entity. In future, we also intend to build 

a tool in Java that would aid in detection of rising cyber-attacks 

like Cross-Site Scripting (XSS), Distributed Denial of Service 

(DDoS) along with the countermeasures that should be taken to 

mitigate them. Also, we will analyze the possibility of creating 

an Intrusion Detection System using Java much like Snort IDS 

[12]. We are working to implement a vulnerability assessment 

tool like Nessus as part of the future work. 
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Abstract—The popularity of cloud based Infrastructure-as-a-
Service (IaaS) solutions is becoming increasingly popular. 
However, since IaaS providers and customers interact in a 
flexible and scalable environment, security remains a serious 
concern. To handle such security issues, defining a set of security 
parameters in the service level agreements (SLA) between both, 
IaaS provider and customer, is of utmost importance. In this 
paper, the European Network and Information Security Agency 
(ENISA) guidelines are evaluated to extract a set of security 
parameters for IaaS. Furthermore, the level of applicability and 
implementation of this set is used to assess popular industrial and 
open-source IaaS cloud platforms, respectively VMware and 
OpenStack. Both platforms provide private clouds, used as 
backend infrastructures in Industry 4.0 application scenarios. 
The results serve as initial work to identify a security baseline 
and research needs for creating secure cloud environments for 
Industry 4.0. 
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I.  INTRODUCTION 
Today’s working environment is affected by continuous 

and rapid change, cost saving aspects and the need for 
flexibility. This influences social as well as technical 
environments. Cloud computing offers possibilities to handle 
the technical challenges while being steadily developed. It is 
defined by the National Institute of Standards and Technology 
(NIST) as a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction. The three cloud service delivery models according 
to NIST are: Software as a Service (SaaS), Platform as a 
Service (PaaS) and Infrastructure as a Service (IaaS) [1].  

The focus of this paper lies on IaaS, which represents the 
fundamental building blocks for cloud services. IaaS is 
composed of highly automated and scalable compute resources, 
complemented by cloud storage and network capability, which 
can be self-provisioned, metered, and available on-demand [1]. 
This is also used to provide private clouds, which can have 
impact on industry, where cloud computing is a part of the 
proposed concept for the 4th industrial revolution, referred to 

as Industry 4.0. In particular in this domain stakeholder built on 
dedicated infrastructure rather than on public clouds. Dedicated 
infrastructure can be based within a trusted providers premises 
or independent divisions in large enterprises.  

The cloud servers and their corresponding resources offered 
by IaaS providers can be accessed via dashboards or APIs. 
Furthermore, IaaS customers have direct access to their servers 
and storage. This implies higher order of scalability and lower 
investment in capacity planning, physical maintenance and 
management. Compared to other cloud computing models, 
IaaS is the most flexible, which allows automated deployment 
of servers, processing power, storage, and networking. IaaS 
customers have true control over their infrastructure, compared 
to customers of PaaS or SaaS services. Thus, IaaS is the most 
used cloud service model, respectively by cloud service 
providers and customers [2].  

As stated above both, IaaS providers and users, interact in a 
flexible and scalable environment. To handle organizational 
and legal aspects, SLA are set up to define clear Service Level 
Objectives (SLO), to measure the service performance and to 
deal with security issues, which can be very difficult to define. 
Therefore, measurable security related SLOs are needed to give 
a clear definition of the covered security aspects. To address 
this issue towards a security base line for IaaS platforms in an 
Industry 4.0 environment, the ENISA guidelines are used to 
extract measurable security related SLO metrics. The 
measurable security related SLOs act as an input to assess 
popular industrial cloud platforms, which provide a lot of 
features, and to assess popular open source cloud platform, 
which provide a number of customized services. In this paper, 
the platforms considered for assessment are the VMware 
vCloud Suite and OpenStack. Moreover, both are compared to 
highlight the main differences concerning security related 
SLOs.  

Thus, the contribution of this paper is twofold:  

• first, we identify a set of topics that still require 
research and development and  

• secondly, we provide a comparison of popular 
industrial and open-source platforms focusing on 
private cloud environments, which are important 
for Industry 4.0 use cases. 
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II. RELATED WORK 
Related research work has shown the correlation between 

security standards and SLAs for cloud infrastructure. For 
instance, the benefits and costs of introducing SLA matching 
mechanisms for cloud infrastructures are discussed in [3], but 
there is no explicit focus on security and IaaS in Industry 4.0 
environments. Besides that, in [4] the main security concerns 
and solutions are identified, while [5] presents security and 
privacy requirements referring to ISO, NIST and CSA. To 
show the applicability of these three standards, Hoehl [6] 
compares their service models, whereas the International 
Telecommunication Union (ITU) analyzed the current 
standards and guidelines concerning cloud security in [7].  

Within these papers, security related SLAs are defined and 
discussed generically. The focus lies on the contractual 
relationship between the cloud service provider and the 
customer and the specified responsibilities between them. 
Another outcome of these papers is defining common metrics 
for measuring security service levels. Rathbun [8] shows the 
importance of security metrics and answers general questions 
addressing the reasons for having security metrics. Based on 
this outcome, it is possible to generate the essential information 
concerning cloud security assessment for our research work. 

The CSA has published a new version of the Cloud 
Controls Matrix. An overview of all common standards and 
legal publications concerning cloud computing, including 
ENISA, ISO, NIST, BSI and more are mentioned in [9]. These 
metrics give an overview of the current state of the art 
concerning the offer of security standards and guidelines within 
cloud computing, but no platform’s assessment. 

Other related work assesses IaaS solutions such as [2], 
where security vulnerabilities from inside and outside 
concerning OpenStack are discussed, but without the 
consideration of ENISA guidelines.  

The related work mentioned above consists of general 
information about security metrics, guidelines and standards as 
well as comparative aspects between them. Furthermore, it 
includes the assessment of different cloud computing offers. 
This paper relies on ENISA guidelines for monitoring of 
security in cloud contracts (PRO-SEC) [10]. Based on this 
guideline the extraction of ENISA specific needs regarding 
SLOs from the cloud service provider’s point of view are 
discussed. This paper focuses on the analysis of the 
applicability and implementation of the extracted security 
SLOs on the industrial software suite VMware vCloud and the 
open source software services of OpenStack. The comparison 
of both analyses shows the main differences concerning 
security of both solutions.  

To the best of our knowledge, no publication was identified 
that evaluates IaaS solutions based on ENISA criteria, 
comparing VMware to OpenStack cloud platforms.  

III. SECURITY RELATED BASELINES 
In the area of security, a variety of standards and guidelines 

concerning cloud computing are in place. This section, gives a 
brief overview of these standards and guidelines. 

A. International Organization for Standardization 
The ISO standards cover a wide spectrum of topics which 

are generated out of market needs. Security is covered by the 
ISO 2700x family, which provides an overview and explains 
the Information Security Management Systems (ISMS), 
referring to ISMS family of standards with related terms and 
definitions. The most relevant standards of ISO 2700x family 
addressing cloud computing security are listed below: 

• ISO/IEC 27001 focuses on the requirements for 
Information Security Management Systems (ISMS) 
[11]  

• ISO/IEC 27002 provides guidelines and general 
principles for organizations and their ISMS [12] 

• ISO 27017 generally focuses on the protection of the 
in-formation in the cloud services and is built upon 
the existing security controls of ISO 27002. 
 

The ISO 2700x family provides a set of security criteria and 
addresses also cloud technologies such as, ISO 27017. 
Therefor it provides a comparable basis for the further 
extraction of security criteria within the ENISA guidelines. 

B. National Institute of Standards and Technology (NIST)  
NIST is responsible for developing information security 

standards and guidelines, including minimum requirements for 
federal information systems. The most relevant guidelines of 
NIST addressing cloud computing security are listed above: 

• NIST Special Publication 800-53 provides as set of 
security controls which fulfill the security 
requirements based on organizations, business 
processes and information systems, including a risk 
management framework. Additionally, it provides a 
set of security controls [13]. 

• NIST Special Publication 800-144 provides an 
overview of public cloud computing and guidelines 
for protecting security and privacy [14]. 
 

The NIST publications provide comparable security 
controls and the setup of the NIST Cloud Computing Program 
(NCCP) stands for further development in this area.  
Nevertheless, within this research work the status quo in the 
year 2016 is taken into account. 

C. Cloud Security Alliance 
The CSA security guidance working group provides 14 do-

mains about critical areas of cloud computing and works on 
continuous improvement of the published best practice 
methods concerning security. The CSA itself is member 
driven and provides best practice efforts. 

D. Bundesamt für Sicherheit in der Infromationstechnik 
The BSI Germany provides catalogues concerning IT 

Security Management and golden rules for application. These 
catalogues mainly have an organizational view on security and 
no direct recommendation for the evaluation of IaaS offers. 
The BSI provides minimum information security requirements 
for Cloud Service provider. 
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E. European Commision Guideline 
The European Commission (EU) has published in 2014 the 

“Cloud Service Level Agreement Standardization Guideline” 
(C-SIG). This guideline focuses on the international orientated 
standardization of the contractual relationship between a cloud 
service provider and a cloud service customer. EU aims to 
make it easier for cloud services customers to compare cloud 
services offered by different providers by using standardized 
SLAs. Using a standard set of metrics in a cloud SLA makes it 
easier and faster to define the SLA. This also simplifies the 
task comparing one cloud SLA to another. The SLOs covered 
in C-SIG are: (i) Performance SLOs, (ii) Security SLOs, (iii) 
Data Management SLOs, and (iv) Personal Data Protection 
SLOs. The definition of SLOs in C-SIG relies on standards 
and guide-lines produced by organizations such as ENISA, 
NIST or ISO/IEC. 

F. European Network and Information Securtiy Agency 
ENISA is defined as a center of expertise for cyber security 

in Europe, build up in 2004. The agency’s role is to guide 
experts towards security solutions that are adapted to the needs 
of the internal market. Therefore, the development of security 
approaches and solutions that are interoperable across the 
whole EU is one of the agency’s aims. In general, guidelines 
and recommendations published by ENISA are quite unknown 
within the ITIL community.  

In contrast to ISO, NIST, CSA and BSI, ENISA focuses on 
the European market and is not a member driven organization 
such as CSA. In the comparison of the standards, none of them 
includes unique criteria. Moreover, the standards have many 
similarities in the provided criteria. Due to that fact that ENISA 
criteria refers to guidelines and standards mentioned above, the 
criteria is not very different. Procure secure (PRO-SEC) [10] is 
a guideline, which concentrates on the reporting and alerting of 
key measurable parameters, as well as a clear understanding of 
how to manage the customer’s own responsibilities for 
security. This customer centric approach provides the basis for 
understanding security risks, which in combination with 
measurable parameters shows the special focus of ENISA. Due 
to these aspects, ENISA is used to extract a set of security 
related SLOs described in the following section.  

IV. ENISA EVALUATION 
As mentioned before, ENISA has published a guide for 

monitoring security including service availability and 
continuity in SLAs (PRO-SEC) [10]. This security monitoring 
framework defines the following parameter groups (P.G.): 

• Service Availability (SA) 
• Incident Response (IR) 
• Service Elasticity and Load Tolerance (SELT) 
• Data Life Cycle Management (DLCM) 
• Technical Compliance and Vulnerability 

Management (TCVM) 
• Change Management (CM) 
• Data Isolation (DI) 
• Log Management and Forensics (LMF) 

 

Table I lists the ENISA P.G.s, together with a short 
description, a possible monitoring solution and a set of 
software-defined-datacenter (SDDC) applicable security 
related SLOs which have been extracted from C-Sig [15]. A 
SDDC is a data storage facility where all elements of the 
infrastructure, networking, storage, CPU and security are 
virtualized and delivered as a service. The entire process from 
deployment to monitoring and automation of the infrastructure 
is abstracted from hardware and implemented in software. 
Typically, the core architectural components that comprise a 
SDDC include the following [16]: (i) Computer virtualization 
(compute), (ii) Software-defined storage (SDS), (iii) Software-
defined network (SDN), and (iv) Management and automation 
software (business logic layer - BLC).  

In the next section, the applicability and implementation of 
this set of security related SLOs within VMware’s SDDC and 
OpenStack is discussed. 

TABLE I.  ENISA P.G. AND SECURITY RELATED SLOS 

P.
G

. Description (D) &  
Monitoring (M) Security related SLOs 

SA
 

D: clearly defines when a 
service is considered available 
and which functions and 
services are covered by 
availability monitoring. 
M: log examination running 
service health-checks using 
monitoring tools 

SA01 Service uptime 
SA02 Percentage of successful 
requests 
SA03 Percentage of timely 
service provisioning requests 
SA04 Average response time 
SA05 Maximum response time 
SA06 Level of redundancy 
SA07 Service reliability 

IR
 

D: relates to how a cloud 
service provider responds to 
and recovers from incidents.  
M: collecting log data about 
time related events, e.g. 
incident reporting 

IR01 Support hours 
IR02 Support responsiveness 
IR03 Average resolution time 
per incident severity 

SE
L

T
 

D: reflects the automatic scale-
up/scale-down of resources 
(compute, network, storage) 
over a given period of time and 
is linked to SA.  
M: burst tests or real-time 
monitoring of the affected 
resources, CPU cores and 
speed, memory size or network 
bandwidth 

SELT01 Number of 
simultaneous services 
SELT02 Maximum resource 
capacity 
SELT03 Service throughput 
SELT04 Automatic load 
balancing 
SELT05 Ratio of failed 
resource provisioning requests 
to the total number of resource 
provisioning requests over a 
commitment period. 

D
L

C
M

 

D: defines the provider’s data 
handling practices, for example 
backup and restore strategy, 
replication and data export or 
data loss prevention.  
The SDDCs DLCM relies on 
backup or snapshots integrity 
checks or restoration speed 
durability. The deletion of data 
and reporting of data-loss-
prevention systems can be 
included. 
M: backup time stamps and 
backup/restore durations 

DLCM01 Data mirroring 
DLCM02 Data 
backup/snapshot  
DLCM03 Data backup 
frequency 
DLCM04 Retention time 
DLCM05 Maximum data 
restoration time 
DLCM06 Percentage of 
successful data restorations 
DLCM07 Data deletion type 
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T
C

V
M

 
D: measures the ability of a 
service to comply with a 
technical security policy and 
the handling of vulnerabilities. 
Regular scans of all affected 
systems can be used. 
Additionally, mailing lists 
and/or public vulnerability 
reporting programs should be 
included. 
M: Monitor the time between 
vulnerability discovery and 
patch/fix appliance in relation 
to the class 

TCVM01 Percentage of timely 
vulnerability corrections 
TCVM02 Percentage of timely 
vulnerability reports 
TCVM03 Reports of 
vulnerability corrections 

C
M

 

D: monitors critical changes in 
security relevant properties of 
the system, for example the 
loss of certifications or major 
system upgrades. It relies on 
time-related change 
management processes and 
triggers or the time to 
implement security-related 
change requests.  
M: using the main-stream 
supports duration, count 
applicable security-related 
certifications 

CM01 Critical software change 
reporting notifications 
CM02 Percentage of timely 
software change notifications 
CM03 Software security 
related certificates 

D
I 

D: covers discrete access to a 
shared pool of resources by 
legitimate users for legitimate 
purposes and must be present at 
all time.  
Additionally, cryptographic 
quantitative metrics can be 
included, for example key 
lengths or hash algorithms. 
M: penetration tests 

DI01 User authentication level 
DI02 Authentication 
DI03 User access storage 
protection 
DI04 Cryptographic brute force 
resistance 
DI05 Key access control policy 

L
M

F 

D: covers the access to 
information about historical 
events related to the usage of 
the service allocated to the 
customer 
M: regular randomized tests of 
log availability 

LMF01 Log access availability 
LMF02 Log retention period 

V. ASSESSMENT OF IAAS PLATFORMS 
This paper focuses on the comparison of two well-known 

IaaS cloud platforms, industrial and open source, concerning 
security related SLOs. Therefore, the VMware vCloud Suite 
will be assessed and compared with the OpenStack software, 
including its components and services, based on security 
related SLOs extracted from the ENISA guideline.  

A. VMware 
VMware is one of the world’s leading suppliers for x86 

server virtualization infrastructure [17]. This paper uses 
VMware’s cloud management platform vCloud Suite.  The 
VMware vCloud Suite (vCloud) includes VMware’s industry 
hypervisor vSphere and vRealize, the hybrid cloud 
management platform for providing a SDDC [18]. VMware’s 
vCloud Suite comprises virtualization technologies for 
computing, network, storage and management tools for 
providing SDDC capabilities to the customer.  

Within this section the assessment of the applicability and 
implementation of extracted security related SLOs for each 

P.G., as listed in Table I, is described. The assessment 
addresses the following three VMware products: (i) the free 
hypervisor vSphere Hypervisor (ESXi), (ii) the industry 
hypervisor vSphere Suite (vSphere), and (iii) the whole 
VMware vCloud Suite (vCloud). 

SA: ESXi offers an interface for monitoring the Service 
Availability. The measurement of response times (SA04) or 
redundancy (SA06) is not possible. vSphere and vCloud 
provide measurement and reporting tools for these parameters. 

IR: ESXi is a free hypervisor, but does not offer SLO 
related support for Incident Response. In short, for ESXi this 
parameter is not applicable. vSphere and vCloud have different 
support contracts addressing this parameter.  

SELT: ESXi allows a manually scale-up and scale-down of 
resources for virtual machines. Service elasticity or (automatic) 
load tolerance is not available. vSphere and vCloud support 
service elasticity and load tolerance for both, the virtual 
machine and the underlying hardware. High availably is also 
provided by vSphere and vCloud. Tenant specific resource 
management, capacity and performance management 
(SELT04. SELT05) are provided by vCloud only. The 
measurement of resources is available in all three products 
(SELT03). 

DLCM: ESXi does not provide access to the storage API. 
This API is used by backup applications for snapshot 
management. Therefore, ESXi does not offer DLCM. 
Snapshots are available in all three products (DLCM02), both 
vSphere and vCloud provide comprehensive measurement and 
reporting tools regarding this parameter. 

TCVM: In general hotfixes and patches are available for 
all three products. The Security Response Policy offered by 
VMware states the correction of security issues in a timely 
fashion (TCVM03). Integrated patch management is provided 
by vSphere and vCloud, compliance measurement is provided 
by vCloud only. 

CM: ESXi does not offer tools regarding software change 
management. Major upgrades are installed manually. vSphere 
offers basic tools regarding change management, like software 
deployment tools for upgrades. vCloud provide comprehensive 
measurement and reporting tools supporting software change 
processes (CM01). 

DI: ESXi does not provide DI in a multi-tenant 
environment. vSphere uses pools for data isolation within one 
security boundary. vCloud offers data isolation in a multi-
tenant environment. All three products use secure connections 
for resource access. Different types of user authentication and 
user rights management (DI01, DI02) are offered by vSphere 
and vCloud only. 

LMF: ESXi offers basic log access (LMF01). vSphere and 
vCloud provide Log Management, supporting different 
formats, achievement and access on user basis.  

To avoid redundancy, the results of the analysis of the 
applicability and implementation of ENISA parameters on 
VMware are only presented in the comparison in Table III. 
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B. OpenStack 
OpenStack is an open-source platform for cloud computing 

providing IaaS. The platform consists of separate modules, 
where each offers a specific service, and acts as a software-
defined-datacenter. The interaction of all OpenStack services 
enables a high integration to provide IaaS within SDDC. 
Within this section the assessment of the applicability and 
implementation of extracted security related SLOs for each 
P.G., as listed in Table I, is described. 

SA: A single-controller high availability mode, which is 
managed by the services that manage highly available 
environments, is supported by OpenStack (SA01). Redundant 
controllers for failovers are not configured (SA06).  

IR: Currently not applicable on OpenStack. 
SELT: Load balancing as a service (SELT04) is offered by 

Neutron. Furthermore, Octavia provides additional capabilities 
for load balancing (including the usage of compute drivers to 
build instances which operate as load balancer). 

DLCM: Cinder services can be used for management of 
volumes and snapshots (DLCM02) for use with the Block 
Storage API. The self-service API supports end users to 
request and consume resources. 

TCVM: OpenStack offers a vulnerability management 
process, but the manual installation of hotfixes and patches by 
root is necessary (TCVM03). 

CM: OpenStack architecture and processes are 
documented on the community webpage, but there is no 
automatism to inform the cloud service customer (CM01). 
Furthermore, there are no supporting change management 
services within OpenStack. 

DI: OpenStack provides a separation of tenants. With the 
implementation of OpenStack’s Identity API, Keystone 
provides API client authentication, service discovery and 
distributed multi-tenant authorization (DI02).  

LMF: OpenStack provides standard logging levels 
depending on increasing severity. The possible levels are 
“debug”, “info”, “audit”, “warning”, “error”, “critical” and 
“trace”. Horizon offers the dashboard for the end user, with 
limited access to the content of the log-files (LMF01). A Log 
Management Data Flow by Monasca is provided. 

To avoid redundancy, the results of the analysis of the 
applicability and implementation of ENISA parameters on 
OpenStack are only presented in the comparison Table III. 

C. Results and Discussion 
To compare the applicability of SLOs, as described in the 

previous sections, the following grades have been defined: 

TABLE II.  GRADES OF APPLICABILITY 

Grade Applicability of SLO 

F The SLO is fully applicable and natively implemented.  

P 

The SLO is implemented, but cannot be used without 
additional administrative tasks, e.g.: a feature is natively 
implemented, but needs to be installed manually (partially 
applicable and implemented). 

N The SLO is not applicable or not implemented. 

 
After assessing both VMware and OpenStack, these grades 

have been used to point out whether the applicability and 
implementation of ENISA security P.G.s were fully applicable 
(F), partially applicable (P) or not applicable (N). Table III 
summarizes the results of the comparison:  

TABLE III.  COMPARISON OF APPLICABILITY AND IMPLEMENTATION OF 
ENISA PARAMETER GROUPS BETWEEN OPENSTACK AND VMWARE 

PRODUCTS 

ENISA  
parameter group OpenStack 

VMware 
vCloud vSphere ESXi 

SA P F F P 

IR N F F N 

SELT F F P N 

DLCM P P P N 

TCVM P F P P 

CM P F P N 

DI F F P N 

LMF P F F P 

 
As presented in Table III, the results of the analysis show a 

high level of applicability and implementation of ENISA 
SLOs in VMware’s vCloud Suite. Nearly all ENISA 
parameters are fully covered by vCloud. The major gap is the 
lack of Data Loss Prevention. In contrast, OpenStack and its 
services fulfill most of the ENISA criteria partially.  

The results show two main outcomes:  
• OpenStack does not address the P.G. of IR, whilst in 

vCloud and vSphere it is natively implemented and 
applicable. 

• In both, VMware and OpenStack the DLCM is only 
partially implemented. 

 
Hence the contribution is twofold, first we identify a set of 

topics that still require research and development (e.g.: IR, 
DLCM) and secondly, as a practical output, we provide a 
comparison of popular industrial and open-source platforms 
focusing on private cloud environments, which are important 
for Industry 4.0 use cases. 

VI. CONCLUSION AND FUTURE WORK 
In this work, due to the broad applicability of ENISA, the 

focus lies on the evaluation of ENISA guidelines concerning 
security assessment of IaaS solutions. The extracted set of 
security parameters is used for the assessment of the industrial 
VMware platform and the open source OpenStack platform. 

The results of the assessment have shown a high 
applicability of ENISA criteria on the VMware vCloud, where 
only one P.G. is met partially. In contrast to VMware vCloud, 
OpenStack fulfills most of the parameter groups only partially, 
but only one is not fulfilled at all. Compared to the existing 
work, the evaluation shows another way for assessing IaaS 
platforms. The results show the different levels of applicability 
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of ENISA criteria on an industrial platform, where we expected 
a lot of features, and on an open source platform, which 
provides many modules from the open source community.  

The results are a first step towards the technical definition 
of a security baseline for IaaS cloud back-ends, which can be 
used for Industry 4.0 environments. Furthermore, we have 
identified a lack of support of IR and of DLCM in IaaS 
platforms, suggesting a need for research in these topics. To 
confirm this, future work will investigate current cloud 
research projects, to find out how well the research community 
supports this Industry 4.0 related issues. Additionally, we will 
include a wider set of guidelines to create a more 
comprehensive catalog. 
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Abstract — E-mail is one of the most frequently used means of 
communication. Confidentiality, integrity and authenticity are 
often indispensable in e-mail communication, especially in 
business use. However, these security objectives can only be 
guaranteed with the help of additional encryption solutions. 
Today, there are a variety of client, gateway and software-as-a-
service solutions for e-mail encryption. Companies are faced with 
the challenge of finding the most suitable solution for them. Our 
research work presents findings from a utility value analysis 
which provides a comprehensive process for selecting an 
appropriate solution for securing e-mail traffic. We present the 
basic principles behind the utility value analysis and how it is 
used for the evaluation and selection process of e-mail encryption 
solutions. In addition, we document how our methodology was 
applied in a practice-based project to make a selection decision 
between six existing encryption solutions. 

Keywords — e-mail; encryption solutions; selecting; 
comparing; utility value analysis 

I. INTRODUCTION 
Since Ray Tomlinson’s first e-mail in 1971 [1] this 

asynchronous communication issue has evolved to a mass 
phenomenon with strong effects to all personal and business 
spheres. The total number of business and consumer e-mails 
sent and received per day will reach in 2017 269 billion and is 
expected to continue to grow to 319.6 billion by the end of 
2021 [2]. Especially the impact in business communication is 
enormous. But in this case, it is essential to ensure that e-mail 
content remains confidential between the sender and the 
receiver, especially if the e-mail includes sensitive information 
like HR data, payment related data, financial records or 
intellectual property [3]. The main solution is encrypting the e-
mail. The reality in practice very often looks quite different. 
According to a study of Ponemon Institute, 61% of the 
respondents said that employees sent sensitive data 
unencrypted through e-mail [4]. Another survey conducted by 
Osterman Research indicates that e-mail encryption is used 
“extensively” by only 40 percent of organizations [5]. On the 
other hand, there is a wide world of e-mail encryption solutions 
available [6]. This variety of solutions shows that the main 
problem has changed from looking for a method of e-mail 
encryption to selecting the most suitable encryption solution.  

The objective of our work is to derive a methodology for 
the selection of a suitable e-mail encryption solution based on 
the unity value approach. Furthermore, the applicability of the 
methodology should be presented in a practice-based project. 

II. E-MAIL ENCRYPTION SOLUTIONS AND RELATED WORK 
E-mail encryption solutions in this paper are all products 

that use cryptographic methods to improve the confidentiality, 
integrity or authenticity of e-mail communications [7, 8]. 
Based on [9] we distinguish between three different types of 
products: 

• client solutions: cryptographic methods are used 
directly on the clients of the senders and receivers of e-
mails, 

• gateway (or server-based) solutions: central, 
organization-internal systems provide the functions for 
securing e-mail communication, 

• and software-as-a-service (or cloud-based) solutions: 
organization-external providers enable encryption, 
decryption, signing and verification of e-mails. 

There are a large number of alternatives for all three types 
of e-mail encryption solutions. Schneider et al. identify a total 
of 89 e-mail encryption solutions as part of a worldwide survey 
on encryption hardware and software products [6]. Various 
market studies assume that the offered amount of solutions will 
continue to grow and predict a strong growth of the global e-
mail encryption market over the next few years [10, 11]. 

There is certainly literature that contains criteria and 
recommendations for selecting e-mail encryption solutions. 
The National Institute of Standards and Technology (NIST) 
publishes guidelines on the security of electronic messages to 
help organizations develop, set up and operate their e-mail 
systems [12]. Requirements and comparison criteria for e-mail 
encryption solutions can be derived from this, for example. 
Moecke and Volkamer identify evaluation criteria covering 
security, usability, and interoperability aspects of e-mail 
security, and to apply them to existing solutions [13]. Fox 
describes requirements for e-mail security solutions, specifies 
important evaluation criteria and gives an overview of the most 
important standards for e-mail security [14]. On this basis he 
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develops exemplary decision-making aids and makes 
recommendations for the selection of suitable solutions. 
Without evaluating specific products, other authors also 
compare the different types of e-mail encryption solutions 
(client, gateway, SaaS), discuss their advantages and 
disadvantages and derive typical applications and 
recommendations from them [9]. A systematic and yet flexible 
methodology for selecting e-mail encryption solutions is 
currently missing. 

III. METHODICAL APPROACH AND  RESULTS 
We use the utility value analysis (UVA) as a basic 

methodical guideline for structuring and justifying the selection 
process. The UVA provides a set of complex action 
alternatives with the purpose of arranging the elements of this 
set according to the decision-maker's preferences regarding a 
multi-dimensional target system [15].  

Generally, the UVA is structured in following five steps: 

i. Define the target system 
ii. Determine the target returns 

iii. Determine the target values 
iv. Determine the weighting of target criteria 
v. Perform value synthesis [16]. 

In the following sections we will explain, how we had 
applied this methodology to support the selection process for 
an appropriate encryption solution in a practice-based project. 
In this project, we evaluated six solutions (two client, two 
gateway, and two software-as-a-service solutions) that were 
preselected by our practice partner. 

i.) Define the target system 

There is no generally applicable approach for defining the 
target system. However, it makes sense to aim for a 
minimization of the targets with simultaneous completeness 
and redundancy free [8]. We performed a literature analysis to 
identify the main targets. We queried ACM Digital Library, 
AISeL, EBSCOhost, IEEE Xplore, ScienceDirect, Springer-
Link, Google Scholar and a previous selected set of specialized 
journals with the following terms: ”e-mail, encryption, 
software, solution” combined with “criteria, compar*, 
evaluation, select*, choose”. As a result, we were able to 
compile the functional and non-functional targets shown in 
Table 1. 

TABLE I.  COMPILED TARGET SYSTEM 

Functional Targets Non-Functional Targets 
High confidentiality of message 

exchange (VN) 
Low installation effort (IA) 

High integrity assurance during 
message exchange (IN) 

Low acquisition costs (AK) 

High identity assurance of the 
communication partners (IK) 

Low operating costs (BK) 

Ensure high availability (VB) Ease of operation (EB) 
Large scope of services (LU) Good support (SU) 

 High trustworthiness of the 
manufacturer/provider (HV) 

 High system/product maturity 
(SR) 

 Good integrability (IB) 

ii.) Determine the target returns 

In the second step, the degree of target achievement must 
be determined for each target criterion and alternative. First, we 
derived the target criteria, with the help of the previous selected 
literature. Then we specified the target returns of the alternative 
solutions with regard to these target criteria and assembled it in 
the target returns matrix. Table 2 shows a cutout of the 
complex matrix for the first target and its target criteria. The 
complete table with the determination of all target criteria for 
all six analysed solutions can be found at [17]. 

TABLE II.  CUTOUT OF THE TARGET RETURNS MATRIX 

Target: High confidentiality of message exchange (VN) 
Target criteria: 

Content encryption procedure (VN1) 
Place of encryption (VN2) 
Encrypting Mail Attachments (VN3) 
Transport encryption procedure (VN4) 
Enhancements to Transport Encryption (VN5) 

 
Alternative Solutions 

Mailvelope Z1 SecureMail 
Gateway StartMail.com … 

VN1 OpenPGP OpenPGP, 
S/MIME OpenPGP  

VN2 Client-PC Gateway  
(intern) 

Startmail-Server 
(extern) 

 

VN3 No Yes No  
…  

 

iii.) Determine the target values 

The relatively freely formulated alphanumeric target returns 
cannot be compared properly with each other. Therefore, they 
are transformed into non-dimensional quantities and 
represented in so-called target values. In our case, the target 
returns are transformed into target values according to a five-
level nominal scale (1 – insufficient … 5 – very good). In 
Table 3 we show the same matrix cutout with its target values. 
The full target value matrix can also be found at [17]. 

TABLE III.  CUTOUT OF THE TARGET VALUE MATRIX 

 
Alternative Solutions 

Mailvelope Z1 SecureMail 
Gateway StartMail.com … 

VN1 3 5 3  
VN2 5 4 1  
VN3 1 5 1  
…  

 

iv.) Determine the weighting of target criteria 

In order to take into account, the individual application 
context of the encryption solution, which expresses itself 
through individual requirements, a weighting of the criteria is 
necessary. For example, costs can have a different weighting 
depending on the amount of financial resources allocated. In 
our practice-based project, weights were used on the target 
level and not on the target criteria level. Furthermore, these 
weights were collected through a survey where security and IT 
specialists were interviewed with the help of questionnaires. 
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The weights of the targets have been passed on to their criteria. 
Table 4 shows the target weights for our practice-based project. 

TABLE IV.  AVERAGE WEIGHTED TARGETS  

Functional Targets 
VN IN IK VB LU  
3.8 3.6 3.8 3.2 2.4  

Non-Functional Targets 
IA AK BK EB SU HV SR IB 
2.6 3.0 3.4 2.8 2.8 3.2 2.6 3.6 

(4 – important … 1 – not important; abbreviations see Table 1) 

 

v.) Perform value synthesis 

In the final step of the utility value analysis the target 
values are multiplied with the weights and summed up to the 
so-called total benefit for each alternative. A detailed 
documentation of the calculation of the total benefits can be 
found in [17]. According to the principle of utility value 
analysis, the alternative is considered to be the "best" with the 
greatest overall benefit. In Fig. 1 the final results are shown for 
our set of alternative solutions. 

 
Figure 1.  Total benefits of the alternative solutions 

IV. CONCLUSIONS 
In this paper, we have applied the utility value analysis 

(UVA) as a decision support concept to the selection process of 
encryption solutions for e-mail communication. In our practice-
oriented project, Z1 SecureMail Gateway from Zertificon is the 
solution with the greatest total benefit. We were able to show 
that the selection process is made much more transparent by 
the UVA in particular because the individual requirements of 

users can be taken into account directly in the selection process 
by weighting the target criteria.  
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Abstract—Rapid technological progress in computer sciences 
finds solutions and at the same time creates ever more complex 
requirements. Due to an evolving complexity today’s 
programming languages provide powerful frameworks which 
offer standard solutions for recurring tasks to assist the 
programmer and to avoid the re-invention of the wheel with so-
called “out-of-the-box-features”. In this paper, we propose a way 
of comparing different programming paradigms on a theoretical, 
technical and practical level. Furthermore, the paper presents the 
results of an initial comparison of two representative 
programming approaches, both in the closed SAP environment. 

Keywords—programming; paradigms; comparison 

I.  INTRODUCTION 
Programming may be considered by some as an art form 

and/or by others as a craftsmanship, but it leaves little room for 
discussion about its incredibly fast development. Whereas in 
the past developers implemented classic desktop programs, 
today’s applications require world-wide connectivity, web 
presence and mobile assistance. In many cases a technological 
leap is followed by a change in the method (or the way the 
technology is used). While in the past most problems were 
solved with a structured programming paradigm and a data-
driven approach, the new frameworks require an object 
oriented (OO), generic and model-driven approach [1]. 

Although frameworks promise to standardize program 
code, save development time and costs they are often caught in 
the crossfire of criticism due to the obscure relationship 
between their pains and gains. The aim of this short paper is to 
present an approach of how to create a full-comparison of two 
programming paradigms, namely ABAP - (Advanced Business 
Application Programming) a 4th Generation Programming 
Language and BOPF – (Business Object Processing 
Framework) a modular framework which provides custom 
services and components, both in the closed SAP environment. 
In this regard, a comparison is defined as full, when theoretical, 
technical and practical differences of two programming 
approaches were identified. So, the idea behind splitting up the 
approach in these three areas was to look at two software 
development paradigms from many different angles to create a 
full-comparison and to, ultimately, paint the big picture.  

There are three reasons for choosing two SAP approaches 
for an initial demonstration of the presented approach. First, 
SAP is a closed system which makes a technical and practical 
comparison easier. Second, in 2012 SAP released the Business 
Object Processing Framework (BOPF) which is an extension 
of the existing Advance Business Application Programming 
(ABAP) language. This means, that SAP built and released a 
new model-driven framework with powerful out-of-the-box 

features - programmed with ABAP. Third, due to a lack of 
documentation and nonexistent literature there were many 
questions regarding the differences of these two programming 
approaches within the SAP programming community.   

In this short paper, we present an approach for a full-
comparison of two programming approaches (ABAP/BOPF) in 
a closed system (SAP) to identify theoretical, technical and 
practical differences. First, a literature research provides 
process- and program-theoretical differences of ABAP/BOPF. 
Next, for the technical comparison, a performance analysis 
measures the execution time of CREAT, READ, UPDATE, 
DELETE (CRUD) operations in an ABAP report compared to 
a BOPF report. Finally, a use case driven experimental study 
including a post-experiment User Experience Questionnaire 
(UEQ) [2] provides practical differences of ABAP and BOPF.  

The rest of the paper is organized as follows: Section II 
summarizes related work in the field, followed by a technical 
performance analysis in Section III. Section IV deals with an 
empirical user experience study and a Post-Experiment Survey. 

II. RELATED WORK 
The comparison of products, services, programming 

languages, etc. was the subject of many papers. Most of these 
papers i.e.: compare a specific aspect of a product and present 
which product was better, but none compares them on a 
theoretical, technical and practical level. In example, in [3] the 
BOPF was firstly introduced to the public and compared to 
ABAP just on a technical level in a “How-To”-manner. 
Another comparison in [4] used the UEQ to measure UX in 
interactive products. Related work in [5] comes the closest, but 
the research field was restricted to mobile development. 

III. PERFORMANCE ANALYSIS BETWEEN APPROACHES 
Even though BOPF was programmed with ABAP the 

approaches could not be more different. While developing with 
ABAP goes hand in hand with classic models (i.e.: waterfall 
model, V-model) the BOPF welcomes agile development. 
Following the agile principles, the BOPF provides out-of-the-
box tools for modelling, developing, testing and finalizing the 
logic of an application while involving the customer in the 
development process from the outset. Technically speaking, 
using ABAP for programming means starting from the 
greenfield and building an application from scratch. This 
greenfield-approach is a gift and a curse at the same time. For 
this reason, the BOPF requires first the creation of a model of 
the Business Object (BO) and then uses an OO Application 
Programming Interface (API) to control it programmatically. 
To be able to understand how the API works it is necessary to 
compare the CRUD operations. 
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Figure 1.  Performance (execution time in ms) comparrison of CRUD 
operations (ABAP vs. BOPF) with increasing data block sizes 

Figure 2.  Time-Distribution of the Development Process 

The main difference is that each CRUD operation has its 
own command in ABAP while the BOPF uses two different 
methods for the same purpose. The MODIFY method is used 
to CREATE, UPDATE and DELETE records, while the 
QUERY method reads the records from a database. In 
conjunction with applications where performance plays a big 
role the question arises if building it with the new generic 
framework is the right decision. To make a direct 
comparison of CRUD operations and their performance on a 
HANA system (HS) a performance analysis was conducted. 
The idea was to implement eight applications (4x ABAP, 4x 
BOPF) where each executed one of the CRUD operations. 
These applications were executed one after another with five 
different data amounts (n = 10K, 25K, 50K, 75K, 100K). So, 
by choosing this approach it was guaranteed that neither the 
two approaches (ABAP/BOPF) nor their CRUD operations 
were mixed during a performance analytical run. Fig. 1 
compares the results of the CRUD operations and shows the 
performance advantages of ABAP vs. BOPF on the HS.  

IV. DEVELOPER EXPERIENCE EXPERIMENT AND SURVEY 
An experimental study was designed in two different 

phases which were decomposed into individual results. In the 
first phase eight test persons (TP) were randomly divided 
into two groups and confronted with a simple clear-cut 
programming task. The sole limitation in this scenario was 
that one group uses ABAP while the other one must only use 
the BOPF for the implementation. Building on that a survey 
was conducted to evaluate the user experience (UX) during 
the experiment. The TP answered a three-parted UEQ 
questioning the UX in general and how well the development 
environment of ABAP/BOPF supported them in solving 
their task. Fig. 2 shows how much time it took the TP for 
data modelling, programming, testing, and UI-design.  

The experiment revealed that it took the BOPF group 40 
minutes on average to complete 100% of the required tasks, 
while the ABAP group failed to implement all requirements 
(the TOP 2 TP finished approx. 50% of requirements after 
one hour; the experiment was terminated after one hour due 
to the superior results of the BOPF group). Finally, the post-
experiment survey showed that the BOPF was rated better 
than ABAP by the TP. They criticized among others that 

programming with ABAP was inefficient and complicated in 
comparison to the BOPF. 

V. CONCLUSION AND FUTURE WORK 
The main goal of this short paper was to present an 

approach which enables a systematic comparison of two 
software development approaches covering two aspects. In 
the first aspect, the comparison is done on a technical level 
where the performance of the program code of the two 
approaches was measured. The second aspect dealt with 
analyzing the differences of two approaches by applying 
them in a close to reality, use case driven experimental study.  

For future work, we will develop a single metric to 
reflect and combine the results of all three comparisons. We 
will further investigate whether the results of the 
performance analysis and the experimental study would 
change when larger data amounts (n > 100K) and more than 
eight TP are used. Another idea for future work would be to 
execute the performance analysis using applications with 
more complex program logic (more than CRUD operations). 
As for the experimental study, it would also be great to find 
out, if the outcome of the experiment would be the same, 
when a more complex application is given for the 
implementation. Finally, it would be great to apply this 
approach on many different programming languages and 
frameworks to point out significant differences in the results. 
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Abstract—This paper proposes a new way of verifying ob-
scured data (k-anonymity model) when data mining. This is
achieved by hashing the unique key along with other values by
using a one-way hash function so that the attribute is referenced
by the resulting value of this hash operation. The unique key
or ID is hashed using multiple values; one from each attribute.
When the data miner requests multiple attributes for the purpose
of data mining, the new reference/verification key is derived using
the attributes of the table requested in order for the data fetched
to be verified by a trusted third party. The proposed solution
is compatible with all extensions of the k-anonymity method,
especially l-diversity.

I. INTRODUCTION

Data mining has attracted more attention in recent years,
since big data solutions are becoming ubiquitous. Data mining
is the process of discovering interesting patterns and knowl-
edge from large amounts of data. As a highly application-
driven discipline, data mining has been successfully applied
to many domains, such as business intelligence, web search
operations, scientific discovery, and digital libraries [1].

During recent years, the progress of hardware technology
has made it easy to store and process large amounts of transac-
tional information. Even simple transactions of everyday life
such as using the phone or credit-cards are recorded today
in an automated way. Such information is often private and
should not be open to the public. Depending on the nature of
the information, users may not be willing to reveal sensative
information about themselves. Data mining techniques are
considered a challenge to privacy preservation due to their
natural tendency to use sensitive information about individuals.
This has led to a considerable amount of focus on privacy
preserving data collection and mining methods. An innovative
approach for privacy preserving data mining was proposed that
relies on two facts [2]:

1) Users are not equally protective of all values in their
records. Thus, users may be willing to provide modified
values of certain fields by using a (publicly known)
perturbing random distribution. This modified value may
be generated using a custom code or a browser plug-in.

2) Data mining problems do not necessarily require individ-
ual records, but only distributions. Since the perturbing
distribution is known, it can be used to reconstruct

This work was not supported by any organization

aggregate distributions, i.e. the probability distribution
of the data set. In many cases, data mining algorithms
can be developed which use the probability distributions
rather than individual records.

A popular emerging approach to preserve privacy while
data mining is the k-anonymity model. This model was only
relativley recently patented in 2002[3] and has already been
the subject of many studies. The k-anonymity model works by
applying suppression and generalization on data attributes. The
objective of this paper is to develop a practical and secure way
of verifying/authenticating data that has been obscured for the
purpose of data mining, while also leaving duplicate markers
such that the data miner could spot the duplicates himself in
case the data provider did not intercept them or they were
duplicated during the transmission phase.

The rest of section 1 will describe the concepts in which our
proposed idea is associated with. While section 2 will go on
and shed some light on the problem that our concept is trying
to solve. Section 3 will mainly be about the proposed concept
solution. Section 4 will be about the concepts application and
the calculations involved. Section 5 will focus on the work
related to our topic and the other proposed solutions that
are related. Finally, the paper will end in section 6 with a
conclusion.

A. Types of Attributes in Tables

Different attributes do not just have different levels of
sensitivity, but they also have different levels of disclosure.
A non-sensitive attribute can pin-point the identity of the
user if not properly concealed, especially if the attacker has
background knowledge helping him reveal the identity of the
target. This is called a background knowledge attack. When it
comes to privacy in databases, attributes can be classified into
4 types:

• Identifier (ID): This attribute is normally used as the
primary key in the tables, but it can also be the attribute
that would be used to pinpoint the entity. Examples: social
security number, passport ID, or mobile number.

• Quasi-Identifier (QID): Any attribute that can be used to
trace and identify the entrees on tables. Examples: age,
sex, address, and other similar attributes.
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• Sensitive Attributes (SA): Attributes that people do not
want others to see. Publicly linking these attributes to the
entities related would result in breach of privacy.

• Non-Sensitive Attribute (NSA): Any other attribute that
is not mentioned above and does not compromise privacy
whatsoever.

B. k-Anonymity Model

The k-anonymity model is very successful due to both of
its simplicity and flexibility to hide/obscure data. The whole
goal of the k-anonymity model is to suppress and generalize
the values of the quasi-identifiers such that every tuple will
look identical to at most k − 1 tuples. Hence the k in this
model stands for the least number of tuples that are identical
within a given table.

If we apply the k-anonymity model to Table 1, where
k = 2 it would look like Table 2. As you can see the last
two entries are a match with the exception of the the non-
sensitive attributes. With k attributes matching, this will give
us a probability of no more than P = 1/k of the tuple being
identified.

Generally, suppression is applied to identifiers and to a
lesser extent on some sensitive attributes. Suppression is where
an asterisk replaces all or some of the values in a given
attribute. While modifying the quasi-identifiers the general-
ization usually replaces all quasi-identifiers. Generalization is
when a given number is replaced by a more general value. For
example, if an entry represents a 27 year old person, his age
will only appear as a person aged 20 to 29.

TABLE I. Regular table

Name Age Sex Disease
John 5 M Eczema

Mohammad 7 M Flu
Lucy 10 F Celiac

Sabina 13 F Bronchitis
Daichi 15 M Cancer
Grace 16 F Arthritis

Yu 19 M HIV
Olga 28 F Hepatitis

Christina 29 F HIV

TABLE II. After applying k-anonymity(sorted by age range)

Name Age Sex Disease
* [1,10] NA Eczema
* [1,10] NA Flu
* [1,10] NA Celiac
* [11,20] NA Bronchitis
* [11,20] NA Cancer
* [11,20] NA Arthritis
* [11,20] NA HIV
* [21,30] NA Hepatitis
* [21,30] NA HIV

C. Anatomization

Anatomization is the operation that does not modify the
quasi-identifier or the sensitive attributes, instead it disassoci-
ates the relationship between two attributes [1]. This is done by
sending two or more separate tables instead of one by splitting

Figure 1. The two resulting tables after applying anatomization
on Table 1

them apart. Some of the attributes may be redundant in the
tables split to match the data miner’s goal.

If Table 1 would be anatomized, then the resulting two
tables could be Tables 3 left and right. This is not the only
variation of how Table 1 could be anatomized, hence our
proposed solution has to be flexible enough to take this concept
into account. Models such as the l-diversity use anatomization
to make it even harder for attackers to identify the tuples [4].

II. THE OPTIMAL k-ANONYMITY PROBLEM

Now let us keep in mind that the higher k is, the less
identifiable and more privacy the entity gets. However, if
k is a large number then there will be insufficient data
that the data miner could use for his research or analysis.
There has been lots of research done to solve the optimal k-
anonymity problem, but so far it is still an NP-hard problem
[5][6]. The best that researchers could do is come up with an
approximation and heuristics algorithms to come up with a
near optimal k [7][8]. The other problem with a miscalculated
high k is that duplicates can not be detected on the data
miner’s side since he may have multiple tuples that look
indistinguishable as seen in Table 3.

Traditional tagging of tuples can solve the problem of
establishing identity while presumably hiding the ID, but does
not maintain the privacy of the tuples in case an untrusted data
miner with very high k gets his hand on the data of a trusted
data miner with a very low k since he can just cross reference
the tag. The same data miner can also exploit tuple tagging,
especially if anatomization is used as a privacy safeguard
without suppression or generalization. The data miner can
simply request multiple tables then merge them using the tuple
tag number.

TABLE III. After applying k-anonymity(sorted by age range)

Name Age Sex Disease
* [0,9] * Eczema
* [0,9] * Flu
* [10,30] * Celiac
* [10,30] * Bronchitis
* [10,30] * Cancer
* [10,30] * Arthritis
* [10,30] * HIV
* [10,30] * Hepatitis
* [10,30] * HIV
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Figure 2. The general order of events of our proposed dynamic
tagging process.

Changing the tag number or randomizing it for each request
is a valid solution for the verification of tuples in a high
k-anonymity problem. However, this would require a large
amount of data(all tags and their corresponding IDs or keys)
stored and possible overheads since documenting every request
is a tedious matter especially when big data is concerned.
While many papers did indeed recognize the problem of du-
plicates in the k-anonymity model [9][10], they either provide
a solution by a hefty union operation or just completely keep
duplicates out of their assumption model. A straight forward,
dynamic, and robust method of tagging must be developed in
order to satisfy all of the problems faced so far. The method
should be compatible with anatomization since the l-diversity
model mainly relies on it[4].

III. APPLYING DYNAMIC TAGGING ON THE
K-ANONYMITY MODEL

Not every table is transferred with all of their attributes,
therefore attributes themselves make good variables since they
are likely to change with each request. This makes them
suitable variables in our equation along with the ID(primary
key) to hash out an adequate dynamic tag. The hash function
would look like something like this:

H(ID, a1 × a2 × a3 × ...an) = Dtag (1)

Where “ID” represents the unique identifier or the primary
key. The a is a number that represents the attributes that are
present in the table sent to the data miner. The product of all
the attributes has to be unique, such that:

a1 × a2 6= ∀ax × ay (2)

Hence each attribute has to be assigned a prime number. Due
to prime numbers unique product property there should not be
any collisions between different attribute products. Hence the
transformation will look like something like the Figure 2.

If a table is queried and asks for a particular set of
attributes then the tuples will have different tags from another
table which has a different combination of attributes, even
if both tables came from the same original table. Figure 3
demonstrates the effects of the dynamic tagging technique.
Applying dynamic tagging to these tuples will allow the data
miner to identify the duplicates (if they existed) no matter how
high the k is, since each one of the duplicates has a different
tag. If it occurs that a duplicate exists then it will have the
same tag, hence allowing the data miner to detect it and get
more accurate results.

To optimize this solution, the attributes and their corre-
sponding prime numbers can be stored in a cache storage or
any other fast data retrieval storage mechanism. If an attacker
manages to change the k in the anonymity model while
requesting a table with the same attributes, that could expose
certain data and with enough requests he could get all of the
tuple’s data with the exception of the ID. This is still risky
since the tuple can be identified with enough quasi-identifiers
(QID) being uncovered. When k is set on a given number, the
implementation of the k-anonymity algorithm may decide to
hide a particular set of quasi-identifiers. If k decreases, some
of the hidden quasi-identifiers may be partially exposed while
others will still be hidden, depending on the implementation
of the k-anonymity model.

A. Breach of Privacy by Comparing Tags from Different
Tables with Background Knowledge

Data miners can be assigned a different k depending on
the data intended to be mined. Both tables 4 and 5 extracted
data from the same data collector and both requested the same
attributes. There are similarities and differences regarding the
tuples since they are requested in different time periods and
different constraints. Suppose that an attacker already has table
5, if he gets table 4 then he could supplement some of the
data that he has using the tagging process that we suggested.
Leaving such tags in tables would no doubt be exposing the
data in the tables for a background knowledge attack.

TABLE IV. With k=2

Tag Name Sex Age Children Illness
xy8z D* Male [30,39] No Diabetes
abc6 D* Male [50,59] Yes Diabetes
5plm C* Male [30,39] No AIDS
78rv B* Female [10,19] No Stroke
pd2l A* Male [20,29] Yes Migraine
124j A* Male [20,29] Yes Ulcer
bd32 Z* Female [20,29] Yes Migraine

TABLE V. With k=3

Tag Name Gender Age Children Illness
zobq * * [60,69] 5 Stroke
abc6 * * [50,59] 2 Diabetes
tpf4 * * [40,49] 0 Fracture
78rv * * [10,19] 0 Stroke
pd2l * * [20,29] 3 Migraine
kv43 * * [20,29] 3 Warts
bd32 * * [20,29] 3 Migraine

B. Dynamic Tagging Compatible with a Variable k

The problem described in the previous section can be easily
solved by including the k in the hashing formula so that its
final form will look like:

H(ID,
n∏

i=1

ai × k) = Dtag (3)

The attribute’s cumulative product multiplied with the k
assigned will only be calculated once per table, while hashing
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Figure 3. A demonstration of how the proposed process can enhance data privacy while applying anatomization

will be performed for each tuple once. This will make tables
with different Ks to have completely different tags, hence
identifying the data from different tables will be hard. The
k does not have to be saved for verification as a randomized
tagging process would require, it can be calculated with a
simple query if the corresponding prime numbers for the k
and attributes are present. Thus, the complexity of applying
this tagging technique will hence be:∑

Dtag = O(n) (4)

By using this formula, the tags will be different with the
application of a differing k, hence only tables with the same
k and same attributes will have the same tags for the tuples.
One of a hash function’s main properties is that they are
supposed to be very fast [7], hence the application of such
a tagging system will not take much time in exchange for the
additional property of verification. In case there happens to be
a collision, the penalty will be the possibility of uncovering
of an ID. That means that a hashing technique with good
collision resistance would greatly complement our proposed
concept. Another weak point of applying this concept would
be that if the hashing method and key is known, then extracting
data with few attributes would make it easier for attackers to
brute force their way into uncovering the ID since the k is not
hidden.

C. Dynamic Tagging Applications

The process of dynamic tagging concerns only 2 sides: the
data collector and the data miner. The data collector is the
entity responsible for maintaining the privacy of his data and
is also in charge of providing the data to the data miner. It
is worth noting that this tagging concept is also applicable
to the l-diversity model. It works even better with the l-
diversity since the attributes are separated, hence giving the
entries more privacy by giving them a totally different tag.
The data miner is supposed to get as much data as possible
without compromising the privacy of the data given to him.
The process starts in the following way:

1) The data miner requests a particular set of data from the
data collector.

2) The data collector recognizes the data miner and decides
to give him tables obscured by a certain k-anonymity
value.

3) Before the tables are sent, the product of the attribute’s
prime numbers and the k are calculated.

4) Each ID is hashed using the product calculated in step
3, then joined to their corresponding tuples in the tables.

5) The data collector finally sends the tagged tables to the
data miner.

6) The tables are received by the data miner and could be
scanned for duplicates. The table could be also sent to
a trusted third party for the verification of the data’s
authenticity.

Figure 4 depicts the steps that each side performs. The prime
numbers of each attribute could also be given to a highly
trusted third party so that they could perform the verification
of the data in case the data miner was suspicious wanted
some closure regarding the authenticity of the data. In case
the data miner suspects that the tables that he is receiving do
not have legitimate data or that he just needed verification from
a trusted third party, the required procedure will be as follows.
First, the data miner will send his sanitized tables (whether by
the k-anonymity model or any of its extensions) to the third
party. The third party will send the data collector a request for
the verification of the received table. The data collector will
recognize the tables and send the originals to the third party,
which will then compare it to the sanitized tables to check if
they match up. Finally, after the comparison, the third party
will either verify a total match or a mismatch.

IV. RELATED WORK

The field of privacy persevering data was recognized as
an increasingly developing one, that is why survey studies
such as [11] was written to summarize the concept behind the
techniques that were being used. Privacy preserving publishing
has been a subject of recent research, especially in the social
media sector [8]. A study done in 2014 tackles the problem
of how privacy is breached when cross referencing and how
tag name suppression could/could not solve the problem. The
paper explains the general idea of the individual’s privacy
concerns and the approaches in which individual’s privacy
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Figure 4. A summary of the interactions between the data collector and data miner

could be exploited. The k-anonymity model has lots of appli-
cations, among them is using it in crowd sourcing databases
as described in this paper [12]. Details of how to better the
anonymization are explained and how to integrate a system
with a crowd sourcing community. A balance between accu-
racy and privacy is demanded here since some data obscuring
could affect negatively the out-come of keeping the data
private as much as possible.

It did not take a couple of years after the development of
the k-anonymity model for the l-diversity model to emerge
[13]. Which is an extension of the k-anonymity model that
mainly relies on the process of anantomization. This model
shields the database from attackers that already have some
background knowledge of the data that they want to uncover.
This paper is regarded very highly and many papers until this
day are finding other uses to it. Another extension of the k-
anonymity model is the t-closeness model [14]. The main
idea is similar to the l-diversity model, but this model also
claims to achieve even superior privacy results. The method
and procedural calculations are different from the l-diversity
model, hence giving them a unique approach to the problem.

V. CONCLUSION

We have demonstrated in the paper how not tagging entries
can result in duplicates not being detected, especially when
applying the k-anonymity model and its extensions. We also
demonstrated how regular tagging can result in the compromi-
sation of information and the loss of privacy, while requiring a
massive amount of data storage. Therefore, a suitable tagging
method is suggested, that can work fine with different privacy
models. The application of this tagging system can also use
trusted third party to verify the data in case the data miner
had any doubts on it. However our tagging procedure is not
without its own weaknesses. It is only as secure as the hashing
method itself and will be easier to decode if the number of
attributes gets lower.
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I. INTRODUCTION 
Science, Technology, and Innovation currently play a 

crucial role in determining the direction of globalization, 
increasingly influencing social and economic in terms of 
improving the quality of human life, and also being an 
important economic driver in which creating wealth, 
competitive advantage, and sustainability. 

Due to this importance, experts in science, technology, 
and innovation are a valuable and important resource for 
strengthening the economy by bringing their knowledge and 
research into the industry to grow efficiently. 

The Thai governmental policies from the National 
Science and Technology Strategic Plan (2004-2013) to the 
National Economic and Social Development Plan (2017-
2021), and the current model of Thailand 4.0 focus on 
human resources and labor development in science and 
technology leading to innovation. These mentioned policies 
have been driven to propel the Thai businesses to be 
competitive in the international arena [19]. 

Most researchers in Thailand, however, are personnel in 
universities and government research institutes rather than 
in the private sector, especially the industrial operations, 
which are the main driving force of the country's economy. 
Experts in production, product development, and the use of 

technology and innovation are much essential for the 
competitiveness and affect the macroeconomic situation in 
Thailand. 

The National Science Technology and Innovation 
Policy Office (STI) has recognized these problems and 
initiated the project to encouraging scientific, technological, 
and innovative personnel from public and higher education 
institutions to work in industries in order to strengthen their 
competitiveness in the manufacturing and service sectors 
called "Talent Mobility" (TM). From this supporting policy, 
industries are able to develop and upgrade their research 
capability and research potential to reinforce their 
productivity. The objective of the TM programme is to 
encourage researchers in educational and governmental 
research agencies to work with private industries in order to 
enhance the competitiveness of technological innovation of 
Thai industry [17]. 

The Talent Mobility project, however, has not received 
much attention and response from government researchers, 
especially research universities. Even though the Thai 
Governmental Talent Mobility Programme has been 
initiated for a few years, only limited universities and 
companies have participated in this program. Reference [2] 
describes the TM policy evaluation of linkage between 
universities/research institutes and private companies 
around the country in general. 

This research, therefore, focuses on the efficient and 
sustained sharing of scientific, technological, and innovative 
personnel between universities and industries emphasizing 
on the case of National Research University (NRU) and 
food technology industry. 

The main purpose of this study is to explore crucial 
factors effecting university researchers to work with 
industries in order to strengthen the competitiveness of 
technological innovation in Thailand. Semi-structured and 
in-depth interviews were used to collect data. The target 
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samples were selected from professors in national research 
universities who were in the field of food science or food 
technology. This study contributes to deeper understanding 
of the problems encountered with Talent Mobility 
Programme and to identify solutions for personnel sharing 
mechanism. 
 

II. LITERATURE REVIEWS 
 

A. Models of Talent Mobility 
World Economic Forum (WEF) defines Talent Mobility 

as "the physical mobility of talent within or across 
organizations and industries as well as the professional 
movement of workers across occupations or skill sets" [22]. 
It is a mechanism which contributes to the creation and 
diffusion of both codified and tacit knowledge. Talent 
Mobility is especially relevant for the transfer of tacit 
knowledge, any form of knowledge that cannot be codified 
and transmitted as information through documentation, 
academic papers, lectures, conferences, or other 
communication channels. The transfer of this form of 
knowledge is more effective through interactions among 
individuals with a common social context and physical 
proximity. 

Talent Mobility is not a goal in itself but is often linked 
with sustainable economic growth objectives. A study by 
WEF describes Talent Mobility as a policy instrument to 
achieve balance within global human capital markets and to 
stimulate national economic growth [22]. Thus, Talent 
Mobility can promote research and innovation as well as 
increase employability and promote career development for 
researchers. 

WEF categorized Talent Mobility practices into four 
groups according to their levels of collaboration as 
summarized in the Table I. 

 
TABLE I. TYPES OF TALENT MOBILITY PRACTICE 

Level of 
Collaboration 

Description Examples of Key Practice 

1. Collaboration 
within the 
organization  
 

Collaboration 
across 
functions, 
units and 
geographies 
within an 
organization 
to develop 
employees, 
close 
information 
gaps, and 
better balance 
internal 
supply and 
demand.  

- Forecasting the supply and demand 
of critical talent;  
- Career and leadership development 
focusing on building critical skills;  
- Integrated diversity and inclusion 
strategy;  
- Global mobility philosophy aligned 
with talent development strategy;  
- Strategic succession planning;  
- Promoting internal mobility across 
business units and job functions 

2. Collaboration 
across 
organizations 
within a country  
 

Collaboration 
among 
different 
organizations 
to source and 
develop talent 
locally.  
 

- Sending employees to other 
organizations;  
- Partnerships between companies, 
governments or educators on 
training, developing, and deploying 
talent;  
- Public sector initiatives on sharing 
information on labour supply and 

Level of 
Collaboration 

Description Examples of Key Practice 

demand;  
- Programmes led by the public 
sector to mitigate brain drain and 
facilitate immigration  

3. Collaboration 
on an industry 
or regional level  
 

Public-Private 
Partnerships 
designed to 
foster talent 
mobility and 
skill 
development, 
as well as 
industry 
associations 
working 
closely with 
the public 
sector to 
attract and 
develop 
talent.  

- Strategic talent assessment, 
development and deployment on an 
industry level;  
- Matching supply and demand 
through job fairs, job portals, and 
university visits;  
- Shaping academic curricula through 
participation in university advisory 
councils;  
- Subsidized internship programmes;  
- Industry specific training 
programmes and workshops  

4. Collaboration 
on a global or 
multi-
stakeholder level  
 

Sectors, 
governments, 
international 
organizations 
and academia 
across 
multiple 
countries and 
regions work 
closely 
together to 
solve 
complex 
talent 
mobility 
issues.  

- Private companies talent sourcing 
for educational institutions, 
governments, and NGOs in multiple 
countries;  
- International development 
initiatives in skill development and 
trade agreements  

Source: World Economic Forum, 2012. [22] 
 

The Talent Mobility Programme in Thailand by The 
National Science Technology and Innovation Policy Office 
(STI) has been officially launched since 2013 dividing into 
four phases. The details of implementation models are 
described in Table II. 
 

TABLE II. MODELS OF THE TALENT MOBILITY PROGRAMME 

Model Implementing 
Bodies Financial Support 

1 National 
Science and 
Technology 
Development 
Agency 
(NSTDA)  

Up to 70% of the project budget but not 
exceeding 400,000 THB  

2 Clearing 
Houses (CH)  

1) 1.5 times salary of researchers 
compensated to universities  
2) 8,000-12,000 THB monthly allowances 
for research assistants  

3 Clearing 
Houses (CH) 
and other 
universities  

1) 1.5 times salary of researchers 
compensated to universities  
2) 8,000-12,000 THB monthly allowances 
for research assistants  

4 Office of the 
Higher 
Education 
Commission 
(OHEC)  

1) 400,000 THB based on FTE of 
researchers  
2) 200,000 THB for testing and materials  
The project can receive financial support 
from both OHEC and STI  

Source: Talent Mobility Project, STI, 2016. [2] 
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Remarks:  
        Clearing House (CH) means a facilitating center 
where matching the industries with researchers from the 
Talent Mobility database, and administrating contracts and 
disbursements of the programme.  
    Full-time Equivalent (FTE) means a unit that 
indicates the workload of an employed person (or student) 
in a way that makes workloads or class loads 
comparable across various contexts. FTE is often used to 
measure a worker's or student's involvement in a project, or 
to track cost reductions in an organization.  

 
B. University and Industry Linkage (UIL) 

Key factors in the innovation process involve 
interaction and collaboration among three players [6]: 
university, industry, and government [11]. Successful 
university–industry linkage (UIL) can be measured by 
efficiency, continuous marketing sales growth, 
understanding between university and corporate cultures, 
understanding of industrial problems, continuity of 
technology transfer to industry, and communication [8].  
 For Thailand, the Thai government has initiated the 
National Research University (NRU) project in 2009 under 
the direction of the Office of the Higher Education 
Commission (OHEC). The goal is to develop academic 
capacity to promote research activities in the country and to 
build links between universities and industries (UIL) for 
Thailand's competitiveness. Nine outstanding research 
universities were selected including Chulalongkorn 
University; Kasetsart University; Khonkaen University; 
Chiang Mai University; Thammasat University; Mahidol 
University; Prince of Songkla University; King Mongkut's 
University of Technology Thonburi; and Suranaree 
University of Technology [16]. 
 In general, there are six official forms of personnel 
sharing between universities and industries in Thailand: 
Consultancy and Reach-Out; Licensing; Contract Research; 
Collaborative Research; Talent Mobility; and Academic 
Entrepreneurship [17]. 

In Thailand, however, UIL remains weak because of 
linkage limitations, low levels of innovation consulting, 
inflexible structures, complicated supports, lack of funds 
and unsupportive government policy [4]. 

 
C. Key Success Factors of Thailand Talent Mobility 
Programme 

Factors affecting the success of TM programme include 
four aspects; organization management, regulations, 
networks, and industrial development in the regions [2]. 
First, organization management which clearing house staff 
members play an important role of handling the mobility 
services and organizing the overall project. Second, flexible 
regulations of an autonomous unit can effectively accelerate 
the programme implementation. Many success cases came 
from the autonomous unit that operates flexibly and 
efficiently allocating resources to the programme. Third, 
cooperation networks of clearing houses strongly link 
universities and industries. Some members have relevant 
experience in the Innovation and Technology Assistance 
Programme (iTAP) which is beneficial to the TM project. 

Lastly, industry-oriented perception among the university 
executives, especially in small-sized technology universities 
participating in the project, is another key success factor 
contributing to the quality of the TM programme. 

 
D. Main Obstacles of Thailand Talent Mobility Programme 

The main obstacle for the success of Talent Mobility 
Programme is the career path of university professors which 
does not take collaboration with industries into account [2]. 
Some universities have a vision to become a national 
research university; therefore, they focus more on 
increasing the publications and improving their academic 
research performance in order to have a higher global 
ranking. 

Workload, moreover, is another important problem 
since contribution from the academic service can account 
for only ten percent of their work so researchers in 
universities become less motivated to work with the 
industries. 

Based on the Talent Mobility Programme evaluation, it 
was found that the project has been partially successful; not 
much attention and response received from researchers in 
national research universities. Most of the participating 
universities were small universities while the numbers of 
national research university, with high potential researchers, 
were limited; which is the research problem of this study.  

This research, therefore, will explore why national 
research universities were less involved in the programme, 
or even joining but in different channels. This study mainly 
analyzes crucial factors that affect the participation of the 
efficient and sustained sharing of scientific, technological, 
and innovative personnel between universities and 
industries focusing on the case of National Research 
University (NRU) and food technology industry. 
 

III. METHODOLOGY 
Exploratory research was conducted to analyze data. 

This will lead to clarify the research questions for further 
empirical research. Semi-structured interviews were used to 
provide the information for the conceptual framework 
analysis [13]. 

This study emphasized on food science based academic 
researchers. Nine academic food science researchers, who 
have been successful in their research area, from national 
research universities were selected from the list. Six of them 
accepted the in-depth interviews.  

Three food science researchers/professors came from 
Chulalongkorn University; two from Kasetsart University; 
and one from King Mongkut’s Institute of Technology, 
Thonburi (KMITT). Although some researchers were in the 
same faculty/department, they were experts in different 
areas of research. The details are shown in Table III. 

 The sampling design of this study, therefore, was from 
national research university and food industry dividing into 
2 groups; participant and non-participant in Talent Mobility 
Programme of The National Science Technology and 
Innovation Policy Office (STI). 
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TABLE III. LIST OF INTERVIEWEES 

Researcher Faculty Department Expertise and 
Research Area 

Prof. A Science 
Food 

Technology 
Food Processing and 

Engineering 

Prof. B Science 
Food 

Technology 
Food Packaging 

Prof. C Science 
Food 

Technology 
Food Microbiology / 

Biotechnology 

Prof. D 
Agro-

Industry 
Science & 
Food Tech 

Protein Chemistry 

Prof. E 
Agro-

Industry 
Product 

Development 
Antimicrobial 

Packaging 

Prof. F Engineering 
Food 

Engineering 
Food Technology 

 
IV. RESULTS AND DISCUSSIONS 

 
A. Individual Motivations of Researcher 

 Most interviewees did agree that the individual 
motivations of researcher influence their decision to 
participate in the Talent Mobility Programme. 
 Three of academic professors insisted that the major 
reason for collaboration with the industry was to be able to 
accompany their students with them. Otherwise, they would 
not be interested in joining the TM project. Professor A said 

“Joining Talent Mobility Programme is a good 
opportunity to bring our students to see the 
real world and to increase their knowledge, 
skill, and experience in industry environment. 
It is better than just learning in the 
classroom.”    

 Three of six interviewees said that their motivations 
were from the right and interesting research topics agreed 
with industries. Other factors of industry side are also 
important such as company’s reputation, structure, and 
vision of the management team.   
 The results show that individual motivations of 
researcher are influential factors for their decision making to 
engage in the Talent Mobility Programme. Increasing the 
participation rate by inspiring and communicating the values 
of their motivations will raise the researchers’ interest in 
participating in the project. 
 
B. Personnel Sharing: Linkage between University and 
Industry 
 From six official forms of personnel sharing between 
universities and industries in Thailand; Consultancy and 
Reach-Out, Licensing, Contract Research, Collaborative 
Research, Talent Mobility, and Academic Entrepreneurship, 
interviewees in this research preferred the Consultancy and 
Reach-Out via academic service center of their universities. 
The most popular practice, however, was using researcher’s 
personal connections/networks. This was due to the 
complication of university’s policy and process. 
  All interviewees did agree that university’s 
organizational and process factors are difficulties especially 
the permission and disbursement. Three professors, 
therefore, were not interested in Talent Mobility due to these 

issues while the rest of interviewees, three researchers, still 
decided to join TM but via different channels. 
 Most professors commented that there should be 
effective intermediary persons in relevant agencies, STI 
office, OHEC, and university to support all processes and 
documentary issue. Professor D gave an opinion that 

“This will much help, facilitate, and attract 
researchers to join the TM programme 
especially new participants.”  

 
C. Forms of Personnel Sharing 

The interview results reveal that actually many 
researchers are interested in working with industries, for 
some specific reasons. Some of them, however, participated 
in the TM programme while some did not because of 
barriers described above. Forms of personnel sharing, 
moreover, are different. 

The most common form of personnel sharing, 
regardless of participation of the TM programme, is through 
researcher’s personal connections/networks. This was 
mainly because of trustworthiness and good relationship of 
each other. Mindset and understanding are also factors 
affecting forms of personnel sharing.  The details of 
personnel sharing forms are described in Table IV. 
 

TABLE IV. FORMS OF PERSONNEL SHARING 

Researcher 

Participation 
in Talent 
Mobility 

Programme 

Form of Personnel Sharing 

Prof. A No Via Personal Connection/Network 

Prof. B No Via Personal Connection/Network 

Prof. C No Via Personal Connection/Network 

Prof. D Yes 
Talent Mobility 

via Academic Service Center 

Prof. E Yes 
Talent Mobility 

via Academic Service Center 

Prof. F Yes Direct to Talent Mobility Programme 

 
D. Main Supporting Factors to Successful Personnel 
Sharing 
 In this study of personnel sharing between national 
research university and food technology industry, the main 
supporting factors are: 

1) Researcher’s personal characteristics and 
motivations: These were the most important factors 
effecting the successful programme. Professor D said 

“Researcher’s personal interest is the 
motivation to working with industries.” 
All interviewees insisted that their influential 

motivation of working with companies is to gain experience 
and networking. 

2) Industry’s research topic: The second success 
factor was that the research topic must be useful and having 
high impact as Professor B expressed that 

“A useful research topic is not beneficial only 
to the industry and researcher but also to our 
students to have a great experience on it which 
we could not find in the classroom or a lab.”  
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3) Relationship between researchers and industries: 
Professor A did give an important factor on networking with 
industries by saying that 

“We, industry and researcher, must have the 
right and common research topic. We, 
moreover, should be open-minded and keep 
trustworthiness, fairness, and good mindset to 
each other.” 

 
E. Barriers to Personnel Sharing 

 In this study, barriers to personnel sharing between 
national research university and food technology industry 
are: 

1) University’s policy, rules, and regulations: All six 
interviewees did concern about this issue including internal 
conflicts and problems as Professor C illustrated that 

“Researchers themselves should keep a strong 
motivation to do the advanced research with 
industries regardless of concerning the internal 
conflicts. My case was a good example of 
having good relationship with a big food firm 
and could bring the budget to build a lab at our 
department. This finally benefits our university 
and students.”  
Professor C also described 
“Researchers are good materials as input. We 
just need the appropriate process for effective 
output or results of the programme.” 
The recommendation for policy implementation is that 

university has to respond and to deploy the policy by having 
appropriate policy application, and also to build the 
supporting ecosystem. In some cases, conditions might be 
adjusted and regulations would be customized properly and 
flexibly. There should be, moreover, a strong management 
team in order to deploy the policy effectively. 

2) Inappropriate university’s workload, KPI, and 
evaluation system: All professors concerned about the 
workload issue. Professor E said 

“There is not only teaching but also doing 
research and student affairs including extra 
activities. We could implement the TM 
programme effectively only if our workload is 
based on reasonable assignments. Promotion 
criteria, moreover, still focus on publications 
which can be easier evaluated than joining 
extra projects. These all reflect less successful 
results.” 
Solutions are having reasonable university’s 

workloads, identifying clear objectives, and aligning KPIs to 
the evaluation system. 

3) Lack of facilitator/intermediary person between 
university and researcher: As known that all TM processes, 
such as application and permission, including documentary 
issue are taking time. There should be a facilitator to assist 
on these as Professor F commented shortly that 

“Middle unit is crucial to accelerate the 
success of the Talent Mobility Programme.”  

Suggestion is providing support unit/system like 
international practice as Professor F gave an example of 
initiating the Knowledge Exchange for Innovation Center 
(KX) in three campuses of his university in Thailand. 
 
F. Additional Findings 

 Individual characteristics of academic researchers or 
professors in general are arrogant and not proactive. 
Professor E expressed regarding researchers’ characteristic 
of self-esteem or ego that 

“Many professors have a big ego and cannot 
feel lose face or discreditable when being 
unsuccessful. Some of them are good at 
academic but not in practice; this is the reason 
why they do not want to take a risk of going out 
with industries.” 

Professor C also straightforwardly said 
“Most professors addict to and are in comfort 
zones where they can arrange their time 
flexibly. They do not like to be controlled or 
being demanded if working with companies. 
These are basic characteristics of Thai 
professors. The university or even 
management, however, does not have a strong 
intention or support policy to encourage their 
professors to work with industries so everyone 
can ignore without any penalty; they are still 
secure. Personal motivations of researchers 
are also different and specific individually; this 
may make the TM programme difficult to be 
successful.”  

 Two of six interviewees, did agree that TM participants 
should not be young researchers since the seniors could 
deliver more effective performance to the industry than 
juniors. Professor F said 

“Experienced researchers also have their 
research team including assistants and 
students to work for companies.” 

 Most researchers, however, encouraged new professors 
to attend the programme as Professor A described that 

“Joining Talent Mobility Programme can 
increase skill, expertise, and experience for 
researchers. Knowledge, moreover, from real 
experience in the industry environment is better 
than teaching in the classroom. This is good 
for new/young professors.”    

  Finally, all professors gave weight on researcher factors 
as the most important factors effecting Thailand Talent 
Mobility Programme. The followings are industry and 
university factors respectively. Professor B said 

“Industry must be well-established and having 
good system. Importantly, there also is a strong 
vision from the management team.” 

Professor D gave an opinion regarding university factors 
that 

“University is just a support agency for the 
process and administration.” 
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V. CONCLUSIONS AND RECOMMENDATIONS 
This exploratory study explored factors effecting 

successful Talent Mobility Programme, including other 
forms of personnel sharing, and barriers that they face. It has 
focused on the case of national research university and food 
technology industry in Thailand through in-depth interviews 
with six researchers from three universities. The results of 
this study disclosed five principle issues. First, individual 
motivations of researcher are influential factors towards the 
success of TM programme. Second, linkage between 
university and industry includes six official forms of 
personnel sharing; Consultancy and Reach-Out, Licensing, 
Contract Research, Collaborative Research, Talent Mobility, 
and Academic Entrepreneurship. Third, the most common 
form of personnel sharing, regardless of participation of the 
TM programme, is through researcher’s personal 
connections/networks. Fourth, three successful factors 
effecting personnel sharing are researcher’s personal 
characteristics and motivations; industry’s research topic; 
and relationship between researchers and industries. Lastly, 
three barriers were identified causing difficulties for 
personnel sharing are university’s policy, rules, and 
regulations; inappropriate university’s workload, KPI, and 
evaluation system; and lack of facilitator/intermediary 
person between university and researcher. 

To improve the efficiency and effectiveness of Talent 
Mobility Programme, it is important to understand the 
factors of success, the nature of the barriers to successful 
personnel sharing, and ways to overcome the barriers. The 
recommendations are building a strong collaboration and 
linkage between university and industry, and avoiding 
bringing the TM concept from other countries without 
considering the different contexts of Thailand that workload 
is enormously different. The TM preparation training 
courses are crucial both in business aspect and mindset. 
Sharing experience from former TM participants is also 
important.  
  This study only discussed on factors effecting Thailand 
Talent Mobility Programme in the case of national research 
university and food technology industry. Future research, 
therefore, should be studied in other areas of industry or 
other university characteristics in order to compare key 
success factors or barriers to personnel sharing mechanism 
that would reveal different results.  
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Abstract— The focus of this research work is to address the 
difficulties involved in creating visualizations for species 
distribution modeling. We focus on two aspects of this problem: 
running models for predicting the likelihood of outbreak locations 
and testing the significance of the models generated. To improve 
this process, this work develops a web application which allows 
researchers to upload their data, create informative and 
interactive visualizations, and run desired models in addition to 
testing their significance. Such an application empowers 
researchers without any programming experience to both generate 
complex models and interpret results quickly and effectively. This 
paper will focus on maximum entropy modeling as the example 
modeling technique by providing an example run using data on 
vaccine-preventable diseases. 

Keywords- data visualization; web application; R; shiny; maxent 

I. INTRODUCTION

Modeling of disease outbreaks plays an integral role in 
public health as it can assist in identifying at-risk areas for 
both the spread of current epidemics and future outbreaks. The 
data contains geographic coordinates of where known 
outbreaks have occurred, but there often may be 
supplementary data providing details of each outbreak. Using 
species distribution modeling (SDM), researchers can generate 
likelihood distributions of where potential outbreaks may 
occur by studying the attributes of the locations where 
outbreaks are known to have occurred. This analysis can be 
done using a variety of software, but one of the most popular 
is the open-source statistical computing language R due to the 
availability of complex modeling functions. Current methods 
to create such models can be cumbersome and difficult to 
learn for those not well-versed in programming, though. The 
creation of a web application that can run these models and 
facilitate data exploration will present an opportunity to 
explore and visualize data to a broader audience. The 
organization of the paper is as follows. Section 2 describes the 
related work and the implementations of current methods. In 
Section 3 we give a motivating example where our application 
is useful. Section 4 details the underlying framework as well 
as the advantages of the design and the feature set provided 
compared to a user running the same processes through 
through an R shell. Section 5 provides a walkthrough of the 

application using an example dataset. We conclude and 
discuss future work in Section 6. 

II. RELATED WORK

Philips et al. [1] introduced the maxent model which is the 
only supported modeling technique for the application, 
currently. Maxent is one of many SDM algorithms which can 
be adapted for disease outbreak modeling but is ranked as one 
of the most popular. The algorithm works to model 
geographic distributions using presence only data combined 
with environmental measures of the presence sites. Provided 
in the application are 19 Bioclim variables used to quantify 
features of these locations. Hijmans et al. [2] author the dismo 
package in R which contains a maxent implementation in 
addition to that of other SDM algorithms. This package is 
used in our application to run the model on the provided data 
using the provided features. Further work will include using 
residual values of the generated distribution to test model fit. 
Chang et al [3] developed the Shiny web application 
framework for R. This framework allows developers to 
integrate R code with a user interface that users can run the 
inside the RStudio IDE for R or in their browser. This allows 
for remote access on a web server where the application is 
hosted or local instances. The added benefit is that users can 
download the application and extend or modify the existing 
code with ease.  

III. MOTIVATING EXAMPLE

Our contribution in this work is to develop an application 
which allows users to perform SDM with no programming 
experience. Our hypothesis was that we could develop an 
application which allowed for data exploration, data modeling 
and significance testing. We demonstrate the application 
capabilities using data provided by the Council on Foreign 
Relations' (CFR) data on vaccine-preventable diseases [4]. This 
data is comprised of hundreds of reports of disease outbreaks 
with features ranging from geographic coordinates to size of the 
outbreak. The CFR provides an interactive visualization for the 
data, but it is not easy to navigate nor does it provide capability 
for further data processing. 
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IV. MODELING APPLICATION

To achieve the goal of creating a robust and user-friendly 
tool for complex data analysis and exploration, we developed 
our application using the Shiny framework provided in R. The 
GUI contains a main panel for data upload and visualization 
which is done by overlaying the data points and generated 
model plots on a world map. In addition, ROC and variable 
significance figures are presented after models are run and 
selected. Further functionality exists through reverse 
geocoding which takes the input geographic coordinates and 
querying the Google Maps API to retrieve information 
regarding city, state and/or country. A second tab presents the 
input data in tabular format which allows for sorting and 
searching, but also the ability to jump to data points on the 
map. Currently, only maxent modeling is supported, but the 
Shiny framework allows for the expansion of new modeling 
methods by adding the appropriate code to the server function. 

For a comparison of the application to current methods, we 
identify several significant attributes a powerful visualization 
should contain. The two baselines are the map presented in [5] 
of the outbreak data and the standard plot generated in R by 
plotting the maxent model with the 'plot()' function. While the 
CFR plot created using Tableau provides interactivity, it lacks 
integration for any further analysis. The standard plot output in 
R can be more informative of the model itself, but lacks 
further insight into the data and can require intensive coding 
expertise. The Shiny application shines in the ability to bring 
more information to the forefront, compare multiple models at 
once and reach a larger audience. These factors are what 
makes it a strong tool for researchers in the field. 

TABLE I. COMPARING FUNCTIONALITY OF DIFFERENT METHODS 

Feature CFR 
map 

Standard 
plots shinySDM 

Map zoom X X 
Modeling 
capability, incl. 
significance, 
feature selection 

X X 

Data exploration X X 
Raw data access X X X 
Reverse geocoding X 
Data independent X X 
Customizable view X X 
No coding required X X 

V. WORKED EXAMPLE

Use of the application aims to be as simple and intuitive 
as possible. Users upload data, in the form of tab-separated or 
CSV latitude and longitude points, using the labeled button. 
From there, one can zoom and pan the map which contains 
overlaid data points log scaled to the size of the outbreak. If 
the user chooses to provide additional information about each 

data point, e.g. outbreak description, this information is 
displayed when a data point is clicked. Further exploration is 
provided in the "Data explorer" tab where data is presented in 
a searchable table and points on the map can be accessed with 
a click. After data is uploaded, all models are run with the 
button press to support ensemble models. For this example, 
all predictors are chosen. The selected model map is then 
combined with the world map to create the visualization 
shown in Fig. 1. The figure presents data uploaded from [5] 
and the maxent model distribution overlaid. Additional plots 
indicating the chosen model's accuracy and predictor 
significance are presented on the left. Further details are 
provided in the documentation found on the package website 
https://github.com/TomNash/shinySDM.

VI. CONCLUSIONS AND FUTURE WORK

In this work, we provide a web application capable of 
running and displaying SDMs through interactive 
visualizations. We show that it is possible to run such models 
using the Shiny framework and users with no coding experience 
can utilize the R libraries and packages necessary to create 
informative plots. The Shiny application contains features 
beyond those of standard plots generated through R functions, 
thus allowing for more in-depth understanding of both the data 
and the associated models. Future work will include the 
addition of more modeling techniques, support for ensemble 
methods and a more refined measure of model accuracy. 
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Figure 1. Application user interface with data and 
model overlay 



Abstract—REST requests are utilized by developers across many 
fields to access public data that they would not normally have 
access to. Typically, efficiency is not a concern when making a 
REST request to a server since only a handful are performed at 
once. With the increasing popularity of gaming, more and more 
web services have emerged that aim to present the data taken 
from these APIs. API Keys and other methods of authorization 
used are associated with an account that has a maximum number 
of requests that are allowed per a specific unit of time. The 
problem is that these databases are relational and result in 
multiple REST requests to traverse the hierarchical structure 
and retrieve the needed information, leading to a long runtime 
before the application is loaded. As a result, many of these web 
services have downtime at specific intervals, such as the release of 
a new patch, so that all necessary information can be retrieved, 
stored on a local server, and then presented to users. This paper 
presents a solution to increase the efficiency of retrieving data 
from a REST API such that a web service that presents this 
information may minimize its downtime. 

Keywords-REST; API; API keys; big data; League of Legends 

I. INTRODUCTION

The gaming industry is continually growing as time 
progresses, resulting in a rapid increase of web services aimed 
at improving the experience and community surrounding these 
games. To implement these web services, developers must 
make use of APIs made available by different companies 
throughout the industry. In some cases, only a few of the REST 
requests are made at a time to the API which causes no 
conflict. On the other hand, sometimes a large amount of data 
is desired, and this results in many subsequent REST requests 
that would surpass the maximum allowed in a specified unit of 
time. The solution to this problem is to pull back all data that 
would be needed for a specific web service and store it on a 
local server. This still leaves one concern, which is the amount 
of time that it takes to pull back copious quantities of data. A 
proposed solution to this problem is the use of multiple API 
keys on a rotating basis allowing for the downtime between 
calls to be minimal. 

Of course, this solution does have its restraints and 
limitations. In this paper, we will talk about a simple 
implementation that uses multiple API keys to retrieve 
information from a hierarchical database. Additionally, we will 

discuss some future work for this project that will result in an 
increase in efficiency.  

II. RELATED WORK

Background research on the topic of efficient REST 
requests did not result in any articles that try to solve a similar 
problem as what this paper aims to do. However, many papers 
were found that were used and will be used to improve the 
presented solution. 

 Heiland et al. [1] talk about the process of deciding what 
type of authorization the API for their application, Science 
Gateway Platform, should utilize. In doing so, they discuss 
briefly some of the other applications that utilize API keys and 
other authorization techniques. While API keys are not the 
most secure method of authentication, they are the most user-
friendly and are used widely across multiple applications. The 
solution presented in this paper focuses primarily on API keys 
since they are so widely used, but it can be adapted to other 
forms of authorization. 

Li and Halfond [2] discuss HTTP request in relation to 
power consumption on Android. They state that network usage 
is to blame for the majority of battery usage since HTTP 
requests have multiple steps within them, resulting in a large 
amount of processing per request. Their solution to this 
problem involves the capturing of sequential requests so that 
they may be sent as a single request to a proxy that handles the 
rest. Li and Halfond’s paper results in the realization that for 
enormous quantities of data, these HTTP requests would be 
run on a local server instead of client side, resulting in the 
scope of the problem for this paper being altered to address the 
exponential growth of time that is needed for hierarchical 
databases.  

Schreier [3] addresses the issue of how to model RESTful 
applications. She talks of how the behavioral model “offers the 
possibility to describe the behavior with state machines.” A 
similar idea can be used in the mapping of REST requests of 
an API to create a hierarchy. The run time to traverse all 
branches can be estimated if a rough idea of the number of 
nodes at each level is known. From here, it can be easily seen 
how utilizing multiple API keys can reduce the runtime by 
half, minus the necessary overhead. 
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III. MOTIVATING EXAMPLE 
The motivation for this idea comes from the gaming 

industry. The industry is growing rapidly and the number of 
developers with it. Many of these developers utilize some sort 
of an API that companies in the industry make public. From 
these APIs, many different web services have been developed 
to present statistics, raw information, and much more to the 
community that shares a similar interest. The game that was 
used for proof of concept in this paper is League of Legends by 
Riot Games [4]. They have an outward-facing API that 
provides a multitude of information; however, like any other 
API, there is a maximum to the number of REST requests that 
may be made per some unit of time. Some web services that 
utilize this API are required to have down time that surpasses 
twenty-four hours so that they can pull all necessary data to a 
local server when a new patch is released. The solution 
proposed in this paper hopes to minimize this downtime for the 
previously mentioned web services and for developers that 
would like to test different combinations of data. 

IV. IMPLEMENTATION 
The implementation used for the paper is a simple proof of 

concept. Fig. 1 shows the top portion of a function that is used 
to handle the pulling and relating to data from the API. The 
key component of the solution can be found in the segments 
“interval = ((maxTime * 60.0) / maxRequests) / keyCount” 
and “[requestCount % keyCount].” First is the interval 
between REST requests. This is determined by the number of 
API keys and the request limitations that an API has. Between 
each request, the sleep function is called so that the threshold 
is not reached, which would result in an API key being 
blacklisted and no longer able to be used. Next is the index 
into the list that contains the API keys. A count of the requests 
made is maintained so that, through modular division, the 
solution can cycle over the keys one at a time. Paired with the 
interval, this maximizes the number of requests that are 
allowed per key. A summary of the hierarchy that the data was 
retrieved from can be found in Fig. 2. The result of each run 
was a JSON pairing each Account ID to its corresponding 
Match IDs and Match Info. 

 

 
Figure 1. Small portion of implementation for proof of concept 

 
Figure 2. Example hierarchy of REST requests 

V. RESULTS 
The results for the solution were as predicted.  The 

addition of a second API key decreased the amount of time 
necessary to retrieve the same information by 33%. When 
used in a small sample size, such as the data presented in Fig. 
3, the difference is only a matter of minutes. However, this 
difference becomes significant as the number of requests 
increases. For the testing of the implementation, a range of 1 
to 20 players’ data was pulled out of hundreds of players, 
possibly thousands depending on the dataset.  

VI. FUTURE WORK 
To improve on this proof of concept, two key areas will be 

considered: security and modularity. Security is a major 
concern for this solution since it handles API keys that are 
unique to each user. For this solution to be used, multiple 
people would have to be willing to offer their unique key. A 
possible solution to this would be to implement public-key 
cryptography. This would allow people in these gaming 
communities to use their favorite web services with greater 
safety.  

 
Figure 3. Results showing number of requests against the time in 

seconds 
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Next is the goal to make this solution more modular since, 
currently, it is nothing more than a theory that has been 
proven. Implementing a way for developers to utilize this with 
any API seamlessly would allow for efficient data retrieval 
and collaboration between communities. Of course, this 
concept of shared keys can be applied to any web service with 
an API that requires a substantial number of REST requests to 
retrieve all necessary data. 
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Abstract—We propose a new secret sharing scheme realizing
general access structures, which is based on unauthorized subsets.
In the proposed scheme, shares are generated by Tassa’s (k, n)-
hierarchical threshold scheme. The proposed scheme can reduce
the number of shares distributed to each participant.
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I. INTRODUCTION

In 1979, Blakley and Shamir independently introduced the
concept of secret sharing [1], [2]. In Shamir’s (k, n)-threshold
scheme [1], every group of k participants can recover the secret
K, but no group of less than k participants can get any infor-
mation about the secret from their shares. The collection of all
authorized subsets of participants is called the access structure.
A (k, n)-threshold scheme can only realize particular access
structures that contain all subsets of k or more participants.

Secret sharing schemes realizing more general access struc-
tures than that of a threshold scheme were studied by numerous
authors. Koyama proposed secret sharing schemes for multi-
groups [3]. Simmons studied secret sharing schemes realiz-
ing multilevel access structures [4], [5]. Subsequently, Tassa
proposed a hierarchical threshold scheme using polynomial
derivatives [6]. Farràs and Padró formalized the concept of
hierarchical access structure [7]. Secret sharing schemes based
on graph access structures were also proposed [8]–[10]. These
schemes obtain the optimal information rates for some access
structures, but these schemes cannot be applied to many access
structures.

On the other hand, Ito, Saito and Nishizeki proposed a
multiple assignment secret sharing scheme for general access
structures and showed an explicit share assignment algorithm
for any access structure [11]. Their scheme can realize an arbi-
trary access structure by assigning one or more shares to each
participant. Benaloh and Leichter proposed a secret sharing
scheme for general access structures based on a monotone-
circuit [12]. Secret sharing schemes which have an explicit
assignment algorithm for any access structure are categorized
by two types. One type is schemes based on unauthorized
subsets [11], [13], [14]. Another type is schemes based on
authorized subsets [12], [15], [16].

In the implementation of secret sharing schemes for general
access structures, an important issue is the number of shares
distributed to each participant. Obviously, a scheme constructed
of small shares is desirable. However, in general, the proposed
secret sharing schemes for general access structures are im-
practical in this respect when the size of the access structure
is very large.

In this paper, we modify the scheme I of T04 [13] and pro-
pose a new secret sharing scheme realizing general access struc-
tures, which is based on unauthorized subsets. In the proposed
scheme, shares are generated by Tassa’s (k, n)-hierarchical
threshold scheme instead of Shamir’s (k, n)-threshold scheme.
Thus, the proposed scheme can reduce the number of shares
distributed to each participant. Furthermore, we show that the
proposed scheme is more efficient than or equal to the scheme
I of T04 [13] from the viewpoint of the number of shares
distributed to each participant.

II. PRELIMINARIES

A. Secret Sharing Scheme
Let P = {P1, P2, · · · , Pn} be a set of n participants. Let

D(/∈ P) denote a dealer who selects a secret and distributes a
share to each participant. Let K and S denote a secret set and a
share set, respectively. For sets A and B, we denote a difference
set by A − B. The access structure Γ(⊂ 2P) is the family of
subsets of P which contains the sets of participants qualified
to recover the secret. For any authorized subset A ∈ Γ, any
superset of A is also an authorized subset. Hence, the access
structure should satisfy the monotone property:

A ∈ Γ, A ⊂ A′ ⊂ P ⇒ A′ ∈ Γ.

Let Γ0 be a family of the minimal sets in Γ, called the minimal
access structure. Γ0 is denoted by

Γ0 = {A ∈ Γ : A′ ̸⊂ A for all A′ ∈ Γ− {A}}.

For any access structure Γ, there is a family of sets Γ̄ = 2P−Γ.
Γ̄ contains the sets of participants unqualified to recover the
secret. The family of maximal sets in Γ̄ is denoted by Γ̄1. That
is,

Γ̄1 = {B ∈ Γ̄ : B ̸⊂ B′ for all B′ ∈ Γ̄− {B}}.

Let pK be a probability distribution on K. Let pS(A) be a
probability distribution on the shares S(A) given to a subset
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A ⊂ P . Usually a secret K is chosen from K with the uniform
distribution. A secret sharing scheme is perfect if

H(K|A) =

{
0 (if A ∈ Γ)
H(K) (if A /∈ Γ),

where H(K) and H(K|A) denote the entropy of pK and the
conditional entropy defined by the joint probability distribution
pK×S(A), respectively.

In general, the efficiency of a perfect secret sharing scheme
is measured by the information rate ρ [17] defined as

ρ = min{ρi : 1 ≤ i ≤ n},

ρi =
log |K|

log |S(Pi)|
where S(Pi) denotes the set of possible shares that Pi might
receive. Obviously, a high information rate is desirable. A
perfect secret sharing scheme is ideal if ρ = 1. Throughout
the paper, p is a large prime, and let Zp be a finite field with
p elements. In this paper, we assume K = S = Zp.

B. Shamir’s Threshold Scheme

Shamir’s (k, n)-threshold scheme is described as follows [1]:
1) A dealer D chooses n distinct nonzero elements of Zp,

denoted by x1, x2, · · · , xn. The values xi are public.
2) Suppose D wants to share a secret K ∈ Zp, D chooses

k − 1 elements a1, a2, · · · ak−1 from Zp independently
with the uniform distribution.

3) D distributes the share si = f(xi) to Pi (1 ≤ i ≤ n),
where

f(x) = K + a1x+ a2x
2 + · · ·+ ak−1x

k−1

is a polynomial over Zp.

It is known that Shamir’s (k, n)-threshold scheme is perfect
and ideal [17], [18]. This implies that every k participants can
recover the secret K, but no group of less than k participants
can get any information about the secret.

The access structure of (k, n)-threshold scheme is described
as follows:

Γ = {A ∈ 2P : |A| ≥ k}.

C. Tassa’s Hierarchical Threshold Scheme

Let P be a set of n participants and assume that P is divided
into m+ 1 disjoint subsets U0,U2, · · · ,Um, i.e.

P =
m∪
i=0

Ui and Ui ∩ Uj = ϕ for all 0 ≤ i < j ≤ m.

Let k = {ki}mi=0 be a monotonically increasing sequence of
integers 0 < k0 < · · · < km. We set k = km. Tassa’s (k, n)-
hierarchical threshold scheme is described as follows [6]:

1) Suppose A dealer D wants to share a secret K ∈ Zp,
D chooses k − 1 elements a1, a2, · · · ak−1 from Zp

independently with the uniform distribution and defines
a polynomial over Zp

f(x) = K + a1x+ a2x
2 + · · ·+ ak−1x

k−1.

2) D identifies each participant P ∈ P with a field element.
For simplicity, the field element that corresponds to Pr ∈
P will be also denoted by r (1 ≤ r ≤ n).

3) D distributes the shares to all participants in the following
manner: Each participant of i th level in the hierarchy
Pr ∈ Ui receives the share f (ki−1)(r) where f (ki−1)(r)
denotes the (ki−1) th derivative of f(x) at x = r and
k−1 = 0.

The access structure of Tassa’s (k, n)-hierarchical threshold
scheme is described as follows:

Γ =

V ⊂ P :

∣∣∣∣∣∣V ∩

 i∪
j=0

Uj

∣∣∣∣∣∣ ≥ ki,∀i ∈ {0, 1, . . . ,m}

 .

It is known that Tassa’s (k, n)-hierarchical threshold scheme
is perfect and ideal [6].

Example 1: Let k = (k0, k1, k2) = (1, 3, 4), P =
{P1, P2, P3, P4, P5, P6} and

U0 = {P1},
U1 = {P2, P3, P4},
U2 = {P5, P6}.

In this case, the access structure Γ and the minimal access struc-
ture Γ0 of Tassa’s ((1, 3, 4), 6)-hierarchical threshold scheme
are described by

Γ =

V ⊂ P :

∣∣∣∣∣∣V ∩

 i∪
j=0

Uj

∣∣∣∣∣∣ ≥ ki,∀i ∈ {0, 1, 2}


and

Γ0 = {{P1, P2, P3, P4}, {P1, P2, P3, P5}, {P1, P2, P3, P6},
{P1, P2, P4, P5}, {P1, P2, P4, P6}, {P1, P3, P4, P5},
{P1, P3, P4, P6}},

respectively. Here, we shall realize this access structure by
Tassa’s scheme.

1) D selects a random polynomial

f(x) = K + a1x+ a2x
2 + a3x

3.

2) D distributes the share s1 = f(1) to P1.
3) D distributes the share sr = f ′(r) to Pr (2 ≤ r ≤ 4),

where

f ′(x) = a1 + 2a2x+ 3a3x
2.

4) D distributes the share sr = f (3)(r) to Pr (5 ≤ r ≤ 6),
where

f (3)(x) = 6a3.
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D. Secret Sharing Schemes Based on Unauthorized Subsets

Ito, Saito and Nishizeki’s multiple assignment secret shar-
ing scheme realizes general access structures by assigning
one or more shares to each participant. Shares are gener-
ated by a (k, n)-threshold scheme with k = n. For P =
{P1, P2, · · · , Pn}, K ∈ K and Γ, Ito, Saito and Nishizeki’s
scheme [11] is described as follows.
Ito, Saito and Nishizeki’s scheme:

1) Let Γ̄1 = {B1, B2, · · · , Bt}. Compute t(= |Γ̄1|) shares

S = {w1, w2, · · · , wt}

for the secret K by using Shamir’s (t, t)-threshold
scheme.

2) Distribute shares to Pi ∈ P (1 ≤ i ≤ n) according to the
function g

ISN
: P → 2S defined as

g
ISN

(Pi) = {wj : Pi ̸∈ Bj ∈ Γ̄1, 1 ≤ j ≤ t}
=

∪
1≤j≤t
Pi ̸∈Bj

{wj}. (1)

Example 2: For P = {P1, P2, P3, P4, P5, P6}, we consider the
following access structure

Γ0 = {{P1, P2, P3, P6}, {P1, P2, P4, P6}, {P1, P2, P5},
{P1, P3, P5}, {P2, P3, P5}, {P1, P4, P5},
{P3, P4, P5}, {P3, P4, P6}, {P1, P5, P6},
{P2, P5, P6}, {P3, P5, P6}, {P4, P5, P6}}.

We shall realize this access structure by Ito, Saito and
Nishizeki’s scheme. In this case, Γ̄1 is given by

Γ̄1 = {B1, B2, · · · , B10},

where

B1 = {P1, P2, P3, P4},
B2 = {P2, P4, P5},
B3 = {P1, P2, P6},
B4 = {P1, P3, P6},
B5 = {P2, P3, P6},
B6 = {P1, P4, P6},
B7 = {P2, P4, P6},
B8 = {P1, P5},
B9 = {P3, P5},
B10 = {P5, P6}.

1) Since |Γ̄1| = 10, compute 10 shares

w1, w2, · · · , w10

by using a (10, 10)-threshold scheme for the secret K.

2) According to the function g
ISN

, distribute shares as
follows:

g
ISN

(P1) = {w2, w5, w7, w9, w10},
g
ISN

(P2) = {w4, w6, w8, w9, w10},
g
ISN

(P3) = {w2, w3, w6, w7, w8, w10},
g
ISN

(P4) = {w3, w4, w5, w8, w9, w10},
g
ISN

(P5) = {w1, w3, w4, w5, w6, w7},
g
ISN

(P6) = {w1, w2, w8, w9}.

In this scheme, to recover the secret a group X ⊂ P need to
collect all shares. If X ⊂ Bj ∈ Γ̄1, X cannot collect the share
wj . On the other hand, If X ∈ Γ, then there exists P ∈ X such
that P ∈ X − Bj for all Bj(1 ≤ j ≤ t). Thus, X can collect
w1, · · · , wt and recover the secret.

In this example, 16/3 shares are distributed on average.
A disadvantage of this scheme is that the number of shares
distributed to each participant becomes large as the size of
Γ̄1 gets large. This scheme needs one share for each maximal
unauthorized subset. Thus this scheme needs |Γ̄1| shares in
total. Since the number of shares distributed to each participant
depends on the number of maximal unauthorized subsets, in the
worst case, each of the n participants may have to hold as many
as
(
n−1
k−1

)
shares.

Next, we describe the scheme I of T04 [13], which was
obtained by modifying Ito, Saito and Nishizeki’s scheme.
Though Ito, Saito and Nishizeki’s scheme is based on a special
(k, n)-threshold scheme with k = n, this scheme is based
on general (k, n)-threshold schemes, removing the restriction
k = n and reduce the number of shares distributed to each
participant, where k is the smallest size of authorized subsets.
Furthermore, this scheme includes Shamir’s (k, n)-threshold
schemes as a special case.
Scheme I of T04:

1) Let Γ̄1+ = {B ∈ Γ̄1 : |B| ≥ l}, where l = minA∈Γ |A|
and represent it as

Γ̄1+ = {B1, B2, · · · , Bd}

with d = |Γ̄1+|.

2) Let t =

d∑
i=1

(|Bi| − l + 1) (if Γ̄1+ = ϕ then t = 0).

Compute n+ t shares

S = {s1, s2, · · · , sn+t}

for the secret K by using Shamir’s (l+t, n+t)-threshold
scheme.

3) If t > 0, partition the set {sn+1, sn+2, · · · , sn+t} into
subsets S1, · · · , Sd such that

|Si| = |Bi| − l + 1 (1 ≤ i ≤ d)

and
d∪

i=1

Si = {sn+1, sn+2, · · · , sn+t}.
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4) Distribute shares to Pi ∈ P (1 ≤ i ≤ n) according to the
function g

T04I
: P → 2S defined as

g
T04I

(Pi) = {si} ∪

 ∪
1≤j≤d
Pi ̸∈Bj

Sj

 . (2)

Example 3: We shall realize the access structure of Example
2 by the scheme I of T04 [13].

1) For this access structure, we have l = 3 and Γ̄1+ is given
by

Γ̄1+ = {B1, B2, · · · , B7}.

2) Since n = 6, l = 3 and t = 8, compute 14 shares

S = {s1, s2, · · · , s14}

for the secret K by using Shamir’s (11, 14)-threshold
scheme.

3) Since t > 0, choose Si (1 ≤ i ≤ 7) as

S1 = {s7, s8},
S2 = {s9},
S3 = {s10},
S4 = {s11},
S5 = {s12},
S6 = {s13},
S7 = {s14}.

4) According to the function g
T04I

, distribute shares as
follows:

g
T04I

(P1) = {s1, s9, s12, s14},
g
T04I

(P2) = {s2, s11, s13},
g
T04I

(P3) = {s3, s9, s10, s13, s14},
g
T04I

(P4) = {s4, s10, s11, s12},
g
T04I

(P5) = {s5, s7, s8, s10, s11, s12, s13, s14},
g
T04I

(P6) = {s6, s7, s8, s9}.

In this example, the scheme I of T04 requires an additional
share for each participant and one more share for B1. Hence,
the scheme does not require shares corresponding to unautho-
rized subsets

{P1, P5}, {P3, P5}, {P5, P6}.

In this example, 14/3 shares are distributed on average. Thus
this scheme is more efficient than Ito, Saito and Nishizeki’s
scheme from the viewpoint of the number of shares distributed
to each participant. Furthermore, this scheme is optimal when-
ever the access structure is equal to that of a (k, n)-threshold
scheme. However, there are some access structures for which
this scheme is not more efficient than Ito, Saito and Nishizeki’s
scheme. In other word, this scheme is not always more efficient
than Ito, Saito and Nishizeki’s scheme.

III. PROPOSED SCHEME

Here, we modify the scheme I of T04 [13] and propose a new
secret sharing scheme realizing general access structures, which
is based on unauthorized subsets. In the proposed scheme,
shares are generated by Tassa’s (k, n)-hierarchical threshold
scheme instead of Shamir’s (k, n)-threshold scheme. The pro-
posed scheme is more efficient than the scheme I of T04 [13]
from the viewpoint of the number of shares distributed to each
participant. For P = {P1, P2, · · · , Pn}, K ∈ K and Γ, the
proposed scheme is described as follows.
Proposed Scheme:

1) Let Γ̄1+ = {B ∈ Γ̄1 : |B| ≥ l}, where l = minA∈Γ |A|
and represent it as

Γ̄1+ = {B1, B2, · · · , Bd}, (3)

with d = |Γ̄1+|.
2) By using Tassa’s ((d, l+d), n+d)-hierarchical threshold

scheme, compute n+ d shares

S = {s1, s2, · · · , sn+d}

for the secret K as follows:

sj =

{
f(j) (n+ 1 ≤ j ≤ n+ d)
f (d)(j) (1 ≤ j ≤ n).

3) Distribute shares to Pi ∈ P (1 ≤ i ≤ n) according to the
function g : P → 2S defined as

g(Pi) = {si} ∪

 ∪
1≤j≤d
Pi ̸∈Bj

{sn+j}

 . (4)

Example 4: We shall realize the access structure of Example
2 by the proposed scheme.

1) For this access structure, we have l = 3 and Γ̄1+ is given
by

Γ̄1+ = {B1, B2, · · · , B7}.

2) Since n = 6, l = 3 and d = 7, compute 13 shares

S = {s1, s2, · · · , s13}

for the secret K by using Tassa’s ((7, 10), 13)-
hierarchical threshold scheme, i.e.

sj = f(j) (7 ≤ j ≤ 13)

and
sj = f (7)(j) (1 ≤ j ≤ 6).

3) According to the function g, distribute shares as follows:

g(P1) = {s1, s8, s11, s13},
g(P2) = {s2, s10, s12},
g(P3) = {s3, s8, s9, s12, s13},
g(P4) = {s4, s9, s10, s11},
g(P5) = {s5, s7, s9, s10, s11, s12, s13},
g(P6) = {s6, s7, s8}.
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In this example, the proposed scheme requires an additional
share for each participant, though the scheme I of T04 requires
an additional share for each participant and one more share
for B1. The proposed scheme I does not also require shares
corresponding to unauthorized subsets

{P1, P5}, {P3, P5}, {P5, P6}.

Hence, for the access structure of Example 2, the proposed
scheme is more efficient than Ito, Saito and Nishizeki’s scheme
and the scheme I of T04 from the viewpoint of the number of
shares distributed to each participant. Actually, the proposed
scheme distributes 13/3 shares on average, which is smaller
than 16/3 and 14/3 achieved by Ito, Saito and Nishizeki’s
scheme and the scheme I of T04, respectively. Furthermore,
the number of shares distributed to Pi is smaller than or equal
to that of the scheme I of T04 for any Pi ∈ P .

The next theorem shows that the proposed scheme is perfect.
Theorem 1: For P = {P1, P2, · · · , Pn} and any access

structure Γ(⊂ 2P), distribute shares for a secret K by using
the proposed scheme. Then, for any subset X ⊂ P ,

(a) X ∈ Γ ⇒ H(K|X) = 0,
(b) X ̸∈ Γ ⇒ H(K|X) = H(K).

Proof: First, we prove (a). According to the definition of
l and (4), for any A ∈ Γ, we immediately have∣∣∣∣∣{s1, s2, · · · , sn} ∩

( ∪
P∈A

g(P )

)∣∣∣∣∣ ≥ |A| ≥ l. (5)

Since Γ̄1 is the family of maximal sets in Γ̄, for any B ∈ Γ̄1+

and any A ∈ Γ, there exists P ∈ A such that P ̸∈ B. According
to (4), we have

{sn+1, sn+2, · · · , sn+d} ⊂
∪
P∈A

g(P ). (6)

Combining (5) and (6), we have∣∣∣∣∣ ∪
P∈A

g(P )

∣∣∣∣∣ ≥ l + d. (7)

Since every shares are computed by using Tassa’s ((d, l+d), n+
d)-hierarchical threshold scheme, we obtain H(K|A) = 0 from
(6) and (7).

Next we prove (b). From the definition of Γ̄1, for any B ∈ Γ̄,
there exists X ∈ Γ̄1 such that B ⊂ X . Here, we divide the case.
(Case i) |X| < l: In this case, from (4), we have∣∣∣∣∣{s1, s2, · · · , sn} ∩

( ∪
P∈B

g(P )

)∣∣∣∣∣ ≤ |X| < l.

This implies that∣∣∣∣∣ ∪
P∈B

g(P )

∣∣∣∣∣
=

∣∣∣∣∣{s1, s2, · · · , sn} ∩
( ∪

P∈B

g(P )

)∣∣∣∣∣
+

∣∣∣∣∣{sn+1, sn+2, · · · , sn+d} ∩

( ∪
P∈B

g(P )

)∣∣∣∣∣
≤ d+ l − 1. (8)

(Case ii) |X| ≥ l: In this case, X ∈ Γ̄1+. Then, there exists
Bi ∈ Γ̄1+ such that X = Bi. From (4), we have

{si} ∩

( ∪
P∈B

g(P )

)
= ϕ.

According to (4), we have∣∣∣∣∣{sn+1, sn+2, · · · , sn+d} ∩

( ∪
P∈B

g1(P )

)∣∣∣∣∣ ≤ d− |{si}|

= d− 1. (9)

Since Tassa’s ((d, l + d), n+ d)-hierarchical threshold scheme
is perfect, we obtain H(K|B) = H(K) from (8) and (9).

The next theorem shows that the proposed scheme includes
Shamir’s (k, n)-threshold schemes as a special case.

Theorem 2: Let P = {P1, P2, · · · , Pn}. If Γ = {A ∈ 2P :
|A| ≥ k}, then the proposed scheme coincides with Shamir’s
(k, n)-threshold scheme.

Proof: For any X ⊂ P , if |X| ≥ k, then X ∈ Γ. Hence,
we have l = k, Γ̄1+ = ϕ and d = 0. In this case, the function
g can be reduced to

g(Pi) = {si} (1 ≤ i ≤ n),

where s1, s2, · · · , sn are obtained by using Tassa’s ((0, k), n)-
hierarchical threshold scheme.

Let l = minA∈Γ |A|, m = maxB∈Γ̄1
|B| and

Γ̄1,i = {B ∈ Γ̄1 : |B| = i} (l − 1 ≤ i ≤ m).

Since Γ̄1 is the family of maximal sets in Γ̄, Γ̄1 can be
represented as

Γ̄1 =
m∪

i=l−1

Γ̄1,i. (10)

Here, we evaluate the efficiency of the proposed scheme.
Theorem 3: For any P ∈ P , we have

|g(P )| = |g
T04I

(P )|

−
∑

l+1≤i≤m

(i− l)
∣∣{X ∈ Γ̄1,i : P ̸∈ X}

∣∣ (11)

and

|g(P )| = |g
ISN

(P )| −
∣∣{X ∈ Γ̄1,l−1 : P ̸∈ X}

∣∣+ 1. (12)
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Proof: According to (1) and (10), we have

|g
ISN

(P )| =
∣∣{X ∈ Γ̄1 | P ̸∈ X}

∣∣
=

∑
l−1≤i≤m

∣∣{X ∈ Γ̄1,i : P ̸∈ X}
∣∣ . (13)

On the other hand, according to (2) and (10), we also have

|g
T04I

(P )| = 1 +
∑

l≤i≤m

(i− l + 1)
∣∣{X ∈ Γ̄1,i : P ̸∈ X}

∣∣ .
(14)

Similarly, we have

|g(P )| = 1 +
∑

l≤i≤m

∣∣{X ∈ Γ̄1,i : P ̸∈ X}
∣∣ (15)

from (4) and (10). Equations (11) and (12) are easily obtained
by (13) - (15).

Equation (11) shows that the proposed scheme is more effi-
cient than or equal to the scheme I of T04 from the viewpoint
of the number of shares distributed to each participant.

Here, we show some access structures in which the proposed
scheme is more efficient than Ito, Saito and Nishizeki’s scheme.
Example 5: For P = {P1, P2, · · · , Pn}, we consider the access
structure such that

Γ0 = {X ∈ 2P : |X| = k}.

This access structure can be realized by a (k, n)-threshold
scheme. The number of shares distributed to each participant
is evaluated as follows:

|g
ISN

(P )| =
(
n− 1

k − 1

)
,

|g(P )| = 1.

Example 6: For P = {P1, P2, · · · , Pn}, we consider the access
structure such that

Γ0 = {X ∈ 2P : |X| = k} − {{P1, P2, · · · , Pk}}.

This access structure cannot be realized by a (k, n)-threshold
scheme. In this example, the number of shares distributed to
each participant is evaluated as follows:(

n− 1

k − 1

)
− k + 1 ≤ |g

ISN
(P )| ≤

(
n− 1

k − 1

)
− 1,

1 ≤ |g(P )| ≤ 2.

The scheme I of T04 [13] distributes at most two shares to each
participant, though Ito, Saito and Nishizeki’s scheme distributes
at least

(
n−1
k−1

)
− k + 1 shares to each participant.

From (12) we have the following lemma.
Lemma 1: If an access structure Γ satisfies

|Γ̄1,l−1| ≥
n

n− l + 1

then we have ∑
P∈P

|g(P )| ≤
∑
P∈P

|g
ISN

(P )|.

As mentioned above, the proposed scheme is not always
more efficient than Ito, Saito and Nishizeki’s scheme, though
the proposed scheme is always more efficient than or equal
to the scheme I of T04. This lemma characterizes the access
structure in which the proposed schemes is more efficient than
Ito, Saito and Nishizeki’s scheme from the viewpoint of the
number of shares distributed to each participant on average.

IV. CONCLUSION

We have proposed a new secret sharing scheme realizing
general access structures. In the proposed scheme, shares are
generated by Tassa’s (k, n)-hierarchical threshold scheme in-
stead of Shamir’s (k, n)-threshold scheme. Thus, the proposed
scheme can reduce the number of shares distributed to each
participant. The proposed scheme is more efficient than or equal
to the scheme I of T04 [13] from the viewpoint of the number
of shares distributed to each participant.
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Abstract—In recent years, Twitter, a social networking website, 

has been affected by a steady rise in spam on its network. 

Hijacking of social media accounts has become a modern-day 

danger. Motivations for this can range from attempts in identity 

theft to simply skewing the perception of an audience. In this 

paper, we extend our previous work, Engineering Your Social 

Network to Detect Fraudulent Profiles, by doing an investigation 

of spam bots on Twitter. We propose an algorithm that will 

distinguish a spam bot, from a genuine user account by using a 

JavaScript testing framework that consumes Twitter’s REST 

API. We ran a dataset of 700 Twitter accounts through our 

algorithm and identified that roughly 11% of the dataset were 

bots.

Keywords-spam; social network;bot; API; Twitter.

I. INTRODUCTION

Social media is changing the world. Networking websites 
such as Twitter, Facebook, and Instagram have become some 
of the most popular activities. For many, it is an important 
aspect of daily life. These websites influence the news that 
users consume on a day to day basis. Spam bots are 
automated accounts that mimic real users. In some cases, these 
bots can be harmless. For example, there is a prime 
numbers bot that systematically tweets prime numbers. 
However, some bots can be malicious and are intended to 
tamper with commonly tracked statistics by posting automated 
and false information.  

In this paper, we extend our previous results [1] to 
determine the validity of a user account on Facebook. Here we 
will investigate the detection of bots on Twitter. To do this, we 
use Twitter’s REST API, application program interface, to 
collect and analyze user data. The organization of this paper is 
as follows:  Section II will describe the works that are related 
to our research area. Section III further explains the motivation 
for our research. Section IV explains our implementation 
method and data gathering techniques. Section V gives an 
overview of our results. Finally, Section VI will give a 
conclusion of our work. 

II. LITERATURE REVIEW

The most important document we will consider is Twitter’s 
developer API. The API will allow us to integrate with Twitter 
and programmatically access Twitter data, so we can gather a 
database of records to run through our algorithm.  

In our previous work [1], we proposed an improvement to 
the calculation of a validity score for a Facebook user account 
to determine if the profile is real or fake. We used empirical 
analysis, to define the attributes that impact a user’s validity 

score. Each of these attributes was given a weighted score, 
which was then aggregated to determine a validity score.  

In his paper, Detecting Spam Bots in Online Social 
Networking Sites, Wang extracts Twitter data to discover spam 
bots. Wang analyzes three graph based features which are the 
number of friends, the number of followers, and the follower 
ratio. He also looks at three content-based features, which are 
the number of duplicate tweets, the number of HTTP links, and 
the number of replies from the user’s 20 most recent tweets. [2] 
This data is run through various classification methods to 
determine if an account is a spam bot or not. We will use 
findings from Wang’s research as a basis of our knowledge 
when identifying which features are most significant in 
identifying a spam bot. 

In Securing e-Loyalty Currencies, Olmsted analyzed user 
activity on various social networks to determine the validity of 
a user’s social network rewards. To validate the authenticity of 
a user account, particularly for Twitter, the following account 
data was used: the presence of an account, the number of 
people following this account, number of accounts this account 
follows and the number of times the account has tweeted a 
microblog. [3]Each attribute has a maximum cap to ensure that 
one feature does not contribute too much weight to the validity 
of a user.

Freitas, Benevenuto, Ghosh and Veloso designed an 
experiment to understand infiltration strategies of socialbots on 
Twitter. They created 120 socialbot accounts with different 
characteristics and strategies to investigate what constitutes a 
successful bot.  [4] Their study reveals findings that are key for 
the detection and counter measurement approaches for bots on 
Twitter.  

III. KNOWLEDGE GAP

Twitter’s appeal is in the use of “tweets.” A tweet is a status 
message that is limited to 140 characters. This warrants that a 
tweet is concise and can be easily scanned. If you see a tweet 
that you find interesting, you can “like” the tweet to let the user 
know that you enjoy their content. Additionally, you can 
“follow” the corresponding account to view and get updates on 
their account activity. Twitter also has functionality that allows 
users to “retweet” a tweet which instantly shares and spreads 
information. Popular topics on Twitter include politics and 
news, sports, fashion, and pop culture. Users, can skim through 
tweets and read the trending topics to get a quick update on 
what is happening around the world.
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Currently, Twitter has 319 million monthly active users. [5] 
Based on research from the University of Southern California 
and Indiana University, up to 15% of these are bots.  This means 
that roughly 48 million accounts are bots, not humans. We 
strive to analyze Twitter data to expose these bots and uncover 
commonalities that may relate them.  

Spam bots can be used for malicious acts such as the 
spread of fake news, cyber-stalking, spread of malware and 
clickjacking. We propose a way to detect bots and educate 
users so that they are aware of these issues. 

IV. RESEARCH AND IMPEMENTATION

Our first step was to identify characteristics of a successful 
Twitter bot. By utilizing knowledge from the research 
community, we determined the following attributes to be the 
most significant: ratio of number of followers and number of 
following, profile image, keywords in tweets, url patterns in 
tweets, whether it is a verified account and the status count. 
Each of these attributes provides a different weight towards the 
calculation of a score to uncover a spam bot.  TABLE 1 gives 
sample extended rules that are used to assign a score. Each 
attribute has a specific maximum score. This max score is 
based on the predictive significance of each metric. For 
example, the verification of an account contributes a smaller 
weight than the ratio of followers versus following.  

The next step is to gather a dataset by using the Twitter 
API. We use the followers/list.json method to acquire details 
on 700 random twitter accounts. This endpoint returns a JSON 
object that contains fields such as username, id, verification-
status, followers, friends, status count and profile image. We 
extract relevant values from the JSON object. After we gather 
our dataset, we build an array of the usernames that were 
returned. We use these usernames to make an API call to the 
search/tweets.json endpoint which requires the username and a 
query string that contains the keywords we want to search for. 
We target the following keywords in a user’s status to flag it is 
a bot: offer, free, click, prize, debt, deal, credit, and sex. The 
last API call hits the search/tweets.json endpoint, and this time 
we look for url patterns in a user’s tweet.  

After we record the results and have fully iterated through 
the array of users, we run a script to iterate through the array 

to assign a score based on each attribute value. TABLE 2 
details the process of assigning a spam bot score. If an 
attribute falls within a range, the user is given a score for that 
attribute. Finally, the user is assigned a total score by adding 
up the points for each attribute. An overall score of 40 or more 
signifies that the account is a spam bot. 

V. RESULTS

Fig. 1 shows the results of our implementation. We ran a 
sample database of 700 Twitter accounts through our 
algorithm and identified 79 accounts as bots, which is roughly 
11% of our dataset. 

VI. CONCLUSION

In this paper, we propose a method to identify spam bots 
on Twitter. Our solution is based on empirical analysis and a 
JavaScript testing framework that uses Twitter’s REST API. 
We identified roughly 11% of our dataset to be spam bots. 
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TABLE 2. Sample Range of Attribute values and Scores 

Twitter Attribute User Range Score 

ratio 
0, <=0.2, >= 0.3 

10, 5 0 

default profile image False or true 0, 15 

keywords in tweets 
Zero, 1-2, >= 3  

0, 3, 15 

url patterns in statuses Zero, 1-2, >= 3  0, 3, 15 

Statuses-count 

(frequency) 
0 -3.0, 3.1-5.0, 5.1-10.0, > 
10.0 

0, 5, 

10,15 

verified False or true 0, 10 

TABLE 1. SAMPLE USER ATTRIBUTE POINTS 

 Sample Attribute  Score Max 

ratio 10 10 

default profile image 5 15 

keywords in tweets 15 15 

url patterns in statuses 2 15 

Statuses-count 15 15 

verified 15 10 

Total Points 77 80 

Figure 1. Implementation Results
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Abstract—For the purpose of optimizing laboratory 

management, a set of intelligent laboratory management 

system based on Internet of things is described in this paper. 

The hardware platform of this system is STM32 micro-

controller, adopts WIFI intelligent power module, RFID-

RC522 card reader, using Android/Java language to develop 

raspberry 3. When the students get to the laboratory and put 

their student cards on, the system would read the student 

information in the cloud database and find the student’s course 

information, recorded in the STM32 micro-controller and 

display the information on the raspberry3. According to the 

information, the system would sign the data in the cloud 

database. Achieved an efficient laboratory intelligent 

information management system based on Internet of things. 

Keywords-Laboratory; Internet of things; Android; 

Raspberry Pi 3; Cloud Database 

I. INTRODUCTION

With the rapid development of the Internet in recent 
decades, all walks of life have been inseparable from the 
application of the Internet. The Internet helps people 
improve the quality of life and work efficiency. In order to 
meet the growing market demand, and constantly meet the 
process of social development, intelligent and convenient 
Internet of things on the basis of the Internet came into being. 
The study and development of Internet of Things 
applications, web and mobile, is on the increase. 
Applications, working with data obtained from different 
areas such as transportation, smart homes, health care, public 
services, industry and many others.[1] Internet of Things is a 
platform where every day devices become smarter, every day 
processing become intelligent, and every day communication 
become informative. While the Internet of Things is still 
seeking its own shape, its effects have already stared in 
making incredible strides as a universal solution media for 
the connected scenario.[2] With the transformation of the 
construction and management of the gradual progress of the 
school, the laboratory construction, maintenance and 
application management put forward higher and higher 
requirements, which urgently need to use advanced 
technology to standardize and strengthen the laboratory 
management. Promotion an open intelligent classroom 
management software in classroom is necessary.[3] To this 
end, we have designed and developed a laboratory intelligent 
management system based on the Internet of Things 
technology. The system is designed to integrate the computer 
technology, database technology and Internet technology 

including RFID technology and sensing technology. Making 
laboratory management more humane, standardized, and 
helping teachers to manage the laboratory easily. 

II. DESIGN PRINCIPLES

In order to save energy and to implement the intelligent 
of the classroom management.[4] The management of the 
entire laboratory should follow the following principles: 

• Advanced, integrated principle. On the basis of the
Internet of Things, to achieve the purpose of making
relation between machines, between people and
machines, and between machines and networks, to
improve the overall system of the advanced,
practical. It would greatly improve the efficiency of
the entire system. At the same time, this form greatly
improved the level of intelligent management, to
achieve the concept of laboratory group management.

• The principle of extensibility. For the current system
management, we should make the management open
and make cross-platform applications. So as to
improve the overall control of diversity, greatly
improve the control capacity.

• The principle of safety. School management system
is also a very important internal system. Greatly
improve the safety performance and improve
reliability is also necessary.

• Practical principle. The design of the system should
be corresponding to the needs of teachers and
students. The specific circumstances should be
analyzed separately. The main purpose of the system
should be teaching better, so don’t forget to pay
more attention to practical.

III. SCHEME DESIGN

Figure 1 shows the structure of the entire Internet of 
things laboratory management system. The figure could be 
divided into three parts: STM32, Raspberry Pi 3 and the 
cloud database. STM32 is responsible for the storage and 
transmission of most of the data. Raspberry Pi 3 is mainly 
responsible for human-computer interaction and display 
cards information, the cloud database is mainly responsible 
for storing large amounts of data uploaded and for the system 
query. 
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Figure 1. System Block Diagram 

IV. HARDWARE DESIGN 

A. RFID-RC522 Card Reader 

The Radio Frequency Identification (RFID) technology 
has gained interests in both academia and industry since its 
invention.[5] 

RFID-RC522 is a chip for reading and writing student 
cards, using non-contact communication way to read and 
write student cards, with small size, low voltage, low cost 
characteristics, small but having high integration. Fully 
integrated all types of non-contact protocol and 
communication at 13.56MHZ frequency. Through the 
SPI(Serial Peripheral Interface), a few simple lines can be 
connected with any CPU motherboard to communicate. 

B. STM32 Chip 

STM32 chip is a high-performance, low-cost, low-power 
ARM-ContexM3 core microcontroller, as shown in Figure 2. 
In the system, the main use of its memory is storing data 
information. I/O is used to interact with a variety of external 
chips and devices, and through the communication protocol 
to send information to the raspberry pi 3 or server. 

 

 
Figure 2. ContexM3 

 
 

STM32 chip schematic diagram shown in Figure 3. 
 

 
Figure 3. STM32 Schematic Diagram 

 

C. Raspberry Pi3 

Raspberry Pi (RPi) is a credit-sized mini-computer with 
great capabilities similar to a PC.[6] Raspberry Pi3 is made 
up of CubieBoard2 development board and CubieScreen 
display screen. Connected to STM32 in serial mode. It needs 
to use USB to TTL dedicated line to connect to the PC for 
debugging. 

Cubieboard2 which is a scalable mini-computer contains 
a lot of interfaces. Processor core is the Cortex-A7 dual-core 
CPU architecture, supported by Android and linux operating 
system. In this system, it is used as the Android mobile 
phone positioning platform. 

CubieScreen is a 3.5-inch touch screen that matches 
CubieBoard2. CubieScreen and Cubieboard2 are connected 
back-to-back by dual 96 pins. CubieScreen displays the 
corresponding interface according to the system type 
installed on CubieBoard2. Used as the Android mobile 
device screen in this system. 

V. SOFTWARE DESIGN 

The system of Raspberry Pi 3 is Android platform, so the 
first step is to use the brush tool PhoenixSuit to burn the 
Android system firmware into the raspberry pi 3, and then 
burn the display screen firmware into it too. In addition, 
eclipse + ADT + SDK + JDK Android development 
environment should be set up on the PC. At this point the 
development environment is completed.   
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A. RFID Reader Functions 

When the reader reads a plurality of student cards at the 
same time, it is necessary to introduce an anti-collision 
mechanism. If there is no anti-collision mechanism, RFID-
RC522 can only read and write one student card, in this case 
if there are more than two student cards in the range of read 
and write will lead to read and write errors.  

The most important core of these functions is about 
finding cards, anti-collision mechanism, selecting cards and 
reading cards. 

 

B. Communication Protocol 

As the Json packet efficiency is relatively high, so 
developing a communication protocol for Json is necessary. 

TABLE I.  PACKET DEFINITION 

Start Tag Length Data Verification End 

1 byte 1 byte 2 byte N 1 byte 1 byte 

 
Start: Only data packets beginning with 0x55 are valid. 
Length: 2 bytes indicates the "data" length. 
Data: Based on the length of the transmitted data. Is the 

student information or electricity information data. 
Tag: 0x01 is the student information, 0x02 is the power 

information. 
Verification: Data bit xor (hexadecimal same bit is 0, 

different bit is 1). Generates a data having the packet feature, 
and compare. 

End: Only packets ending with 0x56 are valid. 
Write a program to compress the data. The format of the 

packet is written to the buffer in bytes and returns the length 
of the data for inspection. After the database is created, the 
data can be obtained by STM32 and transmitted stably to the 
Raspberry Pi 3. 
 

C. Android Program Development 

Use the open source serial port android-serialport-api 
from Google to connect the Cubieboard Android platform to 
the microcontroller and write the program. 

In the Android application, the first step is to analyze the 
Json packet came from STM32, otherwise it will make the 
serial number shown as messy code. Write a Java class 
import Gson jar package to remove all the messy code. 

The next step is to convert RF card information into json 
format and then json data containing the RF card information 
would be converted into class information. 

The system flow chart is as follows: 
 

 
Figure 4. System Flow Chart 

 
 

The system uses JDBC to connect Baidu cloud RDS 
Mysql5.6 database. The android project should be imported 
the mysql jar package. In the program, the cloud database 
address and account and password also should be written, to 
establish a connection. After the student card serial number 
are read by RFID reader, use sql statement in the database to 
find the corresponding students and their corresponding class. 
Through the class number and the current system time to 
query the current course information. Check the course 
number and then check the classroom of this course. If the 
information is correct, the certification is successful. Use the 
update statement to sign in the database. If any of the above 
matches fails, an error message would be displayed and the 
student is instructed to attend the right classroom 
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VI. EXPERIMENT RESULTS AND ANALYSIS

In the experiment, the response time is stable and fast 
enough to meet the needs of intelligent laboratory 
management. 

Figure 5. Response Time 

Figure 6 Check-in Display 

VII. CONCLUSIONS

The system is based on the principle of Internet of things. 
The use of STM32 microcontroller, RFID-RC522 
card reader, raspberry pi 3 is to achieve the 
intelligent management of the laboratory. In the practical 
application, the results are very good, the system greatly 
reduced the workload of staff. In the future development, the 
system could be developed with more features, such as 
student course information analysis, intelligent switch 
computer and other functions. The overall practicality, 
reliability of this system is great and it also has a great 
development prospects. Smart sign-in system will become 
the new style of teaching in the future.
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I. INTRODUCTION

Whereas genomics is the study of an organism's genetic 
blueprint stored as stable DNA, transcriptomics is the study of 
an organism's genetic activity expressed as unstable RNA. DNA 
contains information on what an organism is genetically capable 
of doing throughout its life, but RNA provides information on 
which genes are being turned on and which genes are being shut 
off and thereby provides a snapshot of what various cells in the 
body are currently doing [1]. Due to the falling cost of gene 
sequencing, real-time RNA diagnostics will soon become a 
routine medical procedure. More and more data will need to be 
processed very quickly to inform medical decisions, so there is 
a pressing need for faster, and more standardized genomic data 
processing [2]. 

A relatively recent development in transcriptomics is the use 
of distributed processing via Apache Spark to speed up the 
data processing pipeline [3], [4].  One Spark-based 
genomics processing framework that has been particularly 
successful is ADAM, developed by the Big Data Genomics 
partnership between UC Berkeley and the Broad Institute.

 ADAM tunes Spark for genomics dataset by combining it's in-
memory processing with custom columnar schemas and 
storage formats using Apache Avro and Apache Parquet, 
respectively, as well as modified coordinate joins that work 
more efficiently than Spark's out-of-the-box functionality 
[5]. There is a great deal of interest in extending the 
functionality of ADAM in an effort to offer some level 
of standardization, cohesion, and interoperability in 
the genomics processing pipeline. One possible strategy 
for building up the pipeline would be to plug existing 
bioinformatics tools directly into the ADAM 
framework. For example, raw sequence trimming is one of the 
first steps in the processing pipeline and is usually executed on 
a local machine before the dataset is passed to a 
distributed framework like ADAM [6]. If the trimming 
process could instead be distributed, then overall time, 
memory, and disk space requirements would be reduced. 
There are several promising research questions that arise 
from such efforts to incorporate more and more of the 
transcriptomics processing pipeline into the increasingly 
popular ADAM / Spark framework. In the current 
research, we investigate the distribution of raw read 
trimming as a sort of proof of concept that a number of 
other existing tools can also be distributed to achieve the same 
benefits demonstrated here. 

The organization of this paper is as follows. Section 
II describes the related work and the current alternative 
solutions for solving the big data pipeline problem in 
bioinformatics. Section III states the guiding hypothesis for the 
current research. Sections IV documents the methods that 
have so far been implemented in pursuit of our 
hypothesis, and Section V presents our preliminary 
findings and current aims for the immediate future. 

II. RELATED WORK

Of particular interest is an alternative approach to solving 
the bioinformatics pipeline that does not use the ADAM / 
Spark framework. Diao and Bloom [7] present a full pipeline 
that uses the Hadoop distributed file system with a custom 
scheduler that optimizes I/O operations and allows users to 
incorporate existing stand-alone tools into the pipeline 
without additional modification. The authors argue 
against ADAM’s approach because 1) a number of 
algorithms in the pipeline are inherently quite difficult to 
parallelize, and 2) the need to reimplement tools to fit into the 
ADAM framework is burdensome. 

Abstract - In this paper, we investigate the feasibility and 
performance improvement of adapting a common stand-
alone bioinformatics trimming tool for in-memory 
processing on a distributed Spark framework. The rapid 
and continuous rise of genomics technologies and 
applications demands fast and efficient genomic data 
processing pipelines. ADAM has emerged as a successful 
framework for handling large scientific datasets, and 
efforts are ongoing to expand its functionality in the 
bioinformatics pipeline. We hypothesize that executing as 
much of the pipeline as possible within the ADAM 
framework will improve the pipeline's time and disk 
requirements. We compare Trimmomatic, one of the most 
common raw read trimming algorithms, to our own simple 
Scala trimmer and show that the distributed framework 
allows our trimmer to suffer less overhead from increasing 
the number of input files. We conclude that executing 
Trimmomatic in Spark will improve performance with 
multiple file inputs. Future work will investigate the 
performance benefit of passing the distributed dataset 
directly to ADAM in memory rather than writing out an 
intermediate file to disk. 
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Deng et al. [8] recently presented HiGene, a genomics 
processing platform built on Spark and reported a dramatic 
reduction in execution time for the genomics pipeline from days 
to on the order of an hour. Fagerli [9] published a graduate thesis 
presenting COMBUSTI/O based on parallelized Spark 
workflows inspired by the ADAM project and demonstrated its 
utility in several bioinformatics use cases. 

III. HYPOTHESIS

Our current hypothesis is that performing as much of the 
pipeline as possible in memory via Spark is preferable to reading 
and writing files between steps in the pipeline. To test this 
hypothesis, we will write a simple Scala-based sequence-
trimming program that is able to read in a raw text file, trim the 
sequences within a Spark dataset, and either 1) write out a text 
file or 2) pass the dataset directly to ADAM in memory. Our 
expected result is that writing out a “middleman” text file will 
require more time and disk space than passing the dataset 
directly to ADAM. This experiment will provide a clear 
demonstration that an in-memory processing pipeline will 
perform better than a pipeline that reads and writes intermediate 
files. 

IV. METHODS

We timed our Scala-based trimming algorithm on a directory 
containing either one, five, or ten raw fastq files, and it wrote out 
to several trimmed fastq files depending on the partition setting. 
The code for our Scala-based trimming algorithm is available 
and in progress on github 
(https://github.com/waltermblair/ScalaTrim). We compared our 
Scala trimmer's performance to one of the leading stand-alone 
trimmers Trimmomatic [10] 
(http://www.usadellab.org/cms/?page=trimmomatic) using the 
CLI options SE, LEADING:25, TRAILING:5. We timed 
Trimmomatic by calling it either one, five, or ten times on a 
single raw fastq file to write out one, five, or ten trimmed fastq 
files. All tests were executed on a local machine with a Intel® 
Xeon(R) CPU E3-1270 v5 @ 3.60GHz × 8 processors with 
62.8GiB memory running ubuntu 16.04 LTS. The Spark 
environment for our Scala trimmer was a local cluster running 
Spark 2.1.0 and a local HDFS on Hadoop 2.7.3. 

V. PRELIMINARY RESULTS

Our results so far have compared the performance of our 
simple Scala-based in-memory sequence trimmer to one of the 
most widely used trimming programs Trimmomatic. Our 
trimmer is slower than Trimmomatic (TABLE 1), but because our 
Spark-enabled trimming algorithm is able to optimize the input 
of multiple sequence files at once, we do not suffer the same loss 

of performance when trimming multiple files compared to 
Trimmomatic (FIGURE 1). This finding is important because it 
suggests that a high-performance algorithm like Trimmomatic 
would see enormous advantages if performed in a Spark 
framework. Moreover, the Scala trimmer used resources to place 
the input file into a Spark dataset and then write it back out to 
disk, but Trimmomatic performed no such conversion into a 
Spark-enabled context.   

We hope in future research to be able to wrap or in some 
other way convert existing tools like Trimmomatic in such a way 
that they are made Spark-ready without any modification to the 
underlying algorithm. We will be able to test Hypothesis 1 after 
we are able to pipe our Scala-based trimmed dataset directly to 
ADAM. We will then compare performance to the current 
function of writing out to a text file. Our ability to plug our 
application directly into ADAM will go a long way toward 
answering our future questions around plugging other tools 
directly into ADAM. 
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TABLE 1. COMPARISON OF EXECUTION TIME 

File Size # 

Files 

Scalatrim 

(s) 

Trimmo-

matic (s) 

File 

Size 

# 

Files 

Scalatrim

(s)

100MB 1 15 1 100MB 1 15

100MB 5 25 3 100MB 5 25

100MB 10 31 5 100MB 10 31

Figure 1. Execution Time Increase
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Abstract—Real world distributed database systems must be ready 

to handle with thousands of concurrent transactions, if not more. 

Current concurrency control mechanisms such as Wait-Die and 

Wound-Wait can deal with deadlocks, but not always do so 

efficiently. In a system that uses serialization isolation, it is 

common to see these mechanisms rolling back whole transactions 

to prevent or avoid deadlocks. If transactions are very large, this 

potentially results in much wasted I/O operations. We propose a 

different approach to avoid deadlocks limiting the number of 

wasted resources by implementing Drag-Back, a model that 

introduces the concept of partial rollbacks of transactions without 

compromising their ACID properties. 

Keywords-component; database; deadlocks; scheduling; 

concurrency; 

I. INTRODUCTION

Concurrency is an intrinsic challenge of shared, distributed 
systems. Distributed database systems are expected to handle 
multiple transactions in parallel at an acceptable rate without 
compromising the integrity of their data or their availability. In 
very large database systems, you may see the number of 
concurrent transactions rise to the millions. As Kaur et al. 
discussed in [1], not only is it expected to have better 
performance in a distributed system, but it is also crucial for 
distributed databases to serve incoming transactions without 
compromising their ACID properties. The inherent complexity 
of handling concurrency in a serializable manner adds another 
layer of management overhead to these systems but, thankfully, 
there are numerous algorithms that tackle the issue 
of concurrency control [1], [2], [3]. These concurrency 
control mechanisms are built using techniques such as resource 
locking, transaction logging, and transaction scheduling 
to prevent inconsistent database states and deadlocks. 
However, these mechanisms, albeit proven functional, are 
not most efficiently using computational resources. 

One such example is seen in deadlock avoidance 
mechanisms Wait-Die and Wound-Wait, which cause 
transactions to die (or be wounded). These transactions are 
forced to be rolled back entirely when transactions in conflict 
with another transaction, regardless of how much overlap there 
is between them. These rollbacks, or wounds, may result in an 
unnecessarily high amount of high amount of I/O operations, not 
only wasting time but also, and this is especially true for solid-
state drives, consuming the limited amount of disk writes, 
resulting in a lower lifespan of the drive. The amount of I/O 
operations caused by rollbacks can be reduced by leveraging the 

functionality of compensation logs, a type of write-ahead log 
entry (WAL entry), to implement partial rollback functionality 
for conflicting transactions. 

Given two concurrent, timestamped (TS), conflicting 
transactions T1 and T2, where T1 is older than T2 (TS(T1) < 
TS(T2)) but T2 acquired the lock to a resource R first, a partial 
rollback or a drag-back consists of rolling back the actions 
pertaining to transaction T2 up to the last action before T2’s first 
action over the conflicting resource R. Normally, T2 would be 
undone entirely and restarted later. This contrasts with partial 
rollbacks where transactions need neither be killed nor restarted. 
In the rest of this work, we expand into the concept of partial 
rollbacks and our Drag-Back scheme to deadlock avoidance. 

II. RELATED WORK

Locking is the concurrency control strategy of choice [3]. 

However, one of the drawbacks of locking is the possibility of 

deadlocks happening. Concurrent systems must implement 

good strategies to prevent or avoid deadlocks. We present 

popular techniques used by systems to deal with deadlocks. We 

end this section with a glimpse into a logging strategy that helps 

provide transactions with isolated, serialized environments. 

A. Deadlock Prevention

One very effective deadlock prevention mechanism consists
of delaying a Transaction until it acquires all its required locks 
[1]. This is too optimistic an approach when faced with a 
database system that handles thousands of concurrent 
transactions. Transactions with overlapping resources may be 
unnecessarily delayed due to one waiting transaction holding the 
locks. 

B. Deadlock Avoidance

Two popular schemes for avoiding deadlocks altogether are
the timestamp-dependent Wait-Die (non-preemptive) and 
Wound-Wait (preemptive) algorithms [1] [2] [3]. 

Given a transaction T with timestamp TS(T), when a 
transaction attempts to acquire a lock currently held by T, the 
wait-die and wound-wait algorithms do the following, 
respectively: 

1) Wait-Die: Compares both transactions’ timestamps. If

the requesting transaction is younger than TS(T), meaning its 

timestamp is greater than TS(T), then it can wait until T releases 

the lock. If the requesting transaction is older than T, meaning 
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its timestamp is less than TS(T), the requesting transaction dies 

and is restarted with a new timestamp. 

2) Wound-Wait: Similar to Wait-Die, when a transaction

attempts to acquire a lock currently held by T, Wound-Wait 

proceeds to compare their timestamps. It differs from Wait-Die 

in that the requesting transaction can wait until T releases the 

lock if the new transaction is younger than T. On the other hand, 

if the requesting transaction is older than T, it wounds T and 

acquires the lock. In this context, wounding means “to roll back 

entirely.” T is then restarted with its timestamp unchanged and 

waits for the lock to be available again. 

3) Log Sequence Numbers (LSN): Databases use logging

techniques to recover from failures. In serializable isolation, 

transactions can only see a version of the database that 

corresponds to the state of the database at the time of arrival of 

said transaction. In short, if T1 arrived before T2, then T1 will 

not see any changes made by T2 even if both transactions are 

happening concurrently. LSNs helps achieve serialization by 

versioning database states. Later on, we’ll explain how the 

implementation of undo actions in versioned logging strategies 

help achieve partial rollbacks. 

III. THE DRAG-BACK SCHEME

The Drag-Back scheme leverages current implementations 

of database engines to power partial transaction rollbacks that 

will save time and I/O’s when dealing with deadlocks. 

A. Partial rollbacks

Before diving into partial rollbacks, it is important to note that 

partial rollbacks, in a way, challenge the notion that database 

transactions are atomic. In no way, however, does this 

contradict the principle of database consistency that stipulates 

that all transactions must leave the database in a consistent state. 

A transaction may consist of any combinations of read/write 

operations. We use r(X) to denote a read operation on resource 

or element X and w(X) to denote a write on X. Using this 

notation, transaction T may look like this: 

T = r(X), w(X), r(Y), r(Z), w(Z) 

If two transactions T1 and T2 attempt to write the same resource, 

then one transaction must wait for the other to finish. In 

serializable isolation, a database engine must know which 

transaction to prioritize in lock acquisition. In this scenario, T1 

either acquires the lock before T2 or after T2. Assuming T1 is 

older than T2, this scenario can only result in two possible 

outcomes: the favorable outcome, where T1 acquires the lock 

first; and the unfavorable outcome, where T2 acquires the lock 

first. In traditional Wait-Die and Wound-Wait algorithms, T2 

either dies or is wounded by T1 whenever there is an 

unfavorable situation. This results in T2 being rolled back 

entirely, regardless of the number of actions. This may not pose 

a performance issue when both transactions consist of merely a 

few actions, but as the number of actions in each transaction  

grows, so makes the impact of rolling back in full. Alas, it is not 
the same to roll back 5 actions as it is to roll back 20,000. 

Using Drag-Back, this scenario would instead cause T1 to drag 

back T2, rolling back some but not all the actions done by T2 up 

until its action prior to first writing on the shared element and 

surrendering the lock to T1. In example 3.1, the transactions 

below conflict while writing element Z. 

Example 3.1 

T1 = r(X), w(X), r(Y), w(Y), w(Z) ; TS(T1) = 10 

T2 = r(A), r(B), w(C), w(Z), w(D) ; TS(T2) = 15 

Fig. 1 shows the Wait-For Graphs for Drag-Back, Wait-Die, 

and Wound-Wait to illustrate how each algorithm handles this 

situation given that T2 locked Z first in serializable isolation. 

B. Implementation of Drag-Back

Implementing partial rollbacks in existing database engines is 

not easy. Existing databases have been designed under the 

premise that Transactions are atomic [#]. Certain logging 

strategies do not have enough transactional information to undo 

the actions of a transaction in serializable isolation. In the case 

of PostgreSQL, a transaction may explicitly request locks, but 

these cannot be released at will, as all locks can only be released 

by committing. Below, we address these two concerns: 

1) Undo actions in serialization isolation

Luckily, logging techniques that implement Log Sequence 

Numbers already strike undo logging in serialization isolation. 

It is the details of their implementation that allows for partial 

rollbacks. To make undoing possible in serialization isolation, 

every action a log entry has an associated undo action a-1. An 

Figure 1. Wait-for graphs for Wait-Die, Wound-Die, and 

Drag-Back algorithms illustrating their behavior in the 

unfavorable outcome of Example 3.1 
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action such as w(Z) would have its undo action w(Z)-1, which 

undoes the change done to Z. A Drag-Back implementation can 

exploit these already-logged undo actions to perform a partial 

rollback. 

2) Overcoming transaction unlocking limitations
Some database engines have imposed limitations in the way 
transactions unlock resources. Such is the case of PostgreSQL, 
which only unlocks resources after a transaction has been 
committed. To tackle these limitations, we introduce 
fragmented transactions. It is an abstraction of the current 
transactional stack. You may also think of this as a cluster of 
smaller transactions that make up a full transaction and share a 
common goal. The difference being, these transaction fragments 
share the same commit clause, ensuring data integrity persists 
between clusters. These fragmented transactions provide 
flexibility in lock management by also allowing unlocks in 
between fragments as opposed to only unlocking by committing. 
For logging purposes, the lifecycle of a transaction fragment 
consists of both a start and an end, and these are contained in a 
transaction. 

Currently, log entries for a transaction T have a similar 
structure the one shown in Fig. 2 (a). The proposed 
structure for fragmented transactions is shown in Fig. 2 (b).

Furthermore, it is crucial for transactions to be fragmented on 
the fly. This is important, as it will allow for fragments to be 

ended and yield the necessary locks when a dragback occurs. 
When the resources are available again, a new fragment is 
created, the locks are reacquired, and the transaction continues 
as intended. Fig. 3 depicts how a dragback works in practice 
when facing an unfavorable situation.  

IV. CONCLUSION

We have shown our proposition to adopt a new deadlock 

avoidance scheme that can more intelligently invest time and 

I/O operations in serialized environments. This new scheme, 

which we have named Drag-Back, leverage already existing 

ideas in concurrency controls techniques to enable partial 

rollbacks. Implementing dragback functionality requires a level 

of flexibility in transaction processing that is not yet found in 

any mainstream database engine. Many engines have been 

designed in a way that would make this implementation 

especially difficult. Hence, we proposed a structure for 

transaction processing that would allow database engine 

PostgreSQL, and those similarly designed in terms of lock 

handling, to enable the dragback functionality. 

In the future, we can expand this by adding more 

implementation details, as well as modeling the performance 

improvement of using Drag-Back over other deadlock 

avoidance or prevention mechanisms.  
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Figure 3. The timeline shows two concurrent transactions using the Drag-Back scheme. 

T2 is dragged back by T1 and is fragmented as a result. 

Figure 2. (a) Structure of current transaction implementations. 

(b) Structure of proposed fragmented transactions.
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Abstract— it has been observed from last 16 years that to switch 

from the manual government processes to Electronic government 

can put a huge impact in regulating the government processes. 

The purpose of electronic government is to use Information and 

communication technologies in government sector, combined with 

organizational change and new skills to improve government 

sector service delivery, democratic processes and capacity 

building to give strength and support the government policies. 

Previously government servants always work through traditional 

channels like front desks or telephones to fulfill their 

requirements. The use of traditional channels was time 

consuming and was only fulfill the requirements of one user at a 

time. These consequences lead towards a digital divide dilemma 

in which people moved far away from the electronic process. This 

study is based upon filling the gaps between E-Government and 

digital divide by utilizing the multi-channel services governed by 

transformational leaders. The study will reveal new ways of 

switching to electronic government through digital channels. 

Transformational leadership will influence the adapting phase of 

this concept. Data gathered through questionnaires has shown 

that transformational leaders along with digital channels have 

put a positive effect in switching from manual to electronic 

government processes. These aspects have increased the 

transparency, efficiency, accountability and security in 

government processes.  

Keywords- electronic government; transformational leadership; 

multichannel; digital divide 

I. INTRODUCTION

The explosive entrance of technology in today’s world 

has changed every aspect of life; way of interaction, study, 

work, and living. The government and its agencies are also 

getting effected by this drastic change and taking serious steps 

to make use of IT all over the world. Pakistan is part of global 

village and hence trying to cope with the technological 

change. By using IT techniques governments are reinventing 

themselves as they also want to transform and indulge them 

into e-businesses and certain e-processes for their economic 

fueling and better growth in the global world. The change in 

businesses at governmental level has provided an ease to up 

lift the social status of its citizens and hence that was an 

emergence of E-government [1]. The integrated use of 

Information and Communication Technology in public sector 

organizations for the improvement in their processes is known 

as E-government. In the digital era it is a dire need of 

government to automate their traditional manual processes 

into the sophisticated automated systems to provide E-services 

to the citizens of the country through E-government 

applications.  

Digital divide [2] [3] is simply the gap between people 

who have an easy access to the internet and those who have 

not. E-Government and digital divide are closely related as if 

government has implemented certain IT policies and defining 

and implementing the E-Government processes in the society 

but the citizens cannot make use of them efficiently then such 

technology fueling is of no use because people are not getting 

interacted with the political processes in meaningful ways.  

The main purpose of the e-government is to use 

Information and communication technologies in government 

sector organizations combined with organizational change and 

new skills in order to improve government sector service 

delivery and democratic processes and capacity building to 

give strength and support to the government policies. The 

main focus of the e-government is on the delivery of better 

and efficient services to all citizens with transparency, 

accountability and in timely fashion at lower cost.  It will 

increase the productivity of the government sector 

organizations and these citizen services may be accessed 

through a central gateway. The e-government demands to use 

the new multi- channels [4] i.e. internet, kiosks, mobile and 

Digital TV media, new infrastructure and technologies to 

enable transparency, accountability and openness of 

government organizations for the retrieval of specific 

information.     

A composed leadership [5] is very important factor for the 

e-government processes implementation and coordination

within and among the departments in a speedy way and

reinforcement of governance objectives. The matter of fact is

that e-government is a complex issue and having many

dimensions. A strong leadership is required for each

dimension which will well conversant with the technology to

take decisions.
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This study is based upon filling the gaps between E-

Government and digital divide by utilizing the multi-channel 

services governed by transformational leaders. Multi-Channels 

include digital and non-digital channels; the primary focus on 

this study is on digital channels. The study will reveal new 

ways of switching to E-government by using the concept of 

digital channels. However transformational leadership will 

influence the adapting phase of this concept. The main focus of 

the e-services is: 

a. To ensure User Interaction with technology (Digital 

Divide). 

b. To make accessible and flexible services (Anytime, 

Anywhere). 

c. To analyze Multi-Channel Service delivery. 

d. To explore appropriate Channel Selection without 

limitations. 

e. To Manage Transformational Leadership approach for the 

implementation of e-government and to achieve 

transparency, accountability, effectiveness and Scalability. 

II. LITERATURE REVIEW 

The authors studied [6] the software assessment model by 

using metrics products for e-Government in the government to 

business model. They found that the government to Business 

(G2B) model was not much used by the researchers as 

compared to G2C. In this regard, many software applications 

were developed to support G2B model but their utilization 

were very low due to noncompliance of needs of the users and 

stakeholders. It was important to develop the software 

application which may fulfil the requirements and 

expectations of the end users. The purpose of their study was 

to assess of this model by doing enhancement of metrics 

products from ISO 9126 for e-government to business model. 

The development was based on the assessment, functionality, 

reliability and effective usability with efficiency to develop 

quality software for the G2B model. The model not only 

connected the citizens but also other areas such as business, 

customer, and organizations or connection between public 

bodies. The authors were proposed the application and 

demonstrated through a case study. They implemented the 

model in local government bodies. They found that the 

security of the application was not up to the mark and the 

maturity of the software was low but functionality, operability 

and accuracy of the software was good enough.      

 A survey was conducted [7] on the impacts of E-

government all over the world and identified that E-

government has put a positive impact on political 

environment. It provided a lot of political benefits not only in 

the form of automation and transperency but also in 

operations, preventive and awareness detection by reporting 

and promoting ethical attitudes. She surveyed the due to E-

governemnt inplementation 90% reduction in curroption 

occurred by enhancing the security, reduction in bribery and 

legal logging.  

The impact of e-government was examined [8] by 

reducing administrative corruption. The main purpose of study 

was to give answer of electronic government constraints on 

managerial corruption. The study had found biasness between 

the group level and at individual level which were considered 

as the major cause of corruption. They found the factors which 

contributed in corruptions in the government namely 

monopoly power and discretionary power. The authors used to 

measure the corruption factor with the help of the following 

formula: 

Corruption = Monopoly + discretion – accountability 

The researcher prepared a questionnaire, for collecting the 

required data. Questionnaire stability was calculated by a 

reliability coefficient, where the reliability coefficient (93.5%) 

confirms the validity. The study sample consisted of 147 

males (55.5%) and 118 females (44.5%). Based on the data 

collected through questionnaires it was resulted that the 88.7% 

population agreed that the use of e-government may help to 

reduce the corruption in public sector.  

In [9] the e-government vision and its implementation 

strategy in Lebnon was studied. Futhermore they enlighten the 

importance of using ICT applications in Lebnon and 

emphasied the use of ICT in public administration, e-

government solutions etc their use and implications.  

Similarly [10] also conducted a survey to deal with the 

challenges faced by Indian Government for implementation of 

E-government. They suggested to implment interoperabiliy by 

enforcing security and privacy policies, trust between 

deaprtments and common public and standardization of 

processes.  

 The relationship between E-government and curroption 

in developed and underdeveloped countries was examined 

[11]. While examining this relationship they investigated the 

impact of E-government on curroption and either the impact of 

e-government was higher in developed or underdeveloped 

countries. They developed the empirical model named as 

probit model to test  and examine the results on the basis of 

relationships between two variables from different time 

periods. They took a data of seven years from (2003 to 2010) 

and observed the change in e-government development index 

with the change of curroption perception index by applying 

the causal method. The samples were deivided into 3 different 

intervals from 2003 to 2008 nd from 2008 to 2010. They 

found that curroption is less in those countries where e-

government usage was increased. Secodly the e-government 

usage and its impacts were higher in developing countries. 

The results from probit method and regression method showed 

that 1% increase in e-government made 1.17% decrease in 

curroption. The limitations on their research were that research 

focused the intra country comparisons and this didn’t effect 

each and every area of country. Secondly the conditions of 

curroptions affected from economic, political, historical and 

public sector policies of countries.  

The implication of multichannel service delivery for 

sustainable electronic government was examined in [12]. It 

was important to provide multi-channel for expanding the 

services to the citizens especially in rural areas. They have 

further identified the operations carried out by the 

governmental bodies of China through multi-channel delivery. 
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From their study they concluded that the internet, mobile and 

electronic service channels were primarily involved in the 

reduction of digital divide. Based on that study the e-services 

like e-taxation services through multi-channel delivery were 

launched through establishing the call center at local 

administration body in China.  

III. FRAMEWORK

In this paper the conceptual frame work will represent the 

synthesis of literature review. It will show that how the certain 

variables used in the research is interrelated with each other. 

As [13] stated that the conceptual framework presents the 

specific research question that is associated with the problem 

statement. Problem statement highlights those issues that 

occurred during research. Fig 1 shows the research framework 

in which it is clearly seen that Transformational Leadership 

being an independent variable is influential on all other 

variables of the research. 

Figure 1. Research Framework 

IV. METHODOLOGY

After a thorough and extensive litrature review it is 

inferred that although everyone has put his efforts for the 

successful implementation of electronic government and they 

are successful to some extent but no one has emphasized on 

the impact of transformational leadership on electronic 

government implementation with the utilization of digital 

channels and decreasing the digital divide. So the focus of our 

research is to proof that how and in what ways 

transformational leadership is making success in applying the 

e-government and reducing the digital divide through digital

channels. For this purpose an inductive hypothsis approach

was applied (Hume Fork a famous researcher called it an un

justifieable approach even then he emphasized on the adoption

of this approach because it always moves from specific to

general and thus open more areas and dimentions of research

in some specific domain) and a questionnaire was developed

with a focus on four variables one independent, two dependent

and one moderator. Transformational Leadership is taken as

independent variable and its direct impact is observed on e-

government and an indiect effect is checked on digital divide 

with the help of a moderator, which is digital channel. The 

major focus of data gathering was from public institutions, 

government offices, educational institutes, hospitals, students 

and teachers of different age groups, posts, jobs and 

qualifications. Research startegy was descriptive and 

quantitative data is gathered and a sample size was 288. The 

sampling technique is probabilty based which is discussed in 

next section.  

V. DATA ANALYSIS

The data gathered through questionnaires. Three hundred 

questionnaires were circulated in the market, including 

academia, public sector, private sector, semi government and 

unemployed professionals out of which 288 were recieved. 

The data was analysed using IBM SPSS version 24. There 

were five variables which were linked with the research 

directly or indirectly named as E-Government (EG), 

Accountability (A), Efficiency (E), Transperency (T) and 

Transformational Leadership (TL). After the computation of 

variables the reliablity, skewness and kurtosis of computed 

data is statistically analysed. According to [14] the benchmark 

of reliability is 0.7, skewness is ±1 and kurtosis is ±3. Based 

on the above mentioned benchmark the reliability of data is 

0.787 which is close to the benchmark value which means that 

the results are acceptable. Similarly the values obtained by 

computing the skewness and kurtosis are near to the 

benchmark values which validated the research data. Table 1 

is showing the values of reliability, skewness and kurtosis that 

are obtained after the computation of data.  

Table I. Data Analysis 

Variables Reliability 

Statistics 

Skewness Kurtosis 

Cronbach’s 

Alpha 

Statistic Std 

Error 

Statistic Std 

Error 

All 

Variables 

0.787 - - - - 

EG - -0.205 0.144 3.836 0.286 

A - -1.495 0.144 4.607 0.286 

E - -1.161 0.144 3.836 0.286 

T - -0.855 0.144 3.393 0.286 

TL - -0.181 0.144 -0.065 0.286 

    From the above mentioned figure it is clearly shown that 
80% population believes that tranformational leadership is 
compulsary for the successful implementation of electronic 
government through digital channels. 60% population believes 
that the implementation of e-government through 
transformational leadership will bring transperency, 40% 
beleve that it will bring accountability into the system and 28% 
believe that effiency in carring out certain processes will be 
enhanced. Thus it is proved that tranformational leadership has 
a positive impact on E-government. 
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VI. RESULTS

Figure 2. Graphical Results 

VII. CONCLUSION

Electronic government implementation is a very important 

aspect for the automation of various processes which take 

place among private, public and government sector. In this 

research the major focus was to implement electronic 

government through transformational leadership which will 

decrease the digital divide dilema by increasing the usage of 

digital channels. The data analysis and results have shown that 

tansformational leadership is a backbone to achieve 

tranperency, accountability and efficieny by implementing 

electronic government system. This will bring a revolutionised 

change in Pakistan.  
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Abstract—The role of participatory reportage and awareness-

raising in the process of Information Security Incident 

Management (ISIM) has been identified as a critical approach 

towards proactive information security in organizations. Studies 

show that reporting, communication and awareness processes are 

fragmented and imprecise. This paper presents a review and 

discussion of the concept of Shared Situational Awareness 

towards addressing this concern. Based on this review of extant 

literature, this paper aims to propose a conceptual model 

combining the planned and participatory reporting and 

awareness mechanisms of Shared Situational Awareness in 

organizations, towards improving the process of ISIM. 

Keywords-Situational Awareness; Information Security 

Incident Management 

I.  INTRODUCTION 

There are few guarantees that an organization will be 
impervious to information security incidents. Information 
Security Incident Management (ISIM) involves preparing for 
incidents, identification of resources required and preventing 
future incidents [1]. Hove, Tarnes, Line and Bernsmed [2] 
findings suggest that while organizations have incident 
management plans and procedures in place, their reporting 
procedures, in particular, are not well-established. As a result, 
managing information security incidents is a major challenge 
for organizations which requires effective protective measures 
not only by decision makers but also by end-users of 
organizations [3]. Ahmad, Hadgkiss and Ruighaver [4] found 
in their case study that incident response teams lack the ability 
to utilize organizational learning as stakeholders ignore 
opportunities to learn from low impact incidents. Further, they 
assert that the dissemination of information to stakeholders is 
poor as is their technical approach to reporting results in 
misconstructions. It is evident that organizations should be 
proactive in building the knowledge base of their stakeholders. 
Tøndel, Line and Jaatun [5] assert that learning from incidents 
is a way of reducing incidents in the future. It is clear that if 
reporting procedures are not well-established then learning 
from incidents will not be sufficient. 

 Several studies have highlighted the role of awareness as a 
critical factor towards preventing information security threats 

[6, 7]. The extant literature depicts the disjointed information 
security incident management approaches – lack of 
standardized incident reporting and non-participatory role of 
stakeholders and end-users in the practice of ISIM processes 
[4, 5]. In a case study by He and Johnson [8] in a healthcare 
organization in China, they found that the distribution of 
‘incident knowledge’ was uncoordinated and that incident 
reporting to stakeholders was challenging. It is clear that 
awareness plays a crucial part in incident management. Hence 
it is vital to create an awareness strategy that is more 
structured. 

According to the United States Coast Guard [9], 
‘Situational Awareness is the ability to identify, process, and 
comprehend the critical elements of information about what is 
happening to the team with regards to the mission. More 
simply, it is ‘knowing what is going on around you’. This 
concept appears to be a core component that is absent from 
information security incident management. Therefore ‘it is 
interesting to measure to what extent a human decision-maker 
is aware of the situation, i.e. has reached a certain level of 
situational awareness; and how well he/she manages to 
maintain and develop this awareness as time progresses’ [10]. 

Situational Awareness (SA) has been applied to various 
aspects of information security (see [10, 11, 12]). Webb [11] 
suggests using SA to aid the risk management process. As with 
incident management, risk assessment requires comprehensive 
information to support the decision-making process. Extant 
research on information security SA shows that there is more 
development within intrusion detection systems. However, the 
areas involving information exchange for information security 
SA are weak [10]. Clearly, within some areas of such incident 
management, the exchange of information is found wanting. 
The exchange of information is a complex construct as ‘it is 
important to communicate the right information to the right 
people’ [2]. For example, communicating too much 
information to the wrong individual can be counterproductive. 
It is evident that while ‘communication is a vital component of 
every step’ in information security incident response [13], all 
communication must be relevant.   

Hawk [14] suggests that SA is suitable for the major 
domains of cyber security including ISIM. He views SA as 
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being a philosophical and dynamic entity unlike the typical 
measures in information security. Jajodia, Liu, Swarup and 
Wang [15] suggest that when an incident occurs there are three 
key questions: (1) ‘What has happened?’ (2) ‘Why did it 
happen?’ and (3) ‘What should I do?’ They suggest that the 
first two questions are the ‘core of Cyber SA’ and the last 
question is highly dependent on the ‘cyber SA capability’ of 
the organization. Bartnes, Moe and Heegaard [16] consider the 
value of cyber situation awareness as a means of enhancing the 
ISIM process. However, there are few comprehensive 
conceptual models to demonstrate how to achieve SA in ISIM. 
The Canadian Government presented a basic model, which 
demonstrated the need for SA in ISIM through the process of 
reporting and communication to ensure that all stakeholders are 
provided the SA ‘required to make decisions and maintain an 
understanding of potential impacts of incidents. Oyewole [20] 
also related situational awareness to incident response to the 
four stages: Detection, Analysis, Containment, and 
Improvement. 

However, SA in a multi-actor activity like ISIM requires 
shared situation awareness. According to Endsley [17], Shared 
Situational Awareness (SSA) is further defined as ‘the degree 
to which team members have the same SA on shared SA 
requirements’. SSA which is more appropriate to 
organizational settings involves ‘a number of persons trying to 
form a common picture’ [18].  According to Kurapati, et al. 
[19], the research of SSA has ‘not dealt enough with the multi-
stakeholder networks or organizations, specifically in socio-
technical systems’. This study leverages this work, as ISIM is 
also a multi-stakeholder network, which is a socio-technical 
solution involving participation. 

Consequently, the aim of this research is to explore the 
aspects of SA and promote proactive ISIM in organizations, 
which is the subject of Section 2. Section 3 provides a review 
of SA. Section 4 suggests a conceptual framework aimed at 
encouraging effective communication strategies with respect to 
incident management using SSA. The article concludes in 
section 5 with possible future research opportunities. 

II. BACKGROUND TO INFORMATION SECURITY INCIDENT 

MANAGEMENT 

ISO/IEC 27035:2011, which is one of the contemporary 
International Organizations for Standardization of [20] 
information security incident management standards, is 
designed for large and medium-sized organizations. The 
standard document justifies that the efficacy of ISIM relies on 
the obligation to notify incidents, quality of notification, ease 
of use, speed and training [20]. It is clear that some of these 
factors relate to the quality of communication of end-users and 
in turn, this relates to their level of awareness. The new 
standard ISO/IEC 27035-1, together with ISO/IEC 27035-2, 
replaces ISO/IEC 27035:2011, which has been revised. The 
phases identified by ISO/IEC 27035-2 are described next. The 
first phase involves planning and preparing for incidents. The 
second phase involves detection and assessment of information 
security incidents. The third phase involves reporting the 
incidents so that they may be dealt with effectively. The fourth 
phase includes responding to the incidents to prevent, reduce 
and recover from incidents. The final phase is focussed on 

learning from incidents and aims to institute preventative 
controls and make improvements to the approach. The 
conceptual model will leverage this approach as the standard is 
widely accepted in the industry. 

The participation of stakeholders (managers, end-users, 
ICT, decision makers) is important not only in the sharing of 
information but also in analyzing and learning from incidents. 
Moreover, such studies have depicted that the impact of 
information security awareness among end-users is a 
significant factor in securing organizational informational 
assets [21].  Proactive information security can be achieved 
with increased stakeholder engagement, [22] however, this 
increases the complexity. Bartnes, et al. [16] found two 
challenges to incident management. Firstly, forming cross-
function teams and then learning from past mistakes. Cross- 
function teams involve the collaboration of different 
perspectives.  

In this paper, the notion of shared situational awareness is 
leveraged to increase stakeholder engagement. 

III. A REVIEW OF SITUATIONAL AWARENESS 

Tadda and Salerno [23] define a situation as a ‘person’s 
worldview of a collection of activities that one is aware of at 
any moment in time’. Tadda and Salerno [23] argue that while 
a computer system may assist a person in developing and 
maintaining awareness, it cannot transfer this to situational 
awareness like a person who is the decision maker can. 

Situational awareness as proposed by Endsley [24] works 
on three levels: Perception (i.e. sensitivity to environmental 
cues) Comprehension (i.e. sense-making of the information by 
combining, storing, interpreting and retaining) and Projection 
(i.e. forecasting about future incidents). The final level aids 
decision-making by anticipating future events and their 
implications. 

According to Barford et al. [25], there are seven aspects of 
SA: 

 Awareness of a current situation (situation perception) 
which includes situation recognition (knowing that an 
attack is occurring) and identification (i.e. type of 
attack) of both the source (who, what) and the target. 

 Awareness of the impact of the attack (impact 
assessment, vulnerability analysis) includes current 
impact and future assessment. 

 Situation tracking. 

 Awareness of the adversary behaviour, trends and 
intent analysis.  

 Awareness of how and why the current situation has 
been caused. This involves causality analysis (via 
backtracking) and forensics. 

 Awareness of the trustworthiness of the collected 
situation awareness information and decisions. Metrics 
include truthfulness, completeness, and freshness.  
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 Predict future actions from the adversary and constrain 
the adversary in the future. The constraining involves 
understanding intent, opportunity, and capability. 

SSA which is required in multi-actor networks is ‘a 
consensus view of a number of individual views about a 
specific activity or set of activities’ [23].  When a security 
incident occurs the individual should determine what has 
occurred and why it has occurred, however, the response is 
dependent on the shared situation awareness capability of the 
organization [15].  

Nofi [18] suggests that building SSA involves the following 
criteria: First shape the individual SA within the framework of 
what needs to be accomplished by establishing common 
ground through training and experience. Secondly, establish 
roles of other members of the organization in order to 
appropriately share their awareness (mental models) using a 
communication protocol. Thirdly, integrate various individual 
mental models of the situation in order to develop a common 
understanding but not necessarily a single team model. This 
must sufficiently overlap to work towards a common goal. 

There are various team processes involved e.g. 
communication, coordination, collaboration, etc. Most 
“attempts to understand team SA have centered on a ‘shared 
understanding’ of the same situation’ [26]. Hence Socio-
technical implementations involving multi-actors forming a 
shared situation awareness are non-trivial solutions [19]. 
Further, there are factors, which can impede SSA. Nofi [18] 
comprehensively discussed the factors that degrade individual 
SA and SSA. The factors that impede individual SA include:  
fatigue, expectations, biases, stress, misperceptions, erroneous 
expectations, lack of experience, task overload, task underload, 
information shortage, information overload, information 
interruption, information irrelevancy, multitasking and singular 
foci (no concept of the ‘big picture’). The factors that impede 
SSA include false group mindset, peer pressure, poor 
communication skills, the perception of conflict, personal 
turbulence, insufficient training or varied skill levels and 
degraded operating conditions, poor communication and 
collaboration, computer glitches and system incompatibilities. 

However, organizations can action policies and procedures 
to promote SSA. The United States Coast Guard [9] states that 
SA is a combination of the following as related to incident 
management: 

 Identify when users deviate from procedures and 
policy.  

 Monitor the performance of other users. 

 Provide information related to incidents in advance.  

 Identify potential or existing weaknesses in the system 
or operations. 

 Continually assess and reassess the situation in relation 
to the information security.  

 Clarify the expectations of users. 

IV. A CONCEPTUAL MODEL OF SSA IN INCIDENT 

MANAGEMENT 

In this section, the conceptual model of SSA of incident 
management is presented (see Figure 1). The phases intend to 
move cyclically from individual SA to SSA. The initial point 
for an ISIM is planning and preparation. 

A. Plan and Prepare 

The organization prepares by creating awareness of 
incidents and considering the type, source, and target of 
incidents. This includes defining security incidents, defining 
the responses and assigning responsibilities, training, 
awareness and implementing tools [5]. 

B. Individual Situational Awareness 

This phase begins with the perception or detection of an 
incident. The individual will then have to comprehend the 
situation (enabled by skills, training, competence and culture; 
automated tools; structural factors; situational factors etc.). 
Individual situational awareness occurs within the construction 
of a mental model, where an individual is in a complex reality 
(where they rarely have a concept of the whole system), and 
they are encumbered by impediments (language, lack of 
knowledge etc.) [18]. The identifier of the incident will need to 
know the type of incident, the source (who, what) and the 
target. Hence, specific training on incident types is crucial to 
empowering SA. A strong perception of the incident is needed 
in order to conduct the correct decision, consequently, 
individual information security self-efficacy is required [27]. 
Nofi [18] suggests that some people who are shaped by 
structural factors (training, experience etc.) and situational 
factors (stress, complexity etc.) are better ‘noticers’ than others. 
The individual will need to project the implications of the 
incident to the future. An individual uses his/her internal 
heuristics to form a conceptual map of the incident and will 
then have to communicate it via a preliminary report [18]. This 
stage is incredibly important as insufficient information could 
lead to poor decisions but on the other hand, too much 
information can be overwhelming [2].  Some individuals such 
as end-users may not be able to identify the source and target 
of an incident and may use subjective judgement. However, the 
aim in individual SA is to enable the individual to identify, 
comprehend and project with the support of additional enablers 
such as situational, structural and automated tools. This is 
supported by the Lessons Learnt component in the SSA 
involving the receiving of feedback, which will be conveyed as 
lessons to the end-users. 

C. Shared Situational Awareness for Multi-Actor Networks 

The next phase will involve sharing the situational 
awareness of the incident amongst all key role players 
(managers, end-users etc.) including the information security 
incident response team (ISIRT). The enablers of SSA are 
shared understanding, trust, coordination, common ground and 
commitment. The process involves the core elements of 
interaction, visualization, synchronization, and sense-making. 
These core elements could be cyclic rather than sequential. 
Interaction involves knowledge sharing relative to the incident 
in order to create a shared mental model of the situation using 
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communication tools. According to Franke and Brynielsson 
[9], the human-computer interaction could also be used to 
understand the basis of the incident for understanding the 
situation in more depth. Visualization involves using visual 
tools to map the incident. Visualization is a vital component for 
SAA, for example, visualizing the big data attacking graphs or 
cognitive task analyses [10] can help form a shared mental 
model. Synchronization involves integrating the mental models 
of individuals, in order to create common ground towards 
developing a single understanding of the incident. This will 
involve collaboration tools. Sense-making involves creating a 
shared understanding of the collective information in order to 
act on the information. It is important to make sense of a 
situation before being able to project into the future. This will 
involve planning and scheduling tools and decision support 
tools. Sense-making can involve intelligent systems that 
automatically ‘fuse massive data into succinct meanings’, 
process meanings, ‘achieve insights’ and hypotheses, access 
intuition and present information in meaningful ways [28]. 
Sense-making helps to select a frame from multiple frames that 
best fits the situation [29].  A frame is a mental model that 
identifies gaps and makes predictions [29]. The final 
component is Shared Reporting, which communicates the full 
implications of the incident to the ISIRT.  

D. Information Security Incident Response Team Situational 

Awareness 

While it is important to involve as many stakeholders as 
possible during the shared situational awareness phase, the 
ISIRT are solely responsible for the technical aspects with 
respect to incident management (i.e. assessment, decision-
making, and response). Their final role would be to compile a 
training programme into a lessons learnt package. The ISIRT 
work at a multilevel that is both individual and collaborative 
where they have to utilize information-sharing and 
collaborative skills  [30]. The core elements of this phase 
involve assessment, decisions, response, and lessons learnt. 
Assessment includes assessing the trustworthiness of the report 

of the previous phase; conducting an impact assessment, 
vulnerability analysis, situation tracking, trends and intent 
analysis, causality analysis and forensics. The Assessment 
element also involves projecting future incidents. This involves 
defining the details contained in the Shared Incident Report, 
confirming and classifying incidents [5]. The Decisions and 
Response elements involve planning and implementing the 
actions to constrain the incident. The Lessons Learnt 
component involves learning and building knowledge to 
minimize future incidents. The feedback received will be 
conveyed as lessons to the end-users. This incident must then 
become part of their situation perception. Tøndel, et al. [5] 
suggest assessing and evaluating end-users after every incident, 
followed by dissemination of incident information. This will 
involve usage metrics for learning effects and tuning of 
technical measures.  

E. Role-based  Situational Awareness 

The final phase will promote the enablers of individual SA 
and will involve using a role-based mechanism where 
individuals will receive information and training based on their 
roles and responsibilities. This is aligned with enabling SA by 
reducing information overload, which increases situational 
awareness. This feeds back into the Plan and Prepare phase 
for the next incident. 

V. CONCLUSION 

In this paper the notion of iterating from individual SA to 
SSA based on end-users’ experiences is used for 
comprehending and projecting future outcomes. To this end, a 
conceptual model for multi-actor incident management to 
increase SSA was proposed. The model intends to increase 
SSA in ISIM which will improve the reporting and 
communication protocols that were found wanting by extant 
research. Future research will involve prototyping the model 
using design science research. 

Figure 1. A Conceptual Model for Shared Situational Awareness for Information Security Incident Management  
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Abstract—Corporate strategies should contribute to the
achievement of the objectives of companies, and, consequently,
guarantee their sustainability. In order to keep the employees
engaged and committed to their own income, we propose Process
Planning and Institutional Evaluation (PIPA), a gamified system
that uses the Learning Vector Model for corporate performance
evaluation and follow-up of tasks. The system can be applied in
entities and companies with the purpose of socializing, motivating
or promoting the interaction of users. It was verified through field
research, that PIPA improved the performance of the evaluated
team and motivated the professionals. The evaluation using
the Learning Vector Model helped in the monitoring and the
progress of the evaluated ones, since besides accompanying their
own income through constant verification and feedback of the
supervisors. They also could interact more with the work team.

I. INTRODUCTION

Human Capital consists of the skills and competencies that
favor the performance of a work. It is one of the main
instruments of resource generation, and the value of this is
materialized in the contributions that each one brings to the
enterprise. This value can be increased depending on the
stimuli offered by the company, for example, a new training
or learning a new technology that will help in the processes
performed by the employees. It can also be diminished, as
in situations where people are induced to a process of obso-
lescence or when the work environment leads to widespread
demotivation of the teams [6]. Thus, it is important to keep
Human Capital at a satisfactory level of performance, what is
fundamental to the achievement of organizational objectives.

The evaluation of corporate performance can be a great ally
to empower, motivate and reward employees. Through this
practice, it is possible to focus employee activities properly,
align individual goals with the organizational ones, joining
performance at work with the medium-term objectives and
strategies of the corporation and to maximize the potential
of individuals and the team to benefit the organization. The
evaluation allows the identification of potentialities and make
a career progression, and also, alert those who are not doing
well.

The Learning Vectors Model (LV) is an evaluation method-
ology which uses geometric representations of the perfor-
mance, making possible the classification in a qualitative and
quantitative way [7]. It was originally created to help teachers,
tutors and students of distance education, allowing a semi-
automatic evaluation. The evaluated ones have continuous
feedback and grades are given from an association between a
horizontal and a vertical component representing the positive
and negative contributions of the interactions between the
class.

Besides the constant evaluation, the adoption of a collabora-
tive system could also improve the performance of the teams.
This way, we had the idea to create a system for corporate
evaluation and follow-up of tasks that uses the LV Model. This
have been chosen for being a dynamic tool, since it allows the
semi-automatic evaluation. So, there is no time loss for those
who already have a running routine and want to facilitate such
tasks as employee evaluations. On the other hand, employees
will have access to constant feedback, an important resource
for those who want to make a career progression and know
which points to improve. In addition, it is very intuitive to use,
as it is based in the Likert scale of appreciation, what does
not require much learning to use and it is easy to remember.

The motivating factor of the program is the gamification,
a technique to streamline the learning process or training,
and make tedious or repetitive tasks more enjoyable [11].
Consists in the use of game elements in varied contexts, for
purposes that are not exclusive of entertainment. Through this
practice, you can improve employee performance, promote
socialization, and generate a sense of achievement desired by
people working for their goals and those of the company.
When well used, gamification is an ally that gives positive
returns by keeping people focused and at the same time
entertained.

This way, we aim to provide a free software to help
companies with the corporate evaluation and the follow-up of
tasks. PIPA allows monitoring of individual or group projects,
promoting more interaction between the members of the team.
Here we present the system and the results obtained with our
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field research in a real company.

II. LEARNING VECTORS MODEL

The Learning Vectors Model is a qualitative-quantitative
methodology of non-linear evaluation, that allows constant
monitoring for the evaluated ones. LV Model focuses on the
interaction of the group with the virtual learning environment,
mainly in the use of distance activities. The LV Model is based
in dynamic systems and uses vectors and numerical equations
in a two-dimensional way, determined by projections on the
Cartesian axis. These values represent the bipolarity between
the qualitative and quantitative dimensions [7]. Visually, the
vector is indicated by an arrow that rotates counterclockwise
and allows users to check how his learning is going. Figure 1
shows the vectors of the LV Model.

Figure 1: Graphic representation of the vectors of LV Model 
[7, p. 88]

Through the vectors, the scores obtained by synchronous 
and asynchronous activities, are presented graphically by 
means of a vector and numerical values. The vectors have a 
fixed module of 10 units, with directions s tarting a t the angle 
θ = −90 (lowest score), until the value of θ = 0 (highest 
score). The geometric representation consists of the axes LVX , 
horizontal projection, and LVY , vertical projection. These are 
related to positivity and negativity factors, respectively. The 
module of the component LVX is the score obtained by the 
user in different fulfilled activities. Equation 1  shows how the 
value of LVX is obtained.

LVX = 10 × cos[(−12α+ I)] (1)

The calculation of component LVX takes into account the
variable α, value of the standard learning step, stipulated in
7,5, and the variable I , for the total angular variation (∆T ) of
the vector and function of the α angle. The movement of the
vector depends on the variable I and α. The value of α was
determined as 7,5 for dividing the angle of 90 in equal parts.
The vertical component LVY , related to the negativity of the
performance of the user, is determined by the Equation 2.

LVY = 10 × sen[(−12 + I)] (2)

From the positivity and negativity factors, similar to bipolar
dimensions, it is defined a non-linear pedagogical metric called
β Factor, which indicates the level of the user. This factor is
related to the qualitative nature of the LV Model, and involves
the good and bad results of the contributions of students in
tasks performed in the virtual environment. Equation 3 shows
the calculation of the β Factor.

β =
Positivity

Negativity
(3)

The evaluators have access to an iconic representation
associated with the scale of qualitative statements (Likert
scale) to assign value to the evaluated ones’ performance. The
LV Icons, similar to emojis, can transmit sentimental aspects,
since they are graphical representations of emotions. They
present categories associated to the degree of what have been
presented, as well as the level of interaction with their peers.
Table 3 presents the LV Icons, what they represent and the
value associated with them. Table ?? shows the values of each
LV Icon that will make part of the equations.

TABLE I: Description of LV Icons

Icon Description SC*

Very good: in-depth reflections 4

Good: good reflections 3

Regular: medium reflections 2

Weak: empty content reflections 1

Unsatisfactory: person who assumes a passive po-
sition

0

Neutral: messages or files that do not bring contri-
bution

-

* Step Coefficient
Adapted from [7, p. 113]

The values of the LV Icons are called Step Coefficient,
and they are important for the calculation of the quantitative
grade, influencing the the variable I . The neutral icon does
not increment the note, but serves to compute the presence of
the person in the activity. It is also important to point out that
each type of LV activity has a different calculation that better
fits this one.

The LV Model was evaluated and validated, when it was
verified the effectiveness of use as a continuous process
of formation. The degree of satisfaction of teachers, tutors
and students was verified too. The use of the methodology
proposed in this system collaborates to differentiated actions
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throughout the teaching and learning process. The implemen-
tation and testing of the LV Model proves that it is possible
to construct a model that relates numeric values with the
subjective scale of mentions, and at the same time, presenting
qualitative and quantitative values.

III. RELATED WORK

Gamification is used in different areas to influence the
behavior of people. The work seen in Steffens et al [10]
proposes a framework applied to the context of software
engineering, to verify the most common issues in the col-
laboration of the development team and how to apply game
elements to overcome this issues. Other work that involves
gamification, but applied to the area of enterprise environment,
is Stanculescu et al [9]. These paper brings an experiment per-
formed in a multinational company to verify how gamification
could influence the performance of the employees. The results
provided evidences of how a gamified experience affects the
learning and the social behavior of the team in an enterprise
context. The level of engagement achieved by them was high
in general.

The design and development of systems for corporate eval-
uation is also a trend. The work seen in Ng et al [5] is
one example of a system faced to these topic. The authors
explain how they developed a Key Performance Indicators
(KPI) system for Maintenance, Repair and Operation (MRO),
in order to resolve corporate problems. The results have shown
that these program enables the users to conduct analysis and
develop a long-term strategy. Another work about corporate
evaluation can be seen in Falcinelli et al [4], which evaluates
the devices for e-learning aimed at compulsory training. The
contributions of this article is the introduction of a UNI-like
standard for e-learning, bringing more quality to it.

The LV Model was used in works, as Sales et al [8] and
Gonçaalves et al [3]. The first one addresses possible impacts
that changes in the management of learning could lead to
the distance education. It was compared two methodologies:
spreadsheet and the LV Model. It was noticed that, with the
constant monitoring of the activities through the LV Model,
it is possible to infer changes in the avoidance rate. The
second work presents an application of the Instruction by Peers
Methodology, associated with the LV Model, to the Forum
”Questions and Answers” of the Virtual Learning Environment
Moodle. The authors presented a computational conception
design of non-linear evaluations, as a result.

TABLE II: Summary of related work and contribution.

Reference Gamification Valuation LV Model
Steffens et al [10]

√

Stanculescu et al [9]
√ √

Ng et al [5]
√

Falcinelli et al [4]
√

Sales et al [8]
√

Gonçaalves et al [3]
√

PIPA
√ √ √

As seen in Table II, gamification has been used in the
corporate environment with success, including to make per-

formance evaluation of employees. Systems to make corporate
evaluation are also been developed to make it easier the
measurement of the actual performance and make progressions
to improve the employee income. LV Model is addressed in
an educational context, and has showed itself as an alternative
way for qualitative and quantitative evaluation. PIPA is the
only gamified system faced to corporate evaluation that uses
the LV Model.

IV. PIPA: DESIGN AND DEVELOPMENT

The development of PIPA was planned with several studies
of which technologies to use and what the final appearance
would look. Firstly, technical details were considered, such as
the language that would be used, the extensions and libraries
that would help the system functionalities and which ones
would better fit the proposal. The system was built using the
PHP programming language, the script language JavaScript,
HTML markup language and the CSS styling language. PHP
was initially chosen because it was the same language used
for programming the LV Model. In addition, MySQL database
was used and some libraries, as Bootstrap1, to make the
application responsive, and RGraph2, to generate dynamic
charts.

The architecture of the program follows the model known
as three-tiered application (3-Tier), architectural style in which
the system is organized into three main layers [2]. The layers
used for the architecture of PIPA are the user interface, the
presentation screens that will make the interaction with people;
the business layer, with the logic of the application; and the
database layer, which will store score information, personal
data, and employee appraisal history.

Regarding the classes of the application, a hierarchy was
considered. They are three user profiles: administrator, man-
ager and user. The users can be enrolled in activities by man-
agers and administrators, and can access the notes assigned to
them, update the status of tasks and send files and comments.
Managers are responsible for registering activities, recruiting
users for them and doing the evaluation at the end. They will
have access to the scores of the users. The administrator is the
profile that will handle the system. The manager can do what
a manager does, but it is also possible to register people and
classify them into any of these categories.

The design of PIPA was inspired by the minimalist design,
which has the least graphic resources and texts. It does not
mean that it has little content, but rather broadens the essence
of what is really important, to the point of making everything
else expendable before the very focus of creation [?]. The
reason for choosing minimalist themes is to focus the attention
of the users on the content, that is, tasks, and to divert the focus
of graphic elements. The home page of the system can be seen
in Figure 2. This screen contains only the dialog boxes for
login, with the option of password recovery. Just like the home
screen, the others also try to follow the minimalist design.

1http://getbootstrap.com/
2http://www.rgraph.net/
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As soon as the user logs on to the system, he / she will
see the last evaluation and the game elements, as ranking and
badges. Figure 3 shows the user home. Other information on
the home screen is the tasks still waiting to be completed
or updated. In the navigation bar it is possible to see the
options to view all projects, including those which have been
completed and those that are still open, the general projects,
and the project register, available only for manager profiles.
Figures 4 and 5 show the screens of the projects of the user
and general projects, respectively.

Figure 2: Home page of PIPA

Figure 3: Page of the user of PIPA

The page of projects shows the tasks of the person is regis-
tered as a member of a team or individually. This screen shows 
the number, unique code of each registered task, name, type, 
priority and whether it is completed or not. This information is 
previously registered by the manager who opened the task in 
the system. The types are related to the sectors to which it is 
related, such as administrative or financial. In the projects tab, 
it is possible to have an overview of everything what is being 
produced in the company, not only the processes assigned to 
the user. This page is important for monitoring the projects 
of the colleagues. Authors are the people who registered the 
activity in the system, it means, users with a manager profile. 
’Assigned’ is related to the person who is intended the task.

The system has been made available to the general com-
munity, especially to the target audience of developers and 
people who want to use PIPA to manage their activities in the

Figure 4: Page of projects of the user

Figure 5: Page of general projects

company. The repository used to store the code, as well as 
do version control, was GitHub3, and can be accessed in this 
link: https://github.com/Cacais/PIPA.

A. Learning Vectors applied to PIPA

The score obtained in the system will be made from the
Learning Vectors Model adapted to PIPA. Like this evaluation
proposal, PIPA point counting system aims at non-linearity.
The scores will be given by the same formulas of the LV
Model to calculate the positivity and negativity, and the values
for LVX , which indicates the positivity obtained by the person,
are used for the point system. For better understanding, the
points will be called P . It is possible to observe the relations
of the equations to the values obtained in Equation 4. The
value of P initially is zero and then the actual P count plus
the value obtained by the calculation of the previous value of
P.

P = P + (10 × cos[(−12α+ I)]) (4)

Scores are obtained by calculating LVX , while total points
are the sum of all scores obtained. The ranking depends on
the scores, but consists only of the sum in the week, since
it is updated weekly. This can also help in accomplishing
more tasks, since the more evaluations is achieved, the more

3https://github.com/
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punctuation and more chances of joining the first positions of
the ranking are reached. It is possible to access the average of
those evaluated at the time of reporting, but the scores that will
appear on the system home page will be the last assessment.

The β Factor is indicative of whether or not to level up. As
in LV Model, the β Factor is calculated by dividing positivity
by negativity. At the beginning, passing the phase is easier, but
with each level reached, the difficulty increases. The levels are
numerically divided, for example, level 1, 2, 3, ..., n. There is
no limit number. To increase the level, the score obtained must
always be the double of the previous one. The calculation of
the number needed to reach levels depends on other variables,
as unlock badges and keep reasonable valuations.

The LV Model was chosen as a mechanism to support
dynamic evaluations and to provide a constant feedback to
those involved in the educational process, as well as to
verify negativity and positivity. We aim to unite valuation
with gamification and encourage employees to adopt positions
that improve their performance, but in a fun way, trying
to change the paradigm of currently available performance
appraisal systems. Through these resources, it is assumed that,
having in hand the mechanisms necessary to know their own
performance, those evaluated will identify factors that hinder
and those that improve performance and take measures to
modify or maintain the progress of the task resolutions.

V. PRELIMINARY RESULTS

For the field research, we choose a company of repre-
sentation of seals and enclosures for the mineral water and
beverages segment. It consists of a microenterprise with 7
employees, a receptionist, an accountant, two proprietary part-
ners and three representatives working externally, located in
the Passar neighborhood of the city of Fortaleza, Cear. The
test period was a little more than a month in the first quarter
of 2017. A week before the start of the tests, a meeting was
held with the owners and employees for explanations of how
to use the system, and then began to use our system. In this
context, the system could be an ally to control the activities
of everyone who works in person, but especially those who
work outside.

A. Methodology

We scheduled a day for installation of the program and
explanation of how to use it for all employees. On that day,
employees who work externally were also present, and it was
possible to teach everyone. A local server was used inside the
company and was explained individually as access, register
tasks, evaluate and monitor their performance through the
system. They all collaborated and seemed excited to use it.
After the training, the contacts were left in case any of the
employees had any questions or to solve technical problems.

The system was used for a month, more precisely thirty-
six days. At the end of the process, another meeting was
scheduled for delivery of software evaluation forms and feed-
back. Two forms were applied: one for self-evaluation and
another for supervisors to evaluate the employee’s income.

The questionnaires had objectives and subjective questions. It
was made clear to the participants that the procedure would
be anonymous, with the sole purpose of raising data for an
academic research, and that colleagues would not have access
to the answers. At the end of this period, the forms were
collected.

The forms contained questions about the adequacy of the
software to the environment, employee satisfaction and per-
formance improvement. Thus, the evaluation models were
divided into two parts: one for self-evaluation, aimed at
employees in general, including the owners; and one for
employee evaluation. The purpose of this would be to analyze
whether employees perceived changes in their income and
whether the bosses noticed it. All answered the self-assessment
questionnaires, while only the owners answered the evaluation
of the results of their collaborators.

B. Results

The results of the questionnaire are organized together with
the questions to which they refer. In general, the system
improved employee performance. When asked about this, they
said they were able to pay more attention to how the tasks
were going and that the employees were more focused. As for
the ease of evaluation, they felt a bit of difficulty at first, but
with little time have been able to evaluate. The results can be
checked as follow.

1) Questionnaire of the evaluators:
1) Did the employees obtain improvement in income

through PIPA?
2) The level of difficulty of evaluating employees by PIPA

was:
3) Did the monitoring of the activity of the employees by

PIPA helped the company?
4) Did you use to evaluate employees beforehand by any

other method?

Figure 6: Question 1 Figure 7: Question 2

Figure 8: Question 3 Figure 9: Question 5

2) Self-assessment questionnaire:
1) In a general way, how do you evaluate your experience

with PIPA software?
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2) In your opinion, do your performance improved with
PIPA?

3) Do you think your interaction with others improved
using PIPA?

4) Was the evaluation by PIPA a positive, negative or
neutral factor?

Figure 10: Answers for the 
first question

Figure 11: Answers for the 
sec-ond question

Figure 12: Answers for the 
third question

Figure 13: Answers for the 
fourth question

The questions were elaborated to verify the length of the
work objectives. From the responses of the users, it was
possible to conclude that the system was able to motivate and
interact among the members of the company. Also, the evalu-
ation enabled the evaluators to be monitored and evaluated.

VI. CONCLUSION

PIPA come out as a proposal of a free code system that aims
to stimulate the employees through monitoring of processes
and evaluations. This technique proved efficient in engaging
users to adopt a certain posture, so employees reach the levels
of high performance teams.

Testing process was very helpful in uncovering the strengths
and weaknesses of the system as well as collecting suggestions
for improvements. The objectives we had at the beginning
were verified and it can be concluded that, for this evaluation
in the field, the system was carried out in a profitable way,
fulfilling the established goals. According to the answers of
the questionnaires applied, it is presumed that the one planned
in the beginning was fulfilled.

It is expected that PIPA software encourages the improve-
ment of employee performance, which will be stimulated
through gaming elements to have more productivity, since
mechanisms will be added for constant checking of evaluations
and feedback. It is also intended to improve the monitoring of
what is being produced in the company, in order to identify
armful factors, and thus be able to take preventive measures.
This way, both evaluators and evaluators gain in the process.
In future works, it is hoped to improve the visual aspect of
PIPA, making it more attractive and intuitive to the public and

improving the user experience in using it. It is also one of the
future objectives to use Fuzzy Logic for PIP Model LV.
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Abstract—Many methods for learning software development 

neglect computer science concepts for real-world application 

based education. We combine one computer science concept, 

hardware-software interaction, and apply it in a software 

development context using MIT App Inventor. Through App 

Inventor we have created a virtual computer, implemented with 

its own binary machine language and assembly language. We hope 

that students using App Inventor to learn software development 

by creating apps, use our implementation to learn assembly 

language concepts by adjusting our languages and virtual 

hardware for their own purposes and interests. This serves both to 

help them understand a core computer science concept and to 

present the concept in a way that encourages practical software 

development skill improvement.  

Keywords-hardware-software interaction; Assembly language; 

programming; computer science 

I.  INTRODUCTION 

As demand for computer and technology specialists 
increases, so will the number of people who turn to methods 
alternative to a traditional academic setting for learning the 
relevant skills to become effective in their target specialties. One 
such example is the many aspiring programmers who will likely 
learn through websites and courses which emphasize education 
in a programming goal oriented context exclusively. While this 
is an effective method for learning certain tasks associated with 
software development, this method may neglect to provide a 
student with a strong understanding of both fundamental or 
theoretical concepts.  

In a traditional academic computer science setting, these 
fundamental and theoretical skills are generally taught by 
requiring students take classes that broaden their knowledge, 
teaching them theoretical problem-solving skills, and often 
teaching real-world problem solving skills as they relate to 
computer science. Many current and future software developers 
may, however, have little access to, little desire to learn, or little 
knowledge of where to begin learning about many of these less 
often applicable and tangible computer science skills. 

A possible solution to this problem is to find new ways to 
integrate these skills with the methods that people already use to 
learn programming. The focus of this paper is to show an 
example of how this might be accomplished. One knowledge set 
sometimes overlooked by a programming education outside of 
academia is a working understanding of computer hardware-

software interaction. We propose a method to teach some basics 
of hardware-software interaction by providing a student with a 
user-designed assembly language using MIT App Inventor for 
Android.  App Inventor is a web software which allows users to 
create Android apps using a drag-and-drop block programming 
language.  It is oriented toward beginner programmers and is 
thus a good candidate for the integration of computer science 
education in a system designed to introduce and improve 
practical software development skills. We hope that students 
will take our implementation of a virtual computer and 
architecture and make adjustments and additions to suit their 
own interests. Should a student follow our method for the 
creation of a simple assembly language from scratch, we hope 
he or she will be shown some of the basics of computer 
hardware-software interaction, as well as receive additional 
practice in general software development via creating software 
with App Inventor. 

II. RELATED WORK 

Our architecture is most closely modeled after MIPS 
assembly language because of its use in the popular textbook 
Computer Organization and Design [1]. Our language is, 
however, separate from MIPS, as this book was used as a guide.  

MIPS Assembler and Runtime Simulator (MARS) is a 
common simulator for students to practice programming in 
MIPS assembly language. MARS is an IDE that implements 
several features for its MIPS simulator, including showing 32 
registers and allowing a student to assemble and run MIPS code 
[3]. While these two features are implemented for our program, 
we focus on an Android App environment rather than a desktop 
application. The authors of [2] host a MIPS simulator on a 
mobile environment and include pipelining and dynamic 
scheduling in their simulator. We choose to overlook hardware 
specifics for a simpler program oriented toward students with 
less knowledge of assembly language.  

Our fundamental difference from many common assembly 
language education tools is that our focus is on showing students 
how languages might be built around hardware, with the hope of 
making this process more enjoyable and creative for the student. 
Students are encouraged to use our implementation to learn 
about assembly and machine languages and alter our program 
using App Inventor and its beginner-friendly, block 
programming interface to change, add, or remove features to 
their own preference. 
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III. IMPLEMENTATION 

The architecture that we implemented for this project was an 
RISC based on 16 bits. A 16-bit architecture was chosen because 
this project is intended to be an educational simulation more than 
a computer architecture designed for real world use, and while 
the more common 32 and 64-bit architectures could potentially 
support more commands and features, they would likely be 
beyond the scope of most students using this system to create a 
working architecture simulation. Conversely, an architecture 
based on less bits, like, for example, 8 bits, would likely make a 
simulation capable of performing a diverse set of computational 
tasks difficult due to limitations in allowing for a possible 
substantial set of instructions, as well as significantly limiting 
the size of easily accessible memory. This particularly applies to 
immediate-type instructions, which would need to contain at 
least an opcode, a register value, and an immediate value in a 
single 8-bit instruction.  16 bits is a good middle ground of 
functionality and simplicity. 

Register and memory location are simulated using arrays.  
App Inventor provides only a “list” data type with a starting 
index of 1. Binary addresses are better represented using a 
starting index of 0 because one more location can be reached in 
the same number of bits when starting with an index 0 than 1. 
We found a user-created “array” display from [3] that had a 
starting index of 0, and we based our hardware simulation on 
this array representation. There are three array types: a “register” 
array of length 16 (values 0-15) to simulate a set of CPU 
registers, a “memory” array of length 256 (values 0-255) to hold 
the instructions of the program being run, and a “data” array of 
length 256 (values 0-255) for the user to store and load 
individual 16 bit words of data to and from the memory.  

The app has a simple user interface for input and output, 
buttons to perform actions, and virtual hardware displays. There 
is an input text box for the user to enter either binary or assembly 
instructions and an “Assemble” button to convert the assembly 
language instructions to their equivalent binary instructions and 
display them in the same text box. There is also a “Load to 
Memory and Run” button which takes the binary input, loads it 
to the beginning of the memory array, runs the program to the 
language’s specifications, and updates the contents of the 
register array and data array to the values specified by the user 
input program.  There are also 4 output text boxes should the 
user specify to display a formal output outside of the register 
array or data array. For simplification purposes and to encourage 
intuitive calculation for the user, the instructions moved to the 
memory array are written in binary, identical what was written 
by the user in the input text box, but the computed numbers in 
the register and data arrays, as well as the numbers displayed in 
the formal outputs, are represented in decimal format.  The 
bottom of the screen displays the register array in one text box, 
and the memory array with the data array appended to it in 
another text box. 

To manipulate the values in the array displays and output 
displays, which are all set to 0 by default, we first implemented 
a binary machine language that dictates the values represented 

 

 

 

in the arrays and outputs. The action of each instruction is 
controlled by the first 4 bits of each 16-bit word. These 4 bits are 
called the operation code (opcode).  There are 16 basic opcodes 
and therefore 16 basic instructions. Additionally, there are six 
instruction format types. These six instruction format types are 
Register (R), Single Register Immediate (SRI), Double Register 
Immediate (DRI), Register with Offset (RWO), Sensor (SNSR), 
and Print (PRINT). The list of instructions and the formatting 
procedures of each type can be seen in TABLE 1 and TABLE 2, 
respectively. The set of instructions allows the user to perform 
many important fundamental computational actions, like doing 

TABLE 2. DISTRIBUTED SERVICES BY PLATFORM 
Instruction 

Opcode Abbreviation Format Type 

Add 0000 add R 

Subtract 0001 sub R 

Multiply 0010 mul R 

Divide 0011 div R 

Set if Less Than 0100 slt R 

Copy 0101 copy R 

Store Data w/Offset 0110 sdo RWO 

Load Data w/Offset 0111 ldo RWO 

Add Immediate 1000 addi DRI 

Subtract Immediate 1001 subi DRI 

Jump If Equal 1010 jeq SRI 

Jump If Not Equal 1011 jne SRI 

Store Data 1100 sd SRI 

Load Data 1101 ld SRI 

Sensor 1110 snsr SNSR 

Print 1111 print PRINT 

 

TABLE 1. INSTRUCTION FORMATTING PROCEDURE 
Format 

Type Formatting Procedure 

 Instruction 

 Assembly Example Binary Example Add 

Ra 

Instruction     rv1     rv2       tr 

    add           r8     r9     

r10 

OpCode       rv1      rv2      tr 

  0000      1000 1001 1010 
Subtract 

RWO 
Instruction      rv      rm     

imm 

    sdo           r8     r9      4 

OpCode       rv       rm     imm 

  0110      1000 1001 0100 
Multiply 

DRIb 
Instruction       rv       tr       

imm 

    addi         r4     r5     20 

OpCode   rv    tr        imm 

  0000    00  01  00010100 
Divide 

SRI 
Instruction      rv     imm  

    jeq           r8    127     
OpCode        rv          imm       

  1010      1000 01111111 
Set if Less Than 

SNSR 
Instruction     sop     tr      sfn 

    snsr          2      r9      3 
OpCode       sop      tr      sfn 

  1110      0010 1001 0011 
Copy 

PRINTc 
Instruction       rv     out       

    print          r8     0 
OpCode      rv   out       

  1111    1000 00   xxxxxx 
Store Data w/Offset 

rv = value at specified register           tr = store value to specified register  

imm = immediate           sop = sensor op code         sfn = sensor function 

rm = memory location at register value                                 out = output 
mi = memory location stored at immediate value 

Load Data w/Offset 

a. The last four bits of Copy, an R format type, do not affect the instruction. SLT sets rv1 to a value of 

1 if rv2 < tr 

b. The specified registers of the DRI type go to registers r4 – r7 

c. For PRINT instructions, the last 6 bits do not affect the instruction 
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arithmetic, storing variables, if statements, looping, and formally 
printing to an output.  

One aspect of our method of learning assembly language that 
sets it apart from many others is that this language allows a user 
to collect data from a smartphone’s sensors that can then be 
treated the same as any other value represented in the registers, 
data memory, or output. This means that the user can program 
the information input from the sensors to create simple apps 
from the app itself. This is also intended to give the user of the 
app an intuition for the power of a programming language, even 
a simple one. The sensors implemented, their opcodes and their 
individual functions are listed in TABLE 3. 

It is important to note that while we wrote a specific architecture 
as we saw appropriate for this application, students are 
encouraged to alter the architecture and its’ implementation for 
their own purposes and interests as they see fit. For this reason, 
we focus less on an ideal implementation, and more on a 
student’s creation and implementation of some working 
architecture, to encourage creative thinking and practical 
development. If a student doesn’t prefer an aspect of our 
architecture or sees a superior implementation, he or she is 
encouraged to change it. This principle applies to all aspects of 
our implementation. 

 

IV. FUTURE WORK AND CONCLUSION 

One possible adjustment to be made could be the planning 
and implementation of a 32 or 64-bit architecture.  This would 
allow for more reasonable use binary implementation in both 
memory and registers.  16 bits limits the size of a binary number 
to 65,536 unique integers to be represented without 
implementing double or larger memory device representations.  
The implementation of a larger bit architecture would also make 
more practical the implementation of binary representation of 
the numbers represented in the register and data arrays, as well 
as binary arithmetic. Floating point numbers are supported with 

our implementation, but they are only either the result of division 
or sensor input, and floating-point arithmetic could also be a 
useful addition.  

Another common programming feature that our architecture 
lacks in its current implementation is the ability to call functions, 
which could be an easily added feature with the addition of an 
additional stack-type array section appended to the memory 
array. 

None of our virtual registers have specific reserved purposes 
or limitation as to what numbers can be stored, except that the 
DRI type instructions must be loaded into registers r4 – r7. This 
being the case, all registers can store all value types either 
directly or by performing arithmetic operations. An 
improvement to the current architecture could be the addition of 
restrictions on the values that certain registers can hold and 
conventions for certain individual registers or sets of registers.  
For example, r0 could be restricted to holding a constant value 
of 0, and certain registers could be reserved for holding the 
current memory address of the end of the program or the next 
stack memory location if a stack array is implemented. 

While we implemented sensor inputs, we only implemented 
four types, and others could be added much more extensively 
with virtually no change to our current implementation. As 
sensor input is what separates our assembly language from many 
others that are used for educational purposes, this would be a 
useful and simple addition for a student learning assembly. We 
also designed only an opcode for sensors and did not implement 
abbreviated instructions to be assembled. 

In the future, we would like to test the real-world efficacy of 
our system and see the results. Our assembly implementation on 
App Inventor is meant to be used as a starting point for a student 
interested in learning hardware-software interaction. We have 
implemented a substantial enough architecture to perform many 
computing problems, but have intentionally left certain potential 
aspects of implementation easily improvable. Our hope is that 
students learning assembly language can use our implementation 
as a good starting point, and they can make adjustments tailored 
their own interests, helping them learn about hardware-software 
interaction, and improving their general software development 
skills by making these alterations using our source code in App 
Inventor. 
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TABLE 3.SENSOR BINARY INSTRUCTION INFORMATION 
Sensor 

 SOP Return Information SFN 

Accelerometer 0000 x Acceleration 0000 

  y Acceleration 0001 

  z Acceleration 0010 

Gyroscope 0001 x Angular Velocity 0000 

  y Angular Velocity 0001 

  z Angular Velocity 0010 

Orientation 0010 Azimuth 0000 

  Pitch 0001 

  Roll 0010 

  Magnitude 0011 

  Angle 0100 

Proximity 0011 Distance 0000 

  Maximum Range 0001 
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Abstract— Malware analysis is a challenging task in the theory as 

well as the practice of computer science. Many important 

problems in malware analysis have been shown to be 

undecidable. These problems include virus detection, detecting 

unpacking execution, matching malware samples against a set of 

given templates, and detecting trigger-based behavior. In this 

paper, we will give a review of the undecidability results in 

malware analysis and discuss what can be done in practice. 
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I.  INTRODUCTION

The number of malware programs encountered by security 
companies multiplies every year. Each of these programs needs 
to be analyzed by static and dynamic analysis tools. The task of 
running each program in a controlled environment and 
analyzing its behavior manually is a tedious and labor-intensive 
task. Therefore, there is a great need for automation of this 
process and for tools that will help with the analysis. 

One of the most significant theoretical results in malware 
analysis is from the seminal works of Cohen on computer 
viruses [Coh87, Coh89] where he showed that a program that 
detects all computer viruses precisely is impossible. Later, 
Chess and White [4] gave an example of a polymorphic virus 
that cannot be precisely detected by any program. Other results 
followed [CJS+05, RHD+06, BHL+08] which stated the 
impossibility of certain critical tasks in static and dynamic 
malware analysis. 

In this paper, we give a brief survey of the major 
undecidability results found in the malware analysis literature. 
Then we give examples from the positive side showing what 
can be done on these undecidable problems in practice. 

II. MALWARE ANALYSIS AND UNDECIDABILITY

Since Cohen [6] gave the first formal treatment of computer 
viruses, many problems in malware analysis have been shown 
to be undecidable. Many of these results are based on the fact 
that precisely deciding whether a given program/input satisfies 
a certain post-condition, for an arbitrary post-condition, is 
undecidable. The proofs are based on two general techniques: 
Either they build a self-contradictory program assuming the 
existence of a decider for the given problem, similar to [6], or 
they give a reduction from a well-known undecidable problem, 
such as the Halting Problem, similar to [7]. In this section, we 

review some of the most significant undecidability results in 
the field. 

A. Undecidability of the General Virus Detection Problem

The first result on the undecidability of the general virus
detection problem is due to Cohen [6]. Using a well-known 
proof technique, he argued that:  

“In order to determine that a given program ‘P’ is a virus, it 
must be determined that P infects other programs. This is 
undecidable since P could invoke any proposed decision 
procedure ‘D’ and infect other programs if and only if D 
determines that P is not a virus. We conclude that a program 
that precisely discerns a virus from any other program by 
examining its appearance is infeasible.” 

He gave the following piece of program 
“contradictory-virus” as an example that cannot be 

detected by a virus detector D in a correct way: 

As Cohen [6] observed, “… if the decision procedure D 
determines CV to be a virus, CV will not infect other programs, 
and thus will not act as a virus. If D determines that CV is not a 
virus, CV will infect other programs, and thus be a virus. 
Therefore, the hypothetical decision procedure D is self-
contradictory, and precise determination of a virus by its 
appearance is undecidable.” A minor flaw in this argument was 
observed by Steinparz [15], who noted that this argument only 
shows the impossibility of a virus detector which is not a virus 
itself. Otherwise, if D is a virus itself, it can return “true” on 
contradictory-virus and be correct. 

program contradictory-virus := 

{.... 

main-program := 

{if ~D(contradictory-virus) then 

{infect-executable; 

if trigger-pulled then 

do-damage; 

} 

goto next; 

} 

} 
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A more formal proof was again given by Cohen himself [7] 
by a reduction from the Halting Problem. He showed that the 
existence of a precise virus detector would imply a decider for 
the Halting Problem and hence is not possible. 

B. Existence of an Undetectable Virus 

As summarized above, Cohen [Coh87, Coh89] showed the 
impossibility of a virus detector that detects all viruses 
precisely. Chess and White [4] extended this result by showing 
that there are viruses, in theory, with no error-free detectors. 
They explained, “That is, not only can we not write a program 
that detects all viruses known and unknown with no false 
positives, but in addition there are some viruses for which, 
even when we have a sample of the virus in hand and have 
analyzed it completely, we cannot write a program that detects 
just that particular virus with no false positives.” 

The result of Chess and White is based on an extension of 
the contradiction argument in Cohen’s first paper [6]: Consider 
a polymorphic virus W that is able to modify its code. This 
virus modifies its spreading condition such that if some 
particular subroutine in it returns “false” on W itself, it spreads. 
Furthermore, this subroutine is subject to change as a part of 
W’s polymorphism. Now, if some detector code C were to 
detect W, there is at least one instance of this polymorphic 
virus, where the subroutine is replaced by C, that cannot be 
detected by C: Just like Cohen’s argument, detection by C 
would result in the virus’ not spreading, and hence would 
imply a false positive. 

The same argument shows the non-existence of a detector 
for W under a looser notion of detection as well: Say a program 
“detects” a virus V if it (i) returns “true” on every program 
infected with V, (ii) returns “false” on every program not 
infected with any virus, (iii) may return “true” or “false” on a 
program that is infected with some virus other than V. The 
impossibility argument above applies to this looser notion of 
detection verbatim. Hence, Chess and White [4] concluded that 
there exists, in theory, some virus that cannot be detected 
precisely by any virus detector even under this looser notion of 
detection. 

C. Semantic-Aware Malware Detection 

A malware detector based on a pattern matching approach 
is fundamentally limited against obfuscation techniques used 
by hackers. The goal of malware obfuscation is to morph or 
modify the malware to evade detection. A piece of malware 
can modify itself by, for example, encrypting its payload, and 
then later decrypting it during execution. A polymorphic virus 
tries to obfuscate its decryption code using several 
transformations, such as code transposition, nop insertion, and 
register reassignment. Metamorphic viruses, on the other hand, 
try to evade detection through obfuscating the entire code. 
When they replicate, these viruses change their code by 
techniques such as substitution of equivalent instruction 
sequences, code transposition, register reassignment, and 
change of conditional jumps. The fundamental limitation of the 
pattern-matching approach for malware detection is that it is 
mainly syntactic and does not consider the semantics of the 
program flow and the instructions. 

Christodorescu et al. [5] studied a method to overcome this 
limitation by incorporating instruction semantics to detect 
malicious code traits. In their framework, malicious behavior is 
defined by hand-constructed “templates”. The problem of 
deciding whether a given piece of code contains such a 
template behavior is modeled as the “Template Matching 
Problem”. 

The Template Matching Problem turns out to be 
undecidable. Christodorescu et al. [5] gave a reduction from the 
Halting Problem to the Template Matching Problem, and stated 
that a precise solution for the general Template Matching 
Problem is impossible. 

D. Automatic Unpacking for Malware Detection 

An obfuscation mechanism that is much used by modern 
malware is to hide the malicious portion of the payload as data 
at compile time, and then transform it into an executable at run 
time, a behavior known as “unpack and execute”. The unpack 
transformation can be something simple, such as an XOR by a 
block of random-looking data, or something more complex, 
such as decryption by a cipher like AES. 

Royal et al. [12] worked on detecting such polymorphic 
viruses by focusing on the result of the unpack operation. The 
idea is to compare the executable code during the run time with 
that before the run time. When a change is detected, it is 
written out for further analysis. 

The code and the data sections of a program are formally 
modeled as a Turing machine M and its input w. Then the 
unpack detection problem becomes whether w contains another 
program in it that will be emulated by M during computation. 
This problem can be formulated as the following formal 
language: 

UNPACKEXTM = {<M, w>: M is a UTM, and M simulates a 
Turing machine on its tape in its computation on w} 

Royal et al. [12] gave a theorem which stated that the 
UNPACKEXTM language is undecidable. They proved this result 
by a reduction from the Halting Problem. Hence, it turns out 
that determining precisely whether a given program contains 
some unpack-execute behavior in it is impossible. 

E. Automatically Identifying Trigger-Based Behavior 

A common feature found in modern malware is to contain 
some hidden malicious behavior that is activated only when 
triggered; such behavior is called trigger-based behavior. 
Various conditions are used for triggering, such as date and 
time, some system event, or a command received over the 
network. 

Brumley et al. [2] studied how to automatically detect and 
analyze trigger-based behavior in malware. Their approach 
employs mixed symbolic and concrete execution to 
automatically explore different code paths. When a path is 
explored, a formula is constructed representing the condition 
that would trigger execution down the path. Then a solver is 
employed to see whether the condition can be true, and if so, 
what trigger value would satisfy it. 
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Like many other problems in malware analysis, an exact, 
automatic identification of trigger-based behavior turns out to 
be undecidable by a reduction from the halting problem. 
Brumley et al. [2] observed that “Identifying trigger-based 
behaviors in malware is an extremely challenging task. 
Attackers are free to make code arbitrarily hard to analyze. 
This follows from the fact that, at a high level, deciding 
whether a piece of code contains trigger-based behavior is 
undecidable, e.g., the trigger condition could be anything that 
halts the program. Thus, a tool that uncovers all trigger-based 
behavior all the time reduces to the halting problem.” 

F. NP-Complete Problems 

Although the general cases of the aforementioned problems 
are undecidable, it turns out that it is possible to obtain their 
decidable versions by assuming some bound on the time or 
memory available to the malware. Spinellis [14] showed that a 
length-bounded version of Cohen’s problem is decidable and 
NP-complete. Borello and Mé [BM08] showed that detecting 
whether a given program P is a metamorphic variant of another 
given program Q is decidable and NP-complete. Bueno et al. 
[3] showed that the space- and time-bounded versions of the 
unpacking problem are decidable, and the time-bounded 
version is NP-complete. 

Of course, a problem’s being NP-complete is not exactly 
good news. It is usually interpreted as that no efficient solution 
exists for the worst case of that problem. However, efficient 
solutions may exist for the average case, or it can be possible to 
obtain reasonably good solutions by heuristics or 
approximation algorithms. 

III. PRACTICAL SOLUTIONS 

Despite the negative theoretical results on undecidability of 
some fundamental questions in malware analysis, practical 
tools have been in action since the very early days of computer 
viruses. By tolerating some degree of inaccuracy (i.e., 
tolerating some degree of false positives or negatives, or 
allowing inconclusive results), it is possible to build algorithms 
that are very effective in practice. In this section, we 
summarize some of the tools developed for the problems 
reviewed in Section 2. 

A. Detecting Malware by Template Matching 

Despite the fact that the general Template Matching 
Problem is undecidable, it is possible to detect malware using 
template matching algorithms that are mostly accurate. 
Christodorescu et al. [5] developed a toolkit for that purpose. 
The toolkit works in two phases: First, the binary program to 
be analyzed is disassembled, a control graph is constructed, one 
per program function, and an intermediate representation (IR) 
is generated. The IR is further processed and put into an 
architecture- and platform-independent form. In the second 
phase, the IR is compared against a given set of malware 
templates. Each comparison either returns “yes” or “don’t 
know”. Suggested malware templates for comparison include 
procedures such as a decryption loop or mass mail sending. 

Christodorescu et al. [5] tested their tool on a real-world 
malware sample consisting of seven variants of Netsky (B, C, 

D, O, P, T, and W), seven variants of Bagle (I, J, N, O, P, R, 
and Y), and seven variants of Sober (A, C, D, E, F, G, and I), 
all being email worms with many diverse forms found in the 
wild. The authors tested the malware against templates 
capturing the decryption loop and mass mailing functionalities. 
The tool detected all Netsky and Bagle variants with 100% 
success. The Sober worm was not detected due to a limitation 
in the prototype implementation, related to matching calls into 
the Microsoft Visual Basic runtime library. Nevertheless, their 
test demonstrated the success of their template matching 
algorithm on diverse forms of malware. 

The tool was tested on a benign sample as well in order to 
test its false positive rates. 97.78% of the programs in the given 
sample were detected as benign after successful disassembly, 
while 2.22% could not be disassembled. 

B. Detecting Unpack-Execute Behavior 

Although the general problem of unpack-execute behavior 
is undecidable, Royal et al. [12] gave an algorithm for a 
bounded version of this problem. Let n denote the number of 
instructions of a given program P to execute before it halts. 
The program ExtractUnpackedCode(P,n) works in two phases: 

• Phase 1: Static Analysis. Program P is disassembled to 
identify code and data. Blocks of code that are 
separated by non-instruction data are partitioned into 
sequences of instructions. These sequences form the 
set I, which will be queried repeatedly in the next 
phase to detect if P is executing unpacked code. 

• Phase 2: Dynamic Analysis. Program P is executed one 
instruction at a time. The current instruction sequence 
is captured by in-memory disassembly starting at the 
current value of the program counter until some non-
instruction data is encountered. The current instruction 
sequence is compared against each instruction 
sequence in the set I. If the current sequence is not a 
subsequence of any instruction sequence in I, then it 
did not exist in P. 

Royal et al. [12] developed this algorithm into a practical 
tool for MS Windows systems, called PolyUnpack. They tested 
the tool on the OARC malware suspect repository and 
compared its performance with that of the Portable Executable 
Identifier (PEiD), a popular reverse-engineering tool which 
uses a specific set of signatures to detect unpack-execute 
behavior [11]. PolyUnpack performed very well and was able 
to identify many samples with unpack-execute behavior which 
PEiD was unable to detect. 

C. Detecting Trigger-Based Behavior 

Detection of trigger-based behavior by manual analysis is a 
virtually impossible task due to the intensive labor required. On 
the other hand, a precise automatic analysis is not possible 
either; as explained in Section 2.5, the general problem of 
automatic identification of trigger-based behavior is 
undecidable. Nevertheless, a great deal of help can be obtained 
from automatic analysis to alleviate the burden of manual 
analysis. Brumley et al. [2] designed a tool for this task. Their 
approach consisted of several phases: First, the different types 
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of triggers of interest are specified. Then, different code paths 
are explored using mixed symbolic and concrete execution. For 
a path explored by this process, a formula is constructed 
representing the condition that would trigger execution down 
the path. Then a solver is employed to see whether the 
condition can be true, and if so, what trigger value would 
satisfy it. 

Brumley et al. [2] developed this approach into a program 
called MineSweeper. They tested MineSweeper on real-world 
malware containing trigger-based behavior. On every case, 
MineSweeper was able to detect the trigger condition and the 
trigger-based behavior. The analysis time varied depending on 
the complexity of the malware, from 2 to 28 minutes. In 
general, MineSweeper is not guaranteed to detect every piece 
of malware containing trigger-based behavior, but it can 
definitely be used as a tool of great assistance over the 
impractical alternative of manual analysis. 

D. Malware Protection by Default Deny Approach  

Given that some fundamental problems in malware analysis 
and detection are undecidable, an alternative solution applied 
by practical security tools (e.g., Comodo’s Endpoint Security 
[8]) is the default deny approach to protect users from malware 
infections: Rather than blocking only blacklisted malware 
applications and allowing all other safe and unknown 
applications, only whitelisted applications [13] are permitted to 
run on a host’s real operating system (OS). Samples blacklisted 
as malware are blocked by default, and unknown programs are 
permitted to run in some virtualized environments such as 
containments, sandboxes, etc. Creating these shadow file 
systems, registries, and communication ports helps blocking 
most damages caused by malicious application, and correctly 
defining a program for virus detection [9]. 

Although the default deny approach provides a higher level 
of protection compared to the default allow approach, one of 
the current problems using these virtualized environments is 
encountered in application usability. Purdila and Terzis [10] 
developed a dynamic browser containment environment to 
protect users from web-based malware, where they intercept 
system service requests of processes and limit browser’s access 
to critical system resources to prevent malware damages. 
Although they managed to provide the desired protection, their 
proposed technique introduced some overhead; an 11.8% 
increase in latency and a 13.4% decrease in throughput.  

IV. CONCLUSION 

Malware detection has been a major problem since the 
early days of computing. Theoretical results have been given 
on the inexistence of perfect detectors on various problems. 
Nevertheless, there is a great deal of work to be done using 
less-than-perfect tools. Bounded versions of the undecidable 
malware detection problems are in fact decidable. By assuming 
certain bounds on the time or memory available to the 
malware, it should be possible to develop detectors that work 
quite accurately in practice. 
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Abstract—Cryptocurrency platforms such as Bitcoin and 

Ethereum have become more popular due to decentralized control 

and the promise of anonymity. Ethereum is particularly powerful 

due to its support for smart contracts which are implemented 

through Turing complete scripting languages and digital tokens 

that represent fungible tradable goods. It is necessary to 

understand whether de-anonymization is feasible to quantify the 

promise of anonymity. Cryptocurrencies are increasingly being 

used in online black markets like Silk Road and ransomware like 

CryptoLocker and WannaCry. In this paper, we propose a model 

for persisting transactions from Ethereum into a graph database, 

Neo4j. We propose leveraging graph compute or analytics against 

the transactions persisted into a graph database. 

Keywords-Ethereum; transaction graph; graph compute; graph 

analytics; Neo4j; 

I.  INTRODUCTION 

Ethereum is the second largest cryptocurrency platform after 
Bitcoin by market capitalization, $24 billion to $53 billion (as of 
August 1, 2017). The currency used in Ethereum is called ether 
(ETH) whereas the currency used in Bitcoin is also called bitcoin 
(BTC). Ethereum relies on public blockchain where consensus 
is maintained by proof-of-work like Bitcoin. A proof-of-work 
system is one where miners maintain the blockchain by 
competing to solve computationally intensive problems (which 
are easy to validate). Ethereum provides the following features 
on top of what is offered by Bitcoin: 

• Ethereum Virtual Machine (EVM) which provides a 
runtime environment for smart contracts. 

• Smart contracts that act as stateful decentralized 
applications that run on EVM implementations to 
enforce contract instructions. A taxonomy of smart 
contracts was proposed by Bartoletti and Pompianu  [1] 
to be divided into five categories: financial, notary, 
game, wallet, and library. 

• Digital tokens that represent digital assets where the 
issuance is governed by smart contracts. The digital 
tokens can be treated as currencies like ETH and BTC 
and can be issued through initial coin offerings (ICOs) 
akin to IPOs. 

Since anonymity is a key promise of cryptocurrency 
platform and due to the popularity of Bitcoin, much of the 
existing research deal with weaknesses in Bitcoin and 
recommendations to fix them. In this paper, we will work on 
applying the approaches from Bitcoin onto Ethereum. Section II 

will describe the related works involving the use of a graph 
database to persist and analyze transactions. Section III explains 
the motivation for applying graph analytics on Ethereum. 
Section IV will cover what was implemented, Section V will 
cover the results, and Section VI will cover the conclusions and 
future work. 

II. RELATED WORKS 

Spagnuolo et al. [6] created a modular framework, BitIodine 
that took transaction data and information scrapped from the 
web to “test several real-world use cases” including discovering 
connections from a known address and investigating payment 
for ransomware. 

• The transaction data is put through a component called 
Clusterizer which tries “to find groups of addresses that 
belong to the same user” based on two heuristics based 
on how Bitcoin transactions take as input, the output 
from prior transactions (formally called unspent 
transaction output). Nick [8] provides a succinct write-
up of several heuristics that can be applied for 
clustering in his thesis. 

• The Grapher component creates two graphs, 
transaction graph and user graph from the transaction 
data and output from Clusterizer. The transaction graph 
has addresses as vertices and transactions as edges. The 
user graph has “users” (effectively cluster of addresses) 
as vertices and aggregated transactions as edges. 

• The Classifier component reads the two graphs created 
from the Grapher, enriches it with labels that are 
scrapped from the web and persists the result of the 
resulting classifications into a database. It provides a 
reverse index against the transactions, addresses, and 
users effectively. 

Fleder et al. [2] created a similar pipeline to BitIodine which 
appears to be due to sharing the model for transactions and users 
from Reid and Harrigan [7]. Unlike Spagnuolo et at [6], Fleder 
et al. weren't as clear about what underpins the figures provided 
or any source code to replicate what was done. The PageRank 
algorithm was mentioned as a guide to finding interesting users 
in the user graph due to similarities with graph constructed by 
search-engines to rank websites. When PageRank algorithm was 
applied for transactions over a single day (October 25, 2013), 
Fleder et al. found the transactions corresponding to the FBI’s 
seizure of BTC from Silk Road addresses. 
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Haslhofer et al. [4] created a solution, GraphSense which 
implements what it calls an address graph. Based on the 
description of the address graph, it corresponds to the transaction 
graph that Spagnuolo et al. [6] used for BitIodine. GraphSense 
creates what it calls an address cluster (“user” in BitIodine) 
based on heuristics that aren’t mentioned in the paper. Like 
BitIodine, GraphSense also applies tags based on contextual 
information scrapped from the web. GraphSense leverages 
GraphX and GraphFrame API of Apache Spark for graph 
construction and analytics. 

III. MOTIVATION 

As the leading platform for execution of smart contracts, it is 
important to determine whether the promise of anonymity holds 
for Ethereum. Like many of the papers written concerning 
anonymity of Bitcoin, we’re aiming to find potential weaknesses 
and recommendations for fixing them. The paper is focused on 
whether an attacker can de-anonymize addresses from graph 
analytics against transactions on the blockchain. 

IV. RESEARCH AND IMPLEMENTATION 

Due to the time and disk space required for downloading the 
Ethereum blockchain, we’ve opted for loading transactions from 
REST API provided by Etherscan block explorer for our initial 
implementation (https://etherscan.io). The REST API allows for 
us to query for all transactions to and from an address of an 
account. ICOs and digital token transfer were not considered as 
part of the implementation. 

The graph model seen in Figure 1 is used in Neo4j where we 
have blocks that contain many “normal” transactions which in 
turn have calls to multiple “internal” transactions. “Normal” 
transactions in this context refer to transactions that are included 
directly in the blockchain and therefore signed by the 
corresponding private key. “Internal” transactions aren’t stored 
in the blockchain and are the results of contracts being executed 
in the EVM. Both “normal” and “internal” transactions, in turn, 
have value in ETH being transferred to and from accounts. 
Accounts in this model cover normal accounts that are analogous 
to Bitcoin addresses and contract accounts which are tied to an 
instance of smart contract. 

The graph created for this paper started with initial addresses 
that are known to be associated with hacks from Etherscan 
(Gatecoin in May 2016 and Coindash in July 2017): 

• 0x04786aada9deea2150deab7b3b8911c309f5ed90 

• 0x6a164122d5cf7c840d26e829b46dcc4ed6c0ae48 

From the initial addresses, we proceeded to load additional 
neighboring addresses that are part of the same transactions (for 
up to three hops away). The load logic was set to avoid loading 
transactions from accounts that have high in and out-degree 
transactions. Such accounts could be tumbler service, exchanges 
or gambling smart contracts which would make our results more 
difficult to interpret. 

V. RESULTS 

Through some simple Cypher queries (Neo4j’s graph query 
language), we could see some transactions from the Gatecoin 
hack ending up in addresses that are associated with 
cryptocurrency exchanges (Changelly, ShapeShift, Bitfinex, 
Bittrex, and Poloniex) based on tagging done by Etherscan as 
seen in Figure 2. 

VI. CONCLUSIONS / FUTURE WORK 

Due to limitations of what was loaded into the graph 
database, our insight was limited. Ethereum doesn’t rely on 
unspent transaction outputs to be inputs for a new transaction, 
unlike Bitcoin. This means that the heuristics for clustering 
addresses into users mentioned in Section II aren’t applicable. 
An extension of the work performed for this paper would be to 
take the entire Ethereum blockchain and load it into Neo4j. We 
can subsequently leverage Neo4j extensions or Apache Spark to 
perform graph analytics such as PageRank algorithm used by 
Fleder et al. [2]. Aside from graph analytics, we can apply web 
scrapping to associate addresses with tags such as those provided 
by Etherscan or user handles from forum posts that mention an 
address. 

There are several studies that rely on network layer traffic to 
de-anonymize transactions in Bitcoin. One study completed by 
Biryukov et al. [3] relied on a custom Bitcoin peer to capture the 
propagation of transactions to fingerprint the entry node where a 
transaction likely originated from. In effect, these studies 
function as a side-channel attack that exploited how the Bitcoin 
platform operated underneath the covers to be able to group 
transactions together and perform proactive tagging. An attempt 
to replicate the methodology for these studies would require a 

Figure 1.Graph Model 

Figure 2.Transactions from Gatecoin Hack – Accounts in blue and 

transactions in green 
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deep understanding of the Ethereum platform and would likely 
yield better results compared to graph analysis. 

The observation that the stolen ETH went into addresses 
associated with cryptocurrency exchanges suggests that it may 
be beneficial to link the Ethereum transaction graph with Bitcoin 
transaction graph. This would provide additional insight to see 
if ETH was converted into BTC by the hackers and whether 
there is an associated BTC address. 
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Abstract— Individuals use online reviews to make decisions about 

available products and services. In recent years, businesses and the 

research community have shown a great amount of interest in the 

identification of fake online reviews. Applying accurate algorithms 

to detect fake online reviews can protect individuals from spam 

and misinformation.  We gathered filtered and unfiltered online 

reviews for several hotels in the Charleston area from yelp.com. 

We extracted part-of-speech features from the data set, applied 

three classification models, and compared accuracy results to 

related works. 

Keywords: fake review detection, machine learning, part-of-

speech tags, Multinomial Naïve Bayes classifier, Bernoulli Naïve 

Bayes classifier, logistic regression classifier. 

I. INTRODUCTION 

There are thousands of reviews online, which makes it 
convenient for people to make decisions, but the amount of data 
makes it difficult to sort through [1]. The real value of online 
reviews is in its content and the certainty that reviewer indeed 
received products or services prior to writing the review. 
Promotion or demotion of the products and services is one of the 
main reasons for deceptive reviews. At times, to create better 
ratings for the venue, hotel owners pay employees to fabricate 
false reviews [2]. Alternatively, some reviewers write negative 
reviews for malicious reasons, like to distort the reputation of the 
business reviewed [3]. 

Yelp.com is one of the biggest online review sites. It uses a 
filtering algorithm to detect fake reviews. However, the 
algorithm is a trade secret. In this work, we collected reviews 
from yelp.com for 100 random hotels in the Charleston area. We 
labeled filtered reviews as real and unfiltered reviews as fake. 
We extracted part-of-speech features, trained and tested the data 
set, built a model and compared results to related work. 

The rest of the paper is organized as follows: Section II 
reviews related work. Section III describes the motivation for 
our work. Section IV describes the data collection mechanism 
and analysis. Finally, Section V will provide a conclusion and 
future work. 

II. RELATED WORK 

Ott et al. [4] define deceptive opinion spam as “fictitious 
opinions that have been deliberately written to sound authentic 
in order to deceive the reader.” To analyze deceptive opinion 

spam, authors performed a hotel review analysis, using a data set 
of 800 reviews. Truthful reviews were gathered from 
tripadvisor.com, and fake reviews were written by Amazon 
Mechanical Turk online workers (known as Turkers). Each 
Turker was tasked to write a deceptive review on one of the 20 
Chicago hotels. Reviews were written from the perspective of 
the hotel’s marketing department employees. They satisfied 
certain length and complexity criteria and portrayed the hotel in 
a positive light. The Turker got paid $1 per accepted review. 
There were 6977 truthful reviews for the same Chicago hotels 
that were mined from tripadvisor.com, but only 400 reviews 
were selected for research. 

Two approaches were chosen to detect deceptive opinion 
spam: human performance, and automated approach. Three 
graduate students were selected to analyze the reviews. For an 
automated approach, authors used n-gram features as well as a 
combination of the n-gram features and psycholinguistically-
motivated features. Accuracy results using human judges was 
reported at 61.9%, using bigram features 89.6%, and using 
psycholinguistic deception detection approach 76.8%. 

Mucherjee et al. [5] used filtered and unfiltered data from 
yelp.com to analyze real and pseudo reviews.  Yelp’s filter 
claimed to be very accurate with a few false positives. Authors 
used reviews from 85 hotels and 130 restaurants in the Chicago 
area. While analyzing reviews, authors noticed that the quantity 
of fake reviews on yelp.com is much smaller than real reviews. 
They used balanced data (50% fake and 50% real reviews) to 
train the data set and used natural distribution to test the set.  
Mucherjee et al. used POS (part-of-speech) based features to 
build classifiers. All experiments were based on 5-fold Cross 
Validation and yielded 67.8% accuracy. 

McCallum and Nigam [6] performed an evaluation of two 
event models for the Naïve Bayes Text Classification. The first 
model was a multi-variate Bernoulli event model. This model 
calculates the probability of the document, by multiplying the 
probability of all attribute values, including the probability of 
non-occurrence for words that were not present in the document. 
The second model was the multinomial event model. This model 
calculates the probability of the document, by multiplying the 
probability of words that occurred in that document. Authors 
completed the empirical study with different data sets, such as 
the Newsgroups and WebKB. Results showed that the second 
model outperformed the first one in terms of large vocabulary 
sizes. The multinomial model reduced accuracy error by 27%. 
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III. MOTIVATING EXAMPLE

 Product online reviews provide an information base for 
consumer experience. Online reviews appear on websites that 
sell products and offer services. Consumers are likely to look for 
information online before making purchase decisions. 
According to Fang et al. [1], 65% of leisure service consumers 
will read online reviews, before deciding on the vacation 
destination. The quality of individual hotels is measured through 
different means, such as stars or ratings on characteristics of 
cleanliness, view, and staff friendliness. However, online 
reviews provide support for those means. It is critical to be able 
to identify fake online reviews with great accuracy. 

IV. IMPLEMENTATION

Our first step was to collect the data. We used Chrome Web 
Scraper to gather reviews from yelp.com for 100 random hotels 
in the Charleston area. Non–filtered reviews were tagged as real 
and filtered reviews were tagged as fake. Table I provides 
dataset statistics. 

TABLE I. DATASET STATISTICS 

Hot

els 

Fake  Non-

fake 

% of 

fake  

Total 

reviews 

Our work 100 640 3310 16.2% 3950 

Mucherjee et al. 85 4876 4876 14.1% 5678 

Ott et al. 20 400 400 50% 800 

Next, we tokenized both datasets, extracted adjectives, 
adverbs, and verbs and tagged words as real or fake. Most 
informative features and their probabilities are shown in Table 
II, where w is the word, P(w|R) is the probability of the word 
occurring in the real review, and P(w|R) is the probability of the 
word occurring in the fake review. 

TABLE II. MOST INFORMATIVE FEATURES 

w P(w|R) P(w|F)  

assume 1.0 14.4 

suggested 1.0 11.1 

packing 1.0 10.3 

tells 1.0 10.3 

easier 1.0 8.7 

We calculated a frequency distribution of extracted features. 
To train the data, we used half of the features, and the other half 
was used for testing. For model building, we used NLTK [7] and 
Scikit-Learn [8] modules. To identify fake online reviews, we 
used Multinomial Naïve Bayes, Bernoulli Naïve Bayes, and 
logistic regression models. The best accuracy result was 
achieved by applying the Multinomial Naïve Bayes model and 
yielded 85.9% accuracy. Figure 1 compares accuracy results for 
our work and related work. 

Figure 1.  Accuracy Result 

V. CONCLUSION AND FUTURE WORK

In this paper, we collected data, extracted part-of-speech 
features, and applied three different classification models to 
identify fake online reviews. We found that highest accuracy 
was achieved by applying the Multinomial Naïve Bayes 
classification model to our dataset. 

In our future work, we plan to improve on our methods for 
extracting features from datasets. We also intend to use more 
classification models, develop voting algorithms, and introduce 
a reliability score. 
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